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Figure Y-12 The camera and gun sight work well
together when aligned properly

bloom the image due to reflections on the exit lens
of the gun sight. Place a bit of black cloth or
cardboard (not shown in Figure 4-11) over the
camera lens and gun sight to stop ambient light
from reflecting off the gun sight exit lens, and set
your digital camera’s focus and exposure manually
for best results, if you can.

With the digital camera and gun sight working
together, you will have the ability to photograph
targets from a safe distance, yet still bring in the
small details as if you were only a few feet away
from the subject. This system can easily perform
just as well as a professional digital camera and
telephoto lens costing thousands of dollars as long
as you get the alignment set up correctly. For
farther targets, however, you are going to require
some seriously powerful optics, but not to fear, we
can just keep on hacking.

Project 24—Long-Range Digital Photography

A gun sight is an easy addition 10 any digital
camera because the exit lens is designed for use at
a distance of a few inches, making the union of the
two nothing more than a simple alignment task,
Gun sights usually do not offer zoom ranges above
305, 50 for very long-distance photography they
are not going to fit the bill, 50 we must move to the
next level—binoculars. An inexpensive or broken
pair of binoculars will work great for this hack,
we are only going to use one half of the binoculars
anyhow, creating a “monocular” that will extend
the zoom range of our digital camera. Most
binoculars have zoom ratings of between 40 x and
60>, with 505 being the most common style,
about double the zoom we could get using a gun
ight. Mounting the monocular to the digital
camera will be a litle trickier than the gun sight,
since the exit lenses of a pair of binoculars are
designed so that the user's eyes are within a half an

inch from the glass. Also, because of the inereased
zoom factor, any slight misalignment in any
direction will create a large blacked out area over
your photograph. The trick is to separate the best
half of a pair of binoculars then cut the support
members that held them together in such a way
that the unit will site perfectly parallel to whatever
surface they are fastened to. Remove the pin that
connects the two halves together, then carefully
file away at the aluminum support arms until they
create a stand that will position the monocular exit
lens directly in front of the digital camera’s main
lens. Figure 4-13 shows my monocular filed to
shape and fastened to a small aluminum box for
support. The small digital camera mates perfectly
with the monocular exit lens for crisp clear images
at long distances.

‘The same rules apply to this setup as they did
when working with the gun sight. Make sure that
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Project 52—Hacked Baby Monitor Bug

Figure 82 Gurting the transmitter to the bare
essenials 10 reduce its size.

inconspicuous household object so that it can
be hidden covertly in the room to be monitored.
A 9-volt battery will power the transmitter for
several hours, and you really don’t have to worry
100 much about the units rated voltage. T have
used a 9-volt battery with no problem at all on
base units rated as high as 12 volts DC and as
low as 5 volts DC.

Begin by gutting the base unit to remove the.
entie plastic case, being careful not to break the
two small wires connecting the electret microphone
1o the circuit board. The microphone is probably
glued to the front half of the casing, so you will
need to pry it off with a small screwdriver or knife.
You also want to remove the antenna wire from its
connection point on the antenna if there is one
(sometimes they are fake). When you have the
circuit board removed from the casing, unsolder the
DC adapter jack, making note of polarity, and
simply solder a 9-volt battery clip in place. As
shown in Figure 9-2, my base transmitter unit is
reduced to the bare essentials and converted to run
on 2 9-volt battery. The small switch next to the two
crystals allows switching between channel A and B.

My circuit board was small enough to fit into a
pop can, and the antenna would blend in nicely if
fed into a straw and placed into the can as if
someone were drinking the pop. A 10-inch length
of stiff copper wire was soldered in place of the.
short wire that was originally used for the antenna

Figure 9-3 A pop can and drinking straw hide the
sransmitter perfectly.

so that it could be held in place and easily adjusted
for best results. The botiom of the pop can was
hacked out using a steak knife, and the circuit
board, battery, and microphone will be placed
inside then secured by a bit of duct tape to cover
the hole. The microphone is so sensitive that it
worked perfectly simply by placing it near the
opening in the top of the can, but if you find the
sound a bit muffled, a tiny hole is all that would be
needed in whatever casing you are using to
disguise the transmitter. As shown in Figure 9-3,
the pop can will make a great home for the new
covert baby monitor spy device, and the antenna
will function perfectly hidden inside the drinking
straw.

‘The completed unit not only worked perfectly,
but also seemed to have greatly improved range
over the original design! My theary is that the
longer antenna and metal can increase the range by
improving the RF shielding and allowing the can
10 act as a ground plane for transmission. The
transmission could be picked up by the hand-held
receiver for as far as I felt like walking, and the
sensitivity was so good that every conversation
could be heard clearly, even if originating in a
different room than the transmitter. The only risk
with this device is that  person may walk by and
feel the need for a sip of pop, or decide to tidy up
a bit and throw out your beautiful covert spy
device. As you can see (Figure 9-4), the transmitter
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Fmu= 23 The record switch and microphone
snted on connectors.

evice to the microrecorder. Make sure (o label
e ends of the wires if using the same connectors
for both.

With both the record switch and microphone
installed remotely from the microrecorder, the unit
is now much more functional for use in covert
operations requiring the unit to be hidden well out
of view. I can start and stop recording instantly by
flipping the small switch back and forth while it is
hidden in a jacket pocket, and the audio is much
clearer with the microphone mounted in a hat or
i so that it faces the audio source. Using the
switch to toggle power to the cassette motor also
saves battery power, as it is the drive motor that
uses most of the power in normal operation. This
‘modified microrecarder can now be installed just
about anywhere, and will form the basis of the last
project in this section—"Wiring Your Body to
Record Audio.”

Project 2—Ultrahigh-Gain Microphone Preamp

Not all devices that can record audio have built-i
‘microphones, and even on those that do, the gain
can sometimes be less than impressive when it
comes to picking up faint sounds or conversations
in a room to be monitored. The lite black box
presented in this section will tur any device
capable of recording an audio signal into a super
hearing device that can amplify a whisper across a
room into a clear audible sound. This unit can be
connected (o a tape recorder, digital recorder,
computer, or even a VCR’s audio input for hours
of stealthy recording when you need that “on the
spot” solution in a hurry. Because the amplifier is
to any sound, it can be hidden out

of view without a large impact on performance.
Conneeted to a standard VCR recording on a
12-hour-long tape, this setup would become a very
stealthy audio spy, especially if the preamplifier is
hidden in a not-so-obvious location, such as behind
the television, or under the couch. This sound
booster may also work with the microrecorder in

50 sensi

the last section if it is installed in place of the
original microphone.

The heart of the circuit as shown in Figure 2-4 is
the LM338 low-noise operational amplifier IC set
up as a high-gain amplifier with adjustable gain.
This amplifier is very simple, but actually includes
two stages of amplifications, as the electret
microphone being used contains its own high-gain
amplifier built right into its small metal can.

‘The variable resistor will control the overall gain
of the amplificr, and the range will vary from “lots
of gain” to “ridiculous amounts of gain.” With the.
variable resistor set for full gain, the recording
device should be able to pick up the faintest
whisper across a room as long as the noise level is
not so great that it drowns out everything in
between. The amount of ambient noise in the room
1o be monitored is really the determining factor in
what gain setting to use, since no amount of gain
will extract a clear conversation from a room full
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Keyboard data

HKL is actually quite simpl

Tng—TL 436501{

‘eyboard clock 1 6 7
il XX
-5 Data sent from the keyboard to the PC is an 11-bit frame.
id work with only a keyboard attached
10 computer at all. The hardware key BLl i hj a Hardware
er (known as HKL from now on) is
ntally a micro-sized computer complete Key Logger o
“=ith its very own operating system, RAM, o
and user interface, and it is no bigger than a ‘To build the HKL, you will need some type of
zen lid. The hardware that makes up the ‘programmer for whatever microcontroller you decide
microcontroller 1o use. At the time of writing this book, the PicMicro
unning the keyboard decoding and software; an 16f628 series was by far the most popular o

EPROM to store the user's keystrokes; and a
switch to turn off the keyboard when playing
keystrokes back to the computer. In “spy mode,”
the HKL intercepts every keystroke by treading

the PC keyboard’s clock and data lines,

written in a portable bas
ported to just about any microcontroller.

from the competition.

essentially decoding the information the same
way that the computer’s BIOS would. The
keystrokes are then stored as a single byte into
the EEPROM by the microcontroller’s program.
When a secret password is keyed in through the
keyboard, the program “wakes up,” switches
off the computer keyboard, and then begins

10 playback all of the keystrokes stored in

the EEPROM. This might seem like a fairly
technical project to undertake, but in reality, the
hardware costs less than $10 in parts, and the
microcontroller’s progra is 0 simple that it is

¢ format than can be

You could purchase a HKL from a variety of
sources, at $200 or more, but why not dig right
in and learn to build your own—the ability to
‘make your own spy gadgets will set you apart

microcontroller for hobbyists due to its low cost and
ease of programming. Of course, any microcontroller
with at least five JO pins will work including the
Parallax SX series, Basic stamp, or the Atmel AVR
series of microcontrollers. The code itself is
presented here in PicBasic format, but could be
ported (o any other language, including assembler,

in minutes, as it s very simple. T have also tested

i code in SX-Wiz, a nice basic compiler for the
Parallax SX series microcontroller that can be
downloaded as a trial version from www.sxwizcom.

Before we dig right into the hardware and code,
let's have a look at how the PC keyboard talks to
the computer. As shown in Figure 11-5, there are
two digital signals of interest, a clock and a data
signal. To send information to the PC, the
keyboard first checks both the clock and data line
to make sure they are both high. The keyboard will
not send to the PC if either line is low because this
‘means that another device is sending data to or
from the PC. Once both the clock and data lines
are high (idle state), the keyboard then begins
generating a clock and data signal like the one
shown in Figure 11-5.
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Figure 2-8  The bionic stereo spy ears are built into

‘metal cabinet,

The two 50 vaiable resistors should be
independent units, not the ganged type that share a
common shaf, as this will defeat the ability to set
the left and right volumes to achieve perfect
balance, and this will throw off your ability to
detect the direction of sound if you are using the
device with headphones. The best type of electret
microphone to use for this project is the.
inexpensive multimedia type that is commonly
shipped with a low-end pair of multimedia
speakers for a sound card. This type of microphone
comes with an adjustable base and a bit of two-
sided tape, so it s perfect for mounting on a small
plastic or steel project box. If you cannot find
these types of electret microphones, you could
easily hack something up yourself using some
flexible gooseneck tube, or something similar, as
there is nothing complex about these multimedia
‘microphones; they contain nothing more than a
single electret element at the end of the wire: As
shown in Figure 2-8, I built this dual amplifier
circuit onto a small bit of perf board and mounted
the works into a small metal cabinet o help keep
unwanied noise sources such as 60-Hz hum and
RF from various appliances out of the amplifier
section. The inside of the cabinet is large enough
to contain the circuit board, dual potentiometers,
and a 9-volt battery, and there was ample room on
the outside of the box to mount both multimedia
microphones. A power switch is also

recommended, as this unit will use more power
than the LM386 based microphone preamp
presented earlier in this section. The LM386 is
designed to directly drive a 1-watt speaker, and as
you will soon find out, the volume must be set
cautiously to avoid blasting your ears with a
barrage of loud sound.

Once you have the circuit completed and
‘mounted inside your container of choice, set both
potentiometers counterclockwise to drop the
voltage to each microphone element to zero then
flip on the power switch. At this poin, I would not
recommend placing the headphone on your ears
just in case the leads to the potentiometers were
accidentally soldered in reverse, as this will set the
unit to full volume, T promise you that this unit can
become way too loud in a hurry if you are using
headphones, so great care must be taken in order
10 set the volume low enough so that feedback
between the microphone and headphones does
not occur. It will generate a horrific shrill that is
extremely unpleasant.

As T mentioned earlier, this unit can deliver a
very crisp, loud signal unlike those cheap “spy
car” toys, and it does this by not clipping the
amplified signal, or attempting o auto control the
output o a safer level. I found that by using a good
set of headphones that would cover my entire ear
while holding the unit in my hand, I could set the
potentiometers to about one quarter turn before
feedback would oceur. The distance between the
‘microphone and the headphones as well as the type
of environment (indoor versus outdoor) would
greatly influence how loud the volume levels could
be set before feedback would occur—indoors,
feedback would occur much more often, especially
in small rooms. When using the device as an input
into another recording device, feedback is not an
issue, but you must stil be careful not to overload
the input, as this device can produce hundreds of
fimes more input power than a simple microphone.
Always start at the lowest setting, and work your
way up o a level that is both comfortable to your
ears or 10 a level just below clipping in the
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@ Device MCLR_OFF
define osc 10

define shift_pauseus 40
CMCON=7
VRCON=0

< [VARIABLES]
‘mde var bit

 MODE: 0=RECORD / | =PLAYBACK

clk var porta.l 3 KEYBOARD CLOCK PIN
dia var porta.0 ; KEYBOARD DATA PIN
kbs var porth.0 ; KEYBOARD 4066 SWITCH
sclvar Porta.3 ; EEPROM CLOCK PIN

sda var Porta.2 ; EEPROM DATA PIN

adrvarword 3 EEPROM ADDRESS

chrvar word 3 OUTPUT FRAME

key varbyte  ; SCANCODE

bke varbyte  ; BREAK CODE

btvvarbyte 3 BIT VALUE

Ipl varbyte  ; LOOP VARIABLE

sftvarbyte  ; SHIFT KEY FLAG

Isf var bit : LAST SHIFT KEY STATE

pwe varbyte  ; PASSWORD BYTE COUNTER

pwd var byte[6]; MASTER PASSWORD

clear

+ [STARTUP]
input clk
input da
output kbs
Kbs=1

+ [FIND EMPTY EEPROM ADDRESS]
for adr=0 to 32767

i2cread sda,scl,$A0,adr[Ip1]

if Ip1 =0 then goto done
next
done:

main:

; [RECORD LOOP] ##+trsssrssssssnnnenss

+ [READ START BIT]
gosub clock

if dia=1 then goto main

; [READ NEXT 8 DATA BITS]
key=0

forlpl=01t07

‘gosub clock

if dta=1 then

lookup Ip1,{1.24,8,16.32,64,128) bty
key=key +btv

endif

next

+ [READ PARITY BIT]

gosub clock

+ [READ LAST STOP BIT]

gosub clock

; [CHECK BREAK CODE-IGNORE NEXT
KEY]

if bke=1 then

if key =$12 or key =$59 then sft=0
key=0

bke=0
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Preface

What?

Remember the character “Q” from those James
Bond movies? He was the eccentric inventor who
always invented unbelievably small spy cameras,
super sensitive bug pens, even glasses that let you
see everything behind you! What if I told you that
not only can you acquire this type of technology,
but you can build it yourself! Not only can you
build these devices and many more, but you can do
it inexpensively and without having a degree in
covert spy electronics!

In 101 Spy Gadgets for the Evil Genius, you will
Learn to put a sensitive miniature color video
camera and transmitter into a box only slightly
larger than & box of matches—yes a fully
functional spy TV station in a 2-inch bos,
complete with batteries! Sounds high tech?—It is!
How about a super stealthy microphone that you
can point at a target hundreds of feet away and
hear every whisper? A sce-in-the-dark telescope
that can record images onto your VCR, a teddy
bear that watches the babysitter? Yes. not only are
these devices going to be in your hands, but they
can be put together in only a few hours using
off-the-shelf parts

Thanks to the abundant availability of small
inexpensive security electronics, making your own
spy arsenal is a snap. Did you know a small black
and white video camera with almost sec-in-the-
dark capabilities can be purchased for under $20
from many online sources? Build your own
two-mile range video transmitter for a few dollars
in parts and connect that to your camera, and you
now have a stealthy night vision transmitter that

<asily compares to professional units costing
thousands of dollars only a few years ago.

Not only will 01 Spy Gadgets for the Evil
Genius show the reader how to hack together

some very amazing covert spy gadgets, but it will
also contain easy-to-follow instructions, even for
most beginners into the realm of “information
gathering” and “covert sleuthing” For the young
spy stillliving under the shadow of “big brother”
(I mean that literally), we have the bedroom door
snoop—a device that triggers an inexpensive
digital camera when unwanted visitors enter a
room. How about the dresser drawer alarm, or the
telephone eavesdropping alert light? So many great
zadgets to keep the older brother at bay!

In 101 Spy Gadgers for the Evil Genius no leaf
s left unturned—if it has wires, this book will
show you how to hack it, turning seemingly
ordinary household appliances into devices that
even 007 himself would appreciate. Just check out
the manifesto!

Why?

1 think agent Mulder from the show “The X-Files”
said it best; “trust no one,” and “the truth is out
there.” If the truth is really out there, then the
devices presented in this book will help you dig
it out, and soon you will know who you can
trust—with a litle help from our stealthy spy
gadgets! Security is one of the largest industries
in the world today—with everything from theft
prevention to high stakes corporate espionage in
the hit list, and knowing how to get at the truth is
a valuable asset indeed.

Having worked in the security field myself, |
know how valuable these spy gadgets can be, and
having the ability to produce them yourself
upgrades you from Cadet to Colonel pretty fast!
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spot at the target, but this is not true. There is a
very bright point of light right at the exit tube of
the laser pointer visible to the target at many
hundred feet, This traceable spot from your laser is
more visible as the angle between the target and
the decreases, which is why you want to keep your
stray shots to as few as possible.

“To mount the laser to the binoculars, we will
attach it 10 a plastic box, which will contain the
trigger, and a battery power source that will last
‘many times longer than the litle button bateries
originally included with the laser. The new power
source will not make the laser any brighter, as it
will have the exact 4.5 volt rating as required by
the pointer, but it will make the batteries last for
‘months rather than hours. The easiest way to
replace the power source is to solder one wire to
the battery spring inside the pointer (this is the
negative terminal), and another wire to the steel
shell (this will be the positive terminal). The power
source can then take the form of threc AAA
batteries connected in series, or a 9-volt battery run
through a 4.5-volt regulator. No matter what you
choose for a power source, just make sure it is a
clean 4.5-volts DC, or the laser pointer will cease
to exist. Once the power wires have been soldered
10 the laser pointer, mount it snuggly through a
hole in the plastic box you have chosen to contain
the batteries and trigger, as shown in Figure 14-2.
The little cap at the end will be omitted so
alignment will be casier as well

The original pushbutton switch on the laser
pointer shell will also need to be permanently set
in the ON position, which is accomplished by
wrapping a plastic tie firmly over the switch as
shown in Figure 14-2. The pointer will be placed
through the hole in the lid so that the power wires
and tie wrap are inside the box. This makes for a
much cleaner and professional looking design.
“The main body of the plastic box will now be
attached to the body of the binoculars. It is key
that this be done so the box is exactly parallel with
the body of the binoculars in order to maintain
accuracy. If the plastic box is even a fraction of an

Figure 14-2  The laser pointer witl external power
leads attached.

inch off center, the faser spot could be many feet
off the target when you are trying to target objects
hundreds of feet away. One way to ensure perfect
alignment easily is to bolt the box directly to the
front of the binoculars using a bolt attached to the
threaded tube that joins the two halves together. As
shown in Figure 14-3, this simple method of
attaching the box to the binocular shell will ensure
perfect alignment every time. The hollow threaded
tube will most likely be covered by some type of
plastic plug—just pop it off with a screwdriver and
search for a suitable bolt to pin the thread type
inside the hollow tube.

The trigger switch should be a normally open
pushbutton mounted in a position that is ea
reached while holding the binoculars up to your
eyes. Figure 14-3 shows the position I found to be
optimal when viewing. There must be plenty of
room left for your bateries as well when the lid is
placed on the box, so account for this when
placing all of the components. Also, because the
end cap is not being used to hold the button
batteries in the laser pointer, the shell can be
pushed directly against the inside of the box,
further adding in alignment. It does not matter that
the laser pointer may be slightly higher than the
exit lenses of the binoculars, or even to the right o
left somewhat, as long as the beam does point
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for color is only a few dollars higher, and the basic
size and shape of both models is usually the same.
‘There is one main reason. and that s the ability of
the camers 1o see in a dimly lit environment. Black
and white cameras are always better at secing in
low light conditions, as they only have to process
the luminance of the scene rather than the
luminance and chrominance like their color
counterparts. For this reason, the black and white
camera lux rating may be many factors better than
that of the same model camera with the color
option. My black and white microlens camera with
the Sony Super HAD chipset (shown top right in
Figure 6-1) is a truly amazing camera when it
comes to low light situations, and it can almost see
in perfect darkness. Black and white cameras are
also excellent candidates for invisible infrared
lighting using an array of 800-900nm infrared
LEDs or some type of full spectrum incandescent
light filiered by a Wratten gelatin infrared filter.
Color cameras are also sensitive to infrared
lighting as well, but the resulting image will look
oddly colored and contain noise from the image
sensor, which is why black and white is the better
choice for this type of use. Color obviously has its
‘merits as well, and besides the obvious fact that it
produces a color image, many color microcameras
include specialty lenses with manual ris control,
200m and telephoto capabilities, or threaded lens
casings for adaptability to other optical devices.

Regardless of the type of microcamera you
choose for your spy work, you will need to deal
with two common requirements—power and video
signal output. Depending on your camera, you will
be presented with a standard RCA style connector
for the video output and a DC adapter plug for
powering the device, or you may see nothing more
than three o four bare wires protruding from the
body of the camera. The connecter version of the
camera is a “no-brainer” installation, and the only
thing you have to be careful of is the voltage on
the power adapter or battery pack. You will not get
a second chance if you reverse the polarity or
exceed the camera’s voltage rating: that T can

-

Flaure 62 A micro camera with pigtail connector
shown with two power sources.

assure you of from costly personal experience. The
downside of a connector ready camera is the fact
that the connectors may take up more space than
the actual camera, 5o mounting the unit will
require oversized holes 1o be drilled. or wasted
space inside the container. The “pigtail style
camera will have no connectors, so you are firee 10
add whatever type and size connector you desire,
but obviously much more care must be taken to
avoid turning your microcamera into a single use
smoke bomb. A typical pigtail connector will look
like the one shown in Figure 6-2, and as you can
see, the camera is the smallest device, dwarfed by
both the 9-volt battery and DC adapter.

‘There will most likely be three wires coming
from your camera, a DC power connection
(usually red), a video output connection (usually
yellow or white), and a common ground
connection (usually black or green). There may be
two ground connectors (one for video and one for
power), or a third signal wire if your camera has a
built-in microphone, so if you are not absolutely
certain of the wiring color code then reference the
usual manual if you have one. Battery usage is by
far the safest method used to power your camers,
as you can be certain that the voltage will never
spike past the batteries’ rating, an all-too common
problem with inexpensive DC power adapters.
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Activated Shocker

Project 84—Motion

Figure 13-22  High voltage output terminals built
into a dresser drawer handle.

never short together, as this will create no voltage
at all and will most likely burn out the oscillator
transistor in a second or two, so insulators must be
used on metal surfaces. I will show you how to
make the shocker respond to an opening dresser
drawer, as this is a common piece of personal
furniture that is often invaded by snoops. As you
can see in Figure 13-22, the high voltage output
terminals are hidden on the inside of the wooden
handle to conform to the shape of the wood. These
terminals are just two picces of paperclip wire bent
to fit the general shape of the handle, then fed
through two small holes drilled in the wood.

The wooden handle is easy to work with, since it
is a natural insulator, and there will be no chance
of the wood conducting the voltage. If this were a
steel handle, the same basic principle would still
work, but you would have to run an insulated wire
through the handle, then place a bit of tape or
plastic down before laying the bare wire along the
inside of the grip area. Standard house wire works
great for this, since the insulation is nice and
heavy, and the stiff copper will hold its basic
shape. Once you have your two high voltage
terminals in place, test the resistance across the
wires with an ohmmeter to make sure there is no
short, as you wouldn’t want to make a firecracker
out of your shocking device. Once the delivery
system is in place, you will need to find some type

Figure 13-23 A mercury switch will set off the
shocker when i is moved.

of sensitive motion switch that will respond to the
opening of the drawer. I used a mercury switch
salvaged from an old manual thermostat control.
“This is a glass tube with a ball of liquid mercury
rolling around to form a contact. Besides mercury
switches, there are also ball switches which work
on the same principle, but have an iron ball that
can roll back and forth onto a set of contacts.
Mercury switches cost more to manufacture and
are more sensitive to slight movements, but for a
dresser drawer, both types would work fine.
Figure 13-23 shows the micro shocker device
connected to two AA batteries through the mercury
switch to deliver a hearty 2000-volt zap to the
drawer handle when it is opened. You do not have
o use the micro sized version of the shocker for
this project, as the disposable camera hack version
would work just as well. If you really wanted to,
the hand-held shocker could be set up to work as
a dual purpose shocker for this configuration as
well by simply creating a remote trigger using a
two-conductor plug then running that to the
mercury switch. For connection to the handle, just
snap a pair of alligator slips to the hand-held
output terminals, and it would work perfectly in
this mode as well.

‘The key to placing the motion switch for best
results s to make sure it is set at an angle that is as
close to on as you can get; this way, only the
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Project 71-Build a High-Tech Hardware Key Logger

Key = $5A.

gosub sendkey

for adr = 0 10 32767
i2cwrite sda,scl,$A0,adr,[0]

pause 4

+ [SEND PROGRESS DOTS]
Ipl =lpl +1
ifIpl = 100 then
Ipl =0

key =$49

btv =btv+1

if bty = 22 then
bv=0

key =$5A

endif

‘gosub sendkey
endif

next

key=S$5A
gosub sendkey
adr=0

kbs=1

rewrn

Now, let's break this code down into functions. T
will describe each section of code referring to the
capitalized titles surrounded by square brackets in
the comment lines.

[16F628A DEFINES]  This is specific to the
PICI6f628 and the programmer used. These lines
turn off the watchdog timer, any analog inputs, and
define the speed of the oscillator—10 MHz in my
case, although any speed between 4 MHz and

20 MHz seemed to work just fine.

[VARIABLES] These are the working variables
for the program. The variables with the word
PORT in them refer to actual pins on the

microcontroller for such things as EEPROM
read/write functions, keyboard clock and data
input, and the 4066 switch control line. All other
variables are bit (on or off), byte (8 bits), or word
(16 bits). The comments after each variable arc
self-explanatory.

[STARTUP] This is run once the power to the
‘microcontroller is applied. We must tel the PIC
that the clock (clk) and data (dta) pins are both
inputs, and the 4066 control line (kbs) is an output.
We also send a high (+5 vols) to the switch to
enable the PC keyboard.

[FIND EMPTY EEPROM ADDRESS]  In order
10 avoid beginning at the start of the EEPROM
when writing the keystrokes, essentially erasing it
every time the computer is powered up, this loop
searches for the first empty space in the EEPROM
0 begin write operations. When an empty space is
found, the variable (adr) holds this location and the
program continues. Depending on the size of your
EEEPROM, this loop may need to be changed to
search the entire length of your EEPROM.

[RECORD LOOP]  This is where all of the spy
functions happen. Until the secret code is entered,
the program will run this loop, recording every
keystroke to the EEPROM.

[READ START BIT] The keyboard starts
sending information to the computer as soon as
both the clock and data lines are high (idle), and it
is the start bit that signals the start of a frame, so
we will wait for this to happen. A subroutine
[WAIT FOR CLOCK CYCLE] is called to wait for
one cycle of the clock line to happen, and then the
data line is checked for a start bit (low on dta). If
(dta) is high then the loop exits, as this is not a
valid start bit.

[READ NEXT 8 DATA BITS] This is the most
important part of the loop, as it reads the actual
scan code from the keyboard. These 8 bits are
shifted in on the falling edge of the clock cycle
with the LSB first, which is why the lookup table
contains the values 1,2,4,8,16,32,64,128. It adds
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Section Fifteen

Build a Mini Video
Controlled Spy Robot

Project 91—Hacking a Remote Control Toy Base

“This video controlled robot will project your vision
and hearing to far away places, or into
environments that are not accessible by humans.
‘This little shoebox sized rover is built using
nothing more than the parts from an old remote
controlled toy and some audio video electronics,
yetis just as capable as many robots used by
police and military. You won't be breaking through
any doors, or deflecting any stray bullets with this
litle unit, but with the right 4-wheel drive toy
base, this unit will be capable enough to traverse
just about any terrain from mud to snow, and

wauld aasily supvive 4 tumble down 4 flight of
stairs. The remotely operated vehicle (ROV)
carries a sensitive microphone and preamp, a
stealthy low lux video camera, and an array of
infrared LEDs that allow it to be operated in total

darkness. All of the fechnology used Lo make this

robot was explored in detail in other projects
throughout this book, and there is a lot of room to
customize your own ROV based on the plans in
this section, and your available parts. The first
thing you will need is some type of remote

sonirollgd 5y Yl st g

preferably a 4-wheel drive. T chose the 4 x 4 truck
shown in Figure 15-1, as itis a very common and
inexpensive all-terrain truck with a nice low gear
ratio for climbing over just about anything.

1f you plan on using your ROV indoors, then the
hearty 4 x 4 truck may be overkil, and because of
the availability of ultracompact cameras and
transmitters, the ROV could be made small enough
to roll under most indoor furniture for an ultra
stealthy indoor spy. For example, while writing
this book, T had a somewhat completed version of
my ultra small ROV, utilizing the smallest video
camera and transmitter available on my
workbench. However, when completed, this fully

Figure 151 An all-terrain, 4-wheel drive toy ruck
base.
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Figure 610 A miicrocamera with pinhole lens will it into the marker lid.

apart small transformers, solenoids, and relays
used in electronic appliances. The key to this
installation is using as fine a wire as you can find,
and keeping the distance between the wire and the
“breakpoint” as short as possible. The breakpoint
is the area where the wire will disappear from view
such as a hole in a counter, desk, or wall; the other
end of the thin wire will connect to a block with
twist connectors. The coating on the fine wire must
be seraped off before use, and this is a patient
process done by rubbing a sharp razor o utilty
knife along the tip until the color changes from red
copper to bare steel. Once the enamel coating has
been removed, the thin wire can be soldered to the
camera and held to the twist connectors, providing
2 good conductor for the video and power. The
chosen wire should snap with very litle resistance
Figure 6-l  The covert marker cam and its breakaway and look like a bit of hair just in case the subject

mounting box: decides to pick the marker up from its location on
the desk or counter. Figure 6-11 shows my marker
electromagnet of a small solenoid removed from. cam and connecting block made from three twist
2 broken photocopier. connectors fastened to a telephone extension box.
The fine wire must be coated with some type ‘The wire shown in Figure 6-11 is actually a little
of insulating enamel, not just a plain conductor 100 heavy for this project only because I had a
o there will a short circuit caused as soon as the difficult time photographing the actual wire T used,
wires cross each other. This fine copper wire is but it does show the general idea. The video output

r2d or orange in color and can be found by taking  cable and power connector are soldered direetly to
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Project 41—Manual Controlled Servo Base
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Figure 7-6 A 555 timer circuit will replace the RC
receiver and remote control.

is that it is much less expensive due to the lack of
remote control, and requires only a single power
source, unlike the hand-held remote control unit.

Take a look at the schematic in Figure 7-6, and
You can see that it consists of two identical variable
resistor controlled 555 timer circuits. Each variable
resistor will control one of the axis for pan and tilt

operation just as the joystick on the remote control.

‘The circuit does not take up much real estate on
a bit of perf board, and can be placed in a small
‘plastic cabinet like the one used to hold the servo
base. To make the entire unit more convenient and
easy 1o set up. a removable cord that contains the
servo pulses, camera power and retuning video
signal can be made from a few 6-conductor phone
or computer jacks and the appropriate patch cable.
Remember to use a shielded conductor cable for the
return video signal, especially if the control box
will be placed more than 10 feet from the camera
unit, or you will see distortion and interference
from the timer pulses feeding the servos. Also note
that not all servos are exactly the same, and
although this circuit worked fine on the various
units 1 had in my parts bucket, you want to make.

Flaure 7-7 The completed manual control box
conneeted 10 the camera base.

sure that the servo is not fighting to travel pastits
limits. This might oceur if the timer sends pulses
beyond the servo’s range, or is not working
properly. You can tell if the servo is fighting
because it will hum and vibrate at the far end of
rotation when it should just be sitting idle. This can
also be detected by connecting to an amp meter and
watching the stall torque of the DC motor. You
probably won't kill the servo by doing this, but you
will certainly il your batteries in a hurry, as the
stall torque on a servo can reach a few amps. If you
do end up with a stalled servo, just play around
with the values of the variable resistor and the one
in series with it until you find a happy medium.

My final product is shown in Figure 7-7, using a
short headset cord to connect the control box to the
camera base. Inside the control box is the main
battery pack, the timer circuit and an on/off switch
for convenience.

‘This circuit is not much different than what you
would find in a commercially available pan tilt
controller. Yes, most of them use off the shelf RC
servos as well because they are perfectly suited for
this job. This project is worth building, and will
make a great outdoor security device if you get
creative with some type of weatherproof enclosure
that will keep moisture away from the electronics.
A clear Pyrex™ bowl, a rubber gasket and a solid
base might be a good place to start building such a
device. Happy hacking!
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Figure 97 Modified radio showing microphone and
transmit button extension wires.

tissue dispenser still functions normally, and the
radio will go completely undetected. The radio ran
for several hours from its built-in battery source,
but could have been extended to a full day using a
small rechargeable security battery and the
appropriate voltage regulator. If you hide the
device inside another appliance, then you could
even rob power from its circuit board as well.

You will probably want to avoid long-term
operation of this device, especially in a densely
populated area where many FRS radios may be in
use. Unlike baby monitors, which are designed to

Figure 8-8 A good covert hack will go undetected,
even if closely inspected.

be left on atall times, this radio band is not, so
continuous use may have eavesdroppers searching
for the source, or it may annoy non-Evil Geniuses
that just want to talk to their friends on whatever
channel you have so rudely taken over. Use this
device sparingly!

f you really want to dig deep into the world of
audio eavesdropping, then the following projects
are going to tickle your evil funny bone, as we will
be building stealthy miniature FM bugs from
scratch using readily available inexpensive
components.

Project 54—Simple FM Room Bug

Because of the finicky nature of radio waves
‘combined with the “dark art” of coil winding,
experimenting with home brew radio transmitters
has been a road less traveled by many electronics
hobbyists, even those with years of experience. Let
me clear this up right now, Building a small FM
transmiltter is no more difficult than any basic

electronic cicuit, and any coils you may need can
be easily made by simple trial and error using a few
inches of copper wire and a bolt. T promise you that
if you can make an LED blink, then you can build
all of these basic FM transmiltters, and most of the
ones you find sprinkled amongst the millions of
public domain schematic on the Internet.

bng wooy
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Project 73—Scanning the

show, you will need some type of RF scanner like
the one shown in Figure 12-1

Like most of the radio devices you will be
scanning for, not all scanners are created equal,
and indeed, you will get what you pay for in
features. Sure, any old scanner will provide hours
of entertainment, with easy access to most low-end
RF devices such as baby monitors, older cordless
phones, citizens band radios, and even some
‘government agencies, but to really dig into the RF
spectrum, you will need a scanner that can reach as
most of the RF spectrum as possible. The ultimate
scanner will reach frequencies as low as a few kHz
(kilohertz) with an upper limit of several GHz
(gigahertz). It will have the ability to program
several hundred channels into memory for fast
scanning, and it will scan with a speed fast enough
1o lock onto a conversation before anything is
missed. Some other features that a high-end
scanner should have are: audio output, DTMF
decoding, extremely small scanning steps, and
possibly some type of simple unscrambling device.
A top-end scanner with all the bells and whistles
will set you back a few hundred dollars as
compared to an older unit with a narrower scan
spectrum which can be found at many second-hand
stores for well under a hundred dollars. Before you
dig deep into your spy budget for the latest and
greatest hardware, first take a look at the list of
common frequencies shown in Table 12-1, to

sce what RF devices may be transmitting in

your area.

As you will notice in Table 12-1, there is a
world of information at your fingertips, much of it
attainable with even the most basic second-hand
scanner. One of the most interesting areas of the
RE spectrum is the 900 MHz cordless phone and
room monitor slice, as most of these transmissions
will be fully unscrambled and available at
distances of several blocks or more depending on
where you place your scanner's antenna. Your
information-gathering mission may be very easy if

your target willingly places a sensitive audio bug,
such as a baby monitor, in his or her home. Many
people do not realize that baby monitor equipment
uses RF that can be transmitted, intercepted and
recorded outside of their home. When you plug a
baby monitor into the power source, it begins
spewing out every whisper in your house for every
Scanner owner within a few miles o hear, and 1
have yet to sce any type of scrambling or security
features available in these devices, no matter what
the cost. Inexpensive cordless phones are no more.
secure than those room monitors, and they will not
only transmit your voice, but also the party you are
communicating with, as well as the numbers you
dial on the key pad. Some other areas of interest
are the police radio frequencies, family radio
frequencies and CB radio frequencies, as all of
these will contain information that may be useful,
interesting, or just plain entertaining. Besides
scanning range and speed, the number of channels
i also important to the usefulness of a radio
scanner, as these will be like your favorite radio
stations placed into memory for fast recall. You
may need to keep tabs on any suspicious activity
‘going on in the house at the end of your street
(200d thing they have a discount store cordless
phone). and monitor how often the police are
dispaiched to the location, so placing all of the
900 MHz cordless phone base frequencies and
police radio frequencies on memory for fast
scanning will be necessary. You could plug in the.
frequency ranges manually, and let the scanner
search for any activity, but this takes a lot of time,
especially if the scanning step is very narrow. By
placing the exact frequency in channel memory, it
will feel as though the scanner tunes in the very
instant the conversation begins, and this is a bonus
if you plan to install an auto-recording device. The
lust feature that makes a scanner more usable s the
actual scanning speed. The scanner must first tune
into a certain frequency, then decide if there s
enough modulation there to turn off the squelch
circuit and begin sending the audio to the speaker.
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Figure 3-3  The telephone audio interface built on a
small perf. board.

and measure the impedance across the two.
terminals at each side of the device. If there are
three wires, ignore the center one. The impedance
at each end of the transformer should be equal since
the number of wrns in each winding are the same,
which is why it is called a 1:1 transformer, The dual
‘shone jack is optional, but if you plan to connect
this interface (o a phone line that already has a
phone connected to it then there will be no need for
= Y-adapter since the dual phone jack will fill that
function. The circuit s very simple, so it can be
uilt to a minimal bit of perf board and hand wired
=« shown in Figure 3-3. The two wires opposite the
=lephone jacks are the input/output wires used to
connect the audio device to the transformer.

If you intend to use the audio interface with a
computer sound card for either input or output,
then you can leave out the variable resistor and
uild the unit right into a hardware store telephone
<all jack as shown in Figure 3-4. The variable
sistor will not be needed because controlling the
<ound card through the computer’s volume control
¢l can easily set the audio input and output
vels. A typical sound card set to approximately

1 percent volume will output a signal from its
ceaker jack into the phone line at a very

nable level with low distortion and decent

1y. Plugged into the sound card microphone
k. the recorded audio from the telephone will be
<p and clear as though it were fed in from a
timedia microphone.

Figure 3-U  The simplified telephone audio interface
Jfor computer use.

‘The original phone jack that came with the box
is now used like the dual jack from the modem
card; it allows the line to be used for a phone even
with the interface plugged into the wall. To keep
the component count as low as possible, the phone
cord that connects to the wall jack is cut and
soldered directly into the box, so no other
connectors are needed. A -L-inch stereo cable and
connector is cut from a dead set of headphones and
wired into the circuit so that the left and right
channels are connected together for mono operation
(the phone Tine is mono). To use the device with a
computer, simply connect the stereo jack to either
the input or output of your sound card, plug the
phone cable into the phone jack in your wall, and
you can also plug  phone or fax into the jack on
the box if you wish. Listen on the phone while you
set the audio level on your computer for a
comfortable, no distortion playback of voice or
music, or speak into the phone while you set the
record level on your sound card's input for a crisp
clear recording without clipping. The other phones
sharing the same line should not be affected, and
free from any buzzing or AC hum. If there is a
problem, disconnect the interface and recheck the
‘wiring. The telephone audio interface is a very
useful and versatile device, as it allows a seamless
and undetectable bridge between an audio device
and the phone line, and it also forms the basis for a
few more projects presented in the chapter.
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Project 17—-World Wide Telephone

provider) will be passed along to that computer. Tn
my router, I have set the DMZ box (o point to
192.168.1.100, 50 that I can start a NetMeeting
session with my host computer.

So what address do you enter on the viewer
computer if the 192 address cannot by reached?
Well, you have to find out what address was
handed to the router by your TSP, and this can be
found on the router’s status page. Check your
router’s manual on how to get into the status page
and DMZ configuration page if you haven’t done
50 yet, and you will be ready to go. Like I said,
this is bare bones explanation on using Net
Meeting through a router, and if you need more

information, the router’s configuration manual will
have all you need. If you managed to get the audio
o transmit from one computer to the other in your
home or office, then it will work exactly the same
way from any Internet connection anywhere in the
world, creating the World Wide Telephone Tap.
Have fun with this simple spy project, and make
sure to email me your IP address when you get it
all setup so 1 can eavesdrop on you! OK, T am just
Kidding: any self-respecting hacker knows how to
get an IP without asking. Hear ya later.

In the next section, we will dive into the world
of digital photos and cameras, and how to hack or
enhance them for your various covert spy missions.
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1f you look on the back of any television and VCR,
such as the one shown in Figure 5-1, you will see
o different types of connectors used for video
input and output, usually a large threaded coaxial
connector labeled Cable or Antenna, and a smaller
RCA style connector labeled video or composte.
The threaded coaxial connector is of course the
connection to your cable or antenna, and it will
contain as litle as a single local broadcast or as
much as a hundred or more channels as well as
‘your Internet access. The other connector is the
one we are interested in as it contains a single
video signal for either input or output from the
device, and all security cameras will be directly
compatible with this connector. On a VCR, this
connector is referred to as the “line input,” and it
consist of one RCA connector (usually yellow
in color) labeled “video input” as well as one or
two connectors labeled “audio input” (usually
white and red). When you plug a video device into
tese connectors on your VCR or television, it will
display the signal directly on the screen once it is
set for line input, and if you are using a video
monitor without a television tuner, this is the only
connector it will have for inputting video devices.

wil

The signal that is generated by the video output
on most types of video camera, from camcorders
10 micro spy cameras, s relatively the same. Itis
referred to as an NTSC video signal because it was
developed by the National Television System

Section Five

Video Cameras and Recording

Project 25—Video Signal and Camera Basics

Figure 51 The video input/output panel at the rear
ofaVCR.

Committee in the 1950s. The NTSC video signal
contains all the information that a video device
needs in order to decode the data into an image on
sereen including luminance (picture information),
chrominance (color information), and the vertical
and horizontal sync pulses that control the way the
image is drawn. There is no need to get into great
detail about the NTSC signal here, as we are not
designing a video system from scratch, just
connecting them together. Searching the Internet
for “NTSC signal basics” will yield a wealth of
good information if you are interested in learning
‘more about the intricate timing involved in video
signal generation.
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Project 46—LED Night Vision Illuminator

Project HE—LED Night Vision llluminator

A very capable night vision illuminator can be
made simply by wiring an array of infrared LEDs
in series/parallel to connect to a DC voltage source
such as battery or power supply. Since most LEDs
require a DC voltage ranging from 1.2 to 1.5-vols,
itis very easy to wire a number of them in series
to run from a common DC voltage such as 9 o
12-volts. Once you have a string of LEDs
connected in series to match your power supplies
voltage, all you have to do to expand the number
of LEDs is add more identical series strings in
parallel up to the current capacity of the power
source. If T were using a power supply that could
source 1 amp at 12-volts, then T would connect a
string of 10 1.2-volt LEDs in series to match the
voltage requirement. If each series wired LED
string was to draw 100 milliamps, then 1 could
theoretically connect 10 identical strings in parallel
for an array of 100 LEDs; quite a large illuminator.

Figure 8-5 shows my wiring diagram for a 49
LED array running from a 9-volt power source
using LEDs rated for 1.3-volis.

Since there are seven LEDs in series, each one
of them will see 1.29-volts, which is just slightly

less than their maximum rating of 1.3-volts each,
and it is always better to be slightly lower than
slightly higher when working with sensitive
infrared LEDs, There are seven identical strings of
seven series LEDs connected to each other in
parallel, so that each LED still only sees the proper
Voltage. The current requirement for this array
would be seven times the current requirement of
each LED string, and a typical 9-volt battery can
power this unit for a few hours. The wavelength of
the LEDs is 950 nanometers, the same as used in
most consumer device remoe controls.
‘Wavelengths ranging from 808 to 950 nanometers
work very well for night vision illuminators, and
are easily available at any electronics component
supplier. The actual array is wired on a square of
perf board by cutting and bending the LED legs to
form the traces on the underside of the board.

Figure 8-6 shows my completed 7 7 infrared
LED array ready for installation into an array of
20 feet by 20 feet, which is the typical useful
range of the device.

Tncreasing the number or quality of the infrared
LEDs will extend the usable area that can be

i

1.3 volt:
LeDy

(+ov]

Figure 8-5  Wiring 49 LEDs requiring 1.3 volis each for 9-volt operation.
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Control Sniper

90—Remote

roject

1

deflected by the mirrors as though it were a tennis
ball thrown against a brick wall—45 degrees
makes a 90-degree corner.

Iis also no problem at all to cross the beams, as
Tong as the photocell becomes the final destination

of the source laser beam. Now you will have an
carly detection and warning system the next time.
an intruder—human or animal—invades your
space.

Project 90—Remote Control Sniper

Here is a project that will give you power over
almost any infrared remote controlled device that
you can see with your naked eyes or through a pair
of binoculars. Why on earth would you want to
take control of a television, VCR, or stereo system
from 10 blocks away you ask? Let’s not forget the
title of this book, people! Of course, there may be
a time when the loud parties next door at 3:00 a.m.
disturb your peaceful slumber, so rather than
repeatedly trying to reason with the partygoers or
wait hours for the police to show up to shut the
party down, you decide to take matters in your
own hands and shut off their music with the
remote control sniper, 5o that you can get some
shut eye.

This project uses some of the techniques.
discussed in the laser beam transmitter earlier in
this section, although this time the information is
in the form of remote control protocol carried by
an invisible laser beam. This project can be.
thought of as the world’s longest range infrared
temote control, as this is actually what it is

A typical remote control will have a range of
about 50 feet, depending on how much current is
pulsed into the one or more 940 nm infrared LEDs
used to modulate the 40 kHz remote control signal.
Although the LEDs can be made to emit a fair
amount of light for their size, the expected range
will never be anywhere near what even the
smallest laser can achieve. Even an array of 1000
LEDs will barely be able to transmit the remote
control signal across the street, whereas a 5 mW

laser module will easily reach 1000 feet or more.
‘The laser does have its drawback though, and what
does is trade distance for field of view. The
typical remote control seems to work no matter
what direction you point it in, even though the
LEDs are always at the top end of the unit. You
can even point the remote control at & distant wall
opposite of the television, or hide it under you shirt
and it will sill work, but the laser has no such
similarities, and must be pointed directly at the
target in order to deliver its light.

Because of the ultra directional properties of a
laser beam, we must target the appliance’s infrared
receiver directly with the beam, a factor that
actually makes this device better for sniping. Since
you will want to take control over a very distant
target, the ability to spot the exact point where the
beam will be most effective is a bonus.

Since we are going to be merging a laser module
into a universal remote control, you will need to
start with these two items. As shown in
Figure 14-23, a garden-variety universal remote
control with standard TV, VCR, DVD, and home
entertainment functionality is chosen as our front
end, The more devices the controller can imitate,
the better, as you might have to “hack” the target
system by trying many different codes if it cannot
be identified from the distance you might be
required to operate from it. Also shown in
Figure 14-23 is the infrared laser module, a small
808 nm laser with an output power of no more
than 5 mW for class Il operation.
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completely, as the scanner will sill be able to
detect RF radiation if it is very close, even with no
antenna at all. To see how sensitive your scanner
s, have a friend hide one of your home brew FM.
bugs somewhere in the room, and sec how far
away your scanner can be before the signal is lost.
If you do not yet have an FM bug, just place an
elastic band around a kid's walkie-talkie toy, and
scan the 27 MHz or 49 MHz band until you find
the frequency it s transmitting on. You may be
surprised to find your scanner receiving a crisp
clear signal a few rooms away with no antenna at
all. The RF is so close that the signal s picked up
by the center pin on the antenna connector. Your
scanner should not be able to pick up any other
signal besides the hidden bug, and possibly some
radio and television broadcasts from nearby
transmission stations. Once you experiment with
your scanner in order to determine its sensitivity,
it should be easy to pinpoint the hidden bug by
turning up the squelch while you move around the
room. If you are getting closer to the RF source,
then the squelch will be able to be turned up
higher without dropping the frequency. Amateur

radio operators call this a “fox hunt”as it involves
tracking a known target. For real bug detection,
you will, of course, not know the exact frequency,
50 you will have to place your scanner in the
center of the room, place the squelch just above
the off mark and start scanning the entire range

of your scanner in as litle incremens as you can.
If your scanner is an old model with a slow scan
speed, you might want to get a good book and
relax, but do not tum on the TV, as this will
introduce a mess of RF noise that will foil your
bug sniffing operation. There are of course devices
designed specifically for fast and aceurate bug
detection, such as RF spectrum analyzers and RF
sniffers, but these devices are extremely costly, and
‘without a dire need to constantly scan for bugs,
would be a waste of money. If you really feel the
need to have a full-scale bug sweep done, hire a
professional that has the know-how and the
equipment to get the job done, but do not
underestimate what can be done with a bit of
patience and that department store seanner. What's
bugging you?
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relay =0
endif
endif

; [SET SERVO POSITION]
servo =1

Pauseus 1000 + pos

servo =0

Pause 16

goto main

: [SUBROUTINES]

+ [ROTATE SERVO LEFT]
left:

If pos < 1000 Then

pos = pos + 10

Endif

Retm

+ [ROTATE SERVO RIGHT]
right:

If pos > 0 Then

pos = pos - 10

Endif

Return

Project 38—Payload

To change that 5-volt pulse from the
microcontroller's /O pin into some mechanical
reaction, we are going to have to pass i first

through a transistor for amplification of current,

; [CENTER SERVO]
center:

pos = 500

Return

This code is almost the same as the original
code from listing 15-1, but adds an output pin
B.4 defined as “relay” in the [VARIABLES]
block. The only other addition is the [PAYLOAD
DROP CHECK] code block, and it is inserted
right afer the [SERVO RIGHT] code block,
the loop that checks the state of the steering
pins while the ROV is not moving (idle statc).
What this code does is increment a counter “ctp”
while you are holding the steering joystick to the
lefi—this checks the state of the rel pin variable.
If you are holding the joystick to the left for at
least 10 seconds (duration determined by the
line “if ctp = 500 then”) then, the output pin
variable “relay” is set high for one second. The
relay pin can be connected to a solenoid, actuator,
or any other simple mechanical device you feel
like using to engage your payload-dropping
mechanism. Since there is no reason you will
ever be holding the steering joystick to the
left for 10 seconds while the truck is not in
motion, this is a safe way to signal the ROV to
drop its payload. Now that we have the payload
deliver functionality added to our RC bridge
program, let's build the actual dropping
mechanics.

Delivery Hardware

then to some type of actuator. The type of
mechanics you will require will depend on the size
and weight of the intended payload, but regardless,
some type of transistor-activated switch will be
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Project 101—Spy Robot Mission Testing

1t's time to take the spy robot on @ test mission to
make sure all of the components are functioning
properly. Today’s mock mission is to take the robot
and base station to a parking lot where cars have
been vandalized and broken into. We will drop the
ROV off at the base of 2 hill, then drive to the.
other side of the parking lot to covertly watch the
area most likely to be a target for crime. Our
batteries are fully charged, and the base station is
packed into the unmarked spy van ready to travel.
Our test is being performed in full daylight, only
because my camera cannot take photos at night.
Our stealthy spy robot laughs at the lack of
daylight, and can cut through the darkest of nights
without any problem at all using its onboard
infrared LED array.

Once on site, the ROV is deployed along the
backside of a hill, well out of view from the
intended target and a quick functionality test is

performed with the base station running on internal
power (Figure 15-29).

With a flip of the drive joystick, the highly
capable d-wheel drive robot begins to climb up the.
hill. Sticks, brush and rocks are no problem for
this hearty unit. Once the robot is checked for
functionality, I return to the unmarked covert spy
van and drive to the far end of the parking lot, well
out of visible range of my target area. The base
station is now plugged into the cigarette lighter to
conserve internal battery power. You never know
‘when you might have to head out into the field
with your base station. T am very far from the
robot, but the video and audio are not all that bad.
‘There is only a slight breakup in the video, nothing
that a roof-mounted external antenna wouldn't fix
(add that to my modifications list). I engage the
forward joystick and the ROV springs to life,
riding along the backside of the hill along the edge

butyser uorssTW 330qoy Adgs—-T01 3Io=loxg

Figure 15-29  All systems check. Audio and video link active. Night vision enabled.
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Flgure Y-2  Processing a single frame of live video to
enhance details.

The single frame shown in Figure 4-2 was
captured from a camcorder pointing through a car
windshield while driving at night. On the left, there
really isn't a lot of usable information presented
because it s out of focus due to motion blur, and
has been over saturated by light from the car’s
headlights. Once processed by an edge detection

filter, followed by a color reduction filter, and
finally a negative image filter, the details become
quite clear making the lettering in most of the
signs very legible.

Live video can be processed by either freezing
a single frame and working with it in your photo
editing program, or by applying filters directly to
the live video in a video editing program such as
Adobe Premiere®, or Sony Vegas®. You will have
fot more control over the image by freezing a
single frame for processing, but will lose the
ability to view the clip as a video stream, so
choose your tools wisely. Simple video filters such
as brightness contrast, saturation and crop, can be
applied to a video segment that will be saved back
to disk for permanent correction, and if your
camera allows, even back to the original tape.
Mastering the use of flters in your digital editing
software is a key skill to have in the spy game, and
all of the projects that follow will benefit greatly
from this ability, as they will stretch the limits of
what s possible with digital cameras.

Project 19—Hacking the Digital Camera’s Trigger

Digital cameras are great for covert photography
due to their excellent resolution and telephoto
capabilites, but for close up and personal
missions, you are not going to remain undetected
£ you are pointing a digital camera at your
subject. Even if you manage to carry the digi
camera in an inconspicuous way, how are you
<oing to hide the light from the LED’s and
viewfinder, or how do you plan on actually
sressing the photo trigger without looking
icious? You are going to hack the camera for
covert operation, that’s how! You may want to
purchase another digital camera specifically for
his project, since we are going to be performing

al

some pretty ugly hacks on the poor little guy.
A cheap digital camera can be purchased for less
than $100 at most second-hand shops, and as
newer models come out, you might even find last
year's camera going cheap right off the shelf.

For close-range “guerilla” photography,
you will not need any fancy features, or
high-resolution images, in fact, you will not even
be using the flash since everything but the actual
lens of the camera will be hidden out of view.
‘The ideal spy camera will run for hours rather
than minutes on batteries, make no noise or
flashes when it takes a photo, and allow operation
by pressing a single button that can operated in a
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‘powering it on and pressing the record and play
buttons, yet maintain complete control over this
function by simply toggling the switch to start and
stop the motor. Controlling the record function in
this manner ensures an instant start of the nit, and
does not require fiddling around with the push
buttons on the actual recorder, which could
become obvious in a crowded environment. The
new switch could be as simple as an on/off switch
placed on a wire into your pocket, or as elaborate
as a tilt sensing mercury switch placed in your
shoe for a truly covert start and stop of the
recording function.

For now, we will be focusing on installing the.
cord to connect the remote switch (0 the unit, so
choose one of the motor power wires, and cut it
wherever it is most convenient. The best place to
cut the motor wire is as close as possible (o your
intended installation of the wire through the
microrecorder’s casing since there really is not &
Lot of room inside the compact uni to work with.
The cable installation for both the motor switch
and the microphone extension should not interfere
with any of the moving parts, especially the drive
belt when the cabinet is closed, so choose your
installation location carefully (Figure 2-2).

Figure 22 Extension cables installed at appropriate
locations.

1 chose to drill a small hole through the side of
the recorder’s casing in the general area of the
motor, 5o that minimal wire would need to be
installed. The wire I chose was salvaged from a
dead pair of headphones as it had two conductors,
and a male plug already installed at one end so
could use an assortment of trigger switches if I
wanted to. A cable with a length of 3 to 4 feet
should be good for most covert operations
including body mounting with the trigger switch
wire running through the operator’s clothing. At
this point, you should also identify the location of
the built-in microphone if you plan to extend it
from the case as well. The microphone will be
easy to locate, as it will be the small pill-sized
metal cylinder installed just under the unit’s case
where it is labeled MIC or microphone. There
will be two wires connecting the microphone to
the circuit board and, unlike the motor, the colors
and polarity of the two wires will be important, as
these “electret” microphones require a small
amount of power to aperate. The color of the
wires will most likely indicate polarity, with red
being positive and black or green being ground.
However, if you are not sure, either trace one of
the wires 1o the nearest capacitor to reveal
polarity (capacitors are marked on the negative
side of the can), or look at the actual microphone.
The negative terminal will also be connected to
the side of the microphone’s can via trace or
solder spot. Once you figure out the polarity of
the microphone wires, unsolder them from the
circuit board and install a small shielded cable in
place so that the center wire (signal wire)
becomes the positive microphone connection, and
the shield becomes the grounded connection.
Again, T chose a cable salvaged from a pair of
headphones because this wire was small,
shielded. and already had a male plug at the other
end so that the microphone could be replaced
with a preamp or some other audio source if
necessary. Figore 2-3 shows the microphone and
the record trigger switch installed directly onto
the } inch female connectors used to connect each
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Project 71—Build a High-Tech Hardware Key Logger

itself on the target system, even if the user presses
Ctrl +Alt+ Delete to look at the Task Manager.
‘The key logger should also hide and encrypt its log
files so that savvy computer users can’t find the
working files or folders. A typical key logging
software will install, hide its working files and
folders completely, or disguise them in a way that
will thwart detection. It will then allow the
administrator to create a secret password or key
sequence that must be entered in order to return
from “stealth” mode and then allow the viewing of
the log files. If the software can be detected when
it s logging activity, then it will not fool anyone.
except for the most absolute beginner, and you will
never catch the user in the act. There are hundreds
of freeware and commercial key loggers available,
and the best way to find quality software is to do
litle research on the Internet. Don’t just read all of
the rave reviews on the company’s website,
though, Try to find a security forum or blog that

does not have its hands in the pockets of the
programmers to get some honest information.
Also, don't go overboard on all the bells and
whistles, as unnecessary features will only slow
down the PC, or worse, cause it to crash.

1f you have a knack for programming, then you
may consider writing your own software key
Togger, as this will allow you to have only the
features you want and help avoid detection by
countermeasures software designed to seek out
known key logger programs. A very powerful and
stealthy key logger can be written in a very small
block of code even on Microsoft Visual
Basic.NET. Just search your favorite search engine.
for “Key logger source code.” T wrote a key logger
in VB.NET in under an hour by looking at
example source code from the Internet, and it was
virtally undetectable while running in the
background,

Project 71—Build a High-Tech Hardware Key Logger

What is a Hardware
Key Logger?

A hardware key logger is the ultimate spy

device for a computer. It leeches the keystrokes
directly from the keyboard even before the
computer has started booting its operating system.
Because this stealthy device basically “taps” the
raw keyboard protocol before it gets to the
computer, it is completely undetectable by any
Software or user no matter how much they know
about the working of the operating system. There
are many advantages of the hardware key logger
approach:

« The key logger catches all passwords,
including those at the BIOS.

« The key logger will work on any operating
system and computer.

o There is no software or drivers to install on
the target computer.

« Installation and removal takes only 10 seconds.

* The log files can be viewed later on another
computer.

‘This key logger can do all this because it
works directly with the keyboard, not the
operating system. In fact, if the device were
supplied with its own power supply rather than
leeching it from the target computer, then it
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Figure 61U Acquiring images at night using a

telescope and a very low lus camera.

moving the unit, and if there is too much play on
either cap, an elastic band can be used to ensure
that they stay in place. When using the long-range
spy cam, the easiest method for acquiring a target
is by watching the live video on the monitor, as it
ill probably be brighter than what you can see
with your naked eye, especially when working

Project 38—Microscope Video Camera

There may be times when you need to mark an
objeet for later identification in a way that is
undetectable, at least to the human eye. This type
of work is common when trying to catch a
suspected thief in the act, or when protecting your
own valusbles from theft by uniquely identifying
them in Some covert manner. You cannot mark an
object for identification simply by using a writing
100l and your naked eye, as this would not hide the
secret mark from the target. If you can see it, 5o
can they. A magnifying glass is an option, but this
becomes tedious as well since now you will have
only one free hand to work with, and once again,
everyone can get access o a magnifying glass just

with low lux cameras. Some focusing may also be
required, but this is very easy to do by first
adjusting the focus ring on whatever optical device
you are using and then by turning the threaded lens
on the spy camera in whatever direction sharpens
the image the most. Usually, turning the camera’
tiny lens counterclockwise will bring closer object
into focus—this works like a macro setting on

4 digital camera. Figure 6-14 shows live video

fed from a low lux black and white camera
adapted to an inexpensive department store
telescope.

‘The image is crisp and well lit a a distance of
about a mile, and it looks better on the monitor
than by simply looking into the eyepiece thanks
10 the excellent light collecting abilities of the
camera’s chipset. The round black border s
unavoidable due to the telescope’s focal length, but
there s siill plenty of image area to work with.

You can adapt these small cameras to just about
any device designed to look through, so long-range
video is not the only thing possible, as you will see
in the next project.

like you did. A microscope, on the other hand, is
not a common household appliance, and the
magnification level is well beyond that of any
simple hand-held magnifier. Marking an object o
recording some unique flaw using a microscope is
a sure way to keep your secret identifying marks
from being scen by prying eyes. The joining of a
Video camera to the microscope’s eyepiece allows
you to perform precision work on your object by
watching a video monitor, and it also allows you ta
make a record of the identifying marks or
‘modifications for later reference or evidence.

An expensive Iaboratory microscope is not
needed for this kind of work, and even a toy
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Figure 1112
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Figure 1113 The basic wiring diagram for the
computer screen transmitter project.

How you hide the final project will depend on a
couple of factors—how much time do you have.
with the target computer and how permanent does
the installation need to be? If this is a one-time.
job, a simple box containing the converter and
wransmiltter could be easily hidden under or behind
the user’s desk. This would also make installation
and removal very quick and easy. For those
situations where the user may be suspicious, or

VGA-10-TV boxes let you view your computer on a television screen.

where you plan on doing a lot of data collection, it
may be viable to place the devices right inside the
‘monitor. Depending on the size of the scan
converter and transmitter, placement directly inside
the monitor may be possible—even leeching
power right from the monitor. With a CRT (glass
picture tube) monitor, this is especially easy due ©
the size of the case, but with an LCD (flat panel)
monitor, space may not be so plentiful. My target
monitor was a run of the mill 17-inch CRT

style, and even using very large components,

Thad plenty of room inside for the works

(see Figure 11-14). 1 leeched power directly from
the monitor by carefully tracing the power supply
10 find a clean 12-volts DC for both the transmitter
and converter.

Be careful if you plan on using power directly
from the monitor, as you may get t00 much voltage
for your devices, or overload the power supply in
the monitor. If you do not want to risk toasting the
monitor, run the AC cord from the converter and
transmitter power supply to the AC cord in the
‘monitor after the power switch on the monitor. This
way, the transmilter will be powered off once the
user shuts down the PC for the day. Another thing to
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Figure U8 Testing the fime-lapse camera trigger with a large batiery pack.

trigger for a certain length of time, so you will
have to set the delay length to slightly less than
this time (0 avoid shut down of the camera. The
camera photo trigger is simply connected to

the contact points on the relay so that every time.
the transistor drives the relay closed, the photo
trigger is shorted, causing the camera (o snap
shot. With a fresh set of D-Cell batteries, the
camera can snap photos all day long at certain
set intervals creating a nice smooth time-lapsed
series of frames for playback on the computer.
Figure 4-8 shows the time-lapse circuit built
onto a small bit of perf board, powered by a
6-volt external battery pack.

The only limitation of the device is the amount of
storage available on the camera’s memory card, and
this will vary depending on the image format and

quality settings used. At the lowest quality setting
(which is still much better than a video camera),
you may be able to store 1000 or more frames on
the memory card, and at one photo every minute,
this would equate to over 16 hours worth of
time-lapse photography. One frame every minute
may ot seem like a lot of information. but
sometimes all you need is that one single highly
detailed frame to make a positive identification at
the scene of the crime: 24 hours of fuzzy black and
white video will do you no good if you cannot
‘make out any details in the scene, a problem faced
by many video recording security systems. This
device makes a great addition to any home or
business security system, and if you want to expand
it even further for fully automated operation then
read on. We will add a motion sensor to the unit.

Project 22—Motion Sensing Camera Trigger

For this project, you will need a handful of parts
including a 74121 IC. a transistor, a relay. and a
motion detector. The schematic presented in
Figure 4-9 i very similar to the schematic for the
time-Tapse timer shown in Figure 4-7 with the
exception of the timer section of the circuit. In this

circut, an infrared heat sensing motion detector
will trigger the one-shot so that a photo will be
taken any time movement has been detected.

The motion sensor is a standard outdoor unit
with the AC lighting receptacles removed so that
the relay contacts can be fed directly into the
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Figure 107 The basic video transmitter ready for
action.

previous experimentation. Figure 10-7 shows the
completed video transmitter, ready for many hours
of operation off a 9-vol battery.

Project 62—TV Transmitter with Audio

Here is a simple audio video transmitter that can
be received direetly on channel five (175.25 MHz)
using a television set with an antenna. This unit
would be classified as medium power by spy
stores, and probably have a claimed range of a few
miles, but in reality, you can expect to receive
stable video up to a few hundred feet, which is
certainly reasonable. This unit consists of an RF
oscillator formed by transistor Q1 and the
coil/variable capacitor tank circuit connected to its
collector, The frequency is fine-tuned by adjusting
the variable capacitor, but if you wanted to
experiment, you could replace the variable
capacitor with a fixed value 10 pf capacitor, and a
slug tuned coil just like the previous transmitter.
You will also need a SIF coil, which can be

“This litle transmitter is by no means a
professional unit, but it does indeed work to a
distance of about 150 feet with half decent
picture quality, and as long as the unit is not
being moved, stability is satisfactory. Because of
the minimal component count, you could
probably make the circuit as small as  inches.
squared, or build it directly into the casing of
whatever equipment you are transmitting the.
video signal from. If your soldering skills are
top notch and you enjoy a challenge, then try to
build the transmitter using surface mount
components, and you may be able to reduce it
in size 10 less than the head of a thumbtack. For
the record, I tested video transmitters available
at certain spy shops that do not outperform this
simple unit, and they cost more than $50, so
this project may be worth experimenting with
Now if you need audio as well as video, then
read on, as the component count does not
increase all that much.

salvaged from an old radio, or some other RF
cireuit board. A SIF coil is a small silver can
containing a transformer and a 220 pf capacitor in
‘parallel with one of the windings (this will be
isible by looking at the underside of the can).
This circuit is a bit more complex than the other
transmitters in this book, and should be built
directly 1o a circuit board or perf board as it may
not work properly on a prototyping board. The
circuit does indeed work, and has been floating
around the Intemet and published in several public
domain circuit books over the years, so T guarantee
you that if built properly, it will work just fine.
The schematic is shown in Figure 108 (the SIF
coil with its built-in capacitor is shown by the
dotted square box).
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Figure 1418 A typical laser poinier and some dental
mitrors are a few of the required pars.

pointer, a few dental mirrors and a handful of easy
o find electronic components? Yes, you can have a
state-of-the-art laser security system which with
proper installation can be just as foolproof as the
ones you see in the movies. This laser perimeter
alarm system can be installed just about anywhere,
and depending on how many mirrors you want to
use, could protect an extremely large area from
unwanted guests.

‘The laser beam source for the alarm is just a
typical visible red laser pointer, and the reflective
points that will steer the beam around the
perimeter of your secured area are made from
commonly available dental mirrors as shown in
Figure 14-18. You could use as little as one mirror
1o make a working device, or as many as you have
patience to align, but three or four mirrors is
usually the optimum choice to protect a room
or yard.

‘The laser source will need some type of external
power source other than those wimpy button cells
that came with it since it will be running at all
times. Like many of the previous projects in this
section, connecting the laser to an external power
supply such as three 1.5-volt batteries in series or
higher voltage battery through a 4.5-volt regulator
will do the trick. Because the laser beam does not
have to be absolutely fluctuation free, an AC
adapter feeding the proper voltage through a
regulator would also be just fine; just make sure
you never exceed the pointer’s 4.5-volt rating.

‘Although a laser pointer will run continuously for
many hundreds of hours, you may actually want to
work with a higher quality laser module, as these
units can be directly powered by a standard S-volt
regulator, have a higher tolerance to voltage
fluctuations, and are specifically designed for long-
term use where a highly collimated or focusable
beam s needed. Laser modules, however, do cost
10 times the price of cheap laser pointers, so even
if you have to replace the pointer every year, it still
is very economical. I mounted my laser pointer in
a small plastic box with a switch and a 4.5-velt
regulator that can accept a DC power source from
910 12 vols, o any common wall wart could be
used. The laser pointer shell is held sceurcly
through the hole cut in the box id and the plastic
tie wrap which also keeps the small pushbutton
switch on the laser body engaged. This unit is not
weatherproof, but could easily be made so by
mounting it inside some type of lighting enclosure
or jar. I did not need this as my system placed the
source laser inside the house with the beam
heading out the window. The laser pointer is

shows e 14-19, mounted in the small
plastic box with the regulator and switch.

‘The heart of this system is a small light-sensitive
device called a cadmium sulphide photocell, a
small semiconductor that changes its resistance
depending on how much light strikes the surface.
Think of it as a solar cell that generates a change
in impedance rather than a voltage. Because the
resistance changes from about 10 k2 in full
daylight to as much as 1 M in darkness, this large
resistance swing can easily be adapted to switch a
transistor on or off for light or dark detection—
dark detection in our case. In the schematic shown
in Figure 14-20, the photocell will not be able to
saturate the base of the transistor as long as
sufficient light such as that from our laser is
striking the surface. The variable resistor is used to
set the sensitivity of the unit so that it will function
properly in daylight, which to the photocell s not
nearly as bright as the highly focused laser spot.
Once the laser beam is interrupted. the base of the
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Figure BB A 49 LED infrared illuminator driven in
pulsed mode.

© push your infrared LEDs to the limit is by
experimentation, or what T like to call “smoke
testing” and I have found that some
manufacturer’s ratings are way off the mark
Sometimes in cither direction. Also, you may
want to consider adding a switch to each chain of
LEDs, as the infrared light produced by so many
LEDs may be too bright for your image sensor if
placed close to the target object. As shown in
Figure 8-, my test subject “DJ Dogster” is
almost oo bright when lit by 14 of the 49 pulsed

Figure 89 Too many LEDs can overload the image
sensor; washing out details.

LEDs in my array running at one time from a
distance of about four feet.

Now if your covert infrared operations require
some serious infrared illumination due to the
amount of square footage or distance in your
scene, then check out the next project as it uses
a method of generating infrared that is almost
unlimited and can easily outshine an LED
illuminator by hundreds of times.

Project U8—Outdoor Night Vision Illluminator

Does your LED illuminator fall short of the desired
range? Maybe you fried a few hundred LEDs
trying o push them beyond their fimits and want to
take a different approach? Well, here is a simple
way 1o turn an ordinary house light into a powerful
outdoor infrared source using a special filter and
some common household items. This unit can
casily light an area larger than your backyard and
does not require any electronics at all, but there is
a drawback—heat, lots of heat. If you have ever
accidentally grabbed a 100-watt incandescent light
bulb while it was on, or just switched off, then you
know what T mean when I say these things run hot.

Now imagine containing all of that heat into a
small area, only letting a small bit escape, does
this sound familiar? Yes, you have basically
created a 100-watt convection oven that could
certainly warm up your dinner or burn down your
house. This is why I call this an “outdoor
illuminator” So, if building a device so hot that it
could fry an egg doesn’t scare you away, then read
on. Typical home use incandescent light bulbs, like
every heated object, produce a wide band or
spectrum of wavelengths, which is primarily
determined by the temperature of the filament, and
10 a small extent by the material composing the
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Many DC power adapters will exceed the printed
voltage rating by several volts, which may cause the
camera’s small voltage regulator to run hot, or just
plain destroy the camera, so test your adapter with a
voltmeter before connection to the power leads.
Another problem with DC adapters s the poor
regulation resulting in a large AC component into
the camera. Again, this will overheat the regulator or
cause pixel bright spots after a few minutes of
operation. The best type of DC adapter to use on
‘microcameras is one with an electronic voltage
regulator, not just a simple diode and capacitor
setup as those are horrendously noisy. When
running from a battery, you must determine how
Tong the camera will run, either calculating the amp
hour rating of your battery pack and dividing this by
the current draw of the camera, or by simply
draining your batteries in a controlled trial run (a
much better test for accuracy). Some of the small
cameras can run for hours off a freshly charged 9-
volt battery, while others may last only minutes.

The video output wire is going to connect
directly to your transmitter or recording device, and
it will carry a standard NTSC video signal, just like
any consumer video device with jacks labeled
video input or video output, There is no magic to
connecting the microcamera to the video input on a
VCR or any other device with a standard video
input; just use a shielded coaxial wire, and make
sure the video line is connected to the center signal
wire. The quality of the video wiring is not nearly
as important as it would be when working with
dubbing cables o broadeast quality video, and T
have even managed to get a clean video signal
through 100 feet of live telephone wire by hooking
the video output and ground connection from the
camera into the unused yellow and black pair of
wires in the telephone cable. That ugly hack was
necessary due to the small amount of time T had
available in order to install a covert camera, but it
did in fact work, although I would always
recommend a proper shielded cable for video.

When it comes to lens choice, the obvious factor
when installing a covert spy cam will be the

overall size of the lens, which is why the pinhole
style is by far the most widely used. These tiny
lenses are made from a bit of precision ground
glass measuring as little as  th of an inch across
and can see through a tiny hole drilled in an object
that nobody would ever suspect that there may be a
camera hidden inside. For example, the standard
hole through a shirt button is actually too large for
most pinhole camera installations! The pinhole
lens does have a few drawbacks, however, and
these include the lack of choices in field of view,
and for very low light conditions they are not
nearly as good as larger lenses such as the 4-inch
microlens. OF course, if the lighting is very dim,
then detection of the camera will also be more
difficult, so there is a trade-off in that department,
Field of view is very important when installing a
covert camera to capture the details in a scene such
as a recognizable face, or license plate number. If
You get too much of the scene in your recording,
there will be a great loss of detail, even after video
processing, so you must decide between wide
angle as shown on the left in Figure 6-3, or a
narrower field of view as shown on the right half
of Figure 6-3. There will be a usable balance
between the amount of scene versus the detail
when choosing a lens.

As you can see in Figure 6-3, the 80 degree
‘wide-angle shot on the left lets us watch over all
four of the parked cars plus the activity in the
center of the frame, but there is very litle detail
available such as license plate recognition or any
chance of pulling a usable facial identification. The
60 degree field of view shown on the right side of
Figure 6-3 lets us identify the face of the man in
center frame, and most likely the license plate with
2 bit of video enhancement, but only one of the
four parked cars will be under surveillance, Wide-
angle lenses can be made that get an entire room
into the scene at once, but the video will appear
warped like viewed from a fish eye perspective,
while on the other end of the scale, telephoto
lenses can be made that will compete with some
binoculars’ zoom rating for far away shots.
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RAudio Bugs and Transmitters

Project 52—Hacked Baby Monitor Bug

In Section Twelve, there is an interesting bit of
information regarding the use of a radio scanner t0
intercept the transmissions from cordless room
‘monitors (baby monitors). Because these devices
are normally left running at all times, and due to
the fact that they have whisper sensitive
preamplifiers and a fairly decent range, they are an
amateur spy’s dream come true. These units have.
only a few channels and frequencies, but you
zeally don't need a full-blown radio scanner to
snoop for nearby base transmissions—you only
nieed the receiver. I was bored one day and decided
0 mount my room monitor 1o & magnetic mount
CB antenna, then hit the road looking for
transmissions by flipping the channel selection
switch between the four channels once every few
seconds, hoping that I would eventually pick up a
clear broadcast. T was pleasantly surpriscd when [
did not even make it 10 the end of the block and
already had found two crystal clear transmissions.
‘Within a minute or two of driving, I realized that
the entire populated area was jam packed with
these invasive devices, ready for anyone with a
radio scanner or receiver unit to cavesdrop on
every single noise in the house. These baby
‘monitors worked so well as accidental room bugs,
that I decided to purchase one for dissection in an
attempt to hack it into & more covert device. The
result was very successful.

The baby monitor set will consist of a base
station that plugs into the wall via a DC adapler,
and a portable receiver unit that will run from a
battery or DC adapter. The receiver will have a

volume control and possibly a signal strength

indicator, and both units will have a channel switch

that allows the changing of transmit and receive
frequencies in case there is nearby interference.

‘The inexpensive set [ used for experimentation is
shown in Figure 9-1 with the receiver on the left

and the base transmitier on the right.

My unit had a base transmit frequency of
49 MHz, but any unit will work, including

27 MHz, 900 MHz. 1.2 GHz and whatever else
is offered, as long as the base and receiver maich
in frequency. The goal will be to reduce the
transmitter to the smallest possible footprint,
power it from a battery and then hide it in an

Figure 9.1 A typical baby monitor set, The receiver is
on the left and transmitter is on the righ.
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Figure 3-8 The Microsoft NetMeeting main
program window.

your sound card, this computer is ready to answer
your call and begin transmitting both sides of any
conversation that may be happening on the phone
line when you “tap” in. Before we get (o the
viewer computer setup, you have to know a few
‘aings about your Internet setup, specifically the
router setings if you have one and the host
computer’s IP address. T have very limited space
in this book to ramble on like a computer nerd,
<01 am going to make this next part as brief as
possible, and most of this
found in your router’s manual-
scen used as campfire kindling.

formation can be
f it hasn't yet

First, you need to know the IP of the host
computer, as we will be calling it by its IP number
when we are attempting o trigger NetMeeting to
aaswer our call. Click the start button, and enter
5 word “command” in the run box then hit enter
0 get into a DOS window (ugh, I know). Now
ater the command *ipconfig” and press Enter to
=2t Windows to show you the current IP settings

for your network card. The jargon that is returned
will be in a format similar to this:

Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix.:

1P Addres; +192.168.1.100
Subnet Mask . . 1255.255.255.0
Default Gateway . ... . :192.168.1.1

“The block of four numbers after the heading 1P
Address is the number you need to know, so pencil
it down somewhere. If you do not share your
Internet with any other computers, then you are
ready to roll; just enter the IP address from the
host computer into the call box of NetMeeting the
viewer computer and press the call button as
shown in Figure 3-18. Within seconds, the host
computer will answer and begin transmitting the
sound coming into the microphone input directly
o0 the view computer. If there is a call in progress,
you will clearly hear both sides of the
. even if you are on the other side of
the globe dialed in from some makeshift Internet
café. If your host computer IP begins with the
digits 192, or you have a router installed to share
the high speed Intemnet connection with several
computers then things get a little more tricky. With
a router, all the computers connected to it will have
TP addresses, most likely beginning with the
number 192, and because the router acts as a
firewall from the Internet, you can never reach a
192 address from any computer unless it is
connected to one of the LAN ports on the router.
“This s of course bad news if you had plans to hack
my 192.168.1.100 IP address presented earlier in
this section (don’t worry, I would have tried it as
well)! To allow a single computer on the firewall
ide of a router to expose itself to the Internet, you
will have to get into your router’s configuration
page and change a setting called DMZ.
(demilitarized zone). By entering your host
computer’s 192 P address into the DMZ bos, all
traffic presented to the router’s IP address (the
address handed to it by your Intemet service
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-nd cameras that offer a decent amount of
o allow the attachment of a telephoto lens
optical double, but these units are extremely
nsive and not well suited for guerrilla
graphy. A very simple method of increasing
digital camera’s zoom into the 30 or 40x
is with the addition of an inexpensive gun
A gun site is designed so that the viewer's
‘will be placed a few inches back from the exit
and because of this, it wil be very easy to
the gun sight with the camera’s optics even if
are no threads or adapter rings available on
sour camera. You could attempt to hold the gun
sizht a few inches in front of the camera lens and
<s2p a photo, but this wil take a lot of time and
‘most likely produce an image with the edges out
of focus due to misalignment, The best way to
=dd a gun sight o your camera is by fastening
Both units t0 a base made from some wood or
plastic. This way, proper alignment can be
clear images at great distances.
Mounting both the gun sight and the camera to a
base will be easy since they both have mounting
threads on their bottoms — one bolt for the
‘camera like the one on a tripod, and two or more
bolts for the gun sight, Figure 4-11 shows a
mounting system consisting of a strip of 4-inch
nylon cut from a cutting board used to form a
srdy yet lightweight base.

‘There is no magic formula for calculating the
correct distance from the gun sight (0 the camera
ens, and this is done by trial and error. Start by
‘mounting the gun sight onto the base so that the
center of its exit lens will be placed at the same
height as the center of the digital camera’s main
fens. Leave enough room for the camera to mount
to the base at a distance of at least three inches
from the exit lens; this will be our safety net. Turn
on the digital camera, and press the zoom function
10 the widest angle (least amount of zoom
possible), as this will allow the camera to focus on
the exit lens of the gun sight, While looking
through the camera’s viewfinder, move the camera
into whatever position behind the gun sight

Figure U-ll - Camera and gun sight mounted to a sirip
of nylon plastic.

produces the sharpest image, then mark this spot to
drill the mounting hole. Since the gun sight has no
focus adjustment, this alignment will be an easy
task. You will notice that not all of the image
sensor will be in use when looking through the gun
sight, and there will be a black circle surrounding
the image as shown in Figure 4-12. Do not worry
about this right now, just ry to get the focus as
sharp as possible.

Once the mounting bolt is placed at the proper
distance for sharp focus, you can mess around with
‘your camera’s zoom and telephoto setting to get
1id of some of that black border. Depending on
your camera’s optics, you may be able (o get rid of
it entirely. Do not worry if all of your photos end
up with a 10 percent black border around them, as
long as you set your camera for full photo quality,
you will have more detail then you ever need when
viewing the photos on your computer. A few more
points when mating the digital camera and gun
sight. Do not use the flash because it will only
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3—Bioric stereo Spy Ears

Project

Project 3—Bionic Stereo Spy Ears

Here is a simple device that uses a pair of common
audio amplifier ICs and two multimedia electret
microphones to give your hearing a massive boost.
Because this unit has two separate microphone and
amplifier circuits (one for each ear), the resulting
signal is in true stereo, which allows the listener to
not only hear distant faint sounds, but to determine
direction as well. This project is similar (o those
“super ear" toys that look like portable music
players, but unlike the distorted, barely legible
audio that they produce, this project can output a
very crisp, clean, high level of audio capable of
driving headphones and audio inputs on recording
devices. The schematic for the bionic spy ears
(shown in Figure 2-7) is remarkably simple, using
only a single IC, variable resistor, microphone, and

capacitor for each audio channel. The LM386 s a
very common 1-watt audio amplifier IC used in
many small audio appliances such as multimedia
speakers, small radios, sound cards, and telephone
equipment, and it is set up in our circuit to amplify
the audio from the electret microphone’s internal
amplifier with a gain of 200. The 50«2 variable
resistor will allow you to tweak the voltage level
fed to the electret microphone, which will also
control the volume of each channel. This method of
volume control ensures that each channel can be
tuned for equal amplification, as these eleciret
microphones can vary somewhat even though they
‘may see the same input voltage. If you salvage your
electret microphones from various circuit boards as
1 do, then this is a great way (o balance them out.

Figure 27 Schematic of the bionic stereo spy ears
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Figure 1320 Perhaps the world's smallest shocking
device.

the output from each shock circuit to the opposing
output terminals. What was the point in making it
twice as strong, really? Everyone who tried my
“handy dandy pulse checker” jumped a few feet in
the air as soon as I hit the button anyhow. It was.
fun to round up a few people to form a circle by
holding fingers and pressing the trigger until only
two “high voliage gladiators” remained. It was a
battle to see who could take the most voltage.
Most who felt the lightning ride through their
bodies were amazed at how small the little
flashlight shocker really was, considering its
admirable shocking capabilities. The AAA battery
‘powered mini shocker is shown in Figure 13-21.

Figure 13-21
giving off any light at all!

This flashlight will light you up without

One thing to watch out for when building a
shocking device so small is reaching for it while it
s in your pocket. Its all too easy to push that
trigger when your hands or fingers are actoss those
output terminals. It seems to hurt a lot more when
you don’t expect it, and you will learn quickly
about the benefits of adding a small safety switch
10 such a device. My little flashlight had a simple
safety switch; [ just twisted the head until the
battery was disconnected from the loading spring.
‘There are many uses for such a small electronic
‘warrior such as this litle shocker, and let's find a
way to make the little stinger do our dirty work
automatically, 50 read on.

Project 84—Motion Activated Shocker )

Has your personal space been invaded by an
unwanted snoop? You know that the box of
personal items that you keep in your dresser has
been moved slightly, but you just can't prove the.
identity of the snoop. Even locks aren’t fail safe to
Keep your secrets away from prying eyes, but what
can you do? One quick shot of 2000 volls to the
fingers will send a clear message to your intruders

that your technical powers reach far and
wide, even when you have left the building,
S0 stay out.

To make your shocking circuit do your
investigative work for you, the output leads will
have to be hidden in some place that will allow
both of them to come into contact with the
intruder’s hand or fingers. The two leads must
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Figure 14-28 A video camera and gun sight make
targeting very easy.

time. The low lux video camera is great in low
light conditions, and the laser spot shows up as a
brilliant source of light hundreds of feet away.

90—Remote Control Sniper

t

roje

Pr

‘The modulator box s aligned so that the laser
beam points directly along the line of sight of the
camera and gun sight, and the remote control is
tethered by a long enough cable to comfortably
hold while aiming the tripod. This configuration
is highly accurate, easy to aim, and produces
great results on most domestic remote controlled
devices, although it can take a bit of “hacking”
in order to guess the proper control code that
needs 1o be set on the universal remote control,
especially if you cannot identify the target device
visually. With a little practice, you will sart to
recognize certain makes of equipment by their
cabinet styles, and when the time comes to shut
down the loud party across the street, you will only
have to “point and shooL.” This projectis truly a
gift to those who feel powerful when the remote.
control is in their hands!

In the next section, our covert missions advance
to new levels with a fully functional remote
controlled spy robot equipped with audio, video
and night vision.
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Figure 217 A small microphone will hide behind
@ button with a hole drilled through it.

clothing is tight fitting or made of thin material.
A white dress shirt will indeed work for this
operation, but you will need to choose as thin
wire as you can that matches the color of the
material to avoid detection. The flexible wire can
be glued along a seam or sewn into the edge of the
clothing if necessary, and should not be so stiff
that it does not move with the clothing. The same
rules apply for the recording trigger, the small and
silent touch switch shown sticking out of my
shirtsleeve in Figure 2-18. In actual operation this
switch would be glued to the inside of my slceve
<o that I could start the recording function by
pressing my arm against my body or some other
object. This way. T can act naturally, and have my
hands free when starting or stopping the
‘microrecorder. This microswitch was removed

Flgure 218  The recording trigger switch will be
glued into my shirtseeve.

from a broken photocopier, and it is very sensitive,

making almost no audible click when it is engaged.

‘The possibilities are endless when it comes to
‘mounting spy gear to your body and clothing, and
if you use your imagination, you will succeed in
your covert missions, avoiding detection as you
record every word. Next time your nemesis claims
they didn’t say something you know they did, you
will have more than just your word to go on! In
the next section, we will take listening devices to
another level with hard-wired telephone devices
that can automatically record, scramble voices,
and decode information.

18

M—f 3o®foxg

pPny pIooay o3 ZApog anox bButat

oT






index-201_1.png
Figure 14-3  The plastic container is bolted 1o the
binocular shel.

exactly in a straight line. Tt will point in a straight
line if the box and laser pointer shell are parallel
with the binoculars casing. The final product as
shown in Figure 14-4 is ready for use, complete.
with right-handed trigger and power supply
provided by three AAA batteries. I have used the
lasernoculars for almost a year without replacing
the batteries, a far cry from the 15-minute run time
of those litle button cells. Mounting the base of
the plastic box directly to the binocular shell also
makes it easy to access the four screws when it
does come time to change the batteries or make
maodifications to the unit.

If your plastic box and laser pointer are properly
‘mounted, then your first shot at a distant target
should present a bright spot directly in the center
of your field of view. Test your unit on a flat
surface directly ahead of your position at distance
of several hundred feet. Try to avoid targeting
through a closed window, as this will not only biur
the target image, but could end up shooting the
Iaser beam back at you; not a good thing,
especially since it will be magnified by the
binoculars. Also, depending on your choice of
laser wavelength, it may or may not be visible at
distances greater than a few feet in bright daylight.
A green laser pointer will do quite well in daylight,
especially when hitting reflective surfaces such as

Figure 144 The completed lasernoculars, ready for
precision targeing,
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Figure 14-5  The red laser beam lights up a stop sign
from well over 1000 feet.

signs, license plates, or reflecting lights, but a red
‘pointer may fall short. Any type of laser, however,
will be extremely bright for hundreds of feet even
on a cloudy day without direct sunlight. At night,
the distance that can be targeted is truly amazing.
Figure 14-5 shows the blinding reflection on a stop
sign from a distance of about 1000 feet just after
the sun has begun to set. Some objects designed to
reflect light, such as a street sign, will seem to
light up as if on fire when hit by the laser spot,
especially once it gets dark, a real attention getter
indeed!

Remember not to aim a laser at anyone, or
anything that might be affected by the beam, or
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Figure 84 An 850-nanometer infrared laser
‘module with adjustable lens removed.

monitor to view the light from the laser.  like to
set the camera up to view the far wall in my
workshop, which is free of any reflective

objects that may send the beam back into my eyes.
Talso face the monitor away from that wall so
there is no chance that a reflected beam will get
me off guard.

For your first test, completely remove the
collimating lens if you can, or at least unscrew it
(counterclockwise) uniil it will no longer turn. This
will defocus the beam so that it should cover an
area approximately 10 feet wide at a distance of
about 10 feet. You will notice that without a lens in
front of the laser diode, the beam will be
rectangular and very wide, not what you might
have expected, but this is due to the nature of the
laser diode itself. For our purpose. this odd beam
<hape will be a benefit because it will let you
illuminate a nice rectangular area from a fair
distance. It is very difficult to photograph the.
oright laser light in total darkness due to the
massive difference between the illuminated area
and the rest of the scene, so T will do my best to
<how the results. Figure 8-15 shows the intense
wide beam produced by the tiny infrared laser
module on a globe about 4 feet away. Notice

now bright the illuminated area is to the image
sensor.

Figure 815 Lighting up the Earth with a non-focused
infrared laser module.

‘With the collimating lens completely removed,
the laser module seems to work well as an infrared
light source to about 20 feet before the beam
becomes so spread out that the light is reduced to a
level undetected by the camera. This laser module
allowed the adjustable collimating fens to be
unscrewed to the point where I could get a decent
amount of illumination at a distance of about
50 fee (the same as 49 pulsed infrared LEDs)—not
100 bad for a 5-milliwatt light source! By further
experimenting with various random optics T
salvaged from broken camcorders, projectors and
binoculars, I was able to get some decent results at
distances up to 100 feet by aiming my fow lux
camera through the eyepiece on a pair of
binoculars. Again, be careful when playing around
with lenses and laser light, as you can focus the
beam of a § mW class I laser module to a spot
small enough to harm your eyes, which is why your
target should never be a living creature, and your
viewing method should only be the video monitor.

1f you enjoyed this experiment, and you
understand the importance for careful safe
operation of lasers, then check out the next project
as it can illuminate a very distant target to a level
much greater than any of the previous illuminators
could.
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Project 58—-Invisible Light Transmitter
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Figure 819 A sensitive nwo-stage preamplifer directly modulates an infrared LED.

maybe you just want to try something unique and
hard to detect. Well, lets transmit every whisper in
a room out (o a receiver through an open window
using a beam of invisible light instead of an RF
signal. I's quite difficult to detect the presence of
an infrared bug without some specialized
equipment and since these devices are quite rare,
they are often overlooked. Under the right
conditions, you can get some pretty decent range
with one of these devices, sometimes reaching
several hundred feet away.

Have a look at the schematic presented in
Figure 9-19, and you will see that it s a two-stage
audio amplifier that drives an infrared LED rather
than a speaker. The signal from an electret
‘microphone (which contains a sensitive interal
audio amplifier) is amplified by the first transistor,
‘which i then fed into the second transistor for
further amplification and to directly modulate the
infrared LED with the audio signal. This unit
works on a similar principal to a typical infrared
remote control, except that the LED is modulated
with sound from the room rather than a series of
encoded pulses. The resulting signal is amplified
so much, that a whisper from the next room causes
enough modulation to drive the LED.

‘The completed unit is about the same size as a
marker lid, and can be powered for many hours

from a single 9-volt battery. Because this unit
requires a direct or reflected line of sight to the
receiver, the LED should be aimed through a
window to the general direction of the receiver, or
reflected off a light-colored wall or object that can
be seen from the location of the receiver. White
surfaces are very good at reflecting infrared, and
you can test this by aiming your remote control at
the wall behind you rather than directly at the
television. For a longer range, you will want to
choose an infrared LED with a very narrow beam,
and as much output power (brightness) as possible,
and this can be further increased by the placement
of a focusing lens in front of the beam. The
completed unit is shown in Figure 9-20, running
from its 9-volt battery source. If you do not yet
have the receiver unit, you can verify the output of
this unit by blowing into the microphone while.
you view the infrared light through the viewfinder
of a cameorder or by viewing a security camera’s
live video feed, since cameras can see infrared
light.

‘The modulated infrared beam of light is received
by a phototransistor based demodulation circuit
aimed in the general direction of the transmitter,
either directly through a window, or through a pair
of binoculars or telescope aimed at the target area.
“This light receiver is nothing more than a
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Project 29—Multiple Camera Auto Switcher

Project 28—Multiple Camera Auto Suitcher

Often, you will have several cameras installed
onsite, but only a single recording device, so rather
than purchasing a separate recording unit for every
camera, why not just switch them sequentially into
a single recording device? Here is a simple circuit
that will let you connect up to 10 video sources to
a single recording device, with a controllable
switching speed. The unit works by feeding a 4017
decade counter with a variable pulse train from
simple 555 timer circuit. Each of the output lines
of the 4017 is connected to the base of transistor,
‘which drives a camera switching relay. You can use
as few as two relays, or as many as 10, depending
on your needs. Relays were chosen as the video
switching method as this way you do not have

to worry about proper video levels, buffers, or
amplifiers as you would if the signals were
switched electronically. This unit may not have

100K pot

22K

555

(+5V)

Figure 5:8  Multiple camera auto switcher schematic.

all the features of a commercially available video
switcher, but it is very cost effective, casy to build
and will work with any video source such as a
camera or VCR. The schematic for this project is
presented in Figure 5-8.

In my version of this project, T decided to use
four relays, but you can use up to 10 if you like,
The number of relays will determine how the reset
pin on the 4017 is connected, as this pin resets the
caunter when it goes high. The 4017 is a counter
that outputs a 5-volt level on one of 10 output pins
sequentially as clock pulses are seen on its input. 1f
the reset pin is set high, then the counter will start
the counting sequence from the beginning; this
way we don’t have to wait for the counter to
sequence any unused pins (this would create blank
areas on your recording). The 555 timer is
controlled via 10042 variable resistor, so a

Video out

2N3904
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67—Kamikaze Video Transmitter

Project

Figure 10-22 A Kamikaze lawn dart video transmitter in action.

Well, T hope you never have to launch a
Kamikaze transmitter, as it is a sad sight to see
such a beautiful covert spy device meet its
untimely demise in the hands of the “enemy,” but
sometimes you have to make & few sacrifices to
achieve your mission objectives. One good feature
about this type of transmitier is that you will never

be put in the line of fire, and without wires, there
is a slim chance that the unit will be traced back to
your location. Happy launching!

In the next section, we will take a look at some
other types of covert operations involving
computers, keyboard key loggers and screen
wansmitters.
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Figure 13- The infrared device jammer circuit schematic.

the 555 timer. If you have an EPROM

programmer, you could write a simple 40 kHz
pulse generator and then drive the output transistor
with one of the microcontroller pins for total
stability. This simple circuit, however, does work
great for many hours on a single 9-volt batiery

once adjusted properly.

Once the unit is built, aim the LEDs at your
television set and tur on the power switch. Now
try to change the channel on your television with
its remote control, most likely you will be able to
at this point. The jammer needs to be tuned to
‘match the frequency of the original remote, so start
at one end of the variable resistor and tum it a litdle:
bit at a time until the television fails to respond to
the remote control. Once you find the magic spot,
it can be tweaked ever so slightly to give the best
range possible. Once tuned, no remote control
placed anywhere in the room should function
properly, as the jammer will turn its signal to

garbage.

In my final design, I found two LEDs to give the
optimal range, but this could easily be increased by
using several driver transistors and more LEDs at
the expense of battery run time. As shown in
Figure 13-11, using two 940 nm LEDs and a single

Figure 1310  Infrared jammer circuit board and.
LEDs.

9-volt battery, I can switch on the unit, and it will
bully all remote controls in the room for hours at
a time, or until I can’t stand holding my laughter
back anymore. OF course, most of your regular
“vietims” will know that you are capable of
making something like this, 50 you will have to
find fresh minds to play with.

Besides making your friends crazy, the little
device does have some practical use as a
countermeasure against infrared spy devices such
as laser bugs or light modulated audio bugs. Just
place the unit in the center of the room and it will
stop any usable infrared signal from leaving the

185
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Figure 7-8  The microcontroller controlled pan ilt
base.

set low to complete the pulse. The next three lines
o the same thing for the output pin “It”
controlling the pulses that drive the tilt servo.

A final delay of 16 milliseconds is executed
before the program repeats, allowing a break
between the next set of pulses to the servo
motors.

‘The circuit for this project is about as simple as
you can get. Simply connect the appropriate
output pins to the signal wires on the servo
motors, add an oscillator crystal and let it go to
work. Your servo motors will run fine from the
same 5-volt power supply that powers the
‘microcontroller, as shown in the schematic in
Figure 7-8.

Figure 7-  The microcontroller activating the pan
and tilt camera base.

Feel free to adjust the variables for increased
speed, range of motion and pan tilt behavior. The
code can be casily made to create whatever servo
motion you would like just by changing the
timing and increments a little bit. You could also
add more servo output pins to the program for
whatever devices you may want to control along
with your camers, possibly a light, or even a
range finder. Building the hardware is not much
of a challenge. Solder the two components on
& bit of perf board or just hand wire it directly
into the servo box. My circuit board is shown
in Figure 7-9, running from a 9-volt battery
fed into a 5-volt regulator. If you plan to modify
the code, make sure to use an IC socket if your
programmer cannot perform in-circuit
reprogramming.

If this project was of interest, then you may also
be interested in the slight modification shown next,
as it allows the camera to look in the direction
where motion has been detected.
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For digital recorders with no moving parts,
you will have to do some clever hacking t0 rig
up a switch point on whatever button would
nomally start the record function. If hacking a
miniature recording device, or any other expensive
appliance for that matter, does not sound like

something you want to do, then head to the next
project in this section and check out the scanner-
to-computer interface, as it uses the computer's
sound card digitally to store the scanner’s output
directly to the hard disk for very long duration
recording.

Project 75—Scanner-to-Computer Interface

The most obvious choice for recording the audio
output from a scanner would be a personal
computer, since audio quality and record time will
exceed just about any other device that can be used
0 record audio. Not only can the computer be used
10 edit and enhance the recorded audio for optimal
playback, but it can also decode the DTME (iouch
tone) sounds that one might record from a typical
cordless or cellular phone, There are a lot of
services and functions that require a person to
enter codes or information using the number pad
on their telephones, so the next time you are
handing out your credit card information, voice
mail passwords or key codes to some type of
security system, ask yourself who might be
Scanning this call? To record the scanner output on
0 your computer, you will need some type of
recording software that will work with your sound
card, preferably software that will allow sound
activated recording to emulate the functions of the
previous project as well. Searching the Intemet for
“sound activated recording software” brings up a
large quantity of software from various venders,
some with demos available, some available free of
charge. For connection to my scanner, I chose the
well-known program Sound Forge® from Sony

Digital because it allows level activated recording,
and it has a very user friendly editing functionality,
as well as many filters which can enhance and
remove noise from poor audio sources. The
scanner and the sound card will be connected by a
patch cable with whatever ends are necessary to

bridge the audio output jack on the scanner to the
Tine input on the sound card (commonly £ mono
headphone style plugs). If your scanner offers no
audio output, or headphone connection, not to
‘worry—the simple 0.1 \uF capacitor and 10 k&2
variable resistor schematic shown earlier in

Figure 12-2 used to take the audio directly from
the speaker's terminals into a recording device can
also be used to connect your sound card to the
scanner. Tf you have not read the “scanner auto
recording switch" section earlier, do so, as it
details instructions on opening the scanner 1o
include an audio output. Besides the audio output
connector on the scanner, you will also need to
know a little about the audio input connector on
your sound card, which will either be a “line
input” or a “microphone” connector. Although
both input types will work, the microphone input is
so much more sensitive than the line level input
that very careful adjustment of the scanner’s
volume and recording level will likely be
necessary to keep distortion at a tolerable level.

1f you have the option, always use the line input
connector rather than the microphone input, unless
you are using a microphone of course.

Before we move ahead on auto recording and
DTMF decoding, you must first become familiar
with the quirks of sound card recording,
specifically input levels. Now, conneet your
scanner to the input on your sound card then fire
up your chosen audio recording software, or even
the basic recorder that came with your operation
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Project l2-Telephone Input/Output Box

from the wall. You will also notice that plugging
the unit into the line when the phones are not in
use will only produce a dial tone when the
potentiometer reaches the upper limits of
clockwise rotation. This happens because it takes a
certain resistance on the line to cause the “off
hook” condition, and this occurs when the
potentiometer reaches the end of its travel,

effectively leaving only the headphone and
1K resistors in the circuit. If you leave the

unit turned “on” and plugged into your phone

line, you will not be able to receive incoming calls,
as the unit will act as if it were a phone in use on
the line. As a stealthy listening device, this litle
unit is a star performer, and a must for any Evil
Genius toolkit.

Project 12—Telephone Input/Output Box

‘This devious hack is a cross between a radio
broadeasting station and a telephone because it lets
you input just about any audio source into the
phone line, but retains its usability as a fully
functioning telephone. With this device you can
port your voice through a voice changer such as a
‘computer program or musical effects box, create a
music on hold system, build your own speaker
phone, record telephone calls, or just about any
other devious experiment involving any audio
source that you may want to input or output from
the telephone line. What makes this device so
versatile for interfacing audio to the phone lin is
that it makes use of the circuitry already built into
an existing telephone. There is a lot that must go
on inside a telephone in order to allow full duplex
audio transmission, tone and pulse dialing, and all
the other features that allow a telephone to do its
jobs 0 rather than reinvent the wheel, we are going
to simply “hack” the wheel for our own evil agenda.

For this project, you are goiri to need a phone
willing to give its lfe for your cause. Any
inexpensive phone with push buttons will do the
job, as long as it contains a circuit board inside and
sill functions as & telephone. The plan is to remove
the handset from the telephone and install an input
and output jack so you can feed your audio sources
into the phone and use a pair of headphones or a
recording device to monitor the duplex audio.

Because the telephone’s circuitry already contains
audio preamplifiers and sound conditioning
circuitry. you will essentially only need to add the
input/output jacks in place of the handset and a
switch o replace the actual receiver hook. Check
your phone to ensure that it actually functions, then
pry open the telephone case and the handset shell to
expose the wiring and circuit board as shown in
Figure 3-10. Your goal will be to trace the four
wires from the handset to their locations on the
‘main circuit board in the base of the telephone.

Figure 310 Tracing the handset wire back 1o the
telephone’s base.
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Project 9—Automatic Call Recorder

Project 9—Rutomatic Call Recorder

Here is a simple device that can be used to trigger
just about any type of electronic gear when the
phone is either on or off the hook. I called this unit
an “automatic call recorder” because its main
purpose was to automatically switch on an audio
recorder to record both sides of a conversation
every time a phone was in use. The unit will also
record the actual ringing and dialing of the phone,
which could be an important bit of information to
analyze when you are playing back the recording.
As you will see, T took a very different approach to
this well-known project, which is normally built
using a pair of transistors and a handful of other
semiconductors rather than a relay. I built three test
circuits found around the Internet, and I did not
find any of them to function properly, or even
safely. The first circuit used a pair of NPN
transistors to monitor the phone line voltage so
that the second transistor would be switched on
when the phone was in use. Unfortunately, this
version of the device sent dangerous voltages into
the audio device, and was very picky about line
polarity and the number of devices connected to
the phone line. The second attempt was a circuit
using a few logic gates and transistors, and again it

scemed very fussy about line loading and
generated a bit of heat. The third circuit I built
from Intenet found plans was more of a toasicr
than anything else, and it began to smoke after a
minute of operation. I realized that the only safe
way to tackle this problem was by complete
isolation of the audio device from the phone line
using a relay. This approach also meant that the
device could switch any load that the relay could
handle, and it would operate in two modes thanks
to the double pole relay—phone on haok detection
and phone off hook detection.

The schematic for the automatic call recorder is
shown in Figure 3-5, and as you can see, it is
extremely simple, using only four diodes, a resistor
and a relay.

‘When the device is plugged into a phone line, the
40-50-volts presented on the line when the phone is
not in use s rectified by the full wave rectifier made
from the four diodes and sent to the relay through
the I-watt 22 k€2 current limiting resistor causing it
to close. When any phone on the line is picked up,
the line voltage drops to approximately 10-volts,
and this causes the relay to open. Because we are

22K 3w

| feemreomi

Flgure 3-5  Schematic for a simple automatic call recording device.
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Table 12-1 Common RF devices and their transmit frequencies

CB Radio Channels
Channel  Frequency  Channel  Frequency  Channel  Frequency  Channel  Frequency
1 26.965 12 27.105 23 27225 34 27.345
2 26,975 13 27.115 24 27.235 35 27.355
3 26985 4 21125 25 27.245 36 27.365
4 27.005 15 27.135 26 27.265 37 27.375
5 27.015 16 27.155 27 21275 38 27.385
6 27.025 17 27.165 28 27.285 39 27.395
7 27.035 18 27.175 29 27.295 40 27.405
8 27.055 19 27.185 30 27.305
9 27.065 20 27.205 31 27.315
10 27.075 21 27215 32 27.325
11 27.085 22 21.225 3 27.335
Family Radio Service
Channel Frequency  Channel ~ Frequency ~ Channel — Frequency  Channel  Frequency
1 462.5625 ' 462.6625 ¥ 467.5875 13 467.6875
2 462.5875 6 462.6875 10 467.6125 14 467.7125
3 462.5875 £ 4627125 1 467.6375
4 4626375 8 4675625 12 467.6625

Cellular Telephone Frequencies

Baby Monitor Frequencies

Service A Service B Channel  Frequency Channel Frequency Channel Frequency
824.040-834.990 835.020-844.980 1 493000 4 498600 7 49.8950
869.040-879.990 880.020-889.980 2 498300 5 498750 8 499700
845.010-846.480 846.510-848.970 3 498450 6 498900
890.010-891.480 891.510-893.970
Cordless Telephone Frequencies
Channel  Base  Handset  Channel  Base  Handset  Chamel  Base  Handser
1 43720 48760 n 4320 49280 21 46770 49.830
2 43740 48.840 2 44360 49360 2 46830 49890
3 43820 48860 13 44400 49.400 2 46870 49930
4 43840 48920 1 44460 49.460 % 46930 49990
5 43920 49020 15 44480 49500 25 46970 49970
6 43960 49.080 16 46610 49.670
7 44120 49.100 17 46630 49845
8 44160 49.160 18 46670 49.860
9 44180 49200 19 46710 49.770
10 4200 49240 20 46730 49875
(Continued)
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them, including many of the freeware versions,
will fit the bill. Like many word processors, it

really boils down to personal choice. The ability to
reprocess the audio through some type of advanced

filter such as a noise reduction system or
equalization filter may be useful for correcting
what might otherwise be an unusually noisy signal,
as we will soon see.

Project 6—Filtering out Background Noises

When collecting audio from your target, it is not
always possible to get close enough o capture a
clean signal on your micraphone without the risk
of detection, which is the reason for building your
own ultrahigh-gain preamplifier, or parabolic dish
microphone. When you start amplifying very weak
audio sources you also amplify the noise with
them, and this can become such a problem that the
rumble of the wind or the hum from a nearby fan
motor may render the conversations in the
recording inaudible. You might think the recording
is wasted at this point, but with a litle patience
and the right combination of audio filter it may
surprise you how much a bad signal can be
restored. Audio filters come in many formats from
hardware (o software and can perform numerous

restoration techniques to bad audio, some of which
include: band-pass filtering to block out all but a

single frequency range, equalization, to knock out
certain frequencies such as wind rumble, or 60-Hz

AC hum, pop and click removal to block noise
caused by mechanical devices or movement at the
source microphone, and many custom filters
designed to do some type of black magic directly
10 your audio source with litle user intervention.
Have a look at the terribly noisy waveform
recorded by placing a sensitive preamplifier and
microphone in a room full of running machinery.
The higher scctions of waveform are the actual
spoken words, but the rest of the audio is saturated
with the rumble of fans, motors and mechanical
devices running in the room. Trying to understand
what was said in this audio clip is almost
impossible, as the ambient noise is almost as loud
as the conversation, and to make matters worse,
the rumble is 5o full of bass that it saturates the
computer speakers o the point of overload. If you
compare this waveform 0 the clip shown in
Figure 2-13, then you will see how dirty this
source really is.

Figure 214

A conversation recorded in  very noisy room.
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Project 53—FRS Radio

Figure 86 Modified radio showing microphone and
sransmit button extension wires.

‘The one problem with using these radios for
audio eavesdropping is that the built-in
microphone has very poor response to sounds that
are more than a few inches away from the radio,
which is what makes the unit perform properly in
its designed use. There were no adjustable parts
inside the unit, and except for a few large RF
components, the rest of the circuitry was hidden
under a blob of epoxy, so hacking the radio’s
cireuit would not be possible. However, it was
possible to remove the electret microphone from
the unit and replace it with a pair of wires that will
later connect to an ultrasensitive preamplifier to
boost the sensitivity of the unit to whisper
capability. A perfect preamplifier that could feed
this radio was covered in Section Two, Project
2—Ultrahigh-gain Microphone Preamp, so look
back at that project if you do not wish to design
one from seratch. In addition to a pair of wires
feeding the audio input on the radio, you will also
need to locate the transmit switch and either solder
a pair of wires 0 it, or simply solder a wire across
the contact (o keep it permanently engaged for
continuous transmission. I chose the extension
wires so that T could shut the transmitter off casily,
or control it for timed operation using a relay and
timer circuit, motion sensor, or light activated
relay. The radio is shown in Figure 9-6 with the
‘microphone input wires and transmit switch wires

soldered fo the cireuit board. When mstalling the
‘microphone wires, make note of the polarity, as
there may be a ground pin and signal pin. If you
reverse these two wires, your preamplifier may
inject a great deal of noise into the radio.

I have noticed that some newer FRS radios
actually have a microphone input jack already
installed, so this will save you a bit of soldering,
and if you really wanted o be lazy, a tie wrap
across the transmit switch would mean that no
‘modifications to the radio would be necessary. Of
course, I enjoy hacking things, 5o this was the way
1o go. Once 1 added the preamplifier and transmit
switch, I set up the radios on channel 13 and tested
the unit. The preamplifier was so sensitive that T
had 10 take the receiver outside the house to avoid
feedback, and I could hear a sound as faint as & pin
drop in the next room, The range was exceptional
as expected, and even while holding the receiver
inside the car, T could easily drive a mile away and
pick up the transmission.

Again, using headphones to receive the audio is
much better than pressing the radio speaker to your
ear, and if you get out of range, an external
antenna can sometimes help out a little bit,
Another thing to keep in mind is that you are not
the only one that can intercept these transmissions,
as FRS radios have absolutely no security
functionality. and that “secret code" jargon is
truly misleading, as it does not scramble or hide
your transmission in any way. My completed FRS
radio hack is shown in Figure 9-7, just before the
inital test.

‘The only thing left was to find creative ways
to disguise the transmiltter to blend in with its
surroundings. In the last project, T used a pop can,
but there was the slight risk of being exposed if
someane picked up the can for whatever reason,
5o this time T decided to hide the unit without
affecting the usability of the concealment device.

Figure 0-8 shows the long-range FRS transmitter
and preamplifier hiding inside a box of facial
tissue. The great thing about this hack is that the
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Project 77—Bug Detection

Figure 12-7  An outdoor scanner antenna.

When you do make the move to an outdoor
antenna, it is an absolute must that the feed wire
be as high a quality as you can afford, or the only

new information presented at your scanner

will be noise. The coax cable that runs from your
scanner to the antenna is probably the largest
factor in determining how well the antenna will
perform, and if you go cheap here, you will be
Sorry. With good quality low-loss coax connecting
‘your scanner to the outdoor antenna, you will

see an incredible boost in reception and coverage
over the built-in antenna, even if you were

using nothing more than a straightened coat
hanger as an antenna. Connecting the best
outdoor antenna money can buy using bad coax
will probably yield nothing at all but reception
from radio sources 2 few feet away. Yes, |
actually use a bit of coat hanger wire when I was
in a pinch once, and it did much better than the
built-in antenna that came with the scanner. T
soldered the coat hanger directly to the signal
wire at the end of some quality coax and threw it
over the branch of a nearby tree. Of course, the
mast-mounted antenna I have now works much
better, especially when hunting for those distant
signals (Figure 12-7). T wonder what's on the
radio tonight?

Project 77—Bug Detection

A good antenna can make a medium quality
scanner perform like a high quality scanner, but a
bad antenna can turn any scanner into a bug
detector useful in scanning a room or building for
those pesky little creatures that can lurk just about
anywhere. Typically an RF bug will operate on a
fixed frequency using as litile output power as
necessary in order to elude detection and run as
long as possible on its battery power source. The
ed up with a base
station receiver connected to an ultrahigh-gain
directional antenna placed as near to the site as
possible, similar to those used in suspicious-
looking unmarked black vans with tinted windows

received signal is usually

parked in front of your house. Because of this low
power output, and the fact that you will be in close
proximity to the bug, detection can be easily done
with an RF scanner by reducing its sensitivity to
long-range signal reception. If the transmitting bug
is some state of the art frequency hopping digitally
encrypted wonder of technology, then this
technique will of course fail, but in reality most
bugs are simple FM transmitters built by Evil
Geniuses like you and me, so their transmit
frequencics will typically be between 20 MHz and
400 MHz—a range any cheap scanner can search.

If your scanner has a telescopic antenna, then
press it all the way down, or unscrew it
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Figure U4 An adapter niade from a Barlow lens
holds the camera to the eyepiece.

on the shape of your camera’s fens, you may get
lucky as 1 did with the Barlow lens casing, or you
might need to head to the hardware store in search
of a suitable tube. A good place to find solid
plastic ubing of various sizes for experimentation
is the plumbing section. Black PVC plumbing
tbing and its various adapters are great for this
kind of work as they are stiff, easily filed or
drilled, and can be heated and melted into
whatever shape you need. Once you have your
camera to telescope adapter ready, set up your
telescope on its wobbly tripod and target some
distant object using the eyepiece, not the camera.
If you have a decent telescope, you should be able
to read a license plate from a mile away or more,
but most likely, you will not be able to hold the
image steady enough for a positive identification.
Now connect the digital camera adapter, and target
the same object while viewing the image on the
digital camera’s viewfinder. Again, it will likely
dance all over the place. Snap a photo, and import
the image into a computer for inspection, and if
everything worked like it should, the license plate
will be clear as day. Remember, at these high
magnification levels, you will be trading a lot of
light for distance, so the computer will become a

Figure Y15 A long-range photo showing a
brightness-enhanced area.

necessity when viewing the images. especially the
brightness and contrast filters. Figure 4-15 shows
an image captured using the digital camera and
telescope at 150 x magnification from a distance
of many blocks. Notice how much detail was
captured in the brighter area after it was passed
through a brightness and contrast filter. Not bad for
4 department store telescope with plastic optics!

‘The telescope seems to wark fine up to about
250 magnification, with very decent image.
quality, but at higher levels the image quali
becomes t0o poor to make out any real details,
even after processing the image on the computer.
“This ultralong-range digital camera is also great
for spying on alien planets, and it can capture
images of the moon that look like the ones you see
in science textbooks, but don’t expect to see
beyond our galaxy just yet. That's a project for
another Evil Genius book light years away! In the
next section, you will leam how to use video
cameras, recording and video editing in your
covert operations.

o
o
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Project 82—Shocking Device

‘When all your countermeasures fail (unlikely), you
may need to confront the target directly in a bid for
technical superiority. OK, maybe it's not like that
at all, and you just want to emit a harmless shock
1o your buddy who's hanging out in your favorite
chair. Either way, this litle hack is just the thing
for you. Although this simple device is nowhere
near the output level of a real taser gun as used by
law enforcement, it s still enough to make the
unprepared recipient jump out of their shoes, and
make you think twice about testing it out on
yourself again. Also, this shocking device does not
throw skin piercing darts like a real taser gun, so
no permanent damage will occur in the target,
although the operator may put themselves in
danger by annoying the wrong person with this
device, so be wary who you choose to test this
device on! The unit can deliver about a thousand
volts running from a single 1.5-volt battery. This
makes portability and concealment a real snap. The
unit also requires no extra parts other than a plastic
case to put the guts into, and what you can salvage
from a throw-away disposable camera with a flash.
‘The make and model of the disposable camera is
not important, just make sure it has a flash built
into it as this is what we need to make our shocker
circuit from. A camera flash works by charging a
high voltage pulse capacitor through a high voltage
inverter. Once the voltage is high enough, a flasher
circuit indicates this to the user via a flashing red
LED or small neon lamp. When the user presses
the trigger on the camera, all of the capacitor
voltage is thrown across a xenon flash tube, which
is triggered by yet another stepped-up pulse across
a high voltage transformer. While all of this may
sound like a bunch of nerd jargon, it is surprising
how few parts are needed to create such a flash
cireuit, and how easy it will be to alter it into our
evil shocking device. Let's begin by snapping the
plastic covers away from the lovely innards of our

disposable camera, As shown in Figure 13-15,
there are indeed user serviceable parts inside that
five dollar wonder, enough to make our shocker
and have a few good bits left over for some other
evil contraption.

Toss away all the plastic bits that fall out, and
the film roll, which hopefully doesn't contain your
brother’s wedding photos. These parts are not
needed. What we want here is the battery (it will
still be good after the camera is used), and the
main circuit board. Let me wam you right here
before you dig right in. Do not get your fingers
into the leads of the photo flash capacitor, or you
will be digging your head out of the ceiling when
you fly out of your seat. If you have no clue what T
am talking about, remove the circuit board wearing
work gloves—trust me. The photo flash capacitor
will maintain a charge for a long time, and even
days affer the last photo was taken it may still have
a few hundred angry volts ready to find their way
1o your nervous system. If you do not know what

Figure 13-15  Remove the front and rear covers to
expose the circuit board.
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Figure 315 The voice changer is built into @ small
box for hand held operation.

‘The other effects are just plain wacky. Take a look
at the schematic shown in Figure 3-14, and you will
see that this litle IC only needs a microphone, and
 few resistors and capacitors in order to do its job.

The circuitry involved in making a digital voice
changer like this would fill this entire book, s0
using a ready-made single IC solution is definitely
the way to go. If you want to understand more on
how this IC operates, then do an Internet search for

HT8950 datasheet,” and you will find the
pin-outs, electrical characteristics and a few more
<xamples directly from the Holtek website.
Originally, the IC is intended to drive an

LM386 1-watt amplifier IC, but because we will be
connecting it to the phone line using the telephone
10 box presented in Project 12, we do not need the
amplifier. If you do want to create a stand-alone
voice changer capable of driving a speaker directly,
then have a look at the circuit diagram on the
HT8950 datasheet. I built my voice changer into a
small plastic box to contain the hand wired circuit
board, batteries, switches and an inexpensive
multimedia electret microphone that was stuck to
the top of the box. To operate the unit, I hold it in
my hand like a radio handset and speak through
the microphone while listening to the output on the
headphones, which are plugged into the telephone.
10 box. Figure 3-15 shows the completed unit with
microphone mounted to the case. The control
switches are on the other side of the box for
convenience in hand operation.

‘The HT8950 is only one of the many ICs on the
market designed to alter an audio signal in some
way, but it is one of the simpler ones to work with
due to the minimum part count, There are also
many ICs designed for echo and reverb,
equalization, and many other vocal effects that
may be useful in the design of a voice changer.
Dig around some of the DIY audio forums on the
Tnternet for a few more ideas and examples.

Project 15—Ultimate Telephone Voice Changer

This project will produce a system capable of
changing the gender and pitch of your voice in
such a realistic way that it will creep you right out
the first time you hear it. The heart of this project

s the Boss VT-1 Voice Transformer effect box, and
‘elieve me when I tell you, there is nothing more.
suited to alter a person’s voice than this litle beast!
The small metal case only has a few sliders and
buttons, but do not be fooled; inside this magic
‘machine is a complex digital signal processor
DSP) that can rival the best computer effects

designed to do the same job. You have probably
heard this device used many times, but you would
never know it because of the believable voices that
come from i, although i is also capable of
creating surreal changes in your voice if you crank
the sliders to their maximum positions. In the non-
spy world, the V-1 would be used to correct vocal
tracks in music, add harmony to voices, and even
add voices to different cartoon characters using the
same input voice. With only a slight adjustment,
‘your normal voice can sound like an old lady, a
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Figure 10-3  The hacked video sender is reduced to
s bare essentials.

antenna that came with the unit and replaced it
with a d-inch length of hookup wire. As soon as
the monitor came on, the color video was received
with perfect stability, just is it was when the unit
was functioning as a video sender. Figure 10-3
shows how little space the hacked video sender

Project 60—Micro Sbu Transmitters

Purchasing a micro spy transmitter from a spy
store can by a tricky game that sometimes requires
you to do more research on the company you
intend to purchase from than the actual target of
‘your intended investigation. Out of the 50 or more
spy stores T have in my list that offer micro sized
transmitters, T would have to say that at least 30 of
them advertise claims that the transmitters they sell
have amazing extended range and performance.
You can usually identify these online shops by
their claims of selling to government agencies and
law enforcement, or their wondrous claims of
having the “world's smallest” transmitter or
camera. It seems like everyone has the world's
smallest transmitter these days! T can also build a
video transmitter from a single transistor, three
resistors, a coil and two capacitors, solder itin a

uses once reduced to its minimal working
components.

‘This small transmitter can now be mounted
into 2 much smaller space, and offers the same
performance as its original configuration. The sad
thing about all of this is that many of these so-called
“spy stores” simply purchase video senders in bulk,
remove the modules, then label them as high tech
spy transmilters at a premium price. In fact, with a
litle research, you could track down the original
‘manufacturer, and probably buy them directly for
next to nothing, or have  few fiee samples sent to
‘you for testing. These modules are available in
900 MHz, 1.2 GHz, 2.4 GHz and the new 5 GHz
band, and range in size from three inches square
0 less than an inch square, Of course not all spy
stores are owned and operated by amateurs out to
‘make a quick buck, and some of the micro sized
transmitters are truly works of art, so T will show
you some of the ones I use in the next section.

ball with no circuit board, then drop a wad of
epoxy on it and sell it as the world’s smallest

150 mW spy transmitter, but in reality, its
performance will be sketchy at a distance greater
than 10 feet at best. If you plan on dropping more
than $50 on a transmitier, then you should expect
quality, and stability at its rated range, although
this number is usually inflated a great deal.

I have a large collection of video transmilters
from various sources, so T will show you four

of the ones I consider decent enough for actual
surveillance work, detailing their range, stability,
cost and size.

szsjaTwsuex] Adg o0IdDTW—09 3Io=slLoxg

Take a look at some of my transmitter collection
in Figure 10-4. Al of them are considered low
power (less than half a watt), and each operates on
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Figure 157 The three steel panels that will make up
the camera head,

‘motors, and it would be a lot quicter as well,
especially if working close to the target. Since
was already cutting sheet metal, and there was
plenty left over from the original piece, T cut three
shapes that would form a small half cylinder shape
to contain my video camera, and a handful of
infrared LEDs used to create a stealthy night
vision system like the ones described earlier
Although T made my camera head from steel plate
(see Figure 15-4), just about any enclosure
including those inexpensive plastic hobby boxes
would be ideally suited to contain a small camera
and a few LEDs—it is important however, to keep
the camera dry in the event of unexpected moisture
such as rain, o the front lawn sprinkler system.

Tleft just enough room inside the camera head to
place my CCD camera, an array of 24 LEDs, and
of course, the actual servo motor that will pan the
head left and right. I thought about making the
enclosure a lot bigger for future expansion, but it
would be just as easy to create a series of
replaceable muli-function heads to suit the job.
Since the camera head would be held to the cover
with a single serew on the shaft of the servo, it
would be very easy to interchange the head on site
if needed. Possible ideas for replacement heads
included a digital camera housing, high-power
laser night vision video camera head, even a

Figure 15-8  The welded camera head, mounting block
and servo.

high-speed cutting tool for operations requiring
some manipulation of wires, or locks to gain entry.
The standard RC servo used for the camera head
has plenty of torgue and strength to handle the
small steel box, and although the toy truck T used
for the chassis has no provision for this type of
servo on its receiver board, it won't be hard to
“hack” into it to add the left and right servo
commands.

First, let’s get the mechanical parts for

the camera head built and mounted to the

cover, Just as T fully welded and ground smooth
the five pieces when making the top cover, I have
done the same with this camera head, making sure
it would not allow moisture into the electronics
inside. Figure 15-8 shows the completed camera.
head, the small box that will join the servo shat
to the cover, and the actual servo for size
comparison. The servo will be contained right

in the camera head, with its output shaft
protruding from the oblong hole cut into the
bottom plate (shown on the top of the head in

the photo).

The oblong hole cut in the camera head
conforms to the collar on the output side of the
servo motor, and with this design, the servo motor
will be held securely in place in the camera head,
50 10 other fasteners will be necessary. The output
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Project 35—Covert Marker

Figure 58 The completed night vision fire detector
cam.

subject (depending on the height of the ceiling),
the LEDs will cast more than enough light for the
camera to view the scene as though it were being
lit directly by an overhead flashlight, and
depending on the number of LEDs used and their
field of view, you can expect an area of between
4and 10 feet wide to be perfectly lit. The LEDs
should be wired in whatever series or parallel
configuration needed in order to share the
camera’s DC power supply. My LEDs are rated
for 1.2-volts, so wiring them in series will allow
each LED to see 1 volt, and although this is

below the optimal rating, there was still plenty
of emiticd light for my sensitive camera. Infrared
LEDs are not fond of any amount of over voltage,
5o a litle less is much better than a little more.

If your camera’s power source is not suited for
driving the LEDs, they can be run from a
regulator and a separate power source such as
battery or another DC adapter. When working
properly, the fire detector cam will capture all

the necessary details directly above the target
scene, even when the lighting becomes very dim
or non-existent thanks to our invisible light
produced by the LED array. Figure 6-9 shows my
completed night vision fire detector camera ready
for covert installation in just about any possible
location.

Installation of the fire detector cam will require.
the run of at least one cable for the video camera
output, so you will have three options—a cable:
running along the ceiling (not the best way o go),
a cable through a hole in the ceiling (good option
if possible), or a video transmitter running from.
batteries (best option if budget allows). The video
transmiltter option is a bit more complex and
costly, but if you like to tinker with electronics,
have a look at Section 10 as it deals with them
in more detail with a few simple home brew
transmitters shown.

Project 35—Covert Marker Cam

Here is a novel approach to installing a very tiny
microcamera into a marker lid so that it will not be
detccted by the subject even if he or she picks up.
the marker for visual inspection. The key to this
stealthy installation is in the ultrafine copper wire
used (o carry the power and video signals to the
hidden VCR or transmitter, If the marker is picked
up from where it sites, the ultra thin wires will
simply snap right off and look like nothing but a
few strands of hair (o the unsuspecting subject.

The camera itself is so small that it fits right into
the marker lid, and with a little careful hole
drilling, you can actually leave the marker intact,
soif it were picked up it would still function as
it should. Figure 6-10 shows the materials that
are needed for this project—a very small video
camera with pinhole lens, some type of marker
that the camera will fit into, and the finest
copper wire that you can find. Here, I have a
spool of fine copper wire taken from the
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Figure 14-10  The completed laser beam receiver
powering a 3-inch speaker

components, its resulting audio level is comparable
with any small transistor radio. An old transistor
radio cabinet with the circuit board removed would
in fact make a great project case for the final unit,
as you could utilize the internal speaker, battery
compartment, and headphone jack. The completed
unit does not take up much room at all, and can be
‘powered for many hours from a 9-volt batiery as
shown in Figure 14-10.

‘There are many styles of phototransistors to
choose from due to the multiple configurations of
fens styles which affect focal range, field of view
and wavelength. But, you will not need to worry
about this because the laser has such an intense
focus that any of the phototransistor types will
work perfectly. In fact, the phototransistor is so
sensitive to light, that the laser beam can casily
saturate the base to 100 per cent, which is why the
resulting audio signal is much louder if the beam
strikes the phototransistor's input window slightly
offset, or from a much greater distance than just a
few feet. With proper alignment this transmitter
and receiver pair are easily capable of transmilting
your secret audio signal thousands of feet away,
well out of your visual range. Before you start
beaming your top-secret information across
secured borders, you should put the unit together
on a bit of perf board and start by doing some
short-range tests to make sure everything is in
operation correctly. Find a type of continuous
audio source with an output level high enough to

drive a small speaker or set of headphones and
input this into your laser transmitter. A small
‘microrecorder or transistor radio is a good choice.
‘The receiver should be placed a few inches or

feet away from the transmilter so you can

visually align the beam into the window of the
phototransistor, and instantly the audio should be
heard from the receiver's output speaker. As shown
in Figure 14-11, there is no visible connection
between my laser transmitter shown on the lef and
the laser receiver shown on the right, but I am able
10 hear the output from the small microrecorder on
the receiver’s speaker as though it were powered
directly by the microrecorder. The output from the
receiver's LM386 amplifier IC actually produces a
Touder output than the original audio source.

Once you can verify the short-range operation of
your laser transmitter and receiver pair, you can
put both units into some type of cabinet for proper
mounting, and set your secret information free.
‘With a simple tripod to mount the transmitter to,
and a pair of binoculars, it was easy to align the
transmiltter with the receiver placed at a distant
location many blocks away. The only thing that
affects the resulting transmission will be
interruption of line-of-sight, or movement at the
transmitter, which is why sturdy mounting is
important for long distances. If you want to
become ultra stealthy with your laser transmission
system, install an infrared laser module in place of
the original visible red laser pointer and use a
video camera or second visible red laser for
alignment. The phototransistor is sensitive to just
about any wavelength of light including infrared,
50 the choice of laser beam color is completely up
to you. Also, to increase range you may be
tempted to install a lens at the receiver to magnify
the incoming signal as it is done in many infrared
‘beam switches utilizing infrared LEDs for the
actual beam. Adding a lens to this device will not
make it function any better, as the laser beam is
already as focused as possible from its origin, and
you wil only distort the beam rather than making
it any brighter. Tt is truly amazing how far this
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Project 31—Web Cameras

when working with basic security video footage,
50 you should be able to get up and running with
an inexpensive capture device and software
within a few hours. Once you feel comfortable

editing video footage on your computer, you
will wonder how you managed to get by
without it, and may soon find that stack of
'VHS tapes reduced to 4 single folder on your
computer.

Project 31—Web Cameras as Security Cameras

When you need to monitor an area from many
miles away or even from the other side of the
planet, obviously a video transmitter and cabled
system is not going to get the job done—you need
10 send your video over the Internet or telephone
system. A webcam is an inexpensive electronic
device that contains a video camera and a web
server that can be accessed from anywhere in the
world that has an Internet connection. Since the
web camera does not need a computer to operate,
it can be placed just about anywhere just like a spy
camera for truly covert long-range monitoring.
Depending on the speed of the Internet connected
10 the viewing computer you could be watching a
few frames per second or completely live full
screen video with audio, and this is possible even
on a dial-up connection. Some web cameras even
allow you to pan, tilt and zoom using a web-based
control interface. Although the zoom capable
cameras will cost you a lot more than the basic
versions, they do offer amazing telephoto
capabilities reaching that of binoculars, which
makes covert spy operations much easier. Because
these cameras operate the same way a web server
does on the Intemet, you could have muldiple
cameras installed all over the globe, and be
‘watching them live all at the same time from a
single workstation, complete with the ability to
pan, tilt and zoom in to a target miles away from
the camera.

A few of the basic web cameras that I use in my
line of work are shown in Figure 5-13. These

particular models are very inexpensive, casy to
configure, but do not have any pan, tilt or zoom
capabilities. Tlike these cameras because they are
fairly small (about half the size of a pop can), they
install quickly, and can easily be hidden behind or
inside objects with only a small hole for the lens o
see through,

To set up a web camera, you will have to give it
access to the Internet or local area network via
connection to a wired hub or router, or through a
wireless network if available on your particular
camera. Once the camera has & connection (o the
network, you will enter the default IP address as
instructed in the manual to reach the camera’s
setup page—this is basically a small website hard
coded into the camera allowing you to access the.
configuration settings and live video page. Some of
the settings you will be required to change are:
default IP address and name of the camera, desired
frame rate and video quality, and the administrator
password. Depending on your network and the
equipment plugged into it, you may have to tinker
with a few more settings, but you should casily be
able to follow along in the camera’s installation
guide to end up with a working live web camera,
‘When everything is working, you will simply enter
the camera’s IP address into your web browser,
and the live video and audio (if available) will be
streaming to your screen at whatever frame rate
you have set, or what your network is capable of
handling. Figure 5-14 shows the video feed from
one of my basic web cameras installed in a remote
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Figure 7:4  The servos and RC receiver are mounted
ina plastic box.

ports to connect the servo jacks to, so make sure
that the X and Y joystick move the camera in a
logical fashion, not in reverse. The small RC
receiver and the Yeanxis servo can be mounted in a
small plastic box along with the appropriate battery
pack o create a sleek ready to run wireless pan and
ilt camera unit. Figure 7-4 shows the RC receiver
connected to the X and Y servo just before going
into the box with the battery pack.

T decided to cut the antenna wire short on my.
RC receiver, because even at this length I could
conirol the unit to the very far boundaries of my
yard, 5o an external antenna was not necessary.
“The video feed from this camera was fed into a
VCR at the location of the camera and then to a
Video transmitter so I could receive the feed at my

Figure 75 The completed unit under remote joystick
control,

base station. You can also hard wire the video line
from your base to the camera pan tlt unit for
added security, but unless you plan on making this
a permanent installation, wireless would make the.
most sense. Figure 7-5 shows the type of controller
T am using to move the camera up, down, right and
left. Although my controller has 2 dual joystick, I
only needed a single one to move the camera,
allowing single-handed operation.

1f a hard-wred solution suits your needs better
than the remote control and transmitter option,
read on, as the next project will allow control of
both servos through a hard-wired X and Y axis
controller box.

Project YU—Manual Controlled Servo Base

An RC servo expects to see a series of pulses
ranging in length from about 6 milliseconds
(=45 degrees) to about 2.5 milliseconds

(45 degrees), and 1.5 milliseconds would center
the servo shaft. These pulses are sent at a rate of
approximately 40 milliseconds, although that
specification is not nearly as critical as the puise
length timing requirements. This may seem like a

complex bit of electronic circuitry to build for each
servo, but in reality it can be done with a simple
555 timer circuit consisting of the timer IC, three.
resistors, a diode and a capacitor. The servo's
position will match the position on a variable
resistor, much the same way the remote.
coniroller’s joystick and receiver were working in
the previous project. The advantage to this system
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Project 21—Time Lapse Camera Trigger

Video cameras and video recorders are designed
£ monitor and record events in an area where you
cannot be present at all times, but as we know, the
resolution and quality of security cameras comes
‘nowhere near that of even the least expensive
digital cameras. It would sure be nice to have the.
ability to catch every detail in a single video
frame, but at 30 frames per second, this would not
be possible due to the massive amounts of storage
space that would be necessary. Of course, it may
ot be necessary to have that kind of high
resolution detail at such & high frame rate, and a
simple one frame per second or even less may be
all that i necessary, especially if you had a great
level of detail to work with. How about we take
that hacked digital camera presented carlier in this
section, and hook it up to some time-controlled
rigger to allow unattended automatic operatior
Yes, that would indeed create a unique imaging
system that would trade frames per second for
pixels per inch. Take a look at the schematic in

Figure 47 for the time-lapse camera trigger
system.

“This circuit consists of two sections: a timer, and
a one-shot trigger. The 555 timer IC is setup as a
variable oscillator that pulses the clock pin of a
14 stage binary ripple counter, which in tum drives
the 74121 monostable multivibrator acting as a
one-shot trigger on every 16384 (14th bit) clock
pulse. This division by 16384 allows a much
longer and accurate timing cycle from the 555
timer, which is not really suited for cycles over one
second or so. The one-shot is setup to drive a relay
through a transistor so that the camera trigger
never stays down for more than a second or so,
about the same amount of time it would be held in
if operated manually. By varying the 200 kS
potentiometer, the timing cycle can be set to take a
photo from durations of approximately one minute
to well over 10 minutes, depending on the time out
eycle of your camera. Most digital cameras will
shut down if there is no activity on the photo
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Figure U-7  Time-lapse camera trigger schematic.
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Project 71-Build

‘The heart of the HKL is of course, the.
‘microcontroller. I chose the PicMicro 16£628

hobbyist at the time, and very casy to program
with even a simple home brew programmer. There
are absolutely no special requirements of the
microcontroller, besides the availability of five /O
pins—two for the 12C EEPROM, two for the
keyboard clock and data lines, and one to control
the 4066 switches. ALl of these U0 ports are
digital, so just about any microcontroller would fit
the bill. For rapid development, I chose DIP ICs
rather than surface mount, and although this did
yield a very small final product, surface mounted
components would allow a key logger small
enough to fit right into the wiring shield if you had
the patience to build such a unit. Al of these ICs
are available in surface mount format. The initial
HKL is done using a prototyping “breadboard” for
ease of programming, and debugging, and as you
can see in Figure 11-8, there really isn’t much to
this stealthy device. A breadboard is a thin plastic
‘board full of holes used to hold components such
as transistors, microcontrollers, and chips that are
wired together. The IC at the top is the

4066 switch with the PC keyboard line coming

in one side and then exiting the other back to

the computer. The IC at the bottom left is

the 16628 microcontroller shown with a

Figure 11-8  Hardsare key logger built on a
proioryping breadboard.

10 MHz crystal right above, and to the right of
the 16£628 is the 256 k EEPROM.

Breadboarding is no problem at all with this
project, as there are no high frequency signals, or
‘problems with long wires, and at this stage it is
easy to trace down a bug if one should exist in
wiring or parts placement. Although the hardware
is complete at this point, the microcontroller is
dumb as a stump, so nothing will happen if you
power it all up and boot up your computer. In fact,
you won't even be able to use your PC keyboard
because the line from the 4066 to the PIC will be
low—switching off the PC keyboard (this does not
make the PC happy when it boots). To get this
little guy working, we are going to have to
program that microcontroller. T will first show you
the basic source code, and then explain it. Keep in
‘mind that due to space constraints, this is the
absolute minimal working code for a key logger,
and although it is as bare bones as it can be,
it does in fact yield a fully working HKL.

Refer to the source code in Listing 11.1. It should
be fairly easy to understand being written in Basic.
If you don’t feel like typing all of that in, or just
want the HEX file to dump right into the PIC,
then visit the Atomic Zombie website, and it will
be there for download. I do not want to give you
an exact URL at this time, because I like to
change my site around, and may even update the
code—just visit hitpi/www.atomiczombie.com,
and look around, it will be easy to find.

Listing 11.1  Hardware key
logger source code in
PicBasic format

+ [16F628A DEFINES]
@ device HS_OSC

@ Device WDT_OFF
@ Device PWRT_OFF
@ Device BOD_OFF
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Tues 1o the variable (Key) if the data line is.
high, If we are on the fourth bit, for example and
the data line is high, then the value § would be
added to (key) from the lookup table. The value of
{key) will range from 0 to 255 depending on what
Key was pressed.

[READ PARITY BIT] This calls the clock cycle
subroutine, which essentially ignores the parity bit
You could calculate parity here, but this is most
likely not necessary.

[READ LAST STOP BIT]  Again, just ignore the
next bit, as we already have our 8 bits of data.

ICHECK BREAK CODE-IGNORE NEXT KEY]
Since scan codes are sent from the computer as
‘make (single scan code), and break (the $FO code
followed again by the scan code), the program
must figure out what to record. A scan code is sent
when a key is pressed, then the break code
followed by the scan code is sent when the key is
released, so we will just ignore the break code and
that next key. There is no point waiting for the
release key, as we know it will eventually come,
The only exception to this is when the shift key is
released 5o that we can record it—this is where the
variable (sft) is set.

[IGNORE BREAK CODE]  This is where the
break code ($FO) is detected. If found, the loop s
forced to start over, and the variable (bkc) is set,
which is how the Jast section of code knows there
was a break code.

[R/L SHIFT KEY ON]  This controls the (sft)
variable, which reflects the state of either the right
or left shift keys.

[FILTER SCANCODES TO RECORD] ~ This
‘lock of code decides which of the scan codes are
10 be recorded to EEPROM by use of a lookdown
table. If a scan code s present in the table, it will
be recorded, if not the variable key is set to 255.
We don't want t0 record all of the scan codes, or
playback would be a mess since characters like ctrl,
alt, or delete would actually have an effect on the
open window during playback as we will see later.

[STORE (CAPS) KEY] To store the caps lock
key for playback, we must convert it into
‘something recognizable to the text window that
will be used for playback. The caps lock key has
no printed character associated with it so we will
create a S-character entry in the format “[CAPS]*
that will be sent to the EEPROM. Every time the
caps lock key is pressed, 6 bytes will be sent to the
EEPROM—the scan codes for the characters
R IATIPES

[STORE SHIET ON (SHI) / SHIFT OFF (SHO)]
Just like the caps lock key, we must store the state
of the left and right shift key, as the keyboard is
totally unaware of case. For the shift keys, we will
store “[SHI1]” for shift down, and “[SHOJ" for shift
release. The rest of the code block makes sure the
codeé is only stored once, 5o that when the user
holds down the shift key, it is not stored over and
over as the keyboard's automatic repeat kicks in.
[STORE NORMAL KEY IN EEEPROM] Ifa
scan code is found in the lookdown table, it will be
stored to EEPROM—this i the subroutine called
[STORE KEY TO EEPROM] which uses the 12C
routine built into PicBasic.

[LOOK FOR SECRET CODES] There are two
‘commands that the program looks for—the secret
password, and the format command. Keys are
stored in a FIFO buffer (pwd) which can hold six
scan codes in a row.

[SECRET CODE "ATOMIC™-GOTO PLAYBACK
MODE] This checks the (pwd) FIFO buffer

for the word “ATOMIC.” which s our secret
command to dump the contents of the EEPROM
back to the PC. If the secret code is found, the
variable (mde) is set to 1, which tells the program
to run the [PLAYBACK LOOP] rather then the
[RECORD LOOP] which it is currently running.
You should change this secret password to
something much more cryptic and difficult to
‘guess because the word ATOMIC may be too
common. Just add the scan code values to each of
the 6 (pwd) variables to look for whatever word
you like.
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Figure 1515 Camera and LED wiring diagram for
1.5-volt LED operation.

The camera and LEDs are fed from the same
12-volt power source, and since this is a battery,
there will be no need for a regulator. T chose direct
battery operation of the LEDs over pulsed mode
operation as discussed carlier in the book, as my
camera was just so good at imaging in a low light
environment, that the increased brightness of
pulscd mode operation may actually swamp the
image sensor with too much light. If the ROV was
heading into an area that might require a lot of
Tight, T would just engage the detachable halogen

flashlight mounted to the top of the unit. With the
24 LEDs set up for direct from battery operation,

T can pull a decent image 30 feet away in total
darkness by replacing the color camera with a low
Tux black and white unit; this range would most
likely extend to several hundred feet or more
depending on the quantity of moonlight present.
The sealed and painted camera head is shown in
Figure 15-15, ready to be installed on the ROV,
Yes, this component would also make a nice stand-
alone security camera ready for outdoor mounting
on the side of a building or pole.

‘The next thing that has to be done is the
installation of the video transmitter, audio
preamplifier, and servo control board—which we
will build as a custom controller for this project.
Since the original toy truck did not use
proportional RC servos like the one we are using
for the camera pan function, we will have to create
a controller that will interface the servo to the.
existing remote control receiver. You could just
install an RC receiver to control this servo, but
then another remote control transmitter would be
needed, and this adds extra complexity and would
require another RF channel. T will show you how
1o build a bridge between the existing toy receiver
and this servo even though they operate on
completely different principles.

Project 95—RC Receiver to Servo Bridge Circuit

If you remember the earlier pan and tilt projects
using standard RC servos like the one in our ROV,
head, you will recall that the servo expects a series
of pulse width modulated (PWM) codes to be sent
to it in order to determine its position. This is not a
problem when you are working with a standard RC
receiver—just plug the servo directly into the box,
and move the joystick on the transmitter, This is
not the case with this project, as the inexpensive

toy truck base has some simple proprietary RC
circuit based on a combination of RF and logic
gates for its control. The truck is not proportional
because it goes full speed ahead, reverse, full left,
and full right, not anywhere in-between those
states. This is just fine, as the truck is slow
‘moving, and will not be hard to control this way,
but this leaves no simple way to interface the RC
servo.
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Figure 213 A cut and paste operation being performed on a small audio clip.

may have more than one input as well, typically
one will be marked as MIC or microphone, and the
other will indicate LINE or line input. The
difference between the two inputs will be the
sddition of a preamplifier on the microphone input,
== it was designed to connect directly to an elcctret
microphone and wil require some amplification. If
vou try to plug one of the preamplifiers shown
<arlier in this section into a microphone input on
sour sound card, then you will end up with an
incredibly distorted signal, or sound so full of
soise it will be completely unusable. The
‘microphone input should only be used with a
microphone and not any audio source that includes
preamplifier stage of any type. The line input
connector on your sound card will be the correct
choice for inputting recorded or amplified audio
into your computer either from a portable audio
corder or directly from one of the preamplifier
projects presented earlier. 1 found that the ultra
+-gain microphone preamp presented earlier in

this chapter was a great input device to allow

recording the received audio from the parabolic
microphone directly to a laptop when in the field.
‘This configuration also made finding the “sweet
spot” on the parabolic reflector easy, as most
audio recording software programs include some
type of real-time sound level meter. Figure 2-13
shows a bit of audio recorded by the parabolic
‘microphone after feeding it through the
ultrasensitive microphone preamp circuit then
back into the computer through the line level
input. 1 am using a popular sound editing software
called Sound Forge to cut and paste a small
section of the audio clip into a new file for
archiving to hard disk. Almost every sound-editing
program will present the sound file as a waveform
on the “timeline” 50 you can cut, paste, copy, or
add effects by simply selecting an area and
clicking on a few menus.

‘There are literally hundreds of audio editing
software programs available ranging in price and
complexity, but for simple cut, paste operations
and possibly some noise filtering, almost any of
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Figure 10:U  Various micro transmitters each operate on a different frequency.

[}

T

4 different frequency. A small spy camera and a
9-volt battery are shown for size comparison.

Transmitter (A) is actually an OEM audio video
transmitter removed from a department store.
900 MHz video sender. This unit has rock solid
stability, audio video inputs, and runs from a 9-volt
battery, but can run from a DC power source as
Tow as 5-volts. The video sender was on sale for
$29.95, included a decent quality plug and play
receiver unit, and a full data sheet was casily found
by entering the manufacturer’s number into an
Internet search engine. I have also seen this
EXACT module for sale on at least 10 so-called
“spy store” websites ranging in price from $89.95
to over $200.00, and it did not even include the
receiver! Like I said earlier, “buyer beware.”

Transmitte

Transmitter (B) was custom manufactured in
1990 by a well-known Internet spy camera
supplier, and it transmilts at 434 MHz so the image
can be directly received by a television tuned to
channel 59, eliminating the need for a receiver
unit. At the time, there were not many players in
the spy transmitter business, so this one was a bit
pricey at $250; however, at the time it was
considered to be very small. All of the transistors
“M and the SAW oscillator had the numbers scraped
O off, but it was easy to reverse engincer the unit by
' applying some fingerprint dust to the faces of the
‘components and read their numbers under a

ect 60—-Micro Spy

‘microscope. The unit is actually very well built,
and does transmit at the rated range, although
stability becomes a problem as the battery
weakens and if there are any temperature changes
in the room. If this unit were for sale today, T
would expect it to be half the size, include audio
(this one does not) and sell for under $100.
Another thing to know about 434 MEHz operation
is that you are required to have a HAM radio
‘operator’s license in many states, provinces and
countries, although many spy stores don’t inform
buyers that specific licenses may be required

for certain transmitter frequencies. Check

with your local, state/provincial and federal
regulators before buying any kind of transmitter
equipment.

Transmitter (C) is a truly beautiful bit of artwork
measuring only a half inch squared, yet includes a
rock solid video transmitter, and an audio channel
for reception at 1.2 GHz. This unit will run from as
little as 4.5 volts, and has no problem right up to
9-volts (I did not test it higher). This unit was
taken from the inside of a very small video camera
that was part of a wireless video kit (including the
receiver) sold on several online stores for only
$59.95. Without a doubt, this is by far my favorite
transmitter due to its size and great performance,
and the quality of work is truly inspiring when
viewed under a microscope. The unfortunate thing
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Project 17—-World Wide Telephone Tap

If your computer lacks any speech engine
for whatever reason, you can still try this
project out by searching the Internet for “text to
speech demo,” where you will be presented by
an online demo that fets you plug in text to be
spoken by the company’s latest text to speech
voices. These interactive demos will simply
convert the text to sound at the server side then

return to your computer a downloadable or
streaming audio clip. This provides similar
functionality to our speech test program. If you
dig around a bit, you will find some voices are
so realistic that you would swear there was a
person at the other end talking directly into a
microphone, and this is most likely your goal for
trying this experiment,

Project 17—World Wide Telephone Tap

Here is a very simple, yet scary project. A device
using a dollar’s worth of parts and free software
that can let you listen to both sides of a remote
telephone conversation covertly from anywhere in
the world that has an Internet connection. I call
this project “scary” because it was so simple to
build that it took less than 10 minutes to get it
working, and it performed perfectly right from the
start, For this project, you will need to build the
very simple telephone audio interface from Project
8, although if you really want to be lazy, two . 1uF
capacitors and a simple + audio cable would also
do the trick. All we want to do is connect the
telephone line to the microphone input on your
‘computer’s sound card in a very unobtrusive way
so that it draws absolutely no DC from the phone
line, and creates no detectable loading. Because
the microphone input on your sound card has such
a sensitive preamplifier, it will pick up audio
through the capacitors without any problem at all.
‘The heart of this project is a bit of
teleconferencing software that comes with any
version of the Windows operation system—it is
called Microsoft NetMeeting. NetMeeting is
designed to stream audio and video between two
computers connected to the Internet or by modem,
and since we are only using it to transmit audio in
one direction, there will not be a massive increase
in bandwidth like there would be for duplex audio
and video communication.

Let's start by getting familiar with NetMeeting,
a program that most people have never even seen
since it is almost hidden in your computer. Go to
the start button and click on run, then type in the
word “conf” and press enter, The NetMeeting
configuration wizard will present itself, and this
will setup the software for the first use and place a
shortcut on the desktop. Enter whatever name and
email you like just to get past the first screen, then
choose not to be listed in any online directories.
Press next during all the audio tests, or whatever
else pops up, then finally choose to place a
shortcut on your desktop, and the installer will
finish, presenting you with the NetMeeting
window as shown in Figure 3-18.

‘This sneaky hack requires two computers, a host
(the computer plugged into the phone line you
want to monitor), and a viewer (the remote
computer you plan to snoop with).

Let’s begin with the host computer, as I will
assume you are working on it right now. In
NetMeeting, choose the call menu, and then
choose “automatically accept calls” so that a
checkmark is placed next to the option; this is very
important as NetMeeting must be able to run
without intervention when you are calling from the
viewer computer. Believe it or not, you are done.
setting up the host computer, and as long as your
telephone audio interface is correctly set up to
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Project U9—Infrared Laser llluminator

Infrared illuminators based in LEDS or filtered
indescent light sources make great close-range
illuminators, but are not very useful when the
farget is more than 100 feet away, or beyond the
camera’s optical capabilities. You might attempt to
focus the beam from the filtered illuminator, but
unless you're an expert on optics and have a large
budget to spend on research and development, that
approach is probably not practical for the.
“average’ person, even an Evil Genius like
yoursel.

However, there is another method of projecting a
light source 10 a distant target without requiring
complex optics and thousands of watts worth of
input light
power laser such as a laser pointer can easily target
an object well over 1000 feet away, and if your
camera is attached to a pair of binoculars or a
telescope (see previously in Section 6, Project 37),
you can probably see the laser spot on a target a
mile away. Of course, there are two obvious
problems that must be overcome in order to use a
laser as an illumination device—the wavelength

of the emilted light, and the size of the beam. A
visil seless as an illumination device,
since it will give away your location instantly, but
that problem can casily be resolved by the use of
an infrared laser module in the 800-950 nanometer
region. As for the beam size, most laser modules
allow you to adjust the collimating lens so you can
adjust the size of the resulting beam, which will
naturally get larger as the distance to the target
increases. For a laser-based ifluminator, you will
want a very large beam to cover the target area and
keep the laser radiation at an eye safe level; but
regardless, you should never aim such a device at
any people o living ereatures. Before working
with lasers, especially those radiating invisible
Taser radiation, you should acquaint yourself with

a laser. As you know, even a low-

Illuminator

Laser

le laser i

roject 49—Infrared

laser safety, and learn how to handle these devices.
A good place to find an abundance of laser
information on the Internet is “Sam’s Laser FAQ”
which can be found by searching Google or

your favorite Internet search engine, or by

going directly to the current location at
wwiwrepairfag.org/sam/lasersam htm. I highly
recommend reading the safety information
regarding laser operation because you can easily
damage your eyes if you are foolish, since the light
you will be working with is not visible to the
naked eye. Play it safe!

To begin experimenting using infrared laser
light for night vision, I recommend that you
purchase a class I1Ta or class I11b laser, which will
not output more than 5 mW of power, as this
power level is considered eye safe as long as you
don’t do something really foolish like stare
directly into the output. Since we will be viewing
the beam only on 4 video monitor and purposely
adjusting the collimating lens to spread the beam
into a wide area, the danger is reduced even
further. The wavelength you will want will be
anywhere from 800 nanometers to 950 nanometers
us this is where CCD image sensors seem to be
most sensitive. Tnfrared lasers are available in
wavelengths of less than 700 nanometers and
more than 1400, but the wavelengths under 800
may be visible to the human eye as a faint red,
and above 1000 the video camera will become
less sensitive to the light. The tiny 5 mW laser
‘module I used for experimentation (shown in
Figure 8-14) produces an 850-nanometer
wavelength. In the photo, it is shown with
the tiny adjustable collimation lens completely
removed.

To begin experimenting with these lasers
as night vision illumination devices you will
need a black and white camera and a video
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Figure 1512 The front panel drilled, and ready for
camera and LEDs.

Figure 1513 The LEDs and video camera mount
and sealed

Figure 1514 Camera and LED wiring diagram for 1.5-voli LED operation.

out, especially if it is putting on a demonstration,
or interacting with a friendly subject, so visible
light is an option. There are also many types of
LEDs on the market, and some of them are
extremely bright, which is why most traffi lights
and automotive taillights are now using ther.
Whichever mode of LED lighting you choose to
install, make sure that your series/parallel wiring
configuration supplies the appropriate voltage if

ned

‘you plan to run them directly from the batiery as
opposed to pulsed mode operation. Infrared LEDs
are especially sensitive to over voltage, and will

quickly burn out, 5o the number of LEDs you

choose is important. 1 have 24 LEDs, each rated

for 1.5-volts, so my series/parallel wiring
configuration is shown in Figure 15-14. Each

LED

will see the correct voltage as long as my power

supply does not exceed 12-volts.
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Project 40—Remote Controlled Servo Base

Figure 7-2  Mouwnting the camera to the first servo
along the X-axis.

Some other methods [ have used to mount
different style cameras to the servo plate are: hot
glue and double-sided tape for cameras in a square
box, small tie wraps placed around cylindrical
camera’s body and secured to holes in the servo
plate, and simply placing the camera in another
small plastic box that is secured directly to the
servo plate. Whichever method you choose to try,
do make sure the camera faces the front of the
servo when the servo is set for its midpoint. This
way, the camera will see the center of the room
when the joystick is in the neutral position. The
next step is to mount the pan servo, which will
conirol the Y-axis of our camera. This is done by
fastening the first servo to the second servo as
shown in Figure 7-3. 1 simply glued the plate
diectly to the shell of the other servo using a hot
glue gun, creating a very strong bond, yet allowing
removal at a later date without damage to either
‘part, The one drawback to this simple approach is

Figure 7-3  Both servos are connected together to
form the pan and tlt base.

that the Y-axis is not really in the center of the
camera, but in actual operation you really can't
el the difference. If you want to have the servo's
Y-axis directly in line with the camera’s Y-axis,
then you are going to have (o get creative with
some scrap metal or plastic parts to make a
bracket. Do an Internet search for “pan tilt camera
base” and you will get some good ideas by looking
at how the commercially available units are made.
You now have a motion-controlled pan and tilt
camera base that can be connected directly to the
RC receiver, a computer controller, or any other
type of hardware that can send the appropriate
signals 10 the servos. The next project in this
section will deal with the RC receiver and the
temote conirol, as this is the simplest way to
control the camera base.

Project Y0—Remote Controlled Servo Base

Once you have your two RC servo motors
connected together for pan til operation, all you
need to do in order o create a fully functioning unit
is connect the original RC receiver to the servo
motors and power up the remote control. If your

remote controller has dual joysticks, choose the
appropriate channels on the receiver so that a single
joystick will control both the X and Y axis; this way
you can scan around the room by moving only a

single stick. On your receiver, there will be multiple
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Project 81-Spy Camera Killer

method of targeting without the need of binoculars
or even the red laser is to use a sensitive black and
white video camera connected to a gun sight to
just see where the actual infrared beam s going.
‘Take a look at the remote control sniper project in

Flgure 1313 The spy camera killer is mounted on a
tripod for greater accuracy.

Section 14 for more ideas. I found this simple
setup to be adequate for the amount it has been
used. I mean, really, how often does the offender
try a second time to spy on you after you burn a
hole through the image sensor in their 10,000
dollar night vision camera? Figure 13-14 gives you
4 good example of what a typical digital camera
would see if it were pointed at your window, even
in full daylight; the laser swamps out any visible
image from your window with a bright white ball
of pixels.

Another good thing about using the laser to
wash out the offending image sensor is that no
damage will oceur to any device other than the
one you are directly aimed at, and the only
window that will be blinded from view is yours,
as is shown in Figure 13-14; a simple one-shot
photo attempt at the window with the camera
killer installed and running. This eerie ghosting of
only your window will send a clear message to
your enemies, that you are far more technical
than can ever hope to be with their off-the-shelf
spy equipment—you are a true hardware hacker,
so they had better run and hide before you press
another button on some evil black box, like the
ones presented in the next few sections of this
book

Flaure 13-4 Whar are you looking ar? Nothing after I turn on my spy camera killer!
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Figure 513 A few basic web cameras used for
long-range video surveillance.

location hundreds of miles away from the viewing
‘workstation.

As you can imagine, there are literally thousands
of uses for a camera such as this, a spy camera that
&nows no boundaries. However, check your local,
State/provincial and country laws regarding using
surveillance equipment to record audio and/or
video images of unsuspecting individuals, whether
they consent to being watched or not. Some laws
require that prominent signs be posted stating that
surveillance equipment may be used on the
‘premises or “Smile—you're on camera.” Other
Laws forbid recording audio, but video surveillance

Tt £t vew top
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Figure 54 A live video feed from a remore web
camera hundreds of miles away.

with a prominent sign warning the general public
or visitors to your property is allowed.

‘The most common uses of web cameras are for
video conferencing, face-to-face chat and video
surveillance of one’s own environment. You could
‘monitor your home while on vacation, keep tabs
on the nanny or kids, watch your yard or perimeter
while working at the office, monitor a hostile
environment from a safe distance; and the list goes
on and on, especially when your “Evil Genius™
‘gears begin to turn, Just remember to respect the
privacy of others and consult with legal or law
professionals before installing surveillance
equipment to ensure that you abide by the laws
where you live.
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Figure 510 The multiple camera auto switcher
completed.

switching speed from approximately one second to
scveral minutes can be achieved. Since only a
single relay will be on at any time, they all feed
the same output line, which s fed into the video
input on your recording device. The relays should
be small 5-volt types so that a single 5-volt
regulator can be used to power the circuit. If you
find small enough relays, the transistor drivers may
ot be necessary, as the 4017 may be able to
source the needed current.

‘The working circuit shown in Figure 5-9 is hand
wired in my usual manner using some perf board
and small bits of wire. In my version of this

Figure 5-Q  The multiple camera auto switcher circuit ready for installation.

project, there is no variable resistor shown because
I substituted it for a fixed value resistor that would
set the switching frequency at about five seconds.

‘The final project will easily fit into a small
plastic project box, but remember to leave room
for the five video connectors, a battery and a
‘power switch. I mounted all five connectors on the
top of the box 50 it could be permanently fastened
o the rear of a VCR for easy connection of the.
four video sources and acces to the battery. The
final product is shown built into the small plastic
project case in Figure 5-10—the connector on the
far right s the output, and it is a different color
from the first four, although this cannot be seen in
black and white. A power switch and indicator
LED have also been added to conserve battery
power and alert the operator when the unit is
running since the small relays are too quiet to hear
when activated.

‘The final product is a very robust and easy-to-
use multiple camera switcher that can accept any
video signal source without worry of quality loss
or electronic interference since all the switching is
done mechanically. This switcher can easily be
expanded to 10 camera inputs, and will perform as
well as any commercially available switching unit.
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Section Three

Hard-wired Telephone Devices

Project 8—Telephone Audio Interface

If you plan to build any type of electronic device
that either records or plays back an audio signal to
and from a telephone line, then you are going to
need a simple interface device like the one
presented in this section. You wil first want to find
outif it is legal to connect a home bult device to
the phone system in your area, or you may be “on
the hook” for any damages that might occur.
Check your local, state, provincial and federal
communications laws. A typical telephone system
uses a simple two-wire cable to send and receive
audio, but there is nothing in common between a
elephone system and a typical audio patch cord,
<o care must be taken when attempting to interface
the telephone to any type of audio equipment.
When the phone is on the hook, there will be

40 t0 50-volts DC presented across the wires, and
when it rings, this voliage will peak at 90 to
100-volts AC, which is more than enough voltage
10 wake you up if you happen to be stripping
wires with your teeth while your circuit is live
(not recommended)! The current available on

the telephone line is minimal, but still, neither
vour body nor your sensitive electronic devices
are going o appreciate a direct connection to
100-volts. When the phone is off the hook, or in
use. the voltage drops from 50-volts to somewhere
between 5 and 15-volts depending on how many
devices there are connected to that line. Obviously,
we are going to need some type of isolation to
send or receive audio from this hostile pair of
wires. The proper way to connect an audio source
(o the phone system is with a device called a “data
access arrangement,” or DAA. This unit takes care

of isolation from the high voltages on the phone
line including spikes, and it works like an input
output device for audio or data to and from the
phone system. All modems, fax machines,
answering machines and similar appliances will
contain a DAA, as this is the only way they
become certified for use on the telephone system.
We will not be using a DAA in any of these
projects, as they are very difficult to build, and
although there are single chip solutions available,
the life span of these devices is so short that any
part numbers would most likely be out of
production by the time you read this book. Our
simple telephone “hacks” are not going o be
offered for sale, and are really just for personal use
and experimentations, so a real DAA would be
overkill anyhow, but feel free to do a litle research
on the Internet if you do want to understand how
the data access arrangement works. Let's start with
a simple device that can connect the phone line to
just about any audio device to either playback
audio into the phone line, or record the audio from
the phone line. With this device connected to the
headphone jack on a small radio, you would have
music on hold system, and connected to the
microphone jack, you would have a call recorder
that would perform far better than those cheapo
suction cup devices. Before you get out the
soldering iron, you should know that there are only
two wires used in a single line residential phone
cable, although the cable will most likely have four
wires. If you follow any of the phone boxes wiring
back to the main terminal, you will notice they all
connect to a main block using only two of the four
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without having the chassis on the workbench by
simply supplying the necessary power from two
wires. Removal of the top cover would only
require unplugging one connecter after removing
the four screws. Always plan to take things apart,
or you will be spending a lot of time cutting wircs
and removing bolts and screws just to make fine
adjustments or slight modifications. This modular
design would also allow different coers to be
designed for missions requiring alternative
hardware. For a covert operation where ultra high
detail photos might be required, a cover containing
the igger modified digital camera from earlier in
the book could be mounted on 4 heavier servo
operated turret with pan and tilt. How about
firefighting operations? A fire extinguisher with
the trigger connected to a solenoid would be able
10 snuff out small fires, or chase away pesky
garden dwelling critters munching away on your
crop. Mount a very small camera on 4 top mounted
robotic arm, and your robot could drive right under
a vehicle and search out explosives or dangerous
contraband while you observe from a safe distance,
just as Jaw enforcement and military robots. With a
4-foot aluminum tube mounted vertically to the
base, and a can of pepper spray connected (0 4.
solenoid trigger, your robotic security guard could
wander up and down the hallways of your
“secured” area waiting to disable intruders. In
reality, the ROV can do just about anything you
ask of it with the proper hardware. My
requirements are simple covert information
gathering operations, 5o the audio and video
transmitter is going to be enough. T do, however,
want to work in whatever elements Mother Nature

Figure 156 Fully welded, the cover will be ready for
the elements.

feels like handing out, including daylight, pitch
darkness, rain, snow, and rough terrain, so a fully
weatherproof cover will be needed. At this point,
the rain would get right through the cracks in the
cover, so T will be welding the entire seam, then
grinding it smooth for a nicer ook after painting
(see Figure 15-6).

It's worth the effort to create a sturdy,
weatherproof cover for this project, as you will end
up with a very functional ROV, rather than a toy
with a camera stuek to it. If you are using
materials other than metal, or decided to rivet the
parts together, then it is a good idea o seal all of
the cracks with some type of water resistant
scalant. Even if it's not pretty to look at, it beats
having your camera short out from an unexpected
source of water. Auto body filler can do wonders
on just about any material, and with a bit of
sanding, your cover can look as smooth as the one
T made by welding and grinding steel pieces
together, even if wood was your original material.

pPesH easwe) burtuueg ® Hurppvy—ce 3o=2Loag

Project 93—Adding a Panning Camera Head

Another option I wanted my ROV to have was a
servo controlled pan camera head, like the ones
described earlier in this baok for seeurity
‘monitoring. It would conserve a lot of batiery

power to just move the camera head back and forth
10 survey the scene rather than having to reposition
the ROV to track the target. The little servo motor
would use a lot less power than the large drive
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Project 56—Micro Stealth Transmitter

# cancrank up the voltage T U-volts (T haven't testet

Figure 813 The ulirasensitive room bug ready for
operation,

it higher yet), and add a longer antenna, but in
reality, this is probably not necessary as the unit is
designed for close distance stealth operations.
Considering that this unit can be bult for a few
pennies using scrap from just about any old circuit
board, it really was a satisfying bit of work, and
has had many hours of useful time in the field. The
sensitivity and transmit range is just as good or
better than many expensive units sold by spy
stores, and the only thing they have on this
workhorse is size, but as usual, I will be swatting
that bug in the next project.

Project 56—Micro Stealth Transmitter

For a hundred dollars, you can buy yourself a very
tiny room sensitive FM bug that will run for hours
on a button cell, and easily fit into a pop bottle
lid—impressive! Of course, for about 52, and a
few hours of your time, you can do the same thing
in your Evil Genius laboratory and achieve results
as good or better than the professional units and
‘gain the respect of your techno spy buddies. T
liked the performance of the previous ultrasensitive
room bug so much that I decided to see just how
small T could make the unit, and the final result
was a truly impressive 3-inch by 2 -inch by &-inch
device including the 3-volt battery! The unit could
now fit into a pop bottle lid and had even better
range due to the 3-volt versus 1.5-volt power
source of the original. The circuit is exactly the
same, requires no surface mount components, and
all that s required to build this version is a bit of
patience, and a nice sharp tip on your soldering
iron.

T started by finding a suitable battery to
power the unit that would give me 3 volis, and
have enough power capacity to run the transmitter

for at least four or more hours. T came up with
very common 3-volt lithium battery with a model
number of CR2450, which is used as a power cell
for CMOS memory and very small low-power
electronic devices. The battery was about the same
diameter of the smallest circuit board I could
possibly make, 50 the union was perfect. I cut out
a bit of perf board to approximate the size of the
battery, then played around with the best
placement of all the components until I found an
arrangement that would require only a single
jumper wire, and allow me to simply bend the
leads of all the components to form the actual
traces on the underside of the circuit board.
Figure 9-14 shows all of the parts needed
including the CR2450 battery and tiny cireuit
board.

Although there were no surface mount devices,
the close proximity of all the components required
a steady hand and a sharp soldering iron tip. When
1 was finished mounting all the electronics, only a
single hole remained on the perf. board, and some
of the leads shared a single hole for convenience.
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Project 97—Payload Delivery Function

our microcontroller look for a very special
sequence of events—something that would not
happen by accident. If our program waited first for
the ROV to be completely idle for at least a few
seconds (no drive or steering commands engaged),
then it waited for us to hold one of the joysticks in
a certain position for an extended period of time.
‘This would be a fairly safe drop sequence. The
drop sequence is a one-time deal, o the lengthy
sequence is a safe bet.

Take a look at the modified code in Listing 15-2,
this new code has only a few extra lines and can
now trigger another output pin depending on a
series of events—our drop sequence.

Listing 15.2 Servo bridge
control program with
payload drop modification

“16F628A

@ device HS_OSC

@ Device WDT_OFF
@ Device PWRT_OFF
@ Device BOD_OFF
@ Device MCLR_OFF
CMCON =7

VRCON =0

: [SETUP]
define ose 10
output porta.2
input portb.0
input portb.1
input port.2
input portb.3
output portb.4

+ [VARIABLES]
relay var portb.4
servo var porta.2
rel var portb.0
rer var portb.1
ref var porth.2
reb var porth.3
pos var word

ctp var word

1 [STARTUP]
gosub center

relay =0

; [MAIN LOOP)

‘main:

+ [CENTER SERVO IF MOVING]

if ref = 1 or reb = I then gosub center

+ [LOOK FOR NEUTRAL]
if ref = 0 and rcb = 0 then

: [SERVO LEFT]
if rel = 1 then gosub left

; [SERVO RIGHT]

if rer = 1 then gosub right

: [PAYLOAD DROP CHECK]
ifrel = 1 then ctp = etp + 1
if rel = 0 then ctp = 0

if ctp = 500 then

relay = 1

pause 1000
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Many of your covert operations will likely take
‘place under low light conditions to carry out your
covert objectives. This strategy works for you and
Sour opponents in a video spy game. You can give
‘yourself an advantage under the cover of night
time by using a camera that has an extremely
sensitive imaging device to enhance details that are
normally hidden to the human eye under low light
conditions.

“The light collecting ability of a video camera is
Specified by its “lux rating” The definition of lux
s the amount of visible light per square meter
incident on a surface. 1 lux = 1 lumen/square
meter = .093 foot-candles, and yes, that probably
smeans nothing if you haven't studied optics to any
ereat length. To shed some light on the subject
{ouch!), the light of a full moon is about .1 lux,
while bright sunlight is about 100,000 lux, so the
fower the lux rating on a camera, the better it can
“see” in the dark. Most black and white cameras
Bave a lux rating as low as .1 lux and can be as
fow as .0003 lux depending on the qualty of the
optics, imaging device and chipset. Color cameras
o not even come close to the light collecting
sbilities of their black and white counterparts, and
sypically .5 lux would indicate a decent color
amera, which is why black and white cameras are
the clear choice for low light operations. Black and
white security cameras are also extremely sensitive
0 infrared light, which is completely invisible to
e human eye, making it an extremely useful tool
for stcalthy covert operations. Most of this section

Section EigAt

Night Vision Devices

Project Y4—Using Low Lux Cameras

will be dedicated to the union of low lux cameras
and infrared light.

‘The collection of small spy cameras shown
in Figure 8-1 all have decent low light ratings,

but the large silver unit shown at the top has
built-in infrared LEDS for close up night vision
capabilities, and the one shown to the left with the
long lens tube has an ultrasensitive Super HAD
chipset that can see clearly in areas so dimly lit
that you wouldn't be able to see your own feet.

Tuis really worth the extra money to purchase a
high quality low lux black and white camera with a
rating of .001 or better lux if you plan on working
in the dark or building any of the devices presented
in the following projects, and usually these cameras
will cost you between $100 and $150 depending on
supplier and optics quality. Pinhole lens cameras
should be avoided since they collect less light than

Figure 81 A collection of small spy cameras, each
with different lu ratings.
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Project 27—-Hack a VCR for Time-Lapse Recording

/[RECORD CYCLE START]
if ctr = 0 then

ver=1

pause 500

ver=0

endif

‘[RECORD CYCLE STOP]
if ctr = ontime then
ver=1

pause 500

ver=0

endif

‘[1 SECOND DELAY / LED FLASH]
IF led = 0 THEN.

led=1

else

led=0

endif

pause 1000

goto main

From the code shown in Listing 5.1, you can
see that our program simply reads the state of the
8-dip switches on startup, then cycles two timers
1o control both the duration of record and length
between record cycles. An LED s also flashed
once per second just to let you know the timer is
functioning, I will explain the code under each
[LABEL], 5o you can understand how the timing
works, and to make it easier to port the program to
the language and microcontroller of your choice.

[SETUP 16F628A] The code following this
block has to do with the PicBasic compiler and the
microcontroller used — PICI6F628A in my case.
Your compiler and microcontroller will have its
own syntax for setting such things as oscillator
speed, pin behavior and power settings.

[DEFINE PINS / VARTABLES]  There will be 10
10 pins used for this project — eight for setting
the delay times, one for the relay output, and one
for the flashing LED. The pin that will drive the
relay through the transistor s called VCR. The
flashing LED pin is called LED, and the pins that
connect to the dip switch block are called OT1-4
(on time), and DL1-4 (delay). Both VCR and LED
are set to output, and all other pins arc
‘automatically made inputs.

[READ ONTIME / DELAY VALUE SWITCHES]
Here we read the values of all 8-dip switches in
order o set the record timing delays. Since there
are four switches in each block, there will be a
total of 16 delay values for both OT and DL,
ranging from 0 to 15. A value of zero means the
timer will be disabled, handy if you want to
permanently mount it to the VCR and use easily
accessible toggle switches to set the values. After
setting the variables “on time” and “delay.” the
variable *delay” is multiplied by 60 o that
durations between recording bursts are in minutes,
not seconds.

[MAIN LOOP] ~ All code beyond this point will
loop unless the circuit is reset by removing the
power source. Once running, changes in the dip
switches will have no effect on the program
timing.

[COUNTER]  This is the main program counter
(ctr). Tt will reset once it counts as high as the
value placed in the variable “delay.” as this
accounts for one complete recording start and stop
cycle.

[RECORD CYCLE START] Once the variable
“etr” reaches a full cycle and is reset to zero by the
counter code, the program considers this the start
of a new record cycle and outputs a S-volt pulse on
the “VCR" pin for half a second. This pulse
triggers the relay and engages the VCR for
recording by taking it off pause.

[RECORD CYCLE STOP] When “cs” has
reached the value stored in the variable “on time,”
the relay is turned on again for a duration of half a
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Fisure 117 Schematic for the hardware key logger:

Look at the schematic diagram in Figure 11-7,
e three ICs that make up the core of the HKL. As
~ou can see, this simple circuit consists of three
parts—the 256 k EEPROM chip (241c256), to store
e keystroke data, the 4066 analog switch to turn
off the PC keyboard when entering playback
mode, and the actual microcontroller to run the
zode, (PICI6f628) in my case. There are a few
sesistors to keep logic levels intact, and a crystal
s=sonator for clocking the microcontroller, but
other than that, only a few wires are used to create
the entire hardware.

Let’s go over the function of each of the three.
1Cs used in the schematic to understand what they
are doing, and how you can use alternate parts if
you choose.

‘The 241c256 EEPROM is an 12C (2 wire) serial
EEPROM that has a capacity of 256 k, or enough
memory to hold about 300 pages of text. Because
this EEPROM uses the 12C protocol, it can casily
‘e swapped out for a larger or smaller EEPROM.

just by changing a few lines of code to control the
address count variables. This EEPROM will also
keep its memory contents intact for years without
power, so removal of the HKL for later playback
‘will not be a problem. The 4066 quad bilateral
analog switch s a very basic IC that acts much like
a relay—it sends voltage to a single line A to control
the flow of information on lines B and C. Since we.
want to disable the PC keyboard during playback
from EEPROM, we will turn off both the clock and
data line from the PC. Only two of the four switches
on the 4066 are used, and they are both controlled
by only a single pin on the microcontroller by
connecting both switch control lines together. To
enable the PC keyboard’s clock and data lines,
a+5 voltage is sent from the microcontroller

to both control lines of switch A and B. Any logic
controlled switch could be used in place of the
4066, including a pair of 5-volt relays, but the.
4066 is such an inexpensive and common part,

itis the best choice.
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Project 65—Covert Hat Cam

Figure 1015 This stealthy covert spy adapter is
watching your every move.

these pins to the transformer. I¢s best to place
some epoxy, or hot glue over these points before
you even begin, or you will be in for an unpleasant
surprise when you plug the unit into the wall. Also,
if your adapter is rated for 300 milliamps, and your
camera and transmitter are going to leech 100
milliamps, then you may not have enough power
left over to power whatever device the DC adapter
was intended for if you sill plan on using it like

Project 65—Covert Hat Cam

Made famous by undercover television shows, the
covert hat cam is a valuable spy ool as it lets you
record whatever you happen to be looking at. This
unit is also wireless, so you do not have to carry the
bulky recording device and the large battery needed
to power it. You will want to use the flattest devices
you can find, preferably a transmitter and camera
that are no thicker then a 9-volt battery; this way you
can comfortably wear the hat in a non-conspicuous
manner. Your camera should lso have a tiny pinhole

lens, as you may be up close to your target.

that. This is not likely though, as these things are
normally overrated, but it is something to keep in
mind when doing this hack. When it's all done,
you will have an extremely stealthy installation
that will be almost totally undetectable. Overall
range may not be optimal though due to the
shortened antenna wire and proximity to the AC
transformer, but you should be able to pick up the
video signal from anywhere in the house. If you
really want to improve the range, just glue the
antenna wire around the outside of the plastic
adapter case along the groove that splits the two
halves of the casing. This disguises the wire

and allows a much greater range. Figure 10-15
shows my completed DC spy adapter hanging
inconspicuously off the wall and never needing

a battery change.

‘The one drawback to this installation is that the
camera angle is dictated by the location of the wall
plug, 50 you may have to hunt around for the best
spot to plug the unit in, or place it on an extension
cord on the floor. If you have more than enough
room in the DC adapter casing, you could actually
‘mount the camera on whatever angle best suits
the room, provided you have this information
ahead of time.

Figure 10-16 shows the small camera,
transmitter and 9-volt battery held in place by
double sided tape. T will also add the cap portion.
of another hat to the inside of this hat to further’
disguise the internals in the unlikely chance that I
have to take the hat off. The two hats will be held
together either by snaps or a few bits of Velcro
easy access to the battery.

‘The hat color should be as dark as possible so
there is no contrast between the camera lens and
‘material, and the lens hole should be placed as.
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Figure 14-23
laser module.

A universal remote control and infrared

| ‘The laser module should run from a 5-volt DC
source, allow adjustment of the collimating lens,

‘ and contain a decent voltage regulator (most of
them do). We cannot use a typical laser pointer for
this project because of the infrared wavelength
expected by the target equipment’s remote control
receiver module, and although a red or green laser
may work at very close range, most of the light
spectrum with the exception of the infrared portion
will be filtered out by the lens on the front of the
detector. The laser module will need to emulate the
function of the original remote controls LED(s)—a
40 kHz modulated train of pulses that are sent to
the destination receiver in order to issue the proper
command. We do not need to fully understand the
protocol used by the equipment, or even the exact
specifications of the signal, as we are going to let
the universal remote do all that dirty work for us.
‘We wil, however, have to remove the original

infrared LED(s) from the remote control as shown
in Figure 14-24,

Simply unsolder the LED or LEDs if there is
more than one, taking note of which hole on the
cireuit board corresponds to the positive anode
(round side of the tubular LED) and which hole on
the board corresponds to the negative cathode (flat
side of the tbular LED). Besides looking for the
lat spot on the LED case to identify polarity, you
could also look on the circuit board of the remote
control to find some common ground point, or try

to figure it out by tracing the path from the driver
transistor to the LED. If all else fails and you
cannot decode which point is positive or negative,
just remember which pin came from which hole
when you remove the LED and connect it both
ways (0 a 1.5-volt battery to see which lead is
positive when it does light up. This will have to be
done in front of a video camera of course, as you
cannot see the output from an infrared LED.

When you do figure out which hole on the
circuit board is the anode (positive connection),
solder the shielded wire from a small bit of
shielded cable such as microphone cable to this
spot, and solder the ground wire to the other hole
(negative cathode). As shown in Figure 14-24, an
old headphone or dubbing cable is a good choice,
as you can utilize the connector at the other end
for case of connecting the universal remote to the
laser modulation circuit.

Once you have removed the original infrared
LEDs from the universal remote and installed the
signal cable, put the unit back together. This is all
that needs to be done to it. You could sill use it as
a regular remote control simply by soldering the
original LED to a jack that will snap on the output
wire, @ good way 10 test to see that it is actually
functioning before you continue. The next part of
this project is to create the laser modulator, &
circuit that will pass a current through a
transformer, which is indirectly coupled to the
Taser module each time there is a pulse introduced
at the base of the driver transistor. This isolation of
the laser module and the pulses from the remote

control is not only necessary due to the critical
voltage and current requirements of the laser
‘module, but it s the very system that creates the
modulation. When there is a change in current at
the transformer's primary winding, the iron core is
energized, causing a change in current on the
sccondary winding, which s subsequently placed
directly in series with the power source that
supplies the laser module. This slight change in the
ondary winding causes modulation due to
variances in the laser module’s power supply. If

s

215

Toxjuo) sjoway—0e 3IP=aLoxg

xzedTug






index-17_1.jpg
about any place imaginable. This very compact
unit is made by soldering the legs of the
‘components directly to each other without any
circuit board at all. This produces a very small
footprint and also reduces the electrical noise
produced by such a high-gain circuit.

Because of the usefulness of this device in the
field, when a fast solution for recording audio is
necessary, T built the ultracompact unit as well as
the “black box” unit shown in Figure 2-6. The
black box unit allows easy connection to VCRs,
computers, audio recorders, and even transmitters
when you have to find a fast recording solution
using the available resources. A 4 stereo jack wired
for mono operation (left and right conductors
soldered together) is installed at the rear of the
case so that easy connection 1o just about any
audio device can be made using common cable
adapters. Since this preamplifier offers so much
gain, you will have to experiment with the gain,
and input volume (if available) on your recording
device to make sure the recorded audio is usable.
Too much gain might overload the built-in preamp
in whatever device you are using to record, and
although it won’t damage the unit, you will end up
with nothing more than a rumbling noise on
playback.

Flaure @5 The preamp can be built on a bit of perf. bourd, or with no circuit board at all.

Fiaure 26 The “black box version of the
microphane preamp.

Because i is very easy to forget the unit is
operating. my black box version of the device also
includes an LED to indicate when the power is on,
but in the field this would be covered by a bit of
black tape.

When you are experimenting with the
preamplifier, some interesting things 10 try
include pressing the unit against a wall to hear
conver
recording into 2 computer to monitor the
waveform of faint whispers and sounds, or
passing the unit through some type of filter

or equalizer to block out unwanted sounds or
ambient noise. If listening to faint sounds or
‘your game, then read on, as the
next project will let you do it in real time, and in
stereo.

ns in the next room, real-time

conversations

©
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Figure B3 A nypical infrared remote control and the
LEDs that make it function.

Sie, green, yellow, orange, and red. Ultraviolet
sadiation has a shorter wavelength than the visible
wiolet light. Tnfrared radiation has a longer
wavelength than visible red light and is detected as
eat by our bodies. The image sensor in a video
camera can see a larger part of the electromagnetic
spectrum than we can, extending well into the 1000
‘sanomeer infrared region, which is why they are
‘perfectly suited as night vision devices when used
10 image a scene Tt with infrared light that we
<annot see with our naked eyes. Infrared light is
ertainly not hard to generate using an inexpensive
LED or a low power laser diode, and itis used in
‘many short-range remote control devices such as
television and VCR remote controls. The parts are
very easy and inexpensive to acquire.

“The typical consumer device infrared remote
conirol is shown in Figure 8-3 surrounded by a
‘handful of the infrared emitting LEDs that create
the light source (most remote controls have one or
two of these at the top end of the case).

The output from this remote control is
‘completely invisible to the naked eye, as you
probably already know. but we are going to do a
simple experiment that lets you look at the beam—
2 great way 1o test your remote control. To do this
experiment, you will need any type of video
camera that lets you monitor the image in real time
such as a camcorder, or security camera connected

Figure 84 Normally invisible infrared light is seen
clearly by a video camera.

to 2 monitor. Camcorders are not very good at
imaging infrared due to the filters they have
installed, but for this simple test you will still be
able to see the beam with a color cameorder. Take
any infrared remote control and fire it directly at
the lens on your camera while you watch the
‘monitor or look through the viewfinder and you
will see that your normally invisible remote control
will be spitting out a brilliant burst of sharp white
light. Because the video imaging device in the
camera can see well into the infrared region of the
electromagnet spectrum, the remote control
operates like a flashlight when viewed on the
monitor. Figure 8-4 shows the brilliant burst of
light emited by the single infrared LED on my
small remote control as seen from the video
camera’s perspective.

If you want to take this simple experiment a
Tittle further, take your video camera into a
completely dark room and ry to use your infrared
remote control as a flashlight to navigate your way
around the room. Depending on the lux rating of
your camera and the amount of infrared filtering,
you may be surprised at how much light can be
cast by a single LED. In my case, I could casily
navigate the room by looking only into the
camcorder’s viewfinder. Knowing this, imagine
what the proper low lux black and white camera
could do for you with a large array of infrared
lights blazing your path!
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Figure 14-13  Schematic for the laser microphone receiver:

unit was from external sources such as AC hum
and ambient light sources, not the circuitry itself.

‘The phototransistor is not critical, and any shape
will work just fine since the laser spot will be very
directional and focused directly into the input
window of the device. T mounted my
phototransistor on a length of wire so that T could
experiment with different mounting systems and
light attenuators to help block out unwanted AC
lighting causing hum. The best system for
‘mounting the phototransistor was a simple black
tube that would stop some of the ambient light
from saturating the base. A bt of drinking straw
‘painted black fits nicely over many of the standard
phototransistor cases. Originally, I thought that the
phototransistor would be the most eritical part of
the device; after all it has to detect the extremely
small changes in the laser position to recreate the
analog voltage for the audio amplifier.

T tried several phototransistors, a PIN diode, and
even a new light sensor IC with incredible

1723 4
.
100K 4.7 uF

Figure 1414 The original laser microphone circuit
hand wired on a bit of perf board.

sensitivity, but in the end, the old phototransistor
salvaged from a 1980's television remote control
receiver worked best. After a bit of thinking, it
made sense as to why the worst light sensor
achieved the best results. The laser beam is always
‘going to be way too much light for the
phototransistor, which is why the beam must be
offset from the phototransistor’s input window.
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54—Simple FM Room Bug

Project

100Q 1uF

2N3563
or
25C945

Figure 89 A simple low power one transistor FM transmitter:

Most of the transmitters used to make wireless
‘microphones (AKA bugs), have only a single coil
that consists of nothing more than a few trns of
copper wire wrapped around a ferrite core, or a
small screw. The copper wire can be taken from an
old transformer or the windings on a toy motor, and
it may amaze you at how tolerant the number of
‘windings and size of the coil in your circuit will
actually be. For example, if a cireuit you find calls
for “exactly 7.5 tums on a 2-inch form using
'AWG #20 wire.” Then what this really means is
find an old £ -bolt, wrap anywhere from seven to
10 trms around it using whatever size copper wire
you have in your junk box, then adjust it later using
a ferite screw or a small bolt. Yes, it really s that
casy! T have made many small transmitters this way,
and they always work as expected without having to
wait weeks for some oddball coil to arrive from the.
orient, Small adjustable capacitors can usually be

salvaged from old radio equipment circuit boards,
and many of the times, a close fixed value capacitor
will replace  variable one if you do not care to fine-
tune your transmit frequency.

For example, a 10 pF capacitor in an FM
transmitter calling for a 5-20 pF variable capacitor
will most likely center the transmission to
100 MHz or so, and any other fine tuning can
be done simply by bending the copper wire loops
an one of the coils, or by cranking in a ferrite
adjusting screw. There is no dark art to making a
small EM transmitter, especially the ones I chose
for the following projects.

Before we start building, take a look
at the schematic in Figure 9-9 for the simple
FM room bug. This schematic has been used
for many years and goes by the names wireless
‘microphone, FM bug, cigar box transmitter, one
transistor transmitter, low power transmitter, etc.
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Project 68—Where Have You Been Today?
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Figure 112 Serting the folder view 10 show al hidden
Jfiles.

folder view box is the addition of a few new files
in the “C:\” window—these are system files, and
you could cause a world of hurt for your computer
by deleting or moving them, and this is the reason
they were hidden in the first place. Operating
system files are not of interest right now, so fook
for a folder called “Documents and Settings” then
double click it open.

Just Tike magic, a list of folders will appear with

all the names you may recognize~for “Litde Billy,"

“Molly Grrrl.” “Daddy-43." and even a few others
Tike your username, if you have one, and
“Administrator.” Double click on your target’s
‘username to open their secret world. What you
have before you is  list of file names that contains
all of that user's personal and once thought secret
information, without ever needing their password.

Some of the folder names are obvious, such as
“My Documents” and “Favorites,” and although

Jou Ay Tave the Unie-OT Jour ITe Drowsing
through those files alone, there is an entire world
of information hidden even deeper inside a few of
those other folders.

One folder of interest is “Local Settings.” as this
will contain all of the temp files including those
from Tnternet Explorer. A Iot more information will
be present than looking at the files from Explorer,
including fles the user once thought were long
gone and cleared away. Inside this folder, you will
find another called “Application Data,” and this
will contain much of the data associated with a
particular program such as Microsoft Outlook
Express and certain chat programs. One folder
of great interest will follow a path from here.
(“Application Data”), something like this . ..
“\ldentities\{31391EF3-B3AC-4F12-94D8-
DC2DA4SES526)\Microsoft\Outlook Express.”
‘The long string of cryptic characters will contain
an Outlook Express user profile, and the last folder
will contain all of that user's email in the file
format “Inbox.dbx” “Sent ltems.dbx.” “Deleted
Ttems.dbx.” etc. Although you can’t just double
click on the dbx files to view the users mail, you
can save them to another location for later viewing
cither by creating another mail profile and
dumping the files to it, or by looking for a viewer
‘program by entering “dbx viewer” into your
favorite search engine. You will notice that some of
the dbx files my be extremely large, especially if
the user is not in the habit of deleting sent email or
emptying the “Deleted Items” folder. This is good
for you, If the user does not use Outlook Express,
you will have to do a little digging for the mail
folder, but with the computer set to show you all
files, it is only a matter of hunting for a while

Once you are done sneaking your way with the
entire file system, make sure to set the folder view
options back the way they were (“Do not show
hidden files and folders”), especially if.you are.
using an account that s not yours. You wouldn’t
want to become the “target,” or accidentally delete
a vital Windows system file.
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Figure 1524 A professional-looking portable base
station built into a bricfease.

number—this is the best case scenario, and
realistically, you might want to divide that in half
again to be safe. My battery (7.5 amp hours) gives
me more than an hour of run time, longer than the
ROV will allow, so T am safe. For extended
missions, T use several ROV battery packs and plug
the base station into the cigarette lighter in the car.

Once you have all of the base components
chosen and measured, find the container that they
will be mounted into. The obvious choices are a
solid briefcase or metal uiility case with a carrying
handle like the one I used. These can be found at
just about any hardware store or second-hand shop.
A few other options to consider would be old
projector cases, appliance cabinets, computer
cases, or completely custom made boxes from
wood or sheet metal. Regardless of your chosen
case, some type of front panel will need to be
manufactured in order to hold the video screen and

Figure 15-25 A dashboard made of steel sheet for the
remote base station.

controls to the box—T chose to build one from the
same sheet metal that was used to make the ROV
cover. A simple sheet of metal cut into a square
to fit the briefcase was all that was needed
(Figure 15-25). Alsa shown are the switches

and plugs used to expand the functionality of

the base station.

The sheet of metal was marked out with a
pencil corresponding to the location of the two
joysticks, video screen, switches and plugs and
then it was cut using a metal blade on a jigsaw.
The large box cutout to the right of the video
sereen will contain a small video recorder as will
be shown later. Laying out the components first is
critical, and make sure there is enough clearance
for the batteries under all of the switches and
jacks when the plate is mounted to the box. T
found the steel plate perfect for this application,
because it was strong enough to mount all of the
electronics including the battery directly, and was
a complete self-contained unit when removed
from the box. This was made for easy servicing
and modification. Mounting all of the electronics
s the next step once the dashboard plate is
complete. A job that takes more patience than
brainpower!
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Section "'Onie

Introduction

About this Book

“This book contains complete plans for a wide
variety of spy gadgets, ranging from very basic
projects to advanced projects that use the cutting
<dge of technology. Although each plan results in a
working project, all of the plans in this book

can be modified, mixed or matched to create

many additional useful tools that can be used in
the covert acquisition of “secret” information. The
technology is presented in a way that allows the
reader to build the projects using whatever parts
are available, and although the plans may call for
an exact part number, most of the technology used
can be substituted for similar easy-to-find parts.

Because I do not want the technological
components and processes presented in this book
to become dated as soon as parts become obsolete
or change, T try to explain the complete process
involved in “hacking” some of the electror
devices so that the knowledge can easily be
transferred to similar or future versions of the
device. For example, the information presented in
hacking the infrared motion sensor (see Section 8)
is presented in such a way that you will not need
to search for the identical unit that T used in my
project. If an exact part number is called for, it will
most likely be a very common and well-known
part, such as a generic NPN transistor or relay, and
I have done my best to offer alternative ideas and
suggestions along the way.

Itis a good idea to work through the entire book
at least once, even if you are just interested in a
single project because many of the ideas and
technologies presented here can be mixed and
matched to create more advanced projects or

radically new devices. If you mix the motion
controlled digital camera with the LED infrared
illuminator, for example, you now have an
automated high resolution see-in-the-dark image
capture system that only takes pictures when the
scene is changing. The ability to adapt my projects
to your own needs is essential, as your target
information may be much different from mine,
and many of the covert devices such as the hidden
spy cams must be adapted to blend into their
environments. With the information presented in
the mini spy cam sections, you will be able to
plce a covert video camera anywhere you desire.

The complexity of the projects presented here
ranges from basic electrical using basic wires and
switches, to complete custom programmed
microcontrollers and laser technology. If you have
never twisted a wire together in your life, then take
your time, read the entire book and search the
Internet for other working examples. Anyone can
leamn to understand electronics with the right
motivation.

A simple device such as a basic motion-
triggered alarm should not be dismissed due to its
simplicity, as it may be all that your covert
operation calls for at the time. Although it may
certainly be more entertaining 10 use a video
guided, night vision equipped robot to search your
yard for your missing watch, sometimes the most
advanced tools are just not needed to perform basic
operations, and they may actually reduce your
effectiveness.

As for tools, you will certainly need a soldering
iron, basic volt/ohm meter, and the usual

electronics workbench tools for general electronic
work. Depending on how far you want o go with
your modifications, and or new designs, you may
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Video Signals

Project 26—Recording

Project EE—Becbrding Vided Signals

Picture quality is probably the most important
aspect to consider when recording video from a
security or covert spy camera. Sure, you won't
need to watch your captured video in high
definition broadcast quality, but you will need to
make out important details in your scene such as
license plate numbers, facial identifications, and so
on. Just because your scene is well lit and in focus
does not guarantee a good video recording,
especially if the recording equipment is not set up.
properly or malfunctioning. There are many factors
that can degrade the quality of your video
recording, including having the wrong VCR input
setting, bad quality recording media, faulty or
improper video cables, and compression quality,
just to name a few. T have learned over time that it
is imperative to spot check the video at the
recording device just before you set the timer or hit
the record button, as this ensures a correctly setup
system. If you can see a good picture on a video
monitor connected to a VCR or recording device's
video output connector, then you will usually get
what you see as long as the device is functioning
properly. A small LCD monitor or TV with a video
input connector is perfect for spot checking your
setup just before you begin recording, and these
little units can be powered from batteries so they
won't take up to much space in your toolkit.
Figure 5-2 shows my small LCD video monitor
displaying live video from a small low lux spy
camera.

Once you can see the video at the recording
device’s video output, you are almost guaranteed
10 get a good recording. The only factors that may
degrade or blank out your signal are improper
compression/quality settings or improper setting of
the recording timer. Almost all recording devices
(analog and digital) will have two or more quality
settings for a trade-off between picture clarity and
length of recording. The most obvious example of

this s the SP/LP/SLP settings on a standard
VCR — Standard Play, Long Play and Super Long
Play. Depending on the type of tape used. you can
squeeze anywhere from two hours to eight hours or
‘more by choosing the appropriate setting, but be
aware of the quality loss when using LP and SLE.
Because the VCR moves the tape slower in the
extended play settings, there will be more
distortion, ghosting, and breakup in the played
back video, especially if the tape has been used
before or is of lower quality.

1f you are forced to use LP due to time concerns,
then make sure that the tape is brand new and that
itis of decent quality. SLP should probably never
be used unless it is absolutely necessary (o record
for a very long time in a scene where high detail is
not necessary. The difference between Standard
Play and Extended Play recording on an analog
VCR is very noticeable, particularly when you
want to see suble details in the scene. Digital
recording devices also trade quality for length of
recording time by compressing the video frame
digitally. Again, it is best to try the settings for
yourself using the same camera and scene to
determine how the unit will function, and which
setting will be adequate for your needs.

Figure 52 A small LCD monitor is a great 100l for

spot checking video.
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Section Fourteen

Laser Spy Gadgets

Project 85—Lasernoculars

‘There are times when you might want the ability to
accurately pinpoint a target from a distance of
several hundred feet or more using a laser beam.
Such reasons might include: the ability to remotely
control some type of light activated switch;
pointing out an exact area with a long-distance
Video camera; setting up a laser microphone on
some distant window; or intimidating a “hostile
target” on your private property, like the neighbor’s
cat that digs up your flower bed.

Alitle red laser spot hitting the feet of a distant
hostile target is a sure way to let them know they
are unwelcome and that you are watching them.
During a covert mission involving the use of
several pairs of binoculars, it is quite easy to point
out an exact location using a laser beam mounted
on one of the pairs of binoculars, like an ultra
long-range laser pointer. The distance that even a
cheap laser pointer can travel is truly amazing,
and it will most likely be the ability of the
imaging device used that will fall short well
before the laser.

At 50x power, the binoculars I used for this
project can clearly see the beam on a target two
miles away; after that, i i the binoculars that
become the weak link. For this project, you will
need a garden-variety red or green laser pointer
with a class IIT rating, which is no more than § mw
output power, and a pair of decent binoculars with
a rating of at least 30x. Binoculars with a zoom
function, or wide field of view would be even
better, but any pair with a decent image quality at

305 or more will be just fine. The binoculars T
chose have a 50x rating, and decent coated
optics for a clear image at long range, as shown
in Figure 14-1 with the red laser pointer.

‘The goal for this project is to mount the laser to
the binoculars so that you can easily reach the
trigger when viewing your target. Also, the red
spot should end up dead center in the area that you
are viewing, so that you can pick off an exact point
with your first press of the trigger. If you are
attempting to send some modulated secret code to
a destination receiver in a populated area, for
example, then you want to hit the target right away
without giving away your position. You may think
the only light given off by this unit is the litle red

Figure 141 Binoculars with a 50-power rating and a
standard laser pointer
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Project 76—Better Reception

No matter how deep you dig into your pockets
when purchasing a radio scanner, the wimpy
antenna sticking out of the rear of the base uni, or
the top of the hand-held unit will most always be
the weak link. Tf you can’t bring in that weak
signal, then you are going to have the “300
channels, and nothing on” syndrome. On a hand-
held scanner, the telescoping antenna is not such
bad thing, because you will need the uni to be.
small and transportable, and can always move
close to the source if you really have to; but on a
base station, a built-in antenna is just not going to
cutit, Sure, you can hear a few baby monitors, and
cordless phones within a block or two, but there s
@ world of information out there, and you will
definitely be missing most of it with that antenna
hanging off the back of your scanner, especially if
it is indoors.

Moving the scanner to the highest point in your
house, or placing the antenna through an open
window might help a bit, but who wants to hang
out in the cold attic trying to hear tidbits of
conversations? Your scanner should be
conveniently placed in your spy gadget workshop
next to your computer for DTMF decoding and
recording, while the antenna should be placed on
your roof, mounted to a mast that will clear all
nearby obstacles. With this type of setup, your
scanner will perform so much better, even with a
cheap outdoor antenna, because it is height that
really matters here. Radio waves work under the
line of sight principal, and if there are huge trees in
front of your antenna, or taller buildings all around
you, reception will be very bad, allowing only the
reflected signals to enter your antenna, so you
must try to place your antenna into an
unobstructed area above these obstacles. The
actual antenna type (and there are indeed many)
will depend on a great deal of things—such as the
cost, desired frequency, or range of frequencies,

the type of mounting and coax being used, the.
need for a directional or omni directional
reception, but mainly personal opinion. When you
set out to find a suitable outdoor antenna, you will
either have to trust the opinion of your buddy, the
radio buff, or do some digging around the Internet
on radio scanner antennas, and general antenna
theory and operation. T will not get too deep into
antenna theory here, as it would fill two books this
size, and the reality is that even a low-cost antenna
with proper mounting and feed wire is going to
‘make your scanning experience much more
interesting.

‘The | -wave ground plane or whip antenna is a
simple omni directional antenna that offers modest
performance and easy outdoor mounting. This is a
single band vertically polarized antenna that offers
about 3dB of gain in a relatively narrow frequency
range. The ground plane isolates your antenna
from having to be coupled to earth ground at a
specific multiple of the wavelength, by simulating
ground with the radially mounted elements around
the bottom. A car-mounted antenna is typically a4
wave that uses the body of the car for its ground
plane. These antennas are available at many hobby
stores that sell radio gear, and scanners, and can be
installed by the user in a few hours. When you are
shopping for scanner antennas, make sure to let the
sales person know either the scanning range of your
scanner, or the major frequencies you are interested
in scanning, if you know them. Some antennas are
decent performers for just about any frequency you
might dial into your scanner, and others are very
‘g0od performers, but only at certain frequency
ranges. An antenna designed specifically for
optimum operation in the 800-900 MHz range is
not going to do very well as a general purpose
scanner antenna for frequencies ranging from
30 MHz to 800 MHz, although it may bring in the
close signals at varying frequencies.
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Figure 13-4 A wire trigger made from some thread
and a paperclip.

‘The thick black thread used in Figure 13-4 is
way too heavy for a real trip wire, but it was
necessary in order to get a good photo for the.
book. For real use, a fine fishing wire or thread to
match the color of the floor, carpet, or ground
should be used. This trip wire is connected to the
far side of the wall with a thumbtack then attached
to the switch lever with a paper clip so that any
disturbance will knock the paperclip off the lever,
Setting off the alarm. These little gems are so easy
to build; you could secure an entire area with a
handful of them strategically placed around your
perimeter. You can also place the box in a desk
drawer to fall over when the drawer is opened,
under an object to find out if it is moved. or just
about any place that will cause the disturbance of
the switch if the area were entered. One of the

Project 79—LWhite

‘There are times when you may be discussing the
‘mission critical details of your next covert spy
operation with your comrades in what you might
think is a secure location, but is anything really
secure anymore? Your rivals might also have built
the Laser Microphone, or some type of stealthy
bug in order to extract whatever information they
want from you, 50 you should take precautions.

Figure 13-5

Intruder Sentinel used as a door alarm.

‘most common uses of the Intruder Sentinel is of
course as a door alarm, as shown in Figure 13-5.
All you do is tur on the power switch, then lean
the box up against the door until the alarm is off.
Any disturbance to the door will knock the box
away from the door and sound the alarm.

‘The Intruder Sentinel is really a simple
foolproof gadget, but extremely valuable in any
situation where you need to secure an area. Unless
you plan on building the Spy Robot presented
later in this book (see Section 15) to do all of your
bidding, then you should really consider building
one or more of these simple devices. Depending
on the nature of your mission, you may be glad
you did.

Noise Generator

As you should know by now, if there is a need to
extract information, it only takes a motivated
information hound like yourself to find a way to
get it. While you may not be able to plug every
little hole in your information dam, you can
certainly make it harder for someone with

skills to steal your secrets. One simple method
that has been used to foil many eavesdropping
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into the phone line, and even mix other sounds
with your voice to create false atmospheres to
convince others you are at a different location. Add
some car noises and an equalized set with the mid
frequencies cranked, and you will sound as though
you are calling from a cell phone. How about the
sounds from a busy office to give the impression
that your one-person operation s a huge corporate

Project 14—Simple Digit

You may have heard the weird and wacky voices
that some kids” toys make, and thought to yourself
that those toys would make a great voice disguiser
for the telephone. You are correct! The robot,
vibrato, or pitch-shifted voice may not make you
sound like another person on the phone, but they
will certainly disguise your voice by warping so
far out of whack that nobody will recognize you as
the speaker. There are numerous single solution
1Cs popping up on the market that can perform a
multitude of strange voice-changing effects, and

T will present a project that uses one of them, the

conglomerate? Sorry “crackle, crackle” the line
“crackle” is so bad I can’t understand “crackle”
you. How about music on hold, or some fake
promps to get the other party to key in some
secret code? The possibilities are really only
limited to the amount of evil your genius mind can
contain. Read on for some more interesting ways
o cloak your identity on the telephone.

al Voice Disguiser Circuit

Holiek HT8950 Voice Modulator. The 8950 IC has
three different effects: a robot voice, a vibrator
effect, and seven step pitch shifting. The robot
voice will make you sound like a 1980 computer
speech synthesizer, the vibrato mode will warble
your voice by adjusting the pitch up and down
constantly, and the pitch shift function will let you
raise the pitch of your voice right up into the
“‘chipmunk” zone, or way down into the “demon”
zone. A slight pitch adjustment however, can
actually make your voice sound like a real person
while still masking your original voice quite well.

330Q =
6V,
15J15 b4
1003 47
Qe HT8950
zlzls Af 5 N
Effect,
woiiher % do9d

Figure 314 Voice changer using the Holtek HT8950 Voice Modulator IC.
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Figure 1517 Servo bridge device built on a bit of perf
board,

[ROTATE SERVO RIGHT] ~ This is a subroutine
that sets the lower limit of the variable pos (zero
minimum), and subracts a lttle bit to it in order to
change the pulse train that makes the servo rotate
1o the right.

[CENTER SERVO] ~ This is called to instantly
move the servo from whatever position i is
currently at to its dead center—his is done by
setting the variable pos to 500 (half of maximum).

‘The program is nothing more than a tight timing
loop that varies a pulse width depending on the
condition of four input pins. It is easily adaptable
to any microcontroller and servo, and depending

on the speed of your oscillator and timing
requirements of the servo, all that will be needed is
some slight modification in the delay value (1000)
added to the pos variable.

To test the bridge circuit, connect the power to
your ROV, and rest it on a stand so the wheels
cannot hit the ground. If you engage the steering
joystick to either side without engaging the drive
joystick, the camera head should begin to turm
slowly in the same direction as the steering.
joystick. IF you let go of the steering joystick, the
camera head will stop moving and remain in its
current position. The camera head should have a
full range of motion from left to right, and respond
n of a second of engaging the
steering stick from side to side. Now engage the
drive joystick in either direction—the wheels will
jump to life and the camera head should instantly
retun to its center position. If the camera head is
not returning to dead center, you will have to align
it at this point by removing the arm that connects
the servo shaft to the case, and reset it in the dead
center position. A litle bit of side to side
‘misalignment s not really going to be all that
noticeable when you are navigating by video link,
but more than a few degrees may become
annoying. Now fet’s move to the next step, and get
some audio eavesdropping capability into our
space age spy ROV.

within a

Project 96—Adding an Ulirasensitive Audio Preamp

There’s not much point traversing the backyard,
across the laneway, through the neighbor’s flower
bed, and out to the abandoned shack across the
street to see what those two dark figures are up to
in the middle of the night if you can’t hear
anything they are saying. Sure, it may be obvious
what they are doing, but they may be just standing
around plotting the downfall of your entire
neighborhoad, so giving your ROV a good set of

ears is very important. Your video transmitter will
most likely have an audio input as well as the
video input, and will accept a line level audio
signal. This is a low-level analog signal of
approximately 1 volt. A simple multimedia electret
microphone fed into a high-gain op-amp will be
able to turn a whisper into  loud and clear
conversation while providing a signal level that the

audio input on the transmitier can handle perfectly.
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Project 72—Computer Screen Transmitter

Figure 114 The scan converter (A) and transmitter
(B) hidden inside the monitor.

note if you plan to hide the converter and transmitter
in the target monitor is that you will have to cut the
incoming VGA cable from the monitor’s main
board, route it to the scan converter's input, then
connect the output cable from the scan converter
back to the monitor’s main board. This may seem
like a daunting task, but in reality, only requires you
to cut a monitor extension cable in half, then solder
15 wires. Cut the extension cable in half, then strip
the ends of all 30 wires (15 per half). The cable
coming into the monitor can then be cut and
stripped in the same manner as the extension cable.
‘The pins on each cable should be tested with a
meter to associate color with pin number, as the
original monitor cable will most likely have
different colors than the extension cable. With the

pin to color diagram, solder the incoming monitor
cable to the half of the extension cable that will feed
the input jack on the converter box (where the PC
would normally plug in t0). The other half of the
cable (retuming from the converter box) is then
soldered back to the monitor main board side. This
creates a very solid and permanent transmilting
‘monitor that will go undetected by the user unless
they decide to open the case. One last method,
although a little messy, is to pull the original
monitor cable into the case, plug it into the output
side of the converter box, then feed the cable that
came with the converter back out through the hole
the original cable came through on the monitor. This
avoids the work involved in cutting and soldering all
those wires, but may not look authentic, and you
will also have to find extra room for all that cable
pulled into the monitor,

Also, when placing the units inside a CRT
‘monitor, keep them as far away from the high
voltage areas of the monitor as you can. The fat
wire running from the main board to a rubber cup
on the glass picture tube carries several thousand
volts, and you will want to mount everything as far
from this as possible.

Now you've gained quite  lot of knowledge
about how to monitor computer usage and recover
data covertly. You've also leamed how to find
hidden bits of data in files and folders that contain
valuable information in your quest for The Truth.
In the next chapter, you will discover how radio
frequency (RF) scanners work and how they can
be used for more covert missions.
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Figure 1523 Loading the payload delivery system with another high-tech spy gadget.

Project 98—Creating a Portable Base Station

At this point, you have created a fully functional
spy robot that can do just about any task you wish
depending on what hardware you may have
installed, but your base station is probably nothing
‘more than a receiver stuck on the top of your
television set, and your control center is nothing
more than a hand-held toy remote, not very high
tech considering how far this project has gone so
far. What if you had to run a spy operation well
beyond the end of your block, or in another
location far away from your base? Yes, you could
pack up your TV and that large ball of wires, but
that can get annoying fast. What about locations
‘without AC power? To solve all of these problems,
a professional-looking portable base station like
the one shown in Figure 15-24 should be created.
“This briefcase sized base station contains the
remote control, audio and video receiver, a small
active matrix video monitor, and even a micro
sized video recorder to keep a live log of your
missions, all powered by a rechargeable battery.

The portable base station is another exercise in

creativity, and using what parts you have available.

‘The goal is the integration of the video screen, RC
controller, and all receiver electronics into a single
unit powered by battery. Depending on how large
you want to build the portable base station, you
may also have room for other devices such as a
video recorder like the one I am using to record
mission data. Before you find a really cool
briefease or box and decide that it is the one you
want to use, first gather all of your intended base
equipment together including power source and
see what type of space requirements you are going
0 need.

For a small LCD monitor, and all the receiver
electronics, you are going to need a battery of at
least the size of a large flashlight lantern battery
(about 6 x 3 inches). A series of eight
rechargeable D-cell batteries will most likely work
well, but for longer run times you may want (o
look at using a larger sealed lead acid battery, the
type used in batiery back-up units and security
lighting, To calculate your typical run times, add
up the amperage of all your devices then divide
the amp hour rating of your battery by this
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the Neighborhood

Project 73—Scanning

Channel Base Handset  Channel Base Handset  Channel  Base Handset
1 902100 926.100 21 902700 926,700 41 903300 927.300
2 902130 926130 2 902730 926730 2 903330 927330
3 902,160 926.160 2 902760 926760 43 903360 927.360
4 902190 926.190 24 902790 926790 44 903390 927390
H 902220 926220 25 902820 926.820 45 903.420 927420
6 902250 926250 26 902850 926850 46 903450 927.450
7 902280 926280 27 902880 926,880 41 903480 927480
8 902310 926310 23 902910 926910 48 90351 921510
9 902340 926340 29 902940 926940 49 903540 927540

10 902370 926370 30 902970 926970 50 903570 927570

1 902400 926400 31 903.000  927.000 51 903.600  927.600

12 902430 926430 32 903.030  927.030 52 903.630  927.630

13 902460 926460 3 903.060  927.060 53 903.660  927.660

14 902490 926490 34 903.090  927.090 54 903.690  927.690

15 902.520 35 903120 927.120 55 903720 927.720

16 902.550 36 903150 927.150 56 903750 921750

" 902580  926.580 3 903180 927.180 57 903780 927780

18 902610 926610 38 903210 927.210 58 903810 927810

19 902,640 926640 39 903240 927.240 59 903840 927.840

20 902670 926670 40 903270 927.270 60 903.87 927870

If the squelch s set too high, faint conversations
will be missed, but if it is set too low, you will
hear every crackle and pop that occurs as the
scanner passes that frequency. There are two ways
in which a scanner will hunt for an active
transmission—scanning channel memory for any
activity on your favorite frequencies, and by
manually entering a range of frequencies specified
by the start and end frequencies. Scanning speed
will always seem good when scanning channel
memory, as the unit only has to deal with a few
hundred frequencies or less, depending on your
appetite for information. However, when scanning
a range of frequencies, especially if the range
spans may megahertz, the scan speed will be very
noticeable. If you are searching for activity on the
entire 800-900 MHz bands, and your scanner is
searching in 0.01 MHz increments, then this
operation could take some time, a real problem if

the conversation only lasted for 30 seconds.
Hunting through frequencies like that is a great
way to snoop out new transmissions on bands that
You were not aware of, but without a fast scanner,
the chances of finding a lot of intermittent bursts
of information s unlikely. Increasing the step size
is an option to increase scanning speed, but this
also reduces the chance of hiting an exact
frequency, and the margin of error can be quite
small.

The best thing to do before you decide to spend
alot of money on a scanner is join a few online
forums and get advice from enthusiasts who
already know what to look for, especially when it
comes to certain models that may have ranges of
frequencies “locked out” so Evil Geniuses such as
yourself cannot eavesdrop on the poor innocent
users of cheaply made RF devices with zero
security built into them.
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Jammer

Project 80—Infrared Device

from your voice will not be decipherable when
randomized by the noise source. As a general room
bug killer, you should really experiment with how
loud your unit needs to be by attempting to record

‘your own voice using an audio recorder of some
sort placed in a hidden location—his will help you
to get an idea how much white noise is enough
white noise.

Project 80—Infrared Device Jammer

Here is a device that is both useful as a
countermeasure, and as a practical joke to drive
‘your buddies crazy. This little beast can effectively
jam any device that requires an invisible beam of
infrared light to communicate—television and
VCR remote controls, camera auto-focusing
circuitry, and even a laser listening device.
Although the white noise generator can also defeat
the laser bugging device, this device jammer
functions in total silence, and works on the entire
room rather than a single window.

‘This unit works by flooding the area with a high
Tevel of infrared light modulated at 40 kHz, the
same modulation frequency used by most infrared
remote controls. Because this “empty” carrier has
1o information encoded into it, the receiving unit
just sits there acting stupid even when another
infrared device is attempting to communicate with
it. You don’t have to understand the intricacies of
the remote control protocol to understand why this
device works, just think of it like this—you arc
trying to listen to your friend sitting across the
room as he gives you the latest mission report, and
someone is sreaming total nonsense through a
loud hom pressed right up against your ear. Yes,
this is how the poor littl television set feels when
this evil little device is switched on! The practical
application of such a device is to jam any
eavesdropping equipment using infrared light such
as a modulated infrared audio bug, or a laser
listening device using an infrared laser beam, As a
fun toy, it can make an unsuspecting channel surfer
very annoyed, especially if you only make their

remote control fail intermittently. By the third set
of firesh batteries, they may start to suspect you are
up to no good, though.

As you can see by the schematic on Figure 13-9,
this simple device uses two or more common
infrared LEDs, a 555 timer set up as a 40 kHz
oscillator, and a transistor to switch the LEDs on
and off, The variable resistor is necessary to get
the oscillator running at the exact frequency that
the target receiver is expecting from the remote
control.

The transistor can be any common NPN type,
and the LEDs are not all that eritical, but 940 nm is
the standard wavelength used for most infrared
remote controls, and should yield the best range.
“The simple circuit can be built by hand wiring the
components on a small bit of perf board, which is
then placed in a small plastic box with the battery
and LEDs and an on/off switch. If you plan on
using a board-mounted variable resistor like I did,
then you will either have to tune the unit before
mounting it in the box, or make sure it can be
adjusted with a screwdriver later, because getting
the frequency as close to 40 kHz as possible will
greatly improve the range of the unit.

Figure 13-10 shows a completed cireuit board,
and the infrared LEDs chosen for the final design.
Notice my variable resistor mounted to the board.
I 1 built this project again, T would place the
variable resistor outside the box with a knob for
fine tning, as the unit needs the odd adjustment as
the battery gets weaker due to frequency drift of
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Figure 29 Completed bionic stereo spy ears.

recording device. The completed unit is shown in
Figure 2:9, eady to turn the faintest whisper into 8
crisp clear audio signal.

This project has found many uses in my evil
experimentations, some of which include: listening
to faint sounds, hearing through walls and floors,
racking distant sounds in the forest, and cven as an.
input into a voice recognition computer. Do
remember though, this device can drive headphones
with a level of sound that even a hard core head
banger could not withstand, so set the volume
carefully, and determine the feedback lever before
placing the headphone over your ears. Have fun.

Project Y—Parabalic Dish Microphone

For this project, we are going o cook up a device
{hat can focus in on distant sounds much the same
way a satellite dish can focus in on weak distant
radio waves, and for this we will need a large
cooking wok, or at least the lid from one. The lid
from a cooking wok will serve as a parabolic dish,
a device that will focus all sound bouncing off the
inside surface of the dish to a single point—our
microphone in this case. Because of this effect.
you can “focus in” on very distant sound sources
‘much like a satellite dish can focus in on the faint
signals reflected from orbiting satelltes. Many
factors will influence the overall performance of
his device such as the size and shape of the
chosen parabolic dish, the sensitivity of the
preamplifier and microphone, and the amount of
noise between the dish and the target sound, but
{he unit does indeed work, and forms the basis for
some fun experimentation into audio
eavesdropping. To build the parabolic dish
microphone, you will need to scrounge up some
type of parabolic reflector with a diameter of at
Jeast 12 inches. For this project, larger is better.

“Try to find a lid that is as round as possible from
center to edge, but do not worry about the exact
shape of the parabola, as you will not be working
with the optimal dimensions when using a lid or
cover from some container. An alternative 0 a
cooking lid could be an actual satellte dish
designed to do exactly what we want for this
project, but some of these can get fairly large and
have an offset shape making it very difficult to find
the focal point.

T chose an 18-inch stainless steel wok lid for
my project, as shown in Figure 2-10, alongside the
multimedia microphone T use at the focal point.

A wok lid works well for this purpose, as they
are fair approximations of the parabolic shape,
and have a bolt in the exact center to hold the
handle in place, which makes microphone
‘mounting very easy.

“The hardest part of this project s the location of
the parabolic focal point, unless of course you are
using a satellite dish complete with the feed hom
already attached at the focal point. If you are using
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you wil find yourself the target of some law.
enforcement action very quickly. Also, watch out
for direct reflections such as windows, and shiny
steel surfaces. The chance of a direct reflection is
greatly reduced as the distance from the reflective
object increases from your position however. The
Iasernoculars are a great basis for further laser

experimentation, and with a ltle creativity, you
may be able to send secret transmission through
the air, control far away devices, or even determine
the distance from you to the target if you added a
second laser. Read on for some other laser
experiments that may be of interest, or might
provide ideas for modifications.

Project 86—Laser Beam Transmitter

Here is a simple, yet interesting device that will
send your voice or any audio transmission through
the open air to a distant location using only a beam
of silent laser light. Because of the direct path a
laser beam takes from its origin to the target
Tocation, it would be very hard for anyone to
intercept your communication, and even if they
did, they would have to know exactly how to
decode it. Even if the laser beam was spotted by an
outside source, it would most likely not be thought
o contain an audio signal; it is after all just a beam
of light. Laser light has another advantage over
radio waves or direct audio in the fact that it takes
only a few milliwatts of power to send a laser
‘beam many hundreds of feet, something a radio
transmitter could not accomplish easily. Encoding
a laser beam with a source of audio information is
avery simple task to achieve, as you can see by
viewing the schematic in Figure 14-6. If you
include the actual laser pointer, there are only three
components to make the unit function—the laser
pointer, a small transformer and a variable resistor
to control modulation level.

‘The circuit allows the transmission of an audio
signal through the laser beam in the following
way: the laser is powered via some external DC
4.5-volt source placed in series with the windings
on a small low impedance transformer; the other
side of the transformer is fed an audio signal at a
level strong enough to drive a speaker. such as that
from a radio or portable recording device; and,

when the audio is fed through the transformer, it
induces a small current flow and change in the
impedance at the other side of the transformer
where the laser is connected, thus creating direct
‘modulation of the laser due to its fluctuating power
source.

Basically, the small fluctuations in the laser
power supply induced by the audio source into the
transformer cause the laser beam to carry the
information contained in the original audio source.
‘The key component besides the laser pointer is the
transformer, a cube-shaped device that contains
two separate coils of wire wound around a
common steel core. The perfect transformer for
this project will be one that was actually doing a
similar job in the device that you will remove it
from, changing or coupling an audio signal to
some other device. Telephones, answering
machines, older tape recorders, fax machines,
are all good sources of low impedance
transformers for this project. Yes, you could
actually use the large AC transformer from a wall
side of a portable appliance, but
that would result in a large final project. The
perfect transformer will measure no more than an
inch squared, and will look like the one shown in
Figure 14-7.

wart or from th

The transformer will have no less than four
and could have as many as
six or more. We will only be using four of them,
two wires per side. Measure the two wires or pins

‘wires connected to i
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Figure 36 The automatic call recorder ready for

asing a double pole relay, you can detect either state
of the phone line just by choosing the normally
open contact or the normally closed. The relay also
‘crovides full isolation between the device to be
switched and the phone line, as there is no physical
connection between the relay’s contacts and its coil.
o start an audio recorder going when the phone is
n use, just wire a plug from the device’s REM
remote) jack to the common and normally closed
szzminal of the relay so that the circuit will close
when the relay is deactivated. To create a device that
will let you know when the phone line is not in use,
wire a battery and an LED across the common
=nd normally open terminal of the relay so the LED
will light while the relay is laiched from the 50 volts
oresented on the idle phone line. As you can see,

there can be many uses for such a device, and there
will be lttle worry that high voltages will be fed
into your non-telephony electronics. Because the
unitis so simple to build, it can be hand wired on a
bt of perf. board to take up no more than a square
inch as shown in Figure 3-6.

You might be wondering how the audio from the
telephone line is going to make it onto your
recording device since this unit can only start or
stop the device. Remember the telephone audio
interface project presented at the beginning of this
section? Well, once you build it you will have your
answer. The two units work together and will be
connected to the phone line as if they were
independent units, although building both on the
same circuit board would make the most sense. If
‘your audio recording device does not have the
REM jack, then open the unit up and install your
own by cutting one of the wires that supplics
current to the main drive motor, and install a two
conductor plug of some sort, as this is essentially
what the REM jack is. You could even run the
unit’s power source through the relay first, causing
it to start and stop when the phone is in use, but
this method is a bit crude, and causes a pop every
time it begins to record. OF course, you are working
with a simple relay here, so feel free to use your
Evil Genius imagination to come up with your own
uses for this device.

Project 10—Sound Activated Computer Call Logger

Here is a novel use for the telephone audio
aterface described at the beginning of this
<ection. With sound level activated recording
software, you can automatically log all the audio
=ctivity on your phone for days, weeks, and even
months for later playback. The telephone audio
aterface is perfectly suited as an input device
connected to the microphone input on any sound

card, and because of the low-noise threshold of
the idle phone line, any sound recording software
that can start and stop recording in response (o
sound level can be used. Since I have covered the
use of level triggered auto recording in Section 12,
Project 75 (Scanner to Computer Interface), I
recommend that you start there and then return

10 the example presented here.
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Project 88—Laser Microphone Experiment

Figure 1415 Testing the laser microphone using the window simulaor:

Detecting a laser beam with a phototransistor is
like listening to a rock concert by holding a
stethoscope directly to the speaker on an amplifier,
S0 we must offset the received beam 5o only its
edge his the input window. Varying the gain
‘potentiometer can reduce some of this over
saturation, but in reality, this just reduces the
fidelity of the audio signal. You will see exactly
what I am talking about when you set up your test
unit using the window simulator. You are almost
ready for testing the laser microphone, but first,
‘you need a laser to be used as your source. As
shown in Figure 14-15, I have connected a garden
variety red laser pointer to a 9-volt battery using a
4.5-volt regulator.

‘The laser could be run from the original button
cells as well, but due to the steady use, they would
be drained in only a few minutes. With a 9-volt
battery, or three AAA cells, the run duration will
be several hours. T would avoid using an AC
adapter to run the source laser, as this could
introduce hum into the receiver if there was even
the slightest ripple in the regulation circuitry, a
common problem with most AC adapters. If you
are worried about long duration run time, then
three D size batteries powering the laser will yield
more than a full day of operation.

Before you get deep into the covert operations, it
is a good idea (o practice a few alignments using
the window simulator so you can not only verify

that the unit is functional, but gain some practice
in the sometimes black art of alignment. As shown
in Figure 14-15, T have placed the window
simulator speaker roughly 90 degrees to the bench
5o that the reflected beam would be easily captured
by the receiver’s phototransistor. The small
‘microrecorder s playing 2 bit of recorded music at
a volume level so slight that T can just barely hear
it on the speaker if my ear was pressed against it.
Although the laser beam is only simulated in the
photo, it is indeed working, and at this distance of
only a few inches, alignment was a very simple
task. Working with the unit across the room is
quite a bit more challenging, and takes a fair
amount of trial and error to get things aligned
properly. I would first shine the laser directly at the
little mirror on the speaker, and then look to see.
where on the wall behind me the reflected beam
was ending up, and depending on the angle of the
‘mirror to the souree, this could be several inches to
‘many feet from the origin. As you will have found
out really quickly, there will be almost zero chance
of the receiver and source laser being in the same
spot during operation, as you have very little
control over the orientation of the reflective surface
at the target. If you ever see a so-called “laser spy”
device for sale that combines the source laser with
the receiver, then most certainly it will be nothing
more than a short range toy, functional only in the
most controlled test bench environment. Bouncing
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Illuminator

Project 48—Outdoor Night Vision

Figure B0 A small disc shaped infrared pass filter
‘made from glass.

filament, which is usually tungsten. These bulbs
are designed to produce the white light we use to
illuminate our home, but they also produce light
which we cannot see both in the ultraviolet end of
the spectrum right into the infrared portion of the
spectrum. So, to pass only the infrared
wavelengths, we will need 1o simply place the
appropriate filter in front of the light source. The
type of filter we want i called an “infrared pass
filter,” since it effectively blocks all but ane small
section of the spectrum—the invisible infrared
region between 800 and 1000 nanometers.
Filtering infrared light this way is no different than
looking through a bit of colored plastic or glass
that filters out all colors in the visible spectrum but
one, leaving a scene that s in the same color as the
‘material tself. An infrared filter (which looks
completely black to the human eye) will do
exactly the same thing, allowing only the invisible
infrared light (o pass through it, blocking all other
light. These infrared pass filters are available at
many camera shops, scientific suppliers such as
Edmund Scientific, and they come either as a
plastic or glass disc. But the plastic filiers should
be avoided as the intense heat from any light

Figure 811
in a soup can.

A 100-watt light bulb and socket mounted

source over 15 watts will most Tikely warp or melt
the filter very quickly. Figure 8-10 shows the glass
infrared pass filler I will be using in my
illuminator. Notice how the digital camera cannot
see my fingers behind the glass.

The neat thing about these infrared filters is that
they are completely clear to a black and white
sccurity camera. You might find that hard to
believe considering that you can't see anything
whatsoever through the lens with your own eyes,
not even a bright light across the room. But when
you place the lens in front of a security camera,

it sees right through it as if it were just a slightly
shaded it of glass, like what you would find in a
pair of sunglasses. The reason this happens is
because the camera’s imaging device is sen:
to infrared, the only part of the spectrum that is
allowed to pass through the lens. The same effect
will happen when the lens is placed in front of a
bright full spectrum light source, which is why to
the human eye there will appear to be no light at
all, just a faint red glow.

Besides the infrared pass filter, you are also
going to require a 30 to 100 watt light bulb, a
light socket with switch, and some type of
non-flammable container to block all ight that does
not exit through the fens. For my design, [ used a
basic light socket with a cord and switch already
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Project 7—Wiring Your Body to Record Audio

Project 7—LWiring Your Body to Record Audio

A covert, or long-range microphone will not
always be the answer to your audio sleuthing,
especially if you have to become the other half of
the conversation in an environment that you have
no prior access to. For these siwations you will
have to “wear a wire” as it is commonly referred to
in many TV shows. When you hook yourself up to
record audio, it is important that you not only hide
the equipment properly, but you must be able to
conirol it without giving away your evil plot.
Throwing a microcassette recorder in your shirt
pocket and hoping you won't run out of tape or
battery power before you get the “good stuff” is no
way to pull off this mission, you must plan ahead.
You are definitely going to need some type of
small audio recording device, and the smaller the
better, as it needs to hide under your clothing
without creating any noticeable bulge. Unless you
plan on getting in and out in a few minutes, you
will also need a way to start and stop the recording
function in order to conserve both battery power
and recording media, so if you haven't already
done so, read the first part of this section dealing
with hacking the microrecorder, The hacked
‘microrecorder can be placed deep under your
clothing, because the record trigger switch and
microphone are placed remotely from the main
unit. The record trigger will be placed in some
position on your body to allow the start and stop
functions of recording to be activated without
letting the target know you are doing so, even if
they are waiching you. The tiny electret
‘microphone will also be placed in such a position
that it allows clear recording of the target audio,
and due o its small size, this is easy to do.

Have a look at some of the electret microphone
elements shown in Figure 2-16 with a typical
button for size comparison.

These microphones were saved from various
nonworking audio devices, and they all operate

on the same voltage and amplification levels
regardless of their size. Your goal will be to
find an area of clothing that will hide the
microphone, yet allow an unobstructed path
between its tiny opening and the target audio
source. My favorite place to hide them is under
clothing buttons. Drill a tiny L-inch hole into one
of the upper buttons on a shirt, then glue the
microphone to the backside of the button to
expose only its tiny opening (this will be in the.
center of the Tittle metal can). Because the
‘microphone usually includes a small black felt
wind buffer on the front, the microphone is
completely unnoticeable when installed, and the
extra hole in the button looks just like the other
thread holes in the button. A thin wire is then
pushed through the clothing material and one
end is soldered to the microphone while the
other end is fitted to a connector that will mate
with the connector added to the microrecorder.
Figure 2-17 shows the drilled button, electret
microphone and connector for size reference.

There is no way that anyone will ever detect the
‘microphone lurking behind the button, but do be
careful when running wires, especially if the

Figure 216 A fiw various sizes of electret
microphone elements.
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Project 88—Laser Microphone Experiment

Figure 1411 Short-range testing. Transmilter shown on the lefi, and receiver on the righ.

device can function if properly aligned, and
besides using a high quality laser module with
focus adjustment, the actual weak link will not be
in the distance possible, but your ability to strike
the phototransistor.

‘Well, 1 hope you had fun sending your top secret
information at light speed to a remote location, and
if laser beam experimentation is your kind of
thing, read on, because it's going to get much more
interesting and devious!

Project 88—Laser Microphone Experiment

‘The laser microphone has to be one of my all-time
favorite high-tech laser spy devices, and it has
been around for many years. popping up on just
about every spy forum under names such as Laser
Listener, Laser Bug, Laser Snooper, to name a
few. The information presented on this device is
rarely complete, and mostly incorrect, so it makes
you wonder if the device actually works at all, or
is it just another nerd myth such as the “over
unity machine” or UFO engine? I am going to
settle this question once and for all by first
explaining how the laser microphone actually
works, and by showing you how to create your
own working model from easy-to-find parts. Once
you have a basic working model, you can decide
how far you want to take this technology, or make

your own modifications to create an entirely new
style laser bug.

Before we dig into the electronic part of this
device, let’s have a look at how the device
supposedly works. When I spent a night working
my favorite search engine on the subject of “laser
bugs.” and “laser listener.” T came up with the
same few designs and a couple of ready-made kits
and plans, cach deseribing how the laser light is
bounced off a target window, modulated by the
sound waves inside the room, and then decoded by
the receiver in almost the same way our laser
receiver from the previous section works. After
thinking about this and creating a few working
prototypes, 1 now realize that this information is
not carreet.
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Project 89—Laser Perimeter Alarm

e
Figure 1U-17  The source laser is powered by battery
and mounted 10 a tripod.

There should be no reason at al that the laser
‘microphone would fail when experimenting with
the window simulator, even at great distances,
although alignment may have been a bit of a chore.
‘When bouncing the beam off real world objects, a
ot can hamper the ability of the unit to collect a
usable source. Some of these factors include: the
inability to bounce the source back to your
location due (o extreme angles; dirty surfaces
reflecting a very reduced beam; multiple panes of
glass causing a dampening of sound; extreme hum
from a ncarby street light; sound levels much too
weak in the target area; ambient noise levels in the
target oom (00 high; and, countermeasures such as
white noise or infrared modulation in use.

Project 88—Laser

Tn most high-tech crime or spy movies there is a
scene in which the hero or villain will find

him/herself traversing a secure room jam packed
with laser beams bouncing all over the place, and

So, there you have it—the good, the bad, and the
ugly on the mythical laser microphone device. I
hope I didn’t turn you off from building an
experimental unit, as the device does indeed work
if the conditions are in your favor. I was able to
record a conversation of moderate levels from a
location across the street from my source laser and
receiver, and although this was a controlled
experiment with optimal position of the two
buildings, often these conditions will arise right
outside your own window. If you plan on building
the device into a portable hand-held unit that you
can aim at any window, instantly eavesdropping on
any sound in the room, then you will be greatly
disappointed, and no, those cheap devices that
claim to do this rarely work well at al. The laser
‘microphone is a device for the truly dedicated spy
who does not mind hiding in the darkness
tweaking electronics and pushing the envelope of
possibilities to the maximum. I do intend to study
this technology much further to improve on not
only the usable range of the device, but also the
filtering and enhancing of the received audio
signal. With enough patience and understanding,
it may even be possible to create & device that can
shoot a laser at a distant window and instead of
atempting 1o catch the reflected beam, directly
decode the slight variations of the exact spot
where the laser point is hitting the target. Yes,
this would take an extremely sensitive receiving
system with state of the art long-range optics, but
you just never know what the Evil Genius could
accomplish with the proper motivation. Are you
up to the task?

Perimeter Rlarm

if even one beam is crossed, the alarm will sound,
foiling his/her evil plans. Well, how would you like
to have that exact system installed in your home or
office, built from nothing more than a cheap laser
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& Figure B-18  The laser module is mounted to a
el focusing lens assembly.

Laser Illu

Figure 819 The high-power infrared laser
illuminator ready for action.

unit for hours at a time, although I rarely leave it

n o for more than a minute as much of the laser
diode’s cooling abi

43 brass laser pointer shell was removed. If you plan

© on running a hacked laser pointer like this, then

@ you might want to screw the brass head info a heat

“M sink or install a fan to keep the unit cool.

O Overheating the laser diode may cause it to fail

™ and will most certainly reduce its life span.

0O—Long-Range

ies were reduced when the

Figure 8-20  The high-power infrared laser
iluminator is very effective.

‘The results that you can achieve with this device
are trly impressive. At a distance of several
hundred feet, the illuminated area looks better than
the pulsed array of 49 LEDs did at a mere 10 fect.
The illuminator has such a far-reaching range that
T ended up mounting my low lux video camera to
the eyepiece on a pair of 30 power binoculars

10 extend their focal range. If I were to build this
project again, T would probably also want some
control over the laser focusing lens in order to
widen or shorten the beam when working at great
distances. Currently, it s fixed to work perfectly at
about 500 feet. Again, due to the characteris
the laser diode, the projected beam is shaped more
like a rectangle, but for this use it actvally makes
targeting much easier. Figure 8-20 shows the
extremely well it target area of about 30 feet wide
and 15 feet high from a distance well beyond the
reach of LED based illumination devices. Always
remember to avoid reflections and never aim this
device at any person or living thing, especially at
close-range.

ics of

‘The results that can be achieved by this device
are very impressive, especially when coupled with
a low lux black and white camera looking through
high-power optics such as 4 telescope or a pair of
binoculars. This device operates on the same
principles as some commercially available units,
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Project 18—Enhancing Digital Photos

‘While brightness, contrast, and zoom represent
the three most basic functions that every image.
editing software would offer, they are probably the
most useful to bring poorly lit and distant images
back to life. Some image editors like Photoshop®,
and Paint Shop Pro® allow the use of filters, which
are extensions to the functionality of the main
program adding some type of image manipulation
or enhancement features, and although the built-in
filters that come standard with these image editors
may be very powerful, there are always new filters
being developed that can aid you in restoring
details from your photos. Edge detection, false
color, grain removers, and even filters used for
‘machine vision can come in handy depending on
how bad your images are, and what you need to
extract from them. There are of course fimits to
what can be done with a bad photo, and unlike
television shows such as CSI, where they extract a
perfect license plate number from nothing more
than a blurry security camera, you will see that the
“garbage in-garbage out” rule of computer also
applies here. If your camera’s highest resolution
setting s high, 3400 x 3000 pixels in size, for
example, then you will probably be able to zoom
in on a license plate that looks no bigger than a
‘grain of rice on your screen when looking at the
photo fit to the borders of your screen. If, however,
your original image is taken at a low resolution
that becomes close to the resolution of your
computer screen, then what you see is what you
get, and there will be no gains made by zooming in
the image, as you will only be making the pixels
larger. If all of this resolution and pixels jargon
seems a lttle confusing, take a photo of the same
object with your digital camera set on its highest
quality setting, and then take the photo again on
‘your camera’s lowest quality setting. Open both
images into your photo editing or viewing
software. The first thing you will notice is the vast
difference in the size of the image file. The lower
quality image will be 10 or so times smaller than
the high quality image because this is due to the
number of pixels in each image. When you first

compare both images you might not even notice
the difference. This is not because the low quality
image is just as good as the high quality version,
but because your monitor’s resolution is less than
both images. This will cause a scaling effect that
shrinks the images to conform to the size of your
computer sereen by dropping as many pixels as
needed. So why take images at the highest quality
setting if it only increases the file size rather than
the quality you ask? The answer to that question
will present itself very quickly once you zoom into
cach image so that it is displayed at 100 percent of
its normal size on your computer screen. The low
quality image when displayed at 100 percent may
end up to be fairly close to the size of your
computer screen, or even slightly less, so it will
look just as good, or might offer a bit of zoom to
bring distant objects in a bit closer. If the image is
a bit bigger than your screen, then there will be a
function to pan or slide the image around to see all
of it. Now try to view 100 percent function on the
highest quality image and be prepared for some
Serious zoom action. The highest quality image
will most likely fll an area four times the size of
Your computer screen or more, so distant objects
will be brought into focus as if you took the photo
through a telescope. Now, it should be obvious as
to why you should always set your camera for its
‘highest quality setting when using it for

Image enhancement is not limited to
still imaging. Most camcorders offer the

ability to export the video onto a computer for
editing in software that has much the same
functionality as the photo editing software. Video
camera resolution s not nearly as high as digital
camera resolution, offering an image size of
approximately 720 x 480 as compared to the
4000 x 4000 or higher resolutions of newer
digital cameras. Besides zoom enhancement,
however, all of the same techniques and filters
are available for processing live video such as
brightness, contrast, and edge detection, to name
just a few.
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Project 61—-Simple TV Transmitter

Transistor = NTE229/BF494/2N3563

Figure 10-6 A very simple one transistor video transmitter.

agents world wide. Just as in Section 9 where you
discovered how simple it i to build an audio
transmitter from scrateh, you will be glad to know
that a video transmitier is just as simple. You only
need to wind a single coil (refer back to Section 9),
and with eight common components, you can be
transmitting the image from your spy camera
around the house. This video transmitter may not
be a rock solid performer with mega range, but it
will only cost you a few pennies to build, and.it
does get the job done. Best of all, you get to say
you made it, which is truly in the spirit of the Evil
Genius.

‘Take a look at the schematic on Figure 10-6, and
you wil notice that it is very similar to the audio
transmitter schematics shown earlier in Section 9.
‘This is because they work on exactly the same
principle, 5o much so that you could probably
tweak the audio transmitter to send video if you
wanted to.

The transistor forms an RF oscillator whose
frequency is determined by the number of turns in
the coil and the capacitor placed in parallel with it.

Our target transmit frequency will be 67.25 MHz
(eight turns in the coil) which will produce a signal
that can be directly received by a television tuned
to channel four using rabbit ears (remember
those?). By tning a ferrite slug placed into the
coil, you should be able to transmit as low as
channel two and as high as channel five, but

you could reduce or increase the number of turns
in the coil if necessary. The variable resistor is set
50 that the input video signal is not so strong that
the received video is distorted or washed out, and
this varies depending on the camera or video
equipment used as the source. If you are planning
0 use the same camera at all times, just set the
variable resistor to a comfortable level, remove it,
measure its impedance, then replace it with a fixca:
resistor, Like all RF projects, you will most likely
have to retune the coil once you transfer the
‘working circuit from the prototyping board to your
circuit board, but once done, it will exhibit much
more stable operation. I built my circuit directly
toa small bit of perf board, as it was so simple,
and I already knew the circuit was functional from:
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the Invisible Light

45—Infrared,

Project

Figure 8-2 A camcorder (left) compared 10 a low lux security camera (right).

standard microlens cameras, and you will be
working in the dark o at a distance, so hiding the
camera is not really going to be 4 concern. Another
teason not to use color cameras for night vision
projects (especially camcorders) is that they all
contain infrared filters in order to better cnhance
the color image, and remove any bursts of light
from the infrared emitting auto focusing electronics
builtinto the camera, so this would work against
you. Black and white cameras never have any
infrared removal filters, as they are mainly sold to
those working in surveillance and it is understood
that they must perform under low light conditions.
Have a look at the difference between the way a
typical camcorder (Figure 8-2, left photo) and a low
ux black and white security camera (right photo)
image the same low light scene. Moonlight or
ambient city light is plenty of light for the capable
Tow lux black and white camera, but the color
camcorder is useless in such an environment.

Project US—Infrared, the Invisible Light

‘The human eyes are sensitive to light which
only a very small region of the electromagnetic
spectrum labeled * ible light." This visible light
corresponds (o a wavelength range of 400
nanometers (violet) to 700 nanometers (red). The

When choosing your night operations
camera, you will also need to know what type
of lens to choose, as there will be many different
types with various focal lengths and features
such as manval iris control, telephoto capabilities
or motorized zoom control. The most common
type of lens for security work is the fixed focus
medium wide-angle microlens, as this style of
lens captures a large area of the scene, yet can
easily be placed against the eyepiece of a pair
of binoculars or telescope for ultra long-range
imaging.

With a quality low lux black and white
spy camera, you will probably never need
extra lighting for operation on a typical city street,
or when there is moonlight. However, for pitch
black moonless nights or unlit indoor operations,
read on in this chapter as the following projects
will give you the ability to see in complete
darkness,

human eye s not capable of detecting radiation
with wavelengths outside the visible spectrum,
where ultraviolet (< 400 nanometers) and infrared
(> 700 nanometers) would exist. The visible colors
from shortest to longest wavelength are: violet,

©
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Figure 912 The ultrasensitive room bug schematic.

a few added components, Since the RF stage
already does what we want., all that has been added
is a basic single transistor amplifier to greatly
increase the audio signal before it hits the RF
oscillator. This transistor can be any NPN type, as
it does not have to handle RF frequencies, only
audio frequencies.

If you have already made the transmitter from
Project 54, then all you need to do is remove the
electret microphone and the 10k resistor in
series with it, and then connect the output of this
preamplifier (the transistor’s collector) to the
1000hm resistor used to connect to the electret
‘microphone. The audio signal from the electret
microphone will now be so greatly amplified that a
conversation picked up across a room will seem
louder than it did by shouting into the microphone
in the old cireuit. Tn fact, the unit is so sensitive to
any audio source that T was unable to come within
two rooms of the transmitter with the receiving

2N3563

or
25C945
1009

radio without getting instant feedback, which is
why headphones may be the best way to test the
unit. Unfortunately, T did not plan ahead, and there
Was 10 room on my circuit board for the modified
version, so I had to build another unit; but practice
is what makes us proficient, right? Figure 9-13
shows my ultrasensitive room bug ready for action,
and even with the extra circuitry, s no larger than
the AAA battery used to power it. You will notice
that this time I left a little room for modifications
on the perf board used to build the circut.

I only added a 4-inch long antenna, as this
would make the unit smaller, and it still managed
10 get a range of at least the distance of the entire
yard when placed inside the house. T built the unit
into several different cases including a marker, a
matehbox, and a fake telephone wal jack, and
ach time the unit performed admirably for many
hours off the single 1.5-volt AAA battery. Tf you
really want to push the range to the maximum, you
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Project 23—-Digital Camera Gun Sight

Figure U-10  Motion sensing camera trigger schematic.

The entire unit can be placed in @ weatherproof
box with a clear glass window and then mounted
in the same manner that the original motion
sensing security lighting was, and for extended
operation time, an AC adapter could replace the
battery pack. The only part you will need to access
is the camera’s memory card or USB port in order
to transfer and clear the memory card, but you
could run the transfer cable into the building for
easy lapiop access rather than opening the box for
convenience sake. The only thing to keep in mind
when building this project is your digital camera’s
“time out” setting, as it may power down if no
activity has been detected for a while. The camera
T used in this project had no time out function
when running from an external power source, 5o
this was not a problem, and many cameras will
allow you to turn this function off in the setup

‘menu. If your camera does not allow any control
over the time out setting, then you will have to add
a timer to the focus pins on the digital camera’s
trigger to wake it up every 10 seconds or so.

A simple timer can be made using the schematic
from Figure 4-7 (the time lapse timer); just
connect the relay to the “focus pin on the camera
trigger rather than the “photo” pin, s this will
cause the camera to stay online at all times, much
the same way as pressing a key on a computer will
stop the sereen saver from activating.

An automatic digital camera triggered at
periodic intervals or by sensing motion is a great
way to keep tabs on your location when you are
away, but there are times when you may want to
Keep tabs on a location far away from you, so keep
on reading as we add some long-range capabilities
to our digital camera.

Project 23— Digital Camera Gun Sight

Most digital cameras do not offer a very high
level of zoom, with most of them below 10
‘magnification. Do not be fooled by a camera that
claims to have 3005 zoom, as this is just some
cheesy built-in algorithm that scales the photo,

‘making it lose more detail than if you did not use
any zoom at all. Optical zoom is the.only zoom
that matters, and it is very important tht you
disable or make sure never to use the digital zoom
function built into the camera. There are some very
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nsic data recovery tools are way beyond the take a beginner a few hours of searching the g
scope of this book. Internet to find a way into whatever door they feel ~ H
like opening. Pop open your favorite search engine O
(Google at this time for me), and type in the phrase "
“email hacking” or “evidence elimination.” and

“This information was written in the year 2005,
| 25d, as we know, computer technology makes
‘svances in leaps and bounds, so you may be

Saughing at my litle 500 gigabyte hard disk, and you will see the same information, tools, and

semembering the good old days of Windows XP. tutorials that T am seeing right now, no matter what

But one thing will always be true, no operating year it may be, or what operating system may be
current,

System is safe from prying eyes, and it will only

Project 70—Installing a Software Key Logger

o
Q
o
-
=3
|
-
=}
[
o
o
=
=
P
“There are no questionable files on my kid's values that represent each key on a keyboard. Scan &3
computer’—time to wake up and face the facts codes are not like ASCII values (values that Q
that they just may know more about technology represent characters), as there is no scan code for
than you do! OK, maybe it’s not that bad, but if the dollar sign for example. Itis a set of several )
vou do an Internet search for “internet evidence scan codes representing first the shift key press
elimination.” you will see that this is a lucrative (512), then the number 4 key press (525), then the 2
market with many, many players, so others are number 4 key release (SFO$12), followed by the O
trying to stay ahead of “spies” like us. If computer  shift key release ($12,SF0). This may seem a bit :
users are wiping their cache and free hard disk ugly, but 10 get at the keyboard in a way that does 2
space, then you must go one step further—activity  not affect the operating system, the key logger o
loge must work at the BIOS level. N
Mature and highly functional key logger software 0
may pad the user from some of this raw nerd jargon 7
4 by creating a log file that shows the keyboard data
What is a Software Key in a more readable fashion by interpreting the shift g
Logger? characters, and extended keys as actual text as it
was shown (o the user. This may or may notbea 1y
A software key logger in its most basic form ‘good thing depending on how much information ¢
Simply intercepts the traffic from the keyboard and  you need. A feature rich key logger may even time 0
saves it o a text file before it is even processed by stamp certain events such as the launch of software,
the operating system. This way, every single of important Internet events. The one feature thatis (D
Keystroke is logged, and although it may be ugly o always a must when installing software based key ¥
Took at, nothing will be missed including logger though, is its stealth ability. There is no
passwords that were blanked out on the user’s point installing a key logging program on-all the
screen. A key logger that connects to a keyboard office PCs that show up in the start menu as “My
like this will have to make sense out of the Office Key Logger Pro” or something similar. In
Keyboard's scan codes. These are the hexadecimal  fact, a good key logger should have no traces of
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Project 75—Scanner-to-Computer Interface

[End of decoding,
|onoTHF(, Key="
- |OnDTMF(), Key='3' position=209626
', position=196700
(ONDTHF(), Key='1" position=183212
Start the decording in format: 16bits, 44100Hz, stereo

Figure 12-6  Decoding the DTMF audio from the scanner back into numerical information.

bursts of audio representing the words “please
enter your password.” followed by four very square
Tooking blocks of data. These are the DTMF tone
representing my password “1234;" which was
keyed in from my cordless phone. DTMF
information is very casy to identify visually, as it
will always have the same short bursts of squared-
off pulses followed by

small pause.

You could feed the entire recorded session
into the DTMF decoding software, but this would
not only take a lot of processing, time, but may
include other key presses you did not want, so it
is best to crop the important audio first before
processing it. In Sound Forge®, 1 just highlight a
section of audio by drawing a box around it with
the mouse, and then export it as a small wave file.
‘The DTMF decoding software will prompt for an
input file, then proceed to analyze the file from
start to end in the hopes of detecting some DTMF
information for decode. Even with a very dirty
sounding audio file, say from a cell phone user
in a noisy car, the software is usually able to

decode the digits accurately. On the off-chance
that the wave file is 100 noisy, some of the
amazing noise removal filters included with
Sound Forge® will usually do the trick.

Figure 12-6 shows the decoded file from
Figure 12-5; after running it through a DTME
decoder T downloaded from a shareware site in
the Internet. As you can see, it shows not only
my password “1234,” but the exact position

in the wave file where the digits occur (they
are presented in reverse order here).

Now that you have seen how easy it is to capture
every key press entered from an unsecured
wireless phone using only a basic radio scanner, &
$2 cable, and some free software, you might want
o think twice about accessing your voice mail
box, or banking information on any wireless
communication device you are not absolutely
certain is sufficiently encrypted. And even if the
transmission is considered secure by the makers of
he equipment, to me that only begs the question,
“How much time do [ have™? The Evil Genius will
always find a way.
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o can sce, the cireuit consists of litle more ot var portb.0
&bt microcontroller (PICISF628). a e
celay with driver transistor, and an 8-micro
block. Using a microcontroller was a better  °'2 2 POrtb:2
than standard analog electronics due to the o4 var porth.3
st several timers would have been needed to dll var portb4
the device properly. Any microcontroller Ay
fers eight input lines and two output lines
work, and due to the simplicity of the L3 vir parin
iing, just about any programming di4 var portb.7
will work. The code as shown in bR

5.1 was done in PicBasic format here
smplicity sake. Take a look through the code
se how it works. A detailed explanation

ontime var byte

delay var word

‘[READ ONTIME / DELAY VALUE
SWITCHES]

1 PicBasic ontime =0

if otl = 0 then ontime = ontime + |
if ot2 = 0 then ontime = ontime + 2

pse recording program

if 013 = 0 then ontime = ontime + 4.

SETUP 16F628A]
& device HS_OSC
& Device WDT_OFF
& Device PWRT_OFF
'€ Device BOD_OFF
€ Device MCLR_OFF
CMCON =7
VRCON =0
isA=50000
wish=%11111111
OPTION_REG.7=0

‘[DEFINE PINS / VARIABLES]
ver var porta.2

led var porta.3

output ver

output led

if ot4 = 0 then ontime = ontime + §
delay =0

if i1 = 0 then delay = delay + 1

if dI2 = 0 then delay = delay +2

if dI3 = 0 then delay = delay + 4

i dl4 = 0 then delay = delay + 8
delay = delay * 60

/[MAIN LOOP]
‘main:

‘[COUNTER]
cr=ctr+1
if ctr = delay then
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Testing

Project 101—-Spy Robot Mission

Figure 15-30  Caught in the act! This car thief thought that nobody was waiching.

of the parking lot towards the target comer. At
slightly Tess than walking speed, it takes a minute
or two to reach the target, but that's OK, there was
some ugly terrain along the way, and the robot ate
it all up without hesitation. T am now cresting the
steep hill 50 feet away from the target area, and the
video is coming through crisp and clear. I switch
the audio off the muted position and can now hear
the whirr of the drive motors as I edge the robot
over the hill and alongside a large tree for cover. If
it were dark, the target would be just as well lit as
itis now in full daylight, and there would be zero
chance of the ROV being spotted by anyone. It
only takes 15 minutes before the dark figure with
crowbar in hand appears on the video sereen. The
onboard VCR is then set to record. Looks like
another successful spy robot mission. We now have
clear video of the perpetrator in action breaking
into a car. Even at the outer edges of trans;
range, the recorded video s clear enough to make
a positive identification of the suspect. We had

our suspicions that this was an inside job!

Figure 15-30 shows how the video looks from the
far end of the parking lot at the portable base
station monitor. We can clearly identify the suspect
as that guy from the AtomicZombic.com website.

n

It's amazing how long you can pose next to a car
with a crowbar stuck in the door and not be
bothered by anyone in the middle of the afternoon,
one of the many reasons why we need high-tech
toys to fight crime!

So there you have it—a completely functional
all-terrain spy robot with night vision and payload-
dropping ability built from nothing more than a
handful of electroni
department store items. This ROV may not be able
10 take a shotgun blast, or break through a steel
door, but at a cost of two million dollars less than
the ones used by law enforcement, how could you
complain! As you can imagine, the addition of a
tool like this in your arsenal of high-tech spy.
devices will set you leagues apart from your
competition, and allow you to embark on covert
spy missions never before possible.

ind some common

Congratulations! You've learned a lot about 101
different spy gadgets, and you are well on your
way to becoming a sophisticated Evil Genius.
Have fun, be safe and be sure to let us know all
about your projects at www.atomiczombie.com.
We look forward to seeing your Evil Genius
creations!
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the meter on your recording software or mixer
reaches into the upper limits without clipping. If
you hear nothing at all as you slowly bring up the
output volume, dig around in the mixer settings for
the “output monitor,” or “mute” check box on the
microphone, as the sound may not be passing
through the sound card’s input and output. You will
also notice that any sound your computer makes is
echoed directly into the phone as well (this should
turn on a few evil light bulbs in your head). When
you finally make peace with your sound card’s
mixer levels, you can begin to play with real-time
effects.

Because today’s personal computers have an
abundance of power, it is no real challenge to run
software that can manipulate and transform an
audio signal in real time. Some of these effects
include echo, flange, chorus, distortion, pitch
change, and even formant shifting (gender
changing) of real-time audio. Formant shifting is a
ruly impressive effect as it models the vocal tract
allowing you to switch between male and female
sounding voices with impressive realism. These
filters and effects are commonly used to correct the
pitch of vocals in digital recording studios and add
harmonizing voices from a single layer of audio.
You have probably also heard them in use in
cartoons and “informant” shows where they mask
soth the face and the voice to protect the whistle
blower's identity. If you did not know the original
voice of the speaker, then most likely you would
7ot even know a formant shifter was being used,
= they do sound very natural as long as you don’t
20 overboard on the pitch change. Voice changers
‘nat only have a pitch adjustment will not sound
realistic at all, and unless you plan on doing a
cheesy imitation of a chipmunk or the devil, then
oid using them for serious voice masking jobs.
* decent vocal changer will have at least two
ontrols—pitch and formant. Changing the
“ormant control will allow you to make your

sice sound more feminine or masculine without
cting the pitch and without adding any
~artoon-like” sounding effects to your voice.

Figure 313 Real-time voice changer software for the
computer

‘The pitch control is only needed to tweak your
voice a little to remove any last hints of your
original identity, and depending on the pitch of
your original voice, you may be increasing or
lowering this setting. Before you purchase a full
working real-time audio processing software you
‘might want to try some of the free utilities of
demos available on the Tntemnet to get a feel for
‘what they can do. Figure 3-13 shows software
called VCS Voice Changer, and it was available as
a trial version in the Internet.

Like all products, there are good voice changers
and there are bad ones that will make you sound
like foolish cartoon characters or scary movie
demons. This may or may not be a bad thing,
depending on your use. A good voice changer
should alter your voice in such a way that you are
not recognizable even to those that know the sound
of your original voice, yet not screw up your voice
so much that you no longer sound human. OF
course, voice formant changers are not the only
effects you can use, as you can inject any sound
that your computer is capable of making directly
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Project 64—LWall Wart Video Bug

Here is a sneaky way to install a wireless video
spy device without the bother of changing the
batteries as it is powered by the very device that
conceals its true evil nature. Since spy cameras
and transmitters are so tiny, you should have no
problem finding a DC adapter with the correct
voltage and enough room to spare inside its plastic
box to mount both the camera and the transmitier.
The nice thing about this installation is that it does
not destroy the host, allowing it to fully function as
its intended use as a DC adapter, making for an
extremely covert installation. The key is to find a
DC adapter with the correct voltage that you can
take apart without the need for a large hammer
(most of them are glued together). Sure, you could
saw away at the edges of the casing with a
hacksaw until it opens, but it was much easier to
just find an adapter with removable screws like the
one shown in Figure 10-13.

You may have to do a bit of searching to find an
adapter with enough spare room, but if you have

Figure 10-13  Opening the DC adapter to install the
camera and transmitter

10 luck, then there are a few options. You could
break open a large DC adaper, rated at way

more amperage than you will ever need, remove
its internal parts and replace them with the
internals from a smaller DC adapter with enough
power for your camera and transmitter. You could
also remove the small circuit board containing

the bridge rectifier and capacitor, and relocate
itto a different place inside the shell, or reduce its
size by hand wiring the diodes and capacitor
without any circuit board at all. With a litile
patience, you will find a way to make this happen
by playing around with camera and transmitier
placement. Figure 10-14 shows one of the

places that both the camera and transmitter fit
well inside the DC adapter shell. In this case,
1did not have to modify anything, as there was
ample room for both,

You will want to be very careful not to place
anything conductive over the AC power pins or any
part of the unshielded conductors leading from

5

Figure 1014 Fitting the camera and transmitier
into the DC adapter case.
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Device

Project 83—-Ultra Small Shocking

220Q

Flgure 1319 A disposable camera flash charging circuit, aka “shocker”

small that it would fit into a pen lid with room to
spare. First, let’s examine the actual schematic for
a typical disposable camera flash charging circuit.
As you see in Figure 13-19, there are only four
components that make up the simple high voltage
inverter: a transistor, a high voltage step-up
transformer, one resistor, and one diode. Have a
Took at the schematic and you will notice it is
nothing more than a simple one-transistor
oscillator that feeds a high voltage step-up
transformer. The diode is only used to rectify the
AC from the transformer to DC, and it could even
be omitted for a shocking device.

Tlike to take things as far as possible, and
Tooking at these few components, I decided that
the best way to make the unit as small as possible
would be to just solder the component leads
together without any circuit board at all. With only
four tiny semiconductors, there reall
for a cireuit board. The transformer is large enough
to form a base for all of the other components, so T
just soldered them to the pins on the transformer.
‘The final product was so tiny that it would have

no need

easily fitted inside a marker lid and there would
still be room for a few button batteries; this would
be one small zapper indeed. Unfortunately, the
button cells gave nothing more than a barely
noticeable tickle, as they could not source the
required current to run the oscillator. The smallest
battery that would actually cause a good shock was
a 1.5-volt AAA cell—not so bad. The final micro
shocker is shown in Figure 13-20, and it looks like
a few ants could walk away with it. The three
wires are for power, ground, and high voltage
output.

‘With the unit down to such a miniscule size, it
was hard to find a suitable housing to avoid
wasting space, but after digging through a few junk
boxes, an old key chain flashlight that ran off an
AAA battery was found. There was plenty of room
in the flashlight head for the shocker, a pushbutton
trigger, and the two bolts that held the output
terminals; in fact there was enough room for two
shocker circuits. Although T have not tried this yet,
it should be possible to double the output power by
reversing one of the output diodes then connecting
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Segtion Two

RAudio Eavesdropping
and Recording

Project 1—Microrecorder Hacking

When you are working with audio in a covert remote, and a jack for an external microphone, so
manner, nothing beats a trusty old microcassette you can skip the next few steps that deal with
recorder. These pocket-sized devices consume opening the unit, as you will only need the

very little power, store many hours of audio cabling and the appropriate male connectors to
information, and can be easily concealed inside complete this project. Figure 2-1 shows a typical
tight spaces or on the body. There are, however, a  microcassette recorder with the case opened up in
few small drawbacks to these devices, specifically  order to expose the electronics and mechanical

the placement of the internal microphone and the. parts.

record/pause button, but there is no need to worry: First, identify the main drive motor—it will be a
as a true evil genius knows, every device can be small cylindrical silver- or gold-colored metal can
hacked to better suit our missions. On many with a small pulley or gear attached to a central
‘microrecorders, the microphone and audio preamp shaft. Do not worry if you cannot fully access the
cireuitry are very well suited for catching both ‘motor, as we only need to cut one of the wires
closerange conversation, as well as distant sound. (thece willbe,bwo) that.connect o theunit. BY

But unless you can expose the top of the unit connecting a switch between either of the motor’s
towards the sound source, you may only record a ‘power leads, we can set the recorder to record by

muffled unusable sound, as the microphone will
not work very well when obstructed. The other
problem we must address in order to make life
with the microrecorder more tolerable is the ability
1o start and stop the recording function without
‘making it obvious that we are doing s0, as this
would certainly expose us for the spies we are.

Tn order to address the two problems with the
‘microrecorder, we will have to add a switch
between the record motor and its power source 50
it can be controlled remotely, and relocate the
‘microphone from the inside of the unit to an
extension cable for more covert placement. Your
unit may already have a jack labeled REM or Flgure 2 A look inside the microcassette recorder:
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Project 51-Night Vision Headgear

device anywhere. You may need to get used o
looking into the eyepiece while wandering around,
‘but it will only take a few minutes to become an
expert at this. You can also work the unit into some.
type of retractable head gear and external battery
pack for long-term use where you may be
switching between pitch black and visibly lit arcas.
A few other nice features that I can think of would
be the installation of a three-way switch to control
how many LEDs are lit at once in cases where you
are very close to the target and the scene is too
bright, or even the addition of a super sensitive spy
microphone like one of the ones shown previously
in Section Two. Whatever your intended use for
this device, I am sure you will be more than

“satisfied with its operation and, as shown in
Figure 825, its ability to light up a room like a
high-power flashlight is truly impressive.

Well, T hope you had fun with this section: night
vision has always been a fun topic to experiment
with, and you can produce some very capable
devices for a fraction of the cost of commercial
units. There is a lot of room to experiment, and
since there are always technological advances in
imaging devices and infrared emitters, it won't be
long before my next experiment will have the
ability to see right through walls. T am not kidding!
In the meantime, read on to learn how you can
build simple, yet effective audio transmitters with
impressive sensitivity and range.
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Project 79—White Noise

techniques is the introduction of noise into the
environment.

Audio bugs must be built with incredible
amounts of gain in order to eavesdrop on that quiet
conversation across the room, so much that even a
modest sound can swamp the input into an
inaudible rumble. While random loud bumps and
bangs are not normally a problem for a high-gain
preamplifier, the constant bombardment of such
a noise will surely make almost any sensitive
audio bug inoperable. Of course bashing a couple
of tin pie plates together may actually foil the
eavesdropper, but it will also foil your
conversation, so what you need is a type of
controllable noise that will not drive you off the
deep end.

Let me introduce you to
white noise

White noise is the type of sound an FM radio
tuned to no station will produce, a constant hiss of
sound that has absolutely no recognizable pattern
or frequency. This noise is not nearly as annoying
as most other noise sources, and can actually be
used as a calming aid in some situations. This
‘white noise source is not very good for sensitive
eavesdropping equipment though, and will easily
swamp the inputs in most high-gain preamps to an
unusable level, yet not seem too overbearing while
trying to have secret conversations with your
comrades. Although you could just turn on an FM
radio to an unused space on the dial, this is not an
elegant solution for a high-tech spy, and there may
not always be a radio or even power at your
location. As shown in Figure 13-6, the schematic
for a simple noise source and amplifier is really
quite simple, and can be made with common parts
found in your junk box.

‘The odd circuit shown in Figure 13-6 uses two
common NPN transistors to generate a white noise

signal that is then amplified by the multimedia
amplifier IC. The first transistor is actually being
used as a zener diode to generate a faint noise
signal, which is then amplified by the second
transistor before heading to the audio amplifier IC.
‘This odd circuit actually exploits the very thing
that most electronic designers are constantly trying
to combat—noise. The actual amplification is
accomplished with a common IC found in many
small multimedia amplifiers and sound cards, and
can be replaced by just about any simple amplifier
such as the LM386 or even an actual stereo
amplifier with a line input. Since it is the two
transistors that create the noise source, there are.
many options for a final amplification stage. [
chose the multimedia IC (TDA 1517), because it
had a nice solid 7-watt output and only required

a power supply and a single capacitor. You can’t
‘build a much simpler audio amplifier than that.
‘The final product was so small that it could be
packed into just about any size box that the
speaker would fit inside, which is exactly

what T used, a speaker box. The speaker box

is a common computer speaker salvaged from the
side of a dead monitor, and although it was only
rated for 5 watts, gave a nice solid white noise
with a fair amount of bass response. Figure 13-7
shows the tiny white noise generator and amplifier
cireuit built on a bit of perf board. This unit will
run for many hours using only a single 9-volt
battery.

The speaker you choose as the audio output is
not very eritical, but you will want to use one of at
least 3 or 4 inches in diameter in order to get a
decent bass response from the circuit. If you attach
a very small speaker to the amplifier, it will indeed
produce white noise, but it will be a harsh piercing
sound similar to an air hose rather than smooth
tolerable noise source like an ocean wave. Another
reason to choose a larger speaker is that the noise
Tevel will not have to be jacked to the top in order
to gain enough sound pressure to effectively
swamp an eavesdropping device; the larger the
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Project 50—Long-Range Laser Illuminator

Project 50—Long-Range Laser llluminator

This project deals with laser energy that WILL
damage you eyes if you do not understand the.
importance of laser safety, so make sure that you
begin with Project 49—Infrared Laser Iluminator,
if you haven’t already done so and proceeded with
caution. Laser devices with an output power of Tess
than 5 mW are normally considered eye safe, as
Tong as you don’t do anything purposely foolish;
but in this project, T am working with an infrared
laser module capable of delivering 100 times that
power which is enough to burn a hole through
electrical tape and your retina. If you feel
confident that you know how to handle this
technology then keep reading, but be sure to
proceed with extreme caution.

‘The 500 mW infrared laser source sed in this
high power illumination device s an 808
nanometer pulsed mode module painfully hacked
from a green laser pointer that was originally rated
for 5-milliwatt output power. Since there are no
laser diodes available that directly produce 2 green
beam (532 nanometer visible light), a high-power
infrared laser diode with a wavelength of 808
nanometers pumps a tiny block of Nd:YVO4
‘generating infrared light at 1064 nanometers which
feeds a KTP intracavity frequency double crystal
to produce the visible green beam at 532
nanometers. None of this is really important in this
experiment, as we are going (o remove every part
of the laser pointer that oceurs after the actual laser
diode and its driver module, T won’t even begin to
explain how to take these things apart, as it took
‘me over four hours with a small pair of side cutters
and a file to hack away at the thick brass casing in
order to remove the filers, crystals and optics. You
will certainly void your pointer’s warranty, and if
you are not extremely careful, you will damage the
ultrasensitive laser diode, which is connected by a
wire that makes a human hair like a crane cable in
comparison. Scared yet? Good, because a green

laser pointer cost at least $150 when T wrote this,
and most of them were manufactured differently:
even units from the same manufacturer with the
same part number. Why not just purchase a
premade 500 mW infrared laser module insiead?
‘Well, check out the prices on those units and you
will see why this is a worthwhile hack!

Still moving ahead on this project? Great, but
before you start filing down that laser pointer shell,
do an Tntemet search for “green laser dissection,”
and you wil find a couple of very well made
WebPages detailing the exact procedure complete
with information on what makes these green lasers
function. If you're lucky, you may have the same
pointer as the one that was taken apart, When you
do manage to tear the pointer down to the bare
faser diode and driver module, it will probably
look something ke the one shown in Figure 8-16.
‘The cylindrical brass head is a mounting plane and
heat sink for the extremely tiny but powerful laser
diode, and you should avoid touching any part of it
as you might break the tiny connecting wire.

If you are good with a soldering iron, then you
will want to remove the tiny contact switch and
install two power leads, keeping in mind that the
outer shell for most laser pointers is the positive

Figure 816 A hacked green laser pointer reduced to
the diode and driver board.
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Project 71—Build a High-Tech Hardware Key Logger

TSECKET CODE “EERASE™—ERASE

EEPROM]  This is another secret code, that when
found will cause the program to jump to the
[ERASE EEPROM-TAKES 3 MINUTES]
subroutine. Just like it says, it ills the entire
EEPROM with zeros, and it takes a while due to the
slower write cycle of the 12C EEPROM. Progress
dots are sent to the PC 50 you know that it is
actually running. Once complete, the program goes
back to [RECORD MODE]. The secret code for this
function is “EERASE"—another 6-letter code.

[PLAYBACK LOOP] ~From here on, the program
will be operating in playback mode, a one shot
Toop that dumps all of the EEPROM back to the
PC. To do this, the PIC must emulate the PC
keyboard, which also requires the real keyboard to
be disconnected temporarily.

[DUMP EEPROM TO PC]  First we check the
state of the variable (mde), if it is 1, then playback
mode starts and the variable (kbs)is st low. When
(kbs) is set low, the 4066 switch gets a logic low,
and the PC keyboard is totally disconnected form
the PC, leaving the PIC to have its way with the
PS/2 port.

[READ DATA FROM EEPROM]  Before scan
codes can be sent to the PC, they must be retrieved
from the EEPROM, and this block of code does
that by calling the PicBasic function [2Cread. It
starts at the beginning of the EEPROM, and then
adds 1 to the address variable (adr).

[EXIT IF END OF DATA]  If the EEPROM
contains blank data (key =0), then that is all there
s to read, so the program can switch the 4066
back on and retum to record mode. This is when
you would invoke the secret code “EERASE” to
wipe the HKL back to empty.

[SEND CR AFTER 80 CHARS] To make the
playback a lttle less ugly, a carriage return is sent
o the PC after dumping 80 characters. This will
allow easy viewing of the data in Notepad, or even
at the command line.

[GOTO SENDKEY ROUTINE]  This calls the
routine [SEND SCANCODE TO PC], which does
the work of shifting out the scan code back to the
PS/2 port. It does this by creating the 11 bit frame
containing the start bit (zero), the eight data bits
representing the scan code, and then adds the
‘parity bit calculated by the formula not(key.0
key.1 A key.2 M key.3 A key.d M Key.5 A key.6
4 key.7), and finally the stop bit (1). The PicBasic
ShiftOut command takes care of the clocking out
of the data.

‘That is basically the entire program. There is a
Tot of room for improvements such as the ability to
set the secret codes on the fly, or to set a pointer in
the EEPROM relating to the current address rather
than formatting the entire memory. You could also
‘work some magic with compression or even
encryption just in case the HKL falls into enemy
hands. Building the final HKL is a snap, as there is
5o little wiring that it can be placed on a small bit
of perf board and hand soldered as shown in
Figure 11-9. The PIC, 4066, EEPROM and crystal
it on a board no longer than 2 inches, and about
half an inch wide. If you are brave enough to
attempt to surface mount IC’s, then it can be made
much smaller.

Once you have mounted the components and
soldered all the pins correctly, the two halves of
the keyboard extension cable will be mounted to

Figure 11-9  The final hardware key logger built on a
bit of perf board,
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7S transmilter Uses an electret microphont 1
modulate the RF oscillator, which can be tuned
across the entire FM radio band (88-108 MHz) by
adjusting a screw or ferrite bead in the single coil.
Sensitivity isn’t too bad, and range is a few
hundred feet depending on how long you decide to
make the antenna. The output power of this
transmitter is similar to the output power of the
sransmitier built into an MP3 player that can play
your music to an unused space on the FM band, or
1 that of a child’s walkie-talkie toy, so there is
litle risk that the “radio police” will come looking
for you if you operate this device.

T will start by showing you how to wind the coil
for this project, and just about any other RF circuit
You may want to tackle in the future. The circuit
calls for an adjustable coil with four tums, but T
like (0 add a few extra tums when making an
adjustable coil just to play it safe. If you have too
few turns, then your oscillator may run ata
frequency higher than desired, but if you add too
‘many turns, you can always screw the ferrite bead
in further to lower the frequency. In other words, a
few turns too many i better than a few tums 100
Hittle when making an adjustable coil. As shown in
Figure 9-10, I wound six turns of whatever copper
wire I had available around a L-bolt. The £-bolt is
perfect for coil winding as it has the same threads
as the ferrite bead used to tune the coil (also shown
in the photo).

‘The small black ferrite bead commonly used to
adjust a coil works by effectively reducing the
number of tuns in the coil as you screw it further
in place. If your circuit wants a fixed coil of four
tums, and you thread the bead halfway into a coil
of six tums, you will probably end up with the
same result, which is why this method is very easy
10 experiment with. Ferrite beads can be
substituted by small metal screws if you are in a
pinch, but ferrite beads are so much easier to
adjust, and can be salvaged from just about any RF
circuit board (unscrew them from metal can
transformers and chokes). When you are done
‘winding the copper wire around the bolt, simply

Figure 810 Winding a coil around a tbolt.
Completed coil also shown.

unserew the bolt, cut the copper to the correct lead
length, then scrape the tips of the leads with a
razor knife to remove the red or green enamel. The
enamel must be removed in order to bare the
conductive copper wire for soldering. Coils can be
made vertically, but the horizontal method, as
shown in my completed coil (see Figure 9-10), is
‘much more convenient when it comes to adjusting
the small ferrite bead with a plastic screwdriver as
it will be positioned on the top of your circuit
board. For coil tuning, a plastic screwdriver is
much better than a metal one as the metal blade
will act as part of the ferrite bead when placed
close to the coil, so when you think you have the
coil tuned perfectly, removing the screwdriver will
shift the frequency slightly, which is highly
annoying, to say the least.

Besides the coil, which is not at all difficult to
build, you just have to source the transistor, and a
few small value capacitors, and if you have any
defunct radios or RF appliances to salvage parts
from, you will probably have all you need. The
transistor is really not all that critical, and any
NEN transistor with a frequency as high as
100 MHz will probably work. T used a 2N3563
transistor taken from a transistor radio, which is
well suited for this application, but found that
almost all NPN transistors I tried gave at least
some RF output. Normally, placement of

bng wooy Wa oTduwts—§s 3o9lfox
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Project 58—Invisible Light Transmitter
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Project 75—Scanner-to-Computer Interface

system such as “Sound Recorder” for Microsoft
‘Windows, found under accessories/entertainment.
‘Tune your scanner into some constant audio source
such as the weather network or the neighbor’s
cordless phone and then press record on your
audio recording software. If there is some type of
‘metering, then the level should not be hitting the
top of the graph or pounding into the red: if it is,
then you are clipping the input audio and will end
up with a horribly distorted playback. The input
level should fall just slightly below the

100 per cent, or top of the level meter, and if you
are using a microphone input rather than a line
level input, it may be very hard to achieve this,
especially since the noise level alone may be half
of your input signal. You wil definitely need to
play with both the scanner’s volume (if it affects
the line output connector), and the recording input

level on your computer (this is usually part of the
operating system, not the recording software). In.
‘Windows, you will need to open the volume
control, choose “Options,” then “Properties.” and
select the “Recording” button to see these levels.
“They will be presented as slider bars with the.
names of the corresponding inputs beneath them.
As a general rule, set the recording inputs to half
way before you alter the source volume. When
you do get things set up properly, the recording
levels should remain below maximun, and the
playback should sound just as good as the input
source if you could hear it. Now you can move
ahead.

Figure 12-4 shows the recording dialog window
presented by Sound Forge” just before recording
begins. This software allows the unattended
recording of scanner audio just like the auto

Figure 124 Serting up for level activated auto recording in Sound Forge®.
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‘The last factor to consider when connecting a
camera to a recording device s the type and length
of cabling used. If your video camera s only a few
feet from the recording device, then cable type and
‘uality is not really much of a concern, and just
bout any shiclded signal cable will work fine. At
istances of 20 feet or more, the quality of the
‘able starts to play a role in the overall picture
uality since there could be signal loss or noise
“miected into your video recording. Unfortunately,
“ere s no magic formula for determining how far
sou can send a video signal down a cable as many
“actors determine this, such as output level of the
camera, quality of the cable, sensitivity of the
secording device’s input circuitry.
In one instance, I had no problem with 150 feet
ssed RG-6 television cable even though it is not
ended for video camera signals, yet in
rinstance T had dropouts over 50 feet of

i magnetic media based VCRs are 50 common
that you can purchase one new for under $30
so they are great for security use, and can
<asily hacked to suit your needs without the risk
=ccidentally destroying any expensive
soment, Time-lapse recording can be a very
way to greatly extend the length of time that
e recorded to a single tape, a great feature to
i you can't get access to the recording device
swap the tape for extended lengths of time.

~lapse recording extends time by starting
stopping the record function for small bursts
ing at set intervals, making it possible to
several days’ worth of events to a single
r tape. The drawback to time-lapse:
ing is that you may miss certain events that
50 quickly that the timer fails to capture
ox all of them since recording is constantly
and stopped. Recording a cash drawer for

cable correctly matched to the video camera, so
experimentation is the key. If your cable runs past
electrical devices such as florescent light ballasts
or blower motors, then there may be some
interference as the electromagnetic energy leaks
through the shielding into your signal wire, which
is another good reason to choose quality cable if
you can.

Also, check the specifications for your camera
and recording device, as there will most likely be
an impedance requirement for the cable to be used
such as 500hm or 750hm, Testing your
configuration beforehand is always a good idea,
especially if you are using whatever you could find
Iaying around for the ad hoc installation of some
covert video device. I go as far as recording then
playing back a few seconds of video just in case
something is not set up properly, as there may be
10 second chance to try again.

Project 27—Hack a VCR for Time-Lapse Recording

instance would not be a good candidate for time
lapse recording, as the money may find its way
from the register's drawer to the thief’s pocket
between recording bursts. Monitoring a warehouse
using time-lapse would be fine, as there will be
ample time to caich the license plate of the
getaway vehicle or record a shot of one of the
suspect’s faces for later identification. Whatever
your use, here is a simple time-lapse controller that
can be “hacked” into any standard consumer grade
VCR by allowing a microcontroller to start and
stop the recording for you at set intervals.
Depending on how you set the eight dip switches,
you can extend the record time of a two-hour tape
from four hours to several days’ worth of
intermittent recording.

‘This simple project uses a microcontroller to

switch on a relay, which will be connected directly
across the VCR's pause button to allow the
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Figure 31 The modified phone base showing hook,
input, and output cables.

There will be two pairs of wires, one pair for the
earpicce and one set for the mouthpiece, so before
you cut anything trace them to their origin on the
cireuit board. If for some reason the color-coding
i not obvious, just check the ends of each wire
using your chmmeter to determine their location.
When you have the wires traced from the handset
10 the base, make note, or mark the base with the
four points—earpiece A and B (the earpiece is
usually non-polarized). and mouthpiece positive
and negative (usually due to an electret
microphone). When you are sure that you have
traced each wire correctly, you can cut the wiring
from the base circuit board and add the handset to
your serap bin for some later evil experiment. Your
goal will now be to add a female connector to both
the earpiece (output) and to the mouthpiece (input)
connections of the telephone’s main circuit board.
You can use whatever type of connector you wish,
but typically a L stereo jack wired for mono
operation will be best suited for a wide range of
audio devices such as radios, computer sound

cards, tape recorders and effect boxes. Whichever
connector you do choose, make sure that it is
wired for mono operation or your input/output
device will only record or playback a single
channel. The wiring used for the input/output lines
should be a shielded conductor type such as a bit
of microphone or headphone coax, and it will be.
wired (o the main circuit board so that the positive
connection is always the center shielded wire, and
the grounded connection s the shield. This polarity
‘may not be applicable on the earpicce though,
since it is usually just a simple non-polarized
speaker of some sort. You way also want to add a
toggle switch to replace the handset hook switch,
as it will not be needed in the final design, and
there will be no way to hold the phone on the hook
when you are not using the device. Sure, you could
just throw the unused handset back in the cradle to
shut off the unit, but that is a pretty ugly hack,
don’t you think? You have the unit torn apart, so
just remove the hook switch and install a simple
toggle switch like T did. Figure 3-11 shows the
three additional cables connected to the main
board—the hook toggle switch, and the input and
output signal cables.

Once the cables are soldered in place, drill the.
appropriate sized holes somewhere in the casing
for the input, output and hook switch. It is usually
most convenient to place the hook switch on the
top of the telephone for easy access and install
the inputfoutput jacks at the rear so the cabling
will be neater on your desk at spy central. Close
up the newly improved telephone, jack into the
output with a pair of headphones, plug a
‘microphone into the input, and see if everything
works. With a typical microphone and a set of
headphones, you will have a very high quality
telephone that sounds many times better than it
did with the original headset in place. especially
since now the audio is presented at both your ears
through the high fidelity headphones. When you
toggle the hook switch, the phone should go on
and off the air just like it did when you placed

the handset in the cradle, the difference now s
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Figure 12-3  The completed scanner auto recording
switch.

‘The only thing you must figure out is how to
activate the recording device you plan to use for

ect 74—Scanner Auto Recording

jack connected from an audio recorder’s “REM™

T (remote) plug directly to the contact leads on the
relay. Once the relay closes, the recording device

[, begins to record. Most microcassette recorders

Figure 12-2 Scanner auto recording switch schematic.

this project. Since we have a simple relay switch in
our circuit, it will take no more than one two-wire

(analog and digital) have this plug in the form
of a }, or 4 female connector somewhere on the
unit labeled REM or Remote. For recording
devices that do not offer an auto start remote
switch, you will have to get out your thinking cap
to come up with a single switch solution for
riggering the record function of your device. If
your recorder is a tape-based unit, then the answer
is simple—break the connection between one of
the drive motor’s power leads and install a pair of
wires to a case mounted connector to simulate the
function of the remote switch, as this s all it really
is. The recorder is then set to record, but will not
do 50 until the relay closes and allows current to
flow to the motor as usual. The actual audio signal
i fed into the recording device through the line
input or microphone input jack, and its level is
adjusted with the 10 kS variable resistor. The
audio level on the scanner should first be adjusted
so that it triggers the auto record switch properly
before the audio input level is set; this way
sufficient voltage will reach the base of the timer
rigger transistor to ensure proper operation.

170






index-93_1.jpg
Project 42—Microcontroller Controlled Servo Base

tflg = 1
endif

/[TILT CONTROL]

if iflg = 1 then

ttflg =0

if tldir = 1 then titpos = itpos + 40
if tldi = 0 then tltpos = tltpos — 40
“TILT DOWN

if tltpos > 1000 then

tdir =0

endif

“TILT UP

if tlipos < 50 then

ttdir = 1

endif

endif

; [SET SERVO POSITIONS]
pan=1

Pauseus 1000 + panpos
pan=0

=1

Pauseus 1000 + tltpos.
=0

Pause 16

goto main

‘The code starts by defining the microcontroller
and programmer specific settings under the block
of code labeled [SETUP 16F628]. This will set the
oscillator speed, power settings and /O pin modes
for the PICI6F628A microcontroller that I decided
0 use for this project.

[VARIABLES] This block of code sets the
variables used in the main program, as well as the

w0 servo pins called “pan” and “(1” “panpos™
and “tpos” both hold the value that will determine
the length of control pulses sent o each servo.
“pandir” and “ltdir” are variables that determine
which direction the pan and tit servos will be
traveling. “Utflg” is a flag set after cach change in
direction of the pan servo so the tilt motion stays
in sync. What this means is that every time the
camera changes direction from right or left, the Gt
servo is activated for a single step until it also
needs to change direction, much like the way a
television picture is drawn. If this does not seem to
‘make a whole lot of sense, then just wait until you
can see the unit working.

[MAIN LOOP]  From here the program runs in a
continuous loop, moving both servos appropriately
in the same repetitive pattern.

[PAN CONTROL] ~ First, the “pandir” variable is
checked in order to see which direction (right or
left) the camera should be moving. If “pandir” is 0,
the servo moves right, and left if “pandir” i set to
zero; increasing or decreasing the value of the
variable “panpos” by two controls movement. The
next few lines of code test for the maximum and
‘minimum travel set in the “panpos” variable. If the
maximum or minimum values are reached, the
variable “pandir” is swapped in order to change
direction. The variable “tlflg” is also set. This is
the tilt flag that allows the up and down motion to
occur only when the left and right direction is
reversed.

[TILT CONTROL]  If the variable “dtflg” has
been set then this block of code behaves just like
the previous block, setting the tlt direction and
speed to move the camera up and down. Since this
loop is controlled by the “tiflg” variable, it is
only allowed to execute when the pan direction
changes.

[SET SERVO POSITIONS]  This is where
the pulse is formed that will move both servos.
Fis, the output pin “pan” is set high followed
by a delay of 1000 microseconds plus the value
stored in the variable “panpos”; the pin is then
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Figure G- Getring ready to miniaturize the ultra
sensitive room bug.

Luckily, only a single jumper wire was needed,
and only one component—the power supply
decoupling capacitor—had to be mounted on the
underside of the circuit board. When working with
RF circuitry, you want to avoid using jumper wires
as much as you can, as they actas capacitors,
‘which may shift your oscillator frequency or cause
erratic results.

‘The miniaturizing operation took about two
hours, and when complete yielded a very small
working device as shown in Figure 9-15. T had to
retune the coil as usual due to the voltage change
and component relocations, but that required only
a small tur with a plastic screwdriver to end up
transmitting on the unused FM band in my
location at 100 MHz.

‘The battery is connected to the device by
soldering the wires directly to the battery casing,
being careful not to heat the battery too much. You
could also salvage the battery holder from a dead
computer main board, or create your own using a
bit of stiff wire, which is convenient if you plan on
using the device a lot, or if you want to turn it on
and off, I only solder in a new battery when I need
10 use the transmitter, so this method worked well
and allowed for conserving the maximum amount
of space for some very ereative mounting and
concealing ideas. My favorite method of

Figure 815 A very small circuit board using
component leads as traces.

Figure 916 A very small bug complete with barery
ready for action.

deployment is to install the unit in a plastic pop
botile cap with some double-sided tape to cover
the opening, then simply stick the unit in place
under a chair or table. When the battery dies, you
can retrieve or replace the unit with another one
without attracting any attention. For distances of
up to 100 feet, a 3-inch bit of wire wrapped around
the outside of the pop bottle cap worked fine as an
antenna. The completed unit including the battery
is shown in Figure 9-16 with a quarter for size
comparison.

With a transmiltter of this size and sensitivity,
you really can mount it just about anywhere
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Figure 3-8 .. The super stealth phone tap schematic.

the same thing? Nope, not without getting caught
because of that annoying pop that the phone would
make when you lift the handset. Listening in on an
extension phone is not a good idea; even if you are
2 pro at lfting the handset very quietly, you will
have (o make sure you are absolutely quiet, as any
sound you make will become part of the
conversation. The super stealth line tap s only a
listening device, so it will produce absolutely no
sound into the phone line, and when it is first
attached, it will slowly add itself to the circuit
through a variable resistor rather than “popping”
sight onto the line. Because of the completely
silent operation of the stealth line tap, you will not
run the risk of giving away your position as you
ll your ears with whatever audio may be
presented on the telephone line. Have a look at the
schematic for the super stealth phone tap in Figure
3-8, and you will see that it is probably the easiest
of all the schematics in this book.

The stereo headphones are connected to a female
~jack and set for mono operation by joining both
the right and left channels together. The ground
connection from the headphone jack is wired
directly to one of the live wires on the telephone
extension box used as a case for this project. The
other live phone wire heads through a 1k
esistor (for current limiting), and then through a
variable 100 k2 resistor (stealth volume control)
and then back to the right and left connector on the
headphone jack. To use the device, first turn the
variable resistor fully counter-clockwise to reduce
the amount of load the unit would take from the
phone line, then connect a standard male to male
telephone jack from the unit to the wall. Because

Figure 39 The super stealth line tap built into a
phone extension box.

the variable resistor is set for very high resistance,
there will be no pop or click as you *tap” into the
phone. Once the device has been implanted on the
line, you can slowly crank up the variable resistor
unil the conversations are coming through loud
and clear on your headphones. As long as you turn
up the level nice and slow, there will be no hint
that you are coming on the line. Test the unit first
by listening on a real phone as you tum the
potentiometer back and forth to make sure
dirty, as this may cause crackling and static on the
line. When everything seems to be in working
order, the potentiometer is stuffed into a hardware:
store phone extension box as shown in Figure 3-9
to make a nice clean unit.

s not

When working with telephone wiring, remember
that only the red and green wires are live, not the
black and yellow pair. Also, there are 50-volts on
the line when the phone is not in use, and this
could be as high as 100-volts when there is an
incoming call, 50 it’s best to not work on the unit
while it is plugged into the line. Also, when you
are finished listening in on the phone, reverse the
connecting operation by slowly lowering the
potentiometer all the way counterclockwise before
you “untap” from the line, as this will ensure that
there will not be any pop or click when you unplug
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Figure 55 The time-lapse timer circuit ready for
eperation.

ccond, ending the record cycle by placing the
VCR pack on pause.

{1 SECOND DELAY / LED FLASH] This code
‘Slock toggles the status of pin “led” so that the
‘sser can see that the ciruit is operating properly.
When debugging code or troubleshooting

Here s a modification to the last project that will
igger a VCR to begin recording for a set amount
o time when a motion sensor detects a person
moving in the frame. Instead of a looping counter,
e program waits for the motion sensor relay to
lose and then runs the record/pause cycle once.
s long as there is motion detected by the sensor,
e recording eyele will continue. Besides the
<mall change in the microcontroller's program, you
will also need some type of motion sensor that can
lose 4 relay to signal movement has been
etected. I decided to hack a common outdoor
<ecurity light motion sensor by removing all of the
ircuitry connected to the contact side of the relay
hat was used (o switch on the floodlights. When

circuitry, it's good to know what the program is
doing at the time.

“The circuit is easy to hand wire on a bit of perf
board, and can either be placed directly into the
VCR, or built onto a small plastic box for easy
removal. I chose the external method, as the useful
functionality of the timer may find a home in some
other project some day. The relay was salvaged
from an old computer modem, and a 9-volt battery
and 5-volt regulator power the unit for days of
operation. You could also power the device by
searching around the VCR's main board for a
suitable DC voltage. Figure 5-5 shows my
completed time-lapse timer ready t0 be tested on
the freshly hacked VCR.

‘When first testing the unit for correct operation,
the best setting to use s switch 1 and 5 on—this
will set the unit for a one minute delay, a one
second record time. It would be very tedious to
wait for 15 minutes just to see if the circuit is
working properly. Well, have fun with this little
project. and remember, it can be connected 1o any
device that can record.

Project 28—Moation Controlled Auta Recard

‘making this hack, make sure to cut all traces that
connect to the relay as they will be connected
directly to the AC line. When there is no
connection to the relay contact pins, it will then be
safe to solder the two wires that connect 1o the
‘microcontroller’s input pin and the circuit's
ground.

Figure 5-6 shows the simple modification to the
cireuit—a single wire connected from one of the.
‘motion sensor’s relay to the same pin that used to
flash the status LED in the previous version of this
project. The other pin on the motion sensor's relay
i connected to the circuit’s ground, as itis a low
signal (pin to ground) that sets off the timing
cycle.
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‘The self-contained Nanny cam works flawlessly,
and can be setup and running within seconds to
begin recording audio and video from the target
Tocation. When the tape runs out, or the batteries
are depleted, the unit simply shuts down without
making a sound, and then the tape is retrieved at

the next window of opportunity for playback. If
the unsuspecting target visually inspects the
gorilla, it just feels a bit heavy, but other than that,
there are no visible signs of its true life as a covert
spy in the world of the Evil Genius. Here’s lookin®
at you!

Project 3U—Night Vision Fire Detector Cam

Notall the evil deeds that you may be trying to
counteract will oceur in the daytime, or even with
the lights on; but not ta worry s this covert spy
cam installation will be your eyes even when the
lights are out. The fire detector cam has been a
favorite for law enforcement as it will go
completely undetectable and allow positioning
direetly over a target area such as a cash register or
some other restricted area. The fire detector is
mounted well above the subject so close inspection
is impossible, and even so, who would become
suspicious of a tiny hole that looks just like a bolt
or sensor? With the addition of a few infrared
LEDs, the low lux black and white pinhole camera
will see in complete darkness to foil the nighttime
surglar.

Start by gutting everything out of a fire detector,
making sure to safely dispose of the small
~adioactive sensor, as it will be of no use in any
sther project (yes, the little metal can does contain
~adioactive material, but not enough to harm you).
Even if you could easily install the camera ino the
working fire detector, do not be templed, as you
may interfere with its operation, and the cost of a
~zplacement unit is not worth risking your life for.
With the insides removed, choose the installation
coint for your pinhole camera, preferably through
= existing opening such as the test button or a
olthole of some kind. If you have to drill a new
ole for the camera, make it only as large as
cessary, and clean it up so it looks like it was

made at the factory. As shown in Figure 6-8,
Tinstalled my pinhole camera overtop the test
button using a bit of coat hanger wire to holt it

in place for easy removal later. Unlike the Nanny
cam presented earlier, there will be no chance of
anyone playing around with the fire detector or
moving it, so the camera does not have to be held
in place so much that it is hard to remove for some
future project.

‘The infrared LEDs are the same type use

remote controls such as those used on televisions
and VCRs. They give off light in the 880-940 nm
invisible infrared spectrum and can only be seen
by our camera, not the human eye. Because we
will be no more than 10 feet away from the

Figure 6-8  Mouniing ihe pinhole camera lens
through the test button opening.

IN—%€ 309[Loag

uyb

wep Io0309389Q ©ITJI UOISTA 3






index-189_1.png
Project 81—Spy Camera Killer

Figure 13-11
unsuspecting channel surfers.

The infrared jammer ready to taunt

area similarly as it blocked the television remote
from entering the receiver in any legible format.
‘The infrared jammer can also be used to blind
night vision devices if you suspect one might be
used against you. Just place the unit in an open
window with the LEDs aimed towards the suspect
area, and anyone peering at you with a night
vision system will get a surprise—a giant ball of
ultra bright light that looks like a supernova to the
sensitive night vision optics. Of course, if
blinding spy cameras and night vision systems is
‘your real goal, then dig right into the next
section.

Project 81—Spy Camera Killer

There are times when you get the creepy feeling
that someone may be pointing some type of night
vision system or spy camera at your window in the
middle of the night, and although your non-
technical friends may think you are crazy, we both
know the reality is that it is not only possible, but
very probable. The previous project, the infrared
jammer, is an effective way to swamp out night
vision devices, making it impossible to peer
through your window; but you may actually know
where the target spy camera is located, and want to
do more than just temporarily block the offending
unit. The spy camera killer will not only allow you
to target the offending camera with pinpoint
accuracy, but it can also permanently disable the
imaging device if it was pointed directly at you.
‘The unit pulls off this search-and-destroy mission
by first allowing you to target the offending
camera using a visible red laser, then once lined up.
You switch on the invisible infrared laser beam,
effectively slow cooking the image sensor in the
target device, causing it to fail permanently. For
situations where you just want the target to know
you know, then the visible laser would probably be

enough, and would certainly temporarily bind the
imaging sensor in the target equipment. Although
both lasers are at power level considered safe for
pointing devices, they would be hell on a sensitive
imaging device such a a night vision scope, low
lux camera, or even a basic digital camera with a
telephoto lens. The visible red laser, which is just a
garden variety laser pointer, would make the target
camera bloom like it was witnessing the birth of
the universe, and if it were exposed to the infrared
laser for any length of time, would most certainly
suffer permanent if not instant damage. The benefit
of the infrared laser is that you can permanently
disable the offenders spy camera without him or
her even realizing it until it far too late. And, even
if the equipment is somehow immune to damage
from your infared laser, the offender certainly
won't be able to get anything other than a blast of
hot white light from your window on a video
recorder, which is something they might not know
until he or she tries to play it back.

For this project you will need two lasers with a
class I rating, which means that the lasers will
not produce more than 5 mW of output power.
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Project 43—-Motion Tracking

Project U3—Motion Tracking Camera

Here is a simple modification to the previous
project that will allow your camera to turn left or
right in order to capture movement sensed by two
passive infrared motion detectors. The plan is to
conneet two motion sensors to the microcontroller
and aim them at 45 degrees from each other so that
they watch the left and right boundaries of your
scene for movement. Once movement has been
detected, the servo will point the camera in that
direction. The camera will remain pointing at the
far left or far right until the opposite sensor has
detected movement. Again, this simple project
could be expanded to use many sensors and servos,
but for simplicity’s sake I will present it with only
two motion sensors and one servo for panning.

Take a look at the schematic in Figure 7-10, and
you will notice itis just as simple as the previous
circuit, using only a microcontroller, a crystal, and
the two motion sensors as input devices. The
10K resistors are in place to tie the inputs high,
and are optional if your microcontroller does this
internally.

Pan

I—'\W _f

Figure 710 The motion tracking controller schemaric.

‘The motion sensors can be any type that closes &
relay or switch when motion is detected; this way
there is electrical isolation between the
microcontroller and the sensor. I chose o hack a
pair of outdoor motion sensors for this project by
removing all of the AC circuitry after the relay
contacts 5o that I could solder two wires directly to
the relay pins without the risk of any live AC
voltage entering my circuit, To do this, simply find
the two contact pins (common, and normally open)
on the relay that switches the AC light on and off,
and cut all traces that lead to them. You can now
safely solder your two wires from the relay contact
pins to your microcontroller. If hacking an outdoor
security lighting system is not your bag, you can
find a pair of inexpensive board-level motion
sensors at various online hobby shops. These are
great to work with since they only need & 5-volt
power supply, and have a very small footprint.
Whichever type of sensor you go with, just make
sure a switch or relay is closed when motion is
detected, as this is what the microcontroller will
expect.

‘The program code (see Listing 7.2) is based on
the code from the following project, but it has been
modified to check the two motion sensors input
pins and respond with the timing signal to move
the servo to either extreme.

Listing 7.2 The motion
tracking controller
schematic

‘[SETUP 16F628]

@ device HS_OSC

@ Device WDT_OFF
@ Device PWRT_OFF

20
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“placing the need for any external DC power
supply, so once the unit is installed, it just keeps
on working forever.

In a typical phone line, the audio signal from
both sides of the conversation and the power used
for the electronics in the equipment are fed into the
0 wires, 5o the RF oscillator in the transmitter
circuit is modulated directly by the audio signal

in the phone line. The coil is tuned so that the
transmission falls on an unused portion of the

FM band between 88 and 108 MHz just like the
previous transmilters. Range should extend to the
entire house and possibly 100 feet or so depending
on the length of the antenna wire used. Again, this
device only needs o connect to the two wires in a
the phone line, not the phone itself, 5o it can be.
placed anywhere on the line from the terminal
block to the furthest point on any extension and it
will transmit the conversations from both sides of
any and all phones in use on that line at the same.
time. You can place the unit inside a phone by
connecting it to the wires just before they reach
the telephone’s circuit board, or you could place
it right into an extension box like I did in

Figure 9-18. This extension box can be connected
1 the phone line as if it were a normal extension
box, or by hooking a male patch cord from its
outlet into a live extension box. As long as those
two live phone wires connect to your circuit, it
will be transmiltting.

In a phone line and an extension box, there will
e two pairs of wires, a black and yellow pair, and a
red and green pair. You only need the red and green
pair, as the other wires are not used. Keep this color

Figure 918 The telephone transmitter can be built
into an extension box.

coding in mind when connecting this device, as this
i the only way it will function, and if the red and
green wires are reversed, the LED will not be lit,
and there will be no power to the transmiteer. Also,
this device should not take the phone off the hook,
and if it does, then increase the impedance of
resistor R1 uniil the extension phone gets a dial tone
back. The unit may take the phone off the hook if
there are oo many phone devices on that line,
which creates a high loading on the line, so by
increasing R1 to a higher value, you reduce the
amount of power the transmitter steals from the line.
There will of course be a trade-off for transmission
range if you increase the value of R1 too much.

If for some reason you cannot install an RF
device in the target location, then there may be
another solution using light as a transmission
source, as we wil see in the next project.

Project 58—Invisible Light Transmitter

There are times when an RF transmitter may not
be a viable solution to your audio extraction
operation. Maybe the target is a paranoid spy like

You with a radio scanner or bug sniffer; maybe
there are too many radio stations in the area to find
2 good spot on the dial for your bug to transmit;
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; [ROTATE SERVO LEFT]
left:

1f pos < 1000 Then

pos = pos + 10

Endif

Return

+ [ROTATE SERVO RIGHT]
right:

If pos > 0 Then

pos = pos - 10

Endif

Rewm

+ [CENTER SERVO]
center:

pos = 500

Return

As you can see, there really isn’t a lot of code
needed to control an RC servo, other than a few
basic loops and delays to get the timing on the
mark. As shown in Figure 15-17, the servo bridge
unit fits on a small square of perf board and is
‘mounted directly o the truck chassis. There are
two pairs of wires that feed to the steering and
drive motor leads, a pair of wires that connect to
the camera head servo, and one pair of wires to
power the electronics that make up the unit. Before
we move on, T will explain how each block of the
RC bridge source code works.

[16F628A] This is specific to the PIC16628 and
the programmer used.

[SETUP] Defines which pins arc used as inputs
and outputs.

[VARIABLES]  These are the working variables
for our program: “servo” is the output pulse on pin
A2, rel is the RC left command input pin B.0, rer

i the RC right command input pin B.1, ref i the
RC forward command input pin B.2, rcb is the RC
backwards command on pin b.3, and pos is the

16 bit variable that controls the pulse width to the
servo.

[STARTUP] When the circuit is first powered up,
the head must be centered, so the center subroutine.
is called here.

[MAIN LOOP] ~ This is the start of the main
program.

[CENTER SERVO IF MOVING]  This checks
the start of pins rof and rcb, to determine if the
ROV is moving. If it is, then the head is set to

center.

[LOOK FOR NEUTRAL]  This checks to see if
the ROV s sitting idle, and if so, the next two
blocks of code are to be executed.

[SERVO LEFT] If the ROV is idle, and there is a
signal on pin rel, then the head servo will rotate to
the left.

[SERVO RIGHT]  If the ROV i idle, and there is
asignal on pin rer, then the head servo will rotate
1o the right.

[SET SERVO POSITION] ~ This is where the
dirty work of controlling the pulse train to the
servo is calculated. Basically it is a timing loop
that first sets servo = 1, causing a logic high to be
sent to the servo, followed by some delay based on
1000 microseconds plus the number in variable
pos, then a logic zero by setting servo = 0. A delay
of 16 milliseconds must then follow according to
the servo signal specifications. This effectively
causes a pulse width modulated signal
cycle based on the variable in pos. If your servo
has slightly different timing requirements than the
standard, it s the “pauseus 1000" fine that should
be modified to “tweak” the length of the pulses.

[ROTATE SERVO LEFT]  This is a subroutine
that sets the upper limit of the variable pos (1000
maximum), and adds a litle bit to it in order to
change the pulse train that makes the servo rotate
to the left.
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for Higher Output

Project 47—Pulsed LEDs

220K

1N914

Figure B-7  An LED pulsing circuit for driving infrared LED arrays.

should examine the LEDs datasheet to figure out
the maximum pulsed current it can handle, or at
least start by supplying minimal voltage to the
circuit and adjust it slowly upwards while
watching the output from the LEDs on your
‘monitor. When you are “smoke testing” the LEDs
to find their breakdown point, it is only necessary
10 use a single chain of LEDs, as adding more
chains in parallel will not allow more current to
flow like adding mode LEDS to the chain would.
For 12-volt operation, you may want to start by
using § or 10 LEDs, removing one at a time while
you check for brightness and excessive heat (hold
on to the LED with your fingers). The current
limiting resistors connected to each series string of
LEDs will save you a lot of burt out LEDs when
‘you are first testing your LEDs to their breakdown
point, 5o unless you know what your components
can take, then leave them in the circuit.

1 managed to drive my 77 LED array (made
earlier in this section) up to near 20-volts quite
efficiently by using the same series/parallel wiring

IRF 511

1MEG

needed for their safe operation at 9-volts. In the
end I settled for only 12-volts, as the driver FET
was getting a bit warm without a proper heat sink,
and the camera T use is so sensifive (o infrared
light that the illuminator swamped the image
sensor to the point where I could only see a huge
white bloom on the monitor. The range of the
pulsed LED illuminator compared to the earlier
DC driven illuminator i several times greater,
and can cover a typical back yard with ease. The
completed pulsed illuminator is shown in

Figure 8-8 built on a prototyping circuit board

for ease of wiring all those LEDs.

‘There are many ways you can expand this
simple LED driver circuit to accommodate more
LEDs, such as adding a heat sink to the FET for
‘more current capacity, or by adding multiple
FETS to drive more series/parallel chains. There
are much larger logic level FETs available as
well, and many of them can deliver an casy 10
amps or more without the need for a heat sink or
any type of complex cooling. Again, the best way

928
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Fiaure 10-20 A very small video transmitter; camera
= a powerful battery pack.

information you seek before it ends up in the
Bands of the enemy, or his hungry guard dog.
Kamikaze transmitters can be deployed as fake
rocks, suction cup arrows for glass surfaces,
disguised as pop cans or trash, or just about any
object that will either survive the flight, or blend in
s much as possible with the target area, My
favorite Kamikaze deployment of a video camera
‘and transmitter is the lawn dart cam, as this unit
almost always works to some degree. No matter
‘what your deployment method, the more compact
and rugged the component housing the beter, as
things may get ugly and hostile on the ground. In
my lawn dart Kamikaze transmitter, 1 filled a small
‘plastic container with a very small video camera
and transmitter, and a powerful battery pack from a
remote controlled aireraft that would run the unit
for well over four hours. The components are
shown in Figure 10-20 before installation into the
plastic container.

1 drilled an appropriately sized hole in the plastic
case, and then the camera was installed 5o that it
‘would face slightly upwards, expecting that the
dart would land vertically in the ground. The two.
battery wires were also placed through a small
hole in the casing so that power could be turned on
by twisting the wires together just before launch
time, and the unit could be recharged for another

Figure 10-21 A very small video transmitter uni,

complete with battery pack. ‘=
w
N
use in the unlikely chance that I might be able o~

fetrieve it. Once the components were installed
into the plastic case, a copious amount of hot gluc
was poured in the case 1o seal the works and create
a great deal of shock resistance in case of  rough
landing or collision along the way. The completed
camera transmitter is shown in Figure 10-21, just
before the hot glue was poured into the case to seal
and shock proof everything.

Before launching the Kamikaze transmitter on
what may be its final journey, I took a few practice
runs in order to perfect my throwing technique.
Because the camera should face a certain general

direction, T had to throw the lawn dart in a -
controlled manner just like a real dart o that it r
‘would land facing the same direction that I was [0]

originally holding it. Because of the wings, this
was usually not a problem, and the dart would
usually end up within a few degrees of the
intended angle. The camera also had a fairly wide
field of view, so there was a generous margin of
error to be had. So how did the mission work, you
ask? Perfectly, of course! As you know, Evil
Geniuses do not include failure as an option!
Figure 10-22 shows the camera transmitter unit
mounted to the launch vehicle stuck in the ground
and sending back video. Goodbye old friend, you
served your purpose well.
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Computers and the Internet are so common in the
Some and at the workplace that you might wonder
Bow we all got by without them. OF course, when
ou are able to instantly ask your favorite search
engine to retrieve information on any subject
‘passible, you are connected to an overwhelming
amount of information—the good, the bad and the
sgly. The office Personal Computer (PC) can bring
= level of unlimited efficiency to your business, but
it can also entice employees into & world of
unproductive play time, or cause the office
network to be vulnerable to attacks by hackers,
saboteurs or the company’s competitors. Similarly,
the home PC is in the same boat. The Internet is an
open door to the world for anyone brave enough to
venture out, and although there is an abundant
wealth of great information, there is also a world
of lies, deception, and material not appropriate for
children, or even some adulis. OF course, like any
‘powerful tool, the Intemet can be used for good or
bad, and sometimes it may be in your best interest
0 find out what a certain computer has been used
for, if not for your sake, then for someone else’s.

Because of the way Interet enabled operating
systems like Microsoft Windows work with files
and information on your compute:
very easy to find out where a person has been on
the Internet, or what they may have been looking
at. To make web pages appear to load faster,
certain parts of the page may be “cached” (stored),
this way the web browser does not have o load the
entire page every time you visit. This is a good
feature for browsing efficiency and speed, but it's

itis sometimes

Section Eleven

Computer Monitoring

Project 68—Where Have You Been Today?

also a bad feature for computer users who wish to
keep their tracks covered.

Sure, most users know the basics of deleting
these types of temporary files, such as clearing
their cache and “cookies,” and even their recently
viewed file list (history), but that is just the tip of
the data iceberg. With only a lttle digging on a
computer hard drive, it may surprise you how
much incriminating evidence can be left behind

Windows Operating
Environments

Let's start with the obvious basics using Microsoft
‘Windows XP, and Intemet Explorer, currently the
‘most commonly used operating system and
Internet browser. The Tnternet cache is by far the
best road map of recent activity, and many new
users may not even be aware that they deletc this
with only a few mouse clicks.

Open the Internet Explorer program, click on the
“Tools” menu near the top of the window, then
select “Internet Options.” You will now be
presented with a dialog box that will contain a
button labeled “Settings” in a frame labeled
“Temporary Intemnet Files.” Click on it. Another
box will appear that allows the user to control the
behavior of the Intemet caching, along with the
ability to turn off caching, move the location of the
cached files, or look at the files. Choose “View.
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then delay = delay + 8
elay * 60

SCOUNTER]

cr+1
% cir > delay then
= delay

“MOTION TRIGGER]

<=0 then

CORD CYCLE STOP}
<r = ontime then

Figure 57 The motion controlled auto record circuit
ready for operation.

closing of the relay grounds the pin. Tn the
[COUNTER] block of code, the “ctr” variable has
now been changed to not reset when it reaches its
‘maximum (defined by the variable “delay”). This
change ensures that the counter will no longer
1oop. A new block of code [MOTION TRIGGER]
will reset the variable “ctr” when the pin that
connects to the mation sensor relay is grounded,
thus triggering a single record cycle as defined by
the dip switches, just the same as in the previous
version of this project: All of the code that was
used to flash the status LED has been removed,
since we are now using that pin for the motion
sensor input pin. Figure 5-7 shows the motion
controlled auto record cireuit being tested with a
hacked security light motion sensor used as the
trigger.

Because the microcontroller expects a shorted
pin as the motion detection, you could essentially
connect the device to any switch or security device
that simply closes a relay or contact. A door bell or
door opening switch, an open window switch, or

pioosy 03Ny PSTIOIFIUOD UOTION—8Z 3I2=2lfoxg

“¥ou will notice the removal of the “led” variable
o= porta3. It has been renamed to “mot” and is
2o set to be an input. This pin will connect to the
motion sensor relay, and is tied high so that the

even atilt sensor would all work fine with this
unit. Connect this unit to a VCR and motion
sensor, and it will run for days, doing your dirty
work for you.
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Project 89—Laser Perimeter Alarm

Figure 1418 The laser pointer will run continously from an AC adapter:

wansistor will see enough voltage to close the
emitter collector circuit and set the 12-volt buzzer
screaming for your attention. To make sure you
hear the buzzer, a large capacitor with a value

of at least 1000 yuF s placed in parallel with the
buzzer so that it runs for at least a few seconds
even if the laser beam is only interrupted for a
fraction of a second. To make the buzzer wail a
little longer, just add a larger capacitor, or more of
them in parallel. The buzzer is a stand-alone unit
that only requires a power source to emit sound.
These sources can be found in doorbells, door-
opening alarms, or off the shelf at your electronics
hobby store. Any buzzer between 5 and 12-volts
will be run just fine from a 9-volt battery using a
standard 2N222 or 3904 NPN transistor as the
switch.

The ultra simple circuit is very effective, and
depending on where you allow the laser beam to
g0 before it enters the photocell, detection of
people, small animals or even large bugs would be
no problem at all since any object larger than the
1 mm laser spot will break the beam temporarily.
As long as the source laser unit, reflecting mirrors
and receiver are mounted in a sturdy fashion, the
range of the device could easily exceed several
hundred feet, allowing you to protect an area as
small as your bedroom or as large as a football
field. There is really no limit to the number of
‘mirror bounces you can implement to this uni, but
do remember, every single mirror adds another

Figure 14-20 _ The laser perimeter alarm schematic
uses a photocellfor detection.

level of complexity to alignment, a task that takes
bt of patience to get correct.

Before you start stringing mirrors all over the
yard, mount the alarm circuit in a type of sturdy
enclosure, and test its operation by aiming the laser
directly at the surface of the photocell while you
tum the potentiometer until the alarm stops. Once
the alarm is silent, an interruption of the beam will
set i off instantaneously when the unit is working
properly. Battery operation is fine for this device,
as it will draw very little current when it is not
sounding the alarm. As shown in Figure 14-21, the
circuit is so simple that it fits on  bit of perf board
that takes up less space than the 9-volt battery
powering the unit. The larger black disc is the high
pitch alarm, and it has a very capable ear-piercing
screech that can be heard a long way away. The
variable resistor is mounted directly to the board,
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video signal recording, 54, 547
NTSC video
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video
ightvison iluminasion devces, 102-103
mono plug
Boss V-1 Voice Transformer effect box, 34
‘motion actvated shocker, 193-195, 195¢
‘motion controlled auto record, 59-61
motion sensing camera rgger, 4645
schematic, 47, 481
motion-sensing versions
‘modified program code, 60-61
‘motion switches
‘motion activated shocker, 194
motion tracking cameras, 90-92
molion tracking contoller
alignment tesing, 91
schematic, 90-91,90F
moton trigger
‘moion-sensing version, 61
mounting block
mini video controlled spy robot, 225¢
video transmitiers, 135-136, 1351, 1361
‘multimedia electret microphones
bionic streo spy ears, 10

nanny cam
clasic, 7275
5-nanomete infrared laser
without modole adjusable lens, 1037
National Television System Commitiee
video monitors
night vision headgear, 1077
video signal, 53, 69
jewfinders, 107
NEYVO4, 104
neighborhood RF scanners, 165-168
base uni, 165
scanning speed, 168
squelch, 168
night vision devices, 93-110
eadgear, 107-110
infrared, 94-95
infrared laser iluminator, 102-103
LED night vsion iluminator, 96-97
Tong-range laser llaminator, 104-107
low lux cameras, 93-94
oudoor, 99-101
pulsed LEDs, 97-99
night vision fre dtector cam, 75-76, 761
night vision systems.
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determining gain setting, 7-§
parabolic dish microphone, 14
source, 17
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‘generator, 181184
non-focused infrared laser module, 103
NPN transistors
‘automatic call ecorder, 24
M room bug, 117
NTSC (National Television System Committee)
video monitors
night vision headgear, 1071
video signal, 53, 69
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(8]

OEM audio video transmiters, 130
OEM transmiters, 127
one transistor transmiteers, 116
optical zoom

digital camera hacking, 48
outdoor antennas

RF scanners, 176, 1761
‘utdoor soup can illuminator, 101F
output jacks

installtion, 28F
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Once you are done snooping through a few
- fundred photos, click on the bar labeled “type to
reorganize the Internet cache files by their file
~ ype. Now you can see what web pages the user

Bas been visiting by scrolling down to the list of
iles organized by the type “HTML document.”

I may not be a good idea to double click these, as
it will launch the Web Browser and visit the site,
‘possibly opening the same can of worms the target
ser did. The file name may be more than you
seed for evidence.

Another interesting file type is the “lext
ocument” with the word “Cookie:” in front of it.

A cookie is a bit of information saved to your
computer from 4 website that could contain
important information regarding the user and their
browsing habits. Besides the obvious name, 4 cookie
may contain web addresses, visit imes, password
information, nicknames, or even chat dialogs. You
<an safely double click on a cookie t0 view its text
imnotepad, as it is just a file containing plain text.

If time is not on your side, you may want (o look
through the user's cache at another time or on &
different computer altogether. This can be done by
simply selecting the files in the window and
copying them entirely or selectively to another
location on the computer, a network or removable
storage device. Because this information may
change quickly, and only a certain amount of
storage has been set aside for machine, it may be
important (o copy the files before the user gets
back on the computer.

Now that you've leamed a basic method for
snooping on a computer user’s Internet habis, let’s
20 deeper into the file system where only a truc
nerd would venture.

Unlocking Hidden Files
and Folders

Modern operating systems such as Microsoft
‘Windows allow multiple users to log on to the

system and maintain thelr OWR SCTRES Sueh a5 o
personal documents, desktop preferences, Intemet ~ H
favorites, and email. These setiings allow computer O
users o feel like they can customize some e
computer functions to suit their individual
preferences.

To get started, log on to the computer with

whatever account lets you get to a Windows o
desktop. If you do not have an account, just press 00
the F8 key right after the manufacturer’s logo |
(before Windows starts) to trigger the startup =

menu. From this menu, select “Safe Mode,” and =
then choose the Administrator account. Often, his |

account s left wide open with no password, soyou
can essentially have “God Mode” control over the.
entire system, even if you do not know the
passwords for “Little Billy", “Molly Grrel" or
“Daddy-43" <

It really doesn’t matter how you get to a 0
desktop, but it is always best to snoop with
another account than that of the target, as they
may see your recently viewed file lst just as you
will be Tooking at theis.

When the desktop appears, open the root of the [/
hard disk be entering “C:\" in the Start—Run box, (0
or by clicking on “My Computer”” From that 0
window choose “Tools” and “Folder Options™ o~ =
bring up the Folder Options window. Now click on
the “View” tab, and seroll down until you find the
selection labeled “Show hidden files and folders”
Check it to on by selecting the check box or circle g,
(see Figure 11-2). Now look a ltle further down bt
o find the selection labeled “Hide protected B
operating system files” (see Figure 11-2), and

make sure it is not selected by unchecking the box

(you may get a warning from Windows). Now you

can choose “apply” and close the dialog box. You

will now have access to files and folders that you

never knew were even there, including the Infernet
cache, private documents, and personal email of

every user on the computer.

Let's go for a tour through all the files that you

normally do not see. The first thing you might
have noticed after closing the recently updated
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Project 72—Computer Screen Transmitter

Project 72—Computer Screen Transmitter

‘There are times when text alone is just not enough,
and you wish you could see an exact mirror of the
user's PC screen, and there are in fact quite a few
ways to accomplish this task. The easiest way to
“echo” a computer screen is with one of those
programs that are designed to allow you to remote
control a PC from another PC on a network or the
Internet. These programs do indeed work, but not
in any way that would be stealthy enough for our
needs, First, these programs suck bandwidth like
an SUV sucks gasoline, and they do not really
work in the background, since their primary
function is to allow you to move the mouse and
send keystrokes to that target system. There are
programs designed to get around their obvious
detection, and snoop quietly on a PC; the most
famous right now is the “Back Orifice” program
(search for it on the Internet). Of course, any good
virus protection o Internet security software will
‘gobble that lttle program right up and alert the.
user that you are up to no good. The reality is, if
You want o gain access to a restricted area, you
will have to come up with some creative solutions
that the “white hat” geeks have not already thought
of. How about a live view of the user’s PC screen
without even using their computer?

VGA-to-TV Converter

How is that possible? Easy, we will just transmit
the entire image to a remote receiver, completely
independent of the PC, then sit back and watch the
show, This will thwart all security software, and if
placed properly, the hardware will be almost
undetectable. To accomplish this goal, we will first
have to change the VGA signal from the PC into
an NTSC video signal for reception and display on
a standard TV or video monitor. This can be easily
accomplished with one of those inexpensive “VGA

2TV or scan converter boxes, like the one shown
in Figure 11-12 connected between my laptop and
my trusty Commodore 1702 monitor. This device
allows the playback of your PC to a television or
monitor with a standard RCA style composite
input jack. These devices are used in conference
rooms to display a presentation to a large screen,
or can be used to hook your gaming computer to a
big sereen TV and entertainment system. We have
‘2 much more devious use, though.

‘With the VGA-t0-TV box converting the VGA
signal back to a standard NTSC television signal,
we can now transmit the signal to a remote
receiver using an inexpensive video transmiteer like
the one used in the Video Controlled Robot project
later in this book (Section 15). The output power
of the chosen video transmitter really only has to
do with how far you want to be away from the
target while viewing. A transmitier that complies
with the legal limits should give you an easy
500-foot range, enough to hide out of view.

You can use a lot more output power if you like,
but depending on how close the transmitter is
10 the computer screen, there may be noticeable.
distortion to the image on the user’s screen due
to RF interference. This would negate the entire.
‘purpose of this covert operation.

For my testing, I chose a I-watt 900 MHz
transmitter with & matching receiver. This unit is a
bit large, but would allow viewing of the target
sceen from the parking lot next door using a
mobile receiver mounted in my car. No matter
what type of converter and transmitter you choose,
the wiring diagram will always be the same as
shown on Figure 11-13. The VGA output from the
computer directly feeds the scan converter, which
then passes the signal back on to the VGA monitor.
‘The NTSC output from the scan converter then
feeds the video transmitter. You receive the signal
at a remote location, and view at your leisure.
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Project 90—Remote Control S

Figure 14-24  Replacing the infrared LED with a shielded signal cable and connector

you look back to the laser transmitter Project 86 in
this section, you wil see that there is a great
similarity between this circuit and the laser
transmitter circuit, the only difference being that
the audio source was energizing the winding
directly in the original circuit. Because the output
from the universal remote control is not very
strong, we need the transistor to amplify the
current driven into the transformer. Have a look at
the schematic in Figure 14-25 to get a handle on
how the laser module is used to replace the
original infrared LED for an output source.

‘The transformer is not critical, as long as there
are two independent windings that measure
between 4 and 20 ohms each. For more
information on the transformer, see the Taser
transmiltter project earlier in this section. The 7805
regulator is important as it keeps the voltage to the
laser module in check, and allows operation from a
9-volt battery or AC power adapter. The base of the
3904 NPN transistor is directly driven by the.
output (anode connection) from the universal
remote control, while the ground (cathode
connection) becomes a common ground between
the modulator circuit and remote control. There.
really is not much to the device, which is why it
can be hand wired t0 a square inch of perf. board
as shown in Figure 14-26. If you really wanted to
get sneaky, it could be built right into the existing
remote conirol case, as there is usually plenty of
room, and the laser module is not much bigger

==
ety

e

2N3904

Figure 14-25  Schematic for the remote control sniper
unit.

than the original LED. T chose to build my unit as
a separate device so it could be mounted to a
sturdy base for longer-range operations,

Make sure that the input jack (connection
between the remote control and modulator) is
hooked up with the correct polarity (anode driving
the transistors base), or the modulation will be
inverted, and although it may work a ltle bit, the
results will be disappointing. It is also a good idea
o place a switch between the connection at the
laser and transformer because, as you can see in the
schematic shown in Figure 14-25, the laser module
will always be powered on even when there is no
modulation, due to the series connection between
the regulator, laser module, and ground. This is
also a good point at which to make sure the laser
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Project 43—Motion

before the program repeats, allowing a break
between the next set of pulses (0 the servo
‘motors.

If you built the previous project, the same circuit
board can be used, as there is no modification to
the circuit besides the addition of the motion
sensor input lines. It is always a good idea to
socket your microcontroller if your programmer
cannot upload the code while in circuit, as there is
‘much room for improving and modification in this
project. Figure 7-11 shows my completed mation
tracking camera base set up for testing using the
two hacked security motion sensors.

I played with the minimum and maximum
rotation of the servo by changing the “panpos”
values from 1000 and 10 to 800 and 200, as this

@ Tower (e TIETT OT View Tor The narrow yar
was attempting 1o monitor, For best results, the
‘motion sensors should cover the entire area to be
monitored without overlapping, and the camera
should turn 50 that it ends up on a similar angle to
the triggering motion sensor. Some tweaking of the
variables and motion sensor positions will most
likely be necessary in order to achieve best results.
Now all you need to do is find a way to
weatherproof the camera base, and you will have
‘your own robotic spy cam, ready to catch any
action within a 180-degree field of view.

If you want to use your pan and ilt camera for
some covert night surveillance, read on o the next
chapter. You will learn all about low lux cameras,
infrared light, night vision tips, long-range laser
illuminators and night vision head gear.
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Project 71-Build a High-Tech Hardware Key Logger

endif
; [IGNORE BREAK CODE]
if key =S$FO then

bke=1

200 main

endif

; [R/L SHIFT KEY ON]
if key=$12 or key =$59 then sft=1

+ [FILTER SCANCODES TO RECORD]
Ip1=255

Tookdown
key,[$1C,$32,521,$23,$24,52B.$34.533.543,$3B,
$42,$4B,83A.831_

1$44,84D,515,52D,$1B,$2C,$3C,52A,$1D,$22.$35
$1A,$45,516 $1E,$26,525_

+$2E,$36,53D,$3E,$46,84E.$55,$29,554,57C.$7B,
$79,871,870,869.572,8TA_

S6B,573,74,56C,575,$7D,$5B $4C. 552,541,549,
$4A11p1

; [STORE (CAPS) KEY]
if key = $58 then

key = $54 : gosub store
key = $21 : gosub store
key = $1C : gosub store
key = $4D : gosub store
key = $1B : gosub store
key = $5B : gosub store
endif

; [STORE SHIFT ON (SHI) / SHIFT OFF (SHO)]
if st <> Isf then

Isf=sft

key = $54 : gosub store

key = $1B : gosub store

key = $33 : gosub store
if sft = O then key = $45 : gosub store
if sft
key = $5B : gosub store

then key = $16 : gosub store

endif

: [STORE NORMAL KEY IN EEEPROM]
if Ipl <255 then

gosub store

+ [LOOK FOR SECRET CODES]
forlpl =010 4

pwd[lpl] = pwd[lpl +1]

next

pwd[S] = key

+ [SECRET CODE “ATOMIC"™-GOTO
PLAYBACK MODE]

if pwd[0] = $1C and pwd[1] = $2C and.
pwd[2] = $44 and pwd(3] = $3A and
pwd[4] = $43 and pwd[S] = 521 then mde

+ [SECRET CODE “EERASE™-ERASE
EEPROM]

if pwd[0] = $24 and pwd([1] = $24 and
pwd[2] = $2D and pwd(3] = $1C and
pwd[4] = $1B and pwd[5] = $24 then gosub erase

endif

; [PLAYBACK LOOP] ####sssinsinssssassusi

; [DUMP EEPROM TO PC]
if mde = 1 then

kbs=0

adr=0

Ipl=0
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Figure 615 Currency is examined and recorded
using a microscope and video camera.

microscope with a 105 or 20> magnification
level will be just fine, even if the optics are made
of cheap plastic. Just as we did in the last project,
the adaptation of the microcamera to the.
microscope’s eyepiece is done by drilling holes
in both the camera’s lens cap and microscope’s
<yepiece cover and then gluing the two pieces
together to form a simple adapter. If your
microscope does not have an eyepiece cover, just
find a plastic cover that will it over the top, such
=5 another optical device’s lens cover, or even a
bottle cap. The trick to working with a microscope
and camera is to make sure the target area is well
it from the sides using a desk lamp or flashlight,

and if your microscope has a built-in lighting
system, then use it. Marking an object for
identification can take the form of a spot

of ink carefully applied using the head of a pin, a
seratch made in a non-obvious place, or just the.
recording of some unique flaw such as a crack or
manufacturing imperfection. By recording this
data on the video recorder, you will have a
‘permanent record for later evidence or comparison.
Figure 6-15 shows the inspection of a very small
dot of ink made with a pin right above the first
letter A in the Canadian twenty-dollar bill for
later identification. This small spec is almost
undetectable by visual inspection, and does

not look like a man-made mark.

This video microscope is also useful when
creating or reverse engineering very small
electronics that contain surface mount devices with
very discreet markings. Also, some spy electronics
might have their component identifications sraped
or filed off, and you would be surprised what the
right angle and color of light can do to bring back
these markings, a great help when you are reverse
engineering or hacking some cutting edge
electronic spy device. Even at 10 x magnification,
you could split an IC in half with a side cutier and
read the actual manufacture’s information off the
tiny silicon chip. The video microscope is also
‘great for looking at bugs in great detail, and I don’t
mean the insect type, as you might have already
guessed!

Next, we will learn about controlling covert
video cameras and various video surveillance
designs.
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infrared laser (con.)
without module sdjustable leas, 1031
infrared LED
illuminator box, 1097
LED pulsing circuit, 98¢
remote control saiper, 214
shiclded signal cable replacement, 216f
video camera and night vision system, 226
infrared motion sensors, 47
infrared pass filters, 100, 100
infrared remote control, 95F
input jacks 5
installation, 287
‘microphone
FRS radio long-range bug, 114
remote control sniper, 216
input switches
telephone inputfoutput box, 29
internal microphones.
microcasette recorder, 5
intemal speaker
laser beam receiver, 203
Tntenet
cache, 143, 1447
'HT8950 datasheet, 33
operating systems, 143
temporary files, 143-144
text 0 speech demo, 36
Internet Explorer, 143-144, 146
intruder sentinel, 179-181
door alarm, 181£
schematic, 179
invisible light transmitters, 123-125, 125
ipeonfig, 37
IRFS11 logic level FET, 97

J
jacks
dual elephone
telephone audio interface, 23
headphone

ground connection
super stealth line tap, 27

laser beam reeiver, 203

scanner auto recording switch, 169
input

instllation, 281

remote control sniper, 216
‘microphone input

FRS radio long-range bug, 114
output

instalation, 287
remote

automatic cal recorder, 25
sterco

'LM358 low-noise operational amplifer IC set, 9

telephone inputfoutput box, 29
two-conductor
microcontroller, 367

K

Kamikaze lawn dart video transmittrs, 142(

L

label
time-Japse recording, 58
laser; see Infrared laser
laser beam receiver, 202-204, 203
schematic, 2021
Taser beam transmitters, 200-201
schematie, 201
perf board, 2011
laser microphoncs
circuit
hand wired, 2076
schematic, 207F
window simulator, 208
lasernoculars, 197-200, 197, 1997
pushbutton switches, 195
laser perimeter alarm, 210-214
schematic, 212
laser pointer, 211f
external power leads, 198
lasermoculars, 199
laser perimeter alarm, 2121
Taser spy gadgets, 197-218
aser beam receiver, 202-204
Iaser beam transmiteer, 200-201
laser microphone experiment, 204-210
lasermoculars, 197-200
laser perimeter alarm, 210-214
remote control sniper, 214-218
Tawn dart cam, 141, 1426
laws
audio surveillance, 67
video surveillance, 67
LCD monitor
computer screen transmiter, 163
ereating portable base station, 230
video signal recording, 54, 54f
LED: see also Infrared LED
armay illuminator
pulsed mode, 99F
infrared device jammer, 185, 185
infrared light, 95
invisible light transmiteer, 124
laser microphone experiment, 205
M358 low-noise operational
amplifier IC set, 9
mini video controlled spy robot, 224
night vision fire detector cam, 75-76
night vision illuminator, 96-97
wiring LEDs, 961, 971
overloading image, 99F
remote control sniper, 214
shocking device, 189
smoke testing, 98
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Tsing a defocused laser diode with power levels
between 250 milliwatis right up to 5 watts or more,
soit s certainly a worthwhile hack to extend your
stealth capabilities. Now, if you want the ultimate

n tactical night vision gear, Ty e TEXT PrOect, 10—

which will give you a wearable night vision device
like the ones you see worn by the military in spy

movies.

Project 51—Night Vision Headgear

“This is one of the most “fashionable” and familiar
projects in this book because it's a wearable high
tech piece of spy gear that used to be exclusively
used by military, law enforcement and intelligence
agencies. There is just something “cool” about
running through a completely pitch black area
being able to see everything in your path as though
it were fully Tit. Now, you can have your very own
night vision equipment at a fraction of the cost.
Although you can spend a few hundred dollars to
purchase one of these devices, T will show you
how to build one that works just as well using
nothing more than a handful of LEDs, an obsolete
camcorder viewfinder and an inexpensive black
and white spy camera, This device can easily light
2 large room with enough light to see how many
fingers your test subject is holding up from 20 feet
away, and it is completely eye safe, unlike the laser
projects. The device can be built as a hand-held
unit like mine, or made to be worn on the head like
the units you see worn by the military in covert
night operations.

You will need three things to make this project:
a low lux black and white spy camera like the ones
shown throughout this section, a handful of
infrared LEDs (1 used 18 of them), and an old
‘camcorder to tear apart for the viewfinder. The
viewfinders on old VHS cameorders are perfect for
this project because you can find them at junk
shops and pawn shops for only a few dollars, and
they can easily be removed from the camera as
fully functioning NTSC video monitors. Newer
‘camcorders have LCD viewfinders that do not

accept standard NTSC video signals as their input,
so this type will not work for this use. If for some
reason you cannot find an old camecorder to hack to
bits, just do an Tntemet search for “NTSC
viewfinder” and you will find several sources that
sell these units ready to go—no hacking is
necessary. Of course, in true Evil Genius spirit, it's
always more fun to hack some obsolete junk into
your high tech creations. Figure 8-21 shows one of
these huge gangly black and white viewfinders
ripped from a 1990's VHS camcorder,

Most of these viewfinders will have at least three
wires on the connecting cable, but some might
have as many as eight or more. Don’t worry, | have.
hacked a dozen of these viewfinders from many
different camcorders and have always been able to

Figure 8-21
Jfrom an old camcorder:

A black and white viewfinder hacked
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Project 2-Ultrahigh-Gain Microphone Preamp

Figure 24 The LM358 OP amp amplifies an electret microphone.

of loud noises. The circuit i very simple, requiring
a minimal quantity of inexpensive components,
and can be built on a small square piece of
perforated (perf.) board, The amplifier will run for
many hours from a single 9-volt battery, although
any DC power source ranging from 5 to 12 volts
will work. If you plan on using an AC adapter to

power the unit, make sure that the regulation is
very clean, or you will hear nothing but 60-Hz
hum on your recorded audio. Figure 2-5 shows my
completed unit in two flavors—on the Ieft built on
a small square of perf. board for installation into a
small box, and on the right as a very compact
covert device ready for covert installation into just
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Preface

Until now, most of the high-tech “know hows” of
the spy industry have been kept as secret as the
information that they attempt o dig out. Of course,
‘why would the companies producing these gadgets
want you to build your own?

A quick search on the Internet for “hidden
cameras” will bring up a great list of companies,
each with their very own version of a stealth video
camera. A fire detector, a clock radio, a hat, even
a pair of sunglasses with a camera behind the
lens—all with a hefty price tag o boot, but T will
soon show you how to make a device comparable
o the very best unit available for a tenth the price!

This book will fill a gap that has been open for
far too long.

How?

Using easy-to-find parts that will not crash your
budget, 101 Spy Gadgets for the Evil Genius will

show readers step by step how to build their very
own spy gadget arsenal. Even the young Evil
Genius will be able to build most of the devices
presented in this book, and the hardened techno
nerd will appreciate the novel ideas and cutting
edge quality of the higher end projects.

No age group or skill level will be left out as the
book progresses through heavily image-laden
instructions written in down-to-carth, clear terms.
No project will leave the reader wondering “what
next?” as each idea and experiment will end in a
fully functional device, not one based on theory or
guesswork. This book will not only be fun for the
urban hacker, but it will also be a valuable guide to
those that may pursue security and investigation as
a career, or need a new way to “catch the bad guy”
in their immediate future,

Brad Graham
Kathy McGowan
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Project 94-Video Camera and Night Vision System

Figure 1511
ready for electronics.

The completed cover and camera head,

Project 84—Video Camera

To mount all of the infrared LEDs and camera to
the ROV's head, some type of front panel will be
needed. Again, I just cut a small bit of sheet metal
out to conform to the open front of the camera
head, and added a small bracket that would allow
me to secure it in place with a single bolt. To keep
the elements out of the electronics, a rubber
gasket will be placed between the front panel and
the edge of the camera head, which is made from
a bit of inner twbe. If you don’t plan on opening
the panel for some time, a hot glue gun, or
waterproof caulking could also be used to seal the
edge of the panel. To drill the 25 holes (24 for the
LEDs, 1 for the camera), I printed a template out
on my computer using Adobe Photoshop®, and
then used it to center punch the plate before.
drilling. The final front panel tumed out nice

and straight, and the holes for the camera only
needed a bit of hand filing to achieve a good fit.
Figure 15-12 shows the drilled front panel,
infrared LEDs. and the low lux color camera [
chose for the eyes of my ROV. I chose a color
camera for diversity, even though it was not nearly
us sensitive to the low light conditions at night as
the black and white camera would have been. Of

radically different. Either way, it won't be long
now before you are sending the rugged little ROV
out to do your bidding. The empty shell for my spy
ROV, shown in Figure 15-11, is ready for the next
step of the build, and as soon as T am done having
fun with it racing all around the house, I shall get
on with it. Note: house pets do not like the ROV in
any way, shape or form!

For the next stage of the build, you will need
your video camera, and lighting system of choice,
cither infrared or visible. We will complete the
construction of the camera head by adding all of
the internal components,

and Night Vision System

course, with the 24 infrared LEDs installed, this
camera would perform admirably, even in low
light conditions.

1 mounted the camera and LEDs into snuggly
fitting holes, and then used a hot glue gun to seal
around the edges, just in case there was a gap or
something struck the head during operation into
hostile territory. The hot glue gun forms a very
watertight seal, yet can be removed with a little
prying if necessary, without damaging the
components. If your video camera is not designed
0 be held in place by the lens housing alone, then
s fastened in some way that suits its
design. The robot will take a lot of abuse when
hitting rough terrain, and this could dislodge your
camera causing a short. Figure 15-13 shows all
25 LEDs and the video camera securely mounted
and sealed to the front panel.

make sure

There are many choices for lighting on a project
like this. Infrared LEDs give the option of covert
night vision, which is why I chose them, but L also
have an incandescent flashlight mounted o the
top of my ROV as you will see in later photos.
Sometimes you may want to make your ROV stand

N
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Figure 817 An assoriment of lenses used for laser
focusing tests.

connection. Laser pointers are not nearly as robust
as laser modules, due to their battery operation, so
staying with a 3-volt battery pack is your safest
option when powering up the module. You can use
‘whatever size of batteries you like, just make sure
the output voltage does not exceed 3-volts, or your
Taser module will die instantly. Also, do not just
connect up the battery pack and flail this module
around looking for the beam like you did in the
previous project, as this unit can produce 100
times the power. Close ll doors in your workshop
and make sure there is no chance of a reflection or
stray observer coming in direct exposure to the
beam. T like to work with a camera viewfinder so
that my eyes are completely covered, as there is no
chance of catching the beam in the eyes. Even
without any lens at all, this laser module can throw
some serious power, as you will soon find out
when you waich the video monitor.

After the initial testing to make sure the module
s still functional, you will probably notice the
same effects you did in the first experiments
with the low power module—the beam tends
to become extremely wide after approximately
10 feet or so. Even with 100 times the power,
the beam s still much too spread out to be useful

as a night vision illuminator for distances over
20 feet, s0 some type of focusing lens is going to
be necessary.

My goal was to create an illuminator that would
Tight up a target the size of a large house at about
1000 feet from the source, so a small degree of
focusing was needed. None of the optics that came

ith the original laser pointer were of any use, so 1
dug out all the various optics that I have salved
over the years from broken camcorders, cameras
and scanners. Figure 8-17 shows some of the
lenses I tested when building this device.

The lens that seemed most compatible with my
‘goals was a I-inch wide aluminum cylinder with a
lens at each end. T think it was taken from the
inside of an old computer scanner. A lot of the
other lenses seemed to give decent results as well,
but this one would make the task of laser
‘mounting very easy due to its shape and size. The
laser module was placed back into a small bit of
the original pointer shell to protect the laser diode
and then it was hot ghued directly to the face of
the lens I planned to use for this project. As shown
in Figure 8-18, the unit was nice and compact

and would allow for easy mounting into some
type of cabinet, If I wanted to fine-tune the focus,
1 could still unserew the laser module slightly in
cither direction since it threaded directly into the
brass shell.

‘Then, I added the laser and lens module into a
plastic box with the two AA battery pack and
installed a power switch with a bright red LED to
alert me that the power is on. Although the beam is
not highly collimated, I would still not want to get
ashot in the eyes with this beast at close-range.
“This unit is now a fully functional 500 mW
infrared laser illuminator, not al that different than
the devices you can purchase, and although they
claim to be eye safe, I don’t plan on testing that
theory. The final unit is shown in Figure 8-19
complete with power switch and warning light
(highly recommended). The two AA batteries
produce the required 3-volts, and can power the
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Project 71-Build a High-Tech Hardware Key Logger

Figure 11-6  Pin assignments for the two common PC keyboard connectors.

‘The data from the keyboard is an 11-bit frame
shifted into the PC on the falling edge of the clock
signal. The 11-bit frame consists of a start bit,
which s always a zero (low data line), followed by
8 bits of information representing a scan code for
whatever key has been pressed. The 8 bits of
information are clocked in to the PC on the falling
edge of each clock pulse starting with the least
significant bit first (LSB). Once all § bits of
information are shifted out of the keyboard, an odd
parity bitis sent for error checking followed by a
single stop bit, which is always a one (high data
line). The code running on the HKL's
microcontroller will simply wait for the clock to
change from the idle state, and then read in the
next 8 bits to retrieve the scan code sent from the
keyboard. This data will then be stored into the
EEPROM for later playback. The parity bit and
stop bit are essentially ignored, as | have yet to see
a keyboard make a mistake.

‘The wiring from the keyboard to the PC is very
simple, and besides the clock and data lines there
are only two extra lines, one for+5-volts to power
the keyboard’s electronics, and a ground. The fact
that the keyboard draws its power from the PC is a
bonus for us. This means that our stealthy HKL
can just leech power from the PC as well as it
spies on the keyboard. The standard PC keyboard
uses what is known as a PS/2 connector (6 pins),
but there is also an older 5-pin DIN style keyboard
that was used on early Pentium computers. Both

ok 3 ne
DS
GND 2 a5y
DATA

plugs contain the same basic clock, data, and
‘power lines, but are laid out slightly differently
as shown in Figure 11-6.

By far, the PS/2 connector will be the most
widely used, but you just never know when you
might come across the older style, so it is shown
as well. The easiest method for connecting the
HKL between the keyboard and PC is to cut the
ends off the appropriate keyboard extension
cable so you will have both the male and female
connector ends to work with. The HKL basically
connects between the keyboard and PC, and by
using the ends from a keyboard extension cable,
it will easily blend right in with the mess of
cabling behind the PC. Cut the extension cable to
leave about two inches of wire after the
connectors to work with. Strip the ends of all the
wires then use your meter to figure out which
color corresponds to which pin (the pins are
numbered on the connector). Red and black do
not always mean-+5 and GND, so make sure to
check each pin. You may be wondering why the
cable needs to be cut at all, since the HKL only
‘monitors the keyboard signals. Could it not just
isten in just like a phone tap would without
disturbing or breaking the wires? The answer is
yes it could, but since the HKL also needs to
playback the keystrokes to the computer, it will
have to disconnect the keyboard first when doing
50, which is why we have to break the
connection.
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Project 82—Shocking Device
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Fiqure 136 The disposable camera circuit board
with the flash capacitor still connected.

the photo flash capacitor looks like, read this entire
section before you gut the camera. This will be
your last warning.

As shown in Figure 13-16 the circuit board will
come free from the rest of the camera as one
sparsely populated board with only a few.
components. It’s a truly amazing device
considering what it really does in order to charge
the capacitor, alert the user and trigger the flash
tube. The photo flash capacitor is going to be the
round cylinder about half the size of the AA
battery labeled, you guessed it, photo flash. You
will want to short the two leads out to drain the
high voltage using a screwdriver or some bit of
metal. Do not use your favorite screwdriver, and
close your eyes when you cross the leads; if there
is a charge, there will be sparks, beautiful sparks.
‘The capacitor is able to store a dangerous level of
current and voltage, which is more than cnough to
make the unit hazardous, and we will not be using
itin the shocking device, so cut it from the circuit
board and add it to your parts box for some other
device.

No, we are not “wimping out” by removing the
flash capacitor. IU’s just that we want to press a
button to deliver an instant shock to the target, and
the photo flash capacitor will not allow this, as it
takes several seconds to charge it up to any serious
voltage level. This high voltage is available from
the charging cireuit, and we do not need the
capacitor to harvest the power for our own use.

In fact, without the capacitor connected, there is
almost three times the voltage available at the
points where the capacitor was once connected.
OK, if this is really the case then what s the point
of the capacitor, you ask? The amount of amperage.
that the camera flash charging circuit can deliver is
miniscule, and although the voltage is plenty high,
there just isn’t enough power to make the xenon
flash tube pop. The capacitor is capable of storing
a large voltage and decent amount of amperage,
more than enough to set off the flash tube, but it has
o collect it slowly from the charging circuit, which
is why it takes several seconds to charge between
flashes. The charging circuit minus the capacitor can
deliver about a thousand volts from the 1.5-volt
battery at very low amperage, and although it isn’t
at any level dangerous to a healthy person, it sure
hurts! The output from this shocker would be
comparable 0 a thousand strong carpet shocks
occurring in the span of just one second—yikes!
Oh, and now that the flash capacitor is not in the
ciruit anymore, you can take off the gloves.

‘The shock device really needs no other major
‘modification at this point, just solder a pair of
wires where the photo flash capacitor used to be
and run them to your output terminals, a pair of
bolts in my case. The battery can be held in place
by using a plastic battery holder with the wires
soldered to the points that originally held the
battery in the camera case, and you will also need
a trigger, some simple pushbutton switch. The
insides of my final device are shown in

Figure 13-17.

‘The wires on the trigger switch need to connect
to the point on the camera circuit board that used
to conneet to the little bubble switch that was held
in place by the tape or camera case. Just solder a
wire in each side of the terminal to close the gap,
as this is how the bubble switch worked. Make
sure that your battery polarity is correct, and that
there are no shorts in your wires before you put the
case together, or your shock machine will become
a smoke machine. You could also remove the flash
tube if you wanted to, but it really doesn’t matter
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—ather long security video is also very useful, if
you plan on keeping a security recording for later
“iewing or enhancement. If you have a need for
more advanced video editing capabilities, then
shere are many capable products on the market that
can perform magic on video that desperately needs
enhancement or correction. Using false color, or
‘pattem recognition, some video editing software
can even transform blurry, broken video sequences
containing unreadable text such as license plates
and signs back to something usable. Of course,

if you have never worked with video on your
‘computer, it is best to get to know the basic
Software that came with your capture device.
Practice cutting and saving certain parts of a video

file, and then try some of the basic brightness,
contrast and color correction filters. Figure 5-12
shows a small portion of captured security camera
footage being cut from the entire length to save
hard disk space. The highlighted area on the
timeline is about to have “crop” function
performed on it, which will discard all but that
small portion of the entire clip. The software being
used is called Sony Vegas, a very capable audio
and video editing software.

Computer video editing can be as simple as a
few cut and paste functions, or so complicated
that it would fill two books this size, and require
‘months of hands-on training to master. Luckily.
you will not be requiring any special effects,
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Figure 15-8  The servo, camera head and mounting
block connected together

shaft from the servo and the hole cut in the camera
head will be placed facing the ground to further
protect the inside of the camera head from
moisture penetration. With a small bit of rubber cut
from an old bicycle inner tube as a gasket, this will
even further help protect the camera from the
environment by creating a watertight seal. To
connect the camera head to the mounting block,
the plastic servo arm will be cut to conform to the
inside of the mounting block, then bolted to the
servo output shaft as shown in Figure 15-9. Try to
get the mounting block and camera head
positioned so that the head and block are both
centered when the servo output shaft s at its center
of travel. This can be done simply by turning the
servo shaft to both extremes to guess the center
position, or by connecting it to an RC receiver to
automatically locate its center position. Once you
find center, mark it on the servo shaft to make this
job easier next time.

With the mounting block and camera head
working together, it is now time to weld or join the
‘mounting block to the cover. Where to place the
head in relation to the cover is a decision
dependent upon both function and builder’s
preference. T chose to mount my camera head
straight off the front of the robot so the unit would

Figure 1510 The mounting block welded 10 the ROV
cover

have a lower profile, allowing it to travel under a
parked vehicle, or through a heating duct, Placing
the camera head lower than the top curve of the
cover would also allow twigs and debris to flow
over the robot rather than snagging up in the servo
output shaft. The disadvantages of such a low head
placement is the ability to scan  360-degree area
when panning the camera left and right. With the
configuration I use, the camera head can turn far
enough to the left or right to see the arca on both
sides of the ROV—if an angry guard dog sneaks
up behind the robot however, it will be a surprise
attack and deployment of countermeasures may.
come t00 late. As shown in Figure 15-10, the
‘mounting block is welded directly to the front of
the cover, just under the end of the top strip. The
servo output shaft will be placed through the small
hole, and then secured by the arm, which has been
cut to fit tightly inside the mounting block. Wires
from the head to the inside of the cover will feed
through a small hole sealed by 4 tight-fitting
rubber grommet.

1f you have come this far, then all that i left to
do is put all the electronics into the camera head
and top cover in order to get your ROV mission
ready. Depending on what parts you had to work
with, your robot may look something like mine. or
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Project 1l6—Let Your Computer Do the Talking

i

Figure 316 The Boss VT:1 Voice Transformer
connected 10 the telephone I0 box.

young woman, a boy, a man, a giant, or the devil
himself, and if that's not enough, you even have a
robot and echo option that adds an amazingly
convincing “large stadium” echo to your voice.

The VT-1 is ready to accept a standard
microphone using a £-inch mono plug (guitar
style), and using the same type of plug for its
output. To interface the unit into the phone line,
you will need to create a patch cable to connect the
microphone output on the VI-1 into the input on
the telephone 10 box. The input level on the back
of the VT-1 may need to be adjusted to avoid
overloading the telephone’s input preamplifier, but
this really depends on the quality and style of
microphone you feed into the VT-1. Figure 3-16
shows the Boss VT-1 Voice Transformer connected

10 the telephone TO box, ready to change my voice
into a very believable yet unrecognizable character.

‘The four pushbuttons along the top of the VT-1
allow you to select from four pre-programmed voice
presets, and four of your own custom created
voices. I's best to experiment with the four sliders
before you commit anything to memory, as this will
let you find some parameters that work best for your
voice style. In my VT-1 T have programmed four
voices—a young woman, old woman, young boy,
and evil sounding man, and I can shift seamiessly
between them when using the unit on the phone. It's
alot of fun being able to act out four independent
characters at the same time during conversations,
especially with the high level of realism this device
delivers. You should be able to purchase this device
new for around $250, or used from anywhere
between $50 and $100 depending on condition.

1 have also seen this unit advertised on so-called
“spy shops” for well over a thousand dollars, so
beware. They paint over the name and claim it is a
custom designed spy voice changer of their own
making. For serious voice masking, I would highly
recommend this unit, as it has been by far the best
‘performer of any device I have fried, including any
computer filer or real-time voice changing
software. Now, if you are just too plain lazy o move:
your mouth, or you really want to mess with the.
‘person on the other end of your phone, try the next
project, as it will let your computer talk for you.

Project 16—Let Your Computer Do the Talking

Many of us have been called by some type of
automated message system that spewed out
marketing jargon about a great product or service
in one of those spooky robotic computer voices,
but imagine if that voice could actually have a real
conversation with you. T'll bet that would mess
with your head a little bit! Besides feeding your
own evil sense of humor, a computer that could

talk for you on the telephone could provide several
advantages, in addition to the obvious voice
masking capability. You could write a program to
playback many preprogrammed phrases, to deal
with telemarketers and other phone parasites. You
could have the computer voice simulate some type
of interactive menu to extract seeret codes and
numbers from the caller. Or, you could even type
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Project 33—Classic Nanny Cam

Flgure 63 Wide angle (left) compared 1o narrow field of view (right).

‘When choosing a microcamera, it is best
to understand a bit about the lens type, field

of view and the lux ratings before purchase, as
these factors will influence the type of installation
and usefulness of the camera in a given

environment, I typically work with six or
more different style microcameras in my spy
kit, and keep many different styles of lenses

on hand for those cameras that offer replaceable
lenses.

Project 33—Classic Nanny Cam

When video clips from hidden camera “Nanny
cams” started to become headline news in the late
19905, the hidden camera industry made it to the
‘mainstream in a big way. Within months, spy video
stores started popping up on the Internet like
weeds in a garden, raking in thousands of simple
hidden camera installations such as those in stuffed
animals and baby monitors. There is nothing
wrong with protecting your own personal property
and loved ones, and the classic Nanny cam can be
built and installed by anyone who can change a
light bulb. The key to creating a covert Nanny cam
is where and how to place the video camera in
such a way that it is undetectable, even by
snooping subjects. And, with inexpensive pinhole
cameras available today, this is a low-cost and
fairly simple task. You will need to find a place in

the room you plan to monitor where your camera
can cover as much of the scene as possible, taking
into account both lighting and availability of a
recording device and power source if you don't
plan o include it in the installation. Most likely
you will want to record your Nanny cam video to
Some type of VCR so that it can be set to come on
affer you are not around, or at certain preset
intervals. The VCR will need to be relocated if it is
in a totally obvious place in the room, or if the
possibility exists that the subject may actually try
o use it to play a movie. Seeing the word
“recording” on the front panel of a VCR may
trigger some people to switch on the TV to
discover that they are in fact the star of your own
reality show—not good! Another thing to consider
when setting up placement for the Nanny cam is
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Project 78—Intruder Sentinel

Figure 13-2 A contact switch with a long lever and a

narmally open pin.

to make the alarm beep, and they are commonly
salvaged from kids' small electronic toys that beep,
old modems in the form of small black cylinder
shaped containers, and just about any other
electronic device that must blip or beep. A piezo
element cannot generate sound by adding power
like a buzzer, which is why we need the 555 set up
as an oscillator to drive it. The lttle black piezo
elements you find on old PC modem cards are
perfect for this use as they are small, and very loud
at higher frequencies. Remember the wretched
squeal that old 56 k€2 modems made when they
connected?

The trigger is what makes this unit work so well,
4 normally open contact switch with a spring
loaded lever. This type of switch is extremely
common in many devices and performs the simple
function of detecting when a door has been open
or closed, or when a mechanical part has made
contact with some other part. Every fridge, stove,
dryer, microwave oven and another type of
appliance with a door will have one or more of
these swilches inside. The one we want will have a
long lever and three connectors labeled C
(common), NC (normally closed), and most
important NO (normally open). The normally open
contact is the one we will use, and as shown in
Figure 13-2, all of these contact switches with at
Teast three pins will have it. Switches with only
two pins may only have common and normally
‘open connections. The switch I am using in

Figure 13-2 was removed from an old microwave
oven found at the city landfill dump.

Figure 13-3  The battery and alarm circuit is
contained in a small plastic box.

It does not matter what the rating on the switch
is, as we will only be switching a few milliamps
from a 9-volt batery. The unit is so small that the.
battery, small circuit board, and piezo buzzer can
be placed in a 1.5 by 2 inch plastic box. The
switch will be mounted on the outside of the box.
As shown in Figure 13-3, 1 also added an on/off
switch so that the unit can be turned off when not
in use. Without this switch, the box would be
buzzing whenever it is not armed, which is the
normal position of the contact switch. The contact
switch will have a few holes in its case s it can be
mounted somewhere outside the box to allow the
lever (o engage if the box face were pressed up
against some object.

This switch lever allows the unit to become
armed while it is leaning up against a door or some
other object that you want to protect. If the box is
moved. the switch opens, and the circuit closes,
setting off the alarm. There are many ways (0 arm
the Intruder Sentinel that will cause it to go off
with any bit of movement due to the long spring
loaded switch lever. Remember those war movies
where a soldicr s sneaking through the jungle, and
trips over an almost invisible wire? As you will see
in Figure 13-4, you can duplicate the trip wire trap,
except the result will only be a loud tone rather
than a ball of fire.
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Headgear

Project 51—Night Vision

‘reduce the wire count to only three—power (9-12
volts DC), ground, and video input (NTSC). There
is absolutely no logical color coding to the wiring,
50 you are going to have to open up the unit and
Iook for clues as to which wire does what.
Identifying the ground wire is easy. Tt will be
connected to the metal chassis surrounding the
small picture tube either directly or through
various traces on the circuit board. All of the
capacitors will have their negative lead connected
10 this trace as well. The power wire will probably
head directly into a large capacitor, diode or power
regulator, but again you can identify this wire by
looking up the pinout for the Targe IC on the small
cireuit board (it will be a video generator IC) to
determine its VDD (positive supply) pin, and then
trace it back. Once you have identified the power
and ground connections, connect them to an
adjustable power supply and slowly turn up the
voltage while you monitor the amp meter. At
around 8 volts, the viewfinder should be drawing
10 more than 200 milliamps and the small video
sereen will begin to light up. With the unit lit up,
simply connect the ground wire to the ground wire
on a video source then try every other unchecked
wire by feeding the video signal into them. Sooner
or later you will get an image on the screen. I like
to do this test with an old VCR, just in case you
feed the supply voltage into the video line, as this
seems to not affect the device. Once all three wires
are identified and you have an image on the
viewfinder, just hack off any remaining wires, as
whatever they did will no longer be of any
concern. On my unit, the red wire was negative,
the orange wire was positive, and the yellow one
was the video input. Remember what I said about
no logical color code?

With the viewfinder up and running the nex! step
s to mount the unit in a plastic box that has
enough room for the battery pack you plan to use
as well as the low Tux black and white camera. You
‘may also want to install the LEDs into the same
box, but I found it easier to mount them as a
separate unit for later experimentation and use in

Figure 8-22  Mounting the viewfinder, battery and
low lux camera together:

other projects. Figure 8-22 shows the viewfinder,
battery and camera mounted in the plastic box and
held in place with a bit of hot glue.

You will want to make sure the viewfinder's
eyepiece is mounted in a position that keeps the.
plastic box from hitting your face, just like it was
on the original cameorder. I buit my unit so that
the box was placed between my eyes allowing the
video camera to be positioned directly between my
eyes. This will help you navigate a completely
dark room by showing you an image on the
viewfinder that closely approximates your own
vision. If the camera were out of alignment with
‘your center of vision, you may find your self
banging into door frames or table comers. At this
point I am able to test to make sure the video
camera and viewfinder are working by supplying
the power to both components. Oops, my first test
revealed that my image was upside down due to
the reversed installation of the viewfinder! This
was easy (o fix simply by tuning the camera
upside down and gluing it back in place. T was
pretty impressed at how much light the camera
alone could process without any infrared aid
installed yet. I could see details in a room that
were very difficult o see with the naked eye, 50 T
Knew that this project was going to tur out nicely.
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The ability to transmit a video signal to a remote
location s very important in covert operations,
especially when either your window of opportunity
for installation is narrow, or in places where
wiring would be hard or impossible to install.
Many so-called “high-tech spy stores” offer audio
Video transmitters that claim to have amazing
ranges and rock solid stability at a price tag that
only a government agency could afford. 1 had the
opportunity to dismantle several of these expensive
transmilters, and all but one of them contained
nothing more than an inexpensive OEM transmitter
module. Yes, even the one used by law
enforcement that cost several hundred dollars or
more! These OEM transmitter modules are small
silver boxes manufactured for direct installation
into manufacturers” equipment such as video
senders, cordless phones, radio equipment and
computer networking. Many of these units simply
requite a power supply, and they can be directly
fed with a standard audio and video signal for
reception by using an inexpensive receiver tuned to
the appropriatc frequency. In one case, after
dismantling one of these “ultimate law
enforcement video transmitters.” 1 was able to read
the manufacturer’s number from the transmitter
module using a microscope. even though the
‘genius that was selling the device tried to scratch

it off using sandpaper, and I then traced it to the
manufacturer o get a full datasheet. From there I
was able 10 determine that the same transmitter
module installed in this $500 unit was available at
the local big box store in the form of a $30 video

Video Transmitters

Project 58—Hacking a Video Sender

sender, and it even came with the receiver! Let's
dig right in and see how easy it is t0 extract the
module from a video sender for use in your own.
spy gadget projects.

First, you will need to buy a video sender kit
which will consist of two black boxes—a receiver
and a transmitter designed to send the vidco signal
from your video player to a remote television set
up to several hundred feet away. What's nice about
these units is that they work very well up 0 a few
hundred feet with rock solid transmission; the
disadvantage is that they are big bulky boxes that
can be hard to conceal. A typical video sender pair
i shown in Figure 10-1; one unit is the transmitier,
and one unit i the receiver.

Next, you will open the transmitter unit and
remove the circuit board. Do not mess with the
receiver, as it already does what you want, and size
is mot really a concern. The first thing you will
notice is that there will be a silver box with several
pins soldered directly to the circuit board. This is
the actual transmilter unit, and it does not need any
of the other circuitry to function. The other
circuitry may include a modulator to mix the two
audio signals, a power regulator, and some other
signal conditioning circuitry to enhance the video.
Thave taken these units apart and successfully
made the transmitter module function with only a
Video source and a battery.

Identify the transmitier module, then unsolder

the pins that conneet it to the circuit board, making
note of any pinout markings or manufacturer’s
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Project 20—Covert Handbag Digital Camera

this configuration, the camera will run for hours,
as compared to minutes using its original four
AAA Cell batteries.

‘This digital camera is now ready to go
covertly undercover, and it can be operated from
a hidden switch placed inside a short pocket or

fed through a shirtsleeve into the operator’s hand.
Although the unit is not extremely small when
compared to some expensive professional spy
gear, it should not be hard to come up with
imaginative ways to conceal the unit for close
contact operations.

Project 20—Covert Handbag Digital Camera

This project needs very little description. It is
nothing more than a real-world installation of the
modified digital camera from the previous section.
A small leather handbag is used to contain the
digital camera, batteries, and trigger switch so that
the person carrying the bag can easily aim the lens
at the target area, and snap as many photos as
necessary without even the slightest hint of
detection. The trigger switch can either be held in
the hand while carrying the bag, or fed through the
sleeve for hand operation while the bag is stung
over the shoulder — cither way it is very casy to
operate the trigger without being seen. As shown
in Figure 4-6, the small black bag shows no signs
of its true identity besides the small lens peering
through a hole cut in the front pocket.

In actual use, the lens would not be visible at all
asitis normally covered with a small dark plastic
emblem that acts as a one-way mirror, and it has
only been removed for this photo to show the
placement of the lens. Any piece of transparent
tinted plastic such as a sunglass lens can be cut to
look like it belongs on the bag, and due to the
great low light capabilities of the digital camera, it
has almost no effect on the resulting image. If the
images appear a bit dark, that will not present a
problem, as we can bring them back to life using a
photo-editing program. Handbags, backpacks,
purses, hoods, and even briefcases are great places

Figure U6 This handbag looks good on you,
as well as at you.

t0 hide a hacked digital camera, as they have
ample room for the camera and batteries, and do
not look out of place in public places. This type of
‘mounting also lets the operator casually turn
towards the target t0 take an accurate photograph.
without looking suspicious in any way, shape or
form. OF course, maybe a man carrying this bag
may look a little out of place, but I'm sure your
evil genius imagination will come up with a
covert-mounting scheme that fits your personal
character.
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There is hope, however, in getting what we want
from this horribly noisy audio clip, as long as we
understand the source of the noise and the tools at
our disposal. Since the frequencies that ocy
human speech are generally in the range of 110 Hz.
102-5 kHz, we can start by setting up an
‘equalizing filter to knock off any frequencies
below or above this range, and this will help
remove any very low rumbling, and some
mechanical nose from the audio. A good filter will
Tt you listen to a preview while you adjust the
levels or sliders, making it much easier to knock
out certain unwanted noises. Another common
source of noise is hum from AC powered devices,
and we know that these will fall into the 60 Hz
region, so a natch filter will help knock those
sounds out of your source. There are even some.
audio filters available that will listen to your audio,
and “leam” the source of the noise to

rin

Figure 215 A good audio filter can perform magic on your noisy audio source.

automatically remove it for you, and they can
sometimes do a remarkable job of this. Figure 2-15
shows one such filter from a company called
Waves X-Noise, and it can clean up a noisy audio
source with remarkable results—just look at how.
clean the audio source originally shown in

Figure 2-14 has become.

‘The resulting audio from my filtering operation
was very audible with only a slight noise threshold
remaining after the filter had done its magic. If I
wanted to, I could have spent more time using
audio filtering to reduce the noise level to almost
zero, but since it is only the spoken word T was
affer, the results were more than adequate, and the
filter completed its task in seconds. If you plan to
work with high-gain preamplifiers and
ultrasensitive microphones, then learning to use a
computer to process audio is going to become a
required skill.

-
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Project 62-TV Transmitter with Audio

0.001

Transistory are NTE229 or BF494

Figure 10-8  The audio video transmitter schematic.

I have not yet reduced this circuit in size to see
how small I can build it, 50 you might want to
install the components with room to breathe as
Thave done in my working unit shown in

Figure 10-9. I'm sure that with a litle patience you
could reduce the size of this transmilter (o no more
than a Linch squared. but it's good o s
actually function before hacking away at i
all, this circuit s a bit more complex than the
others I have shown as it does operate past

150 MHz, which seems to be the “finicky” point
where component placement becomes an issuc.
“This transmitter would really be most comfortable
on a real circuit board placed in a metal cabinet,
but it did work as I have built it, and someday 1
will indeed design a nice compact circuit for this
unit. You may also notice the fact that my test

e it

Figure 10-Q  The audio video transmitter built on a &
of perf board for testing.
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1f you have long hair or plan to wear a high
collar garment, then there is no need to use ultra
fine wiring to connect the camera to the VCR, just
run it right down the back of your neck under
your hair. You could also add one of those
protector straps that hold your glasses to your
neck in case they fall off. The wiring will run
along the strap right down the back of your shirt.

‘The only problem you may encounter when using
these spy sunglasses in real life is when you end
up in a situation where you would be expected to
take them off, but some creative connector
‘mounting could get around this problem if it ever
arose. Cool spies of course, never remove their
sunglasses, so 1 did not bother installing any
connectors.

Project 37—Long-Range Video Cameras

There are times when you must record a distant
scene that you either have no access to, or may be
located in hostle teritory, so you will need a way
10 extend the range of the spy camera into the great
beyond. Most microcameras offer very litle in the
way of telephoto lenses, as they are primarily
designed to record a nearby scene such as a room
or parking lot using as wide an angle as possible
without distortion. The microcameras that do offer
200m lenses are still much too underpowered to
bring in a scene at more than a hundred feet, s0
some type of external magnification device must
be used. The fact that micro cameras usually
include a simple threaded wide-angle lens made
from a small bit of precision ground glass is a

od thing when it comes to adapting the unit to
an external device, since they can be tweaked to
see through the same type of exit lenses designed
for human eyes. Basically, if you can look through
1. 50 can a spy camera, so this opens many doors
for long-range video acqui

jon.

Mounting a small video camera to the eyepicce
of a telescope or pair of binoculars is a very simple
srocess that will only require a bit of hot glue and
= few spare plastic lens covers to work with, As
<hown in Figure 6-13, all you have to do is cut a
ole in the lens caps for each device (spy camera
and optical device) then glue them together so that
the spy camera can look into the eyepiece.

Figure 6-13 shows a small board level color
camera mounted to a pair of binoculars and a very
low lux black and white camera mounted to a
telescope eyepiece. This simple process ensures
quick and easy removal of the camera from the
eyepicce and requires no modifications to cither
device

‘The hole in both the camera lens cap and
eyepiece cover should be only large enough to
allow the camera to see through the hole without
any shadows in the video, and this should be tested
before placing the camera onto the eyepiece. The
lens covers should fit snugly over the devices so
that there is no risk of dropping the camera when

e

Figure 613 A pair of lens caps glued together form a
removable eyepiece adaprer
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Project 87—Laser Beam Recei

Project 87—Laser Beam Receiver

This is the device you will need to decode the
secret information traveling through the air on a
laser beam if you have built the device from the
previous section. This device is a lttle more
complicated than the actual transmiter, but stil
remains a basic and easy-to-build device with only
a handful of common parts. Have a quick look at
the schematic diagram in Figure 14-9, and see if
you can figure out how the modulated laser beam
is converted back into an audio signal.

‘The circuit must operate in reverse to the laser
beam transmitter, turning the modulated laser light
back into an audio signal, which will be fed to an
amplifier. The key to this circuit is the NPN
phototransistor, a device that uses a light source to
switch on the collector and emitter junction, and
this is the reason why there are only two leads on
the device (the base lead is not necessary). When
any amount of light strikes the light sensitive area

of the device, it causes a certain level of
conductivity between the emitter and collector,
thus creating an analog amplifier. Because the
laser light coming from the transmitter is
‘modulated by the audio signal, the voltage from
the phototransistor will represent the original
analog signal and can simply be amplified to
re-create the original audio.

The LM386 IC is a basic 1-watt audio amplifier
chip that needs nothing more than two capacitors
and a power source to operate, which is why it was
chosen for this project. As you can see in the.
schematic shown in Figure 14-9, the output voltage
from the phototransistor is fed directly into the
input of the LM386 amplifier IC for direct
amplification. The variable resistor controls the
amplifier’s volume by varying the volage level
coming from the phototransistor. Although this
receiver s very simple, and requires only a few

10uF

100K

Figure 14-  The laser beam receiver schematic.
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Figure 15-21
deployment.

The completed ROV is read for

improve that a bit. If the ROV had to make an
emergency escape under a low object, the antennas
would simply fold down rather than bend as the
plastic wire holders turned. As you can see in
Figure 15-21, T also added a removable halogen
light on the top of the unit for non-stealthy
operations requiring bright lights, and a few
switches to tum off the two power packs—one for
the drive motors, and the other for the audio video
equipment. Having dual switches allows the truck
to work simply as a wireless video camera without
wasting power to the RC electronics.

At this point, T planned on calling this project
complete, but looking at all those unused 1O
pins on the servo bridge microcontroller gave
me an idea for an expansion. Yes, as a true
hardware hacker knows, no project is ever really
complete.

Project 97—Payload Delivery Function

There are times when it might be impossible or
just too dangerous to deliver one of you high-tech
spy gadgets to the target location, 50 why not let
our stealthy ROV do the job? After al, the robot
can see in the dark, sneak into spaces much
smaller than you can, and in the unlikely event it
might be seen, you will be located safely at your
base station well out of view. The ROV will run
for an hour or so, depending on what conditions
you operate it or the size of battery packs
installed, but your mission may require a long-
duration bug to be placed somewhere, or you may
need to bring some provisions to your fellow.
comrade who has been hiding in 2 yard to reach
vantage point, on a covert stakeout. You see that
pesky skunk digging up your flower bed again, but
the brave animal isn’t easily scared away. It keeps
coming back for more. Do you really want to
chase after it and risk getting sprayed and bathing
in tomato juice for days? Why not send your ROV

out 10 place some mothballs or cayenne pepper in
the flowerbed to ward off the critter? No matter
what your diabolical plans may be, it sure
wouldn’t be hard t0 use one of those free 1O pins
to trigger some simple mechanical dropping
mechanism. All we have to do is find some way to
trigger a pulse on one of the IO pins without
having to expand the complexity of our existing
cireuitry or RC components. We were able to
create a panning camera head by looking for a
certain joystick condition that existed only

when the truck was not moving, and this worked
very well, 5o this would seem to be the way to
attack this problem. Dropping a payload is not
something you want o trigger by accident,
especially if you are only half way to the target,

or even worse, still in your own driveway. You
will most certainly fail your mission if the FM bug
you plan to drop in the target’s tool shed ends up
in the kid's sandbox instead. We will have to make
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the twist conneetors in the mounting box for easy
connection to standard video recording equipment.
In actual use the mounting box is placed out of
view under a desk or on the other side of a wall
and the fine wire is fed through a hole made as
small as possible with a drill bit or by pounding

a finishing nail into the surface then removing it.
By keeping the fine wires as short as possible,
they will usually break right at the marker base
revealing nothing odd about the unit upon close
visual inspection. The one thing to be careful of
when building the covert marker cam is the correct
stallation of the thin copper wire onto the twist

connectors. There will be no visible difference
between any of the three wires. 1 like to tie a
double knot in the power wire, and a single knot
in the video wire near the connector end so that

no mistake (besides an obvious one) will be made.
when connecting the wires to the twist connector
box. Other than that, this little unit is a great
performer and the only time the wires were ever
snapped was during testing on my workbench.
Hopefully the day will soon come when I can find
4 video recorder small enough to jam right into the
‘marker as well, then I won’t need any wires when
setting these covert cameras up.

Project 36—UWYSIWYG Sunglasses

WYSIWYG is a short form for “what you see is
what you get.” and that is exactly why it suits this
next project perfectly. By installing a very small
pinhole camera behind the lens of a pair of
sunglasses, we can walk around recording live
video just as if we were holding a camcorder right
out in plain sight. This is the ultimate way to
gather whatever video evidence or footage you
need without worrying about camera orientation
or position, since you are in complete control.

A small VCR is worn on the body or carried in a
hip pouch, or if you only need to cover a small
distance and dress lightly, a transmitter could also
be used. There really isn't a whole lot that I can
say about this project besides the fact that it is by
fr the best way to get video if being in the scene
is not going to present a problem for you. All you
have to do is place the tiny camera behind one of
the sunglass lenses so that its lens is as close to
the surface of the sunglass lens as possil
order o reduce back reflections. Simply fasten the
camera and its wiring in place with a few spots of
hot glue, and you are ready for action. Figure 6-12
shows the very small camera (previously used in

le in

the covert marker cam) glued in place behind
one of the lenses in my favorite pair of
sunglasses. Because of the almost one-way

effect of the dark lenses, there is no possibility

of sceing the camera, and as for wiring, I just

ran some of the ultra fine copper wire used
previously in the covert marker camera project
down the back of my neck into the video recorder
in my pocket.

Figure 612 These sunglasses not only look cool, they
also record everything you look at.

3
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FM transmiters, 116
focusing lens

Iong-range laser illuminator, 106
format shifng. 31
front end

creating weatherproof shll, 221
front panel
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101 SPY DEVICES
FOR SERIOUS SNOOPING

This build it now, learn as you go book offers an amazingly awesome and complete
collection of professional spy tools that you can create yourself for $30 or less! Even total
beginners to electronics can construct these mind-boggling snooping tools—and have
lots of fun in the process.

You get complete, easy-to-follow plans, clear diagrams and schematics, and hundreds
of pictures. 101 Spy Gadgets for the Evil Genius gives you:

lllustrated instructions and plans for amazing sleuthin’ ’n snoopin’ devices,
presented in sufficient detail to be built even by newcomers

Loads of projects simple enough for new spies to construct easily, progressing
in complexity to devices that will excite investigation professionals

Explanations of the science and math behind each project

Frustration-factor removal—needed parts are listed, along with sources

101 Spy Gadgets for the Evil Genius equips you with complete plans,
instructions, parts lists, and sources for devices that let you:

Build and install a nanny cam for viewing Build and install motion-activated
and recording activity from afar spy cameras or listening devices

Hear and record what'’s said from Alter photographic evidence

great distances Digitally disguise your telephone voice
See and photograph in the dark Secretly install key-logging software to
Wire yourself for undetected recording see what’s done on any computer
Construct a hidden briefcase camera Learn what Web sites others are surfing
Tap and record telephone conversations Recover deleted computer files

Privately record every called number, View other peoples’ computer screens
with a time stamp, from any phone from your PC

Build a secret time-lapse camera Control your spy equipment from afar

The McGrawHill Companies

W & G FOYLE
Visit TAB Electroncs at: Juuﬂrﬂwmmw
www.books.mcgraw-hill.com 21/07/2006
Cover design & llustrations: Todd Radom ﬁi"fs ?g.ln‘s‘g?sggDGETéz#gg

CAT: To@ - TECHNICAL UNCLA
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Figure 1110 Wrapped and sealed, the completed HKL
ready.

the HKL. Keep your pin outs handy, and remember
that the female connector is the input side from the
keyboard, which must feed directly into the 4066
switch, and the male connector will head back to
the PC from the 4066 and the PIC.

Islid a piece of heat shrink tubing over the small
cirouit board and then tie wrapped the wires for
strength as shown on Figure 11-10. You could also
build the entire unit into a snap-on RF choke, or
even right into the actual keyboard if you can gain
that type of access to the unit, The more
inconspicuous the final product, the less the
chances of detection; but realistically, how many
‘people look behind their PCs at any regular
interval (well, besides spies like us, that is)?

Once you have your HKL, it’s time to send it on
= mission! A typical mission would go something
ik this. First, you would saunter into the area
containing the target PC, and as soon as a 10
sccond window of opportunity appeared, unplug
the user’s keyboard and snap the HKL in place.
“This can be done with the PC tumed on, as the
PS/2 port is friendly this way. Within a
microsecond, the HKL is up and running in record
mode, catching every keystroke that the user
presses, up to about 300 pages worth on the 256 k
EEPROM. When a day passes, or even a week,
Iook for that 10 second window of opportunity
again to remove the HKL out of service so that
you can take it to view on another PC, or if you
dare, view the contents right at the target PC by
typing in the secret playback password. Once you

Figure 111l

Like a chameleon, the HKL blends right
inwith the other cables.

have the text you want, simply copy and paste it to
‘your network, or removable disk, and iow you
have the evidence or information you were looking
for. If the user comes walking into your office with
a dumbfounded expression, and the HKL dangling
in their hand, perhaps explain that you are trying
out a new RF filter due to a noisy outlet. Sunspots
‘maybe? You must lean to use your imagination in
this business, my friend. Chances are, though, it
will never be detected, as the sealed HKL blends
right into that mess of wires that drive us nuts (see
Figure 11-11).

Well, T hope you had fun with the HKL, it was a
very rewarding project to build, and it sure teaches
alotabout the workings of the PC and its
keyboard. It's amazing when you realize that such
a smal, simple device can defeat any level of
software based security, and if placed inside a
keyboard, could go undetected by even the best
security experts. What's in your keyboard?
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@ Device BOD_OFF
@ Device MCLR_OFF
CMCON =7
VRCON =0
sefine ose 10
wtput porta.2
=put porta3
ut portad

VARIABLES]
<= var porta.2

1 var porta3

o2 var portad

os var word

TMAIN LOOP]

- motl = 0 then panpos = 10
# 012 = 0 then panpos = 1000

SET SERVO POSITIONS]
1

‘Pauseus 1000 + panpos

pan =0
Pause 16

goto main

Just like the code from the previous version of
this project, the [SETUP 16F628] block defines the
programmer and microcontroller specific settings.

[VARIABLES] are

irly basic, the “pan” variable

will be the output pin fed into the servos signal
line, and the “mot1” and mot2” variables will
become input pins that connect between the
motion sensors relay and ground. The “panpos”
variable controls the length of control pulses sent
to the relay, allowing travel from one extreme to

the other.

[MAIN LOOP] This time the main loop is very
basic, as it simply checks to see which motion
scnsor input is actively low (grounded by the
relay) and sets the appropriate delay value into the

“panpos” variable.

[SET SERVO POSITIONS] Once the program
encounters this block of code, the pulse is formed
that will move the servo. First the output pin “pan
is st high followed by a delay of 1000
microseconds plus the value stored in the variable
“panpos™; the pin is then set low to complete the

Zcure 71 The motion-tracking controller being tested for alignment,
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Power levels higher than 5 mW will be dangerous
to your eyes, especially when using the invisible.
laser, and even at low power levels, you should not
allow the beam to come into contact with anyone’s
eyes. One laser should be a typical visible laser
‘pen pointer running on its own batteries, and the
other needs to be an infrared module, preferably
with an adjustable lens. These laser diode modules
are basically the same as laser pointers, but with
higher quality optics, power regulation, and will
operate from a 5-volt source. The laser module
Tuse is a 5 mW 808 nm S-volt unit with an
adjustable lens, and as you can see in Figure 13-12,
itis very small in comparison to the visible red
laser pointer. In addition to the two lasers, you will
only need a box to mount the hardware, which
includes the laser pointer, an on/off switch, and
batteries to power the infrared laser module.

As you can see in Figure 13-12, the litle
infrared module is strapped directly to the visible
laser pointer so that they both point in the exact
same place, give o take a few millimeters. One or
two tight plastic tie wraps will secure the two parts
together with decent accuracy up to a few thousand
feet. The visible laser pointer is pressed through a
snug fitting hole cut in the cover of the plastic
enclosure so that it s held firmly in place with its
push-button switch mounted on the outside of the
box. Since we are only using the visible laser for
targeting, there is no need to connect it to a larger
battery source or a better switch. The infrared
aser, on the other hand, does need a power supply
and an on/off switch. It is very important to match
the power source to your laser module, or you will
be fifty bucks in the hole and end up with a dead
laser pretty fast. Even 1-volt too much could
damage the module depending on how much abuse
the regulator can handle.

My module calls for 5-volts DC, 50 a 9-volt
battery connected through a typical 7805 regulator
did the job perfectly. There is no need for a circuit
diagram; you just connect the positive wire from.
the battery to the switch and then to the input on
the regulator, the negative wire on both the laser

Flaure 13-12  The infrared laser module is strapped o
the visible red laser pointer:

‘module and battery connect to the ground terminal
on the regulator, then the output terminal on the.
regulator connects to the positive wire on the laser
‘module. When the switch is on, you have light,
well, at least you think you do. There is no way to
see if the infrared laser is working, 50 it will have
to be viewed and checked for lens alignment while
Tooking at its output on your wall with a video
camera (video cameras can see infrared light). Be
careful not to get the output from the infrared laser
module directly into the camera’s image sensor or
your camera will end up in the same garbage bin
as the target camera you are about to disable.
‘When you have both lasers working, close up the
box and mount it to some type of tripod as shown
in Figure 13-13, as it would be impossible to target
a camera from any real distance by holding the
box in your hand and attempting to aim it.

Since the destruction of the target spy camera
may be a process that could take several minutes,
you will definitely need that tripod. For very long
distance camera busting, you may need to do your
targeting by viewing the red spot through a pair of
binoculars, and at that type of distance, the tripod
will be touchy while aligning. The effective
camera killing range of this unit will be farther
than you can see with  pair of 405 binoculars, so
the key really is in the targeting process. Another
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Project 30—Working with Video on a Computer

There may come a time when it will be necessary
to import live or recorded video into a computer
for editing, enhancement, or storage. Even the
most basic home computer can do video editing
and enhancement once you install some type of
video capture device to convert the NTSC video
signal into a digital file on your hard drive. These
capture devices will come in the form of a
computer card or small external box with a
connector for analog video input and possible
audio input. The type of capture device used on
digital cameras will most likely not be of any use
when it comes to inputting video into your
computer from security cameras and security
recorders as those capture devices do not handle
analog video. Analog video (described earlier in
Section 5) is the standard format for almost all

Project 30-Working with Video on a Computer

security cameras, and will connect via RCA
coaxial connector. Your capture device may have
several different types of connectors, but there
should be at least one female RCA input labeled
“line input” or “video input,” just like the one on
the back of a standard VCR. Some capture devices
(cards and external) are shown in Figure 5-11.

Most capture devices will include some type of
basic video editing software that can cut and paste
video on a timeline, add effects and filters, then
save the resulting video back o your hard drive for
later viewing or storage. For security purposes, you
will find the most use in the brightness, contrast,
and color adjustment filters as these can greatly
enhance the quality of your video, making what
was once unusable footage into useful information.
‘The ability to cut out the important parts of a

Figure 511 Various video capture devices for your home computer:
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Figure 94 Nothing looks suspicious in this scene,
Just don’t take a drink!

not only blends perfectly into just about any
environment, but it also looks very refreshing.

To improve the receiver, T added a long
telescoping antenna in place of the fake rubber ane
that came with the unit, and then I remoyed the
built-in speaker and fed the audio into a L stereo
headphone jack to allow the use of headphones to
greatly improve the sound quality. By using
‘headphones, you could walk around the
neighborhood searching for more open baby
‘monitor transmissions without looking suspicious
while carrying a baby monitor pressed to your ear.
A seasoned evil genius should always blend i
Now, if you want some serious range on your next
spy gadget, keep on reading.

Project 53—FRS Radio Long-Range Bug

Tenjoyed the baby monitor hack quite a b, but
found that & two or three block range was
sometimes not enough, especially when the target
was mobile. | originally attempted to add another
stage to the transmitter, boosting its power into the
15 watt range, but all T managed to do was wipe out
local FM radio broadcasts and drain batteries, so
that experiment was quickly abandoned in fear of
having the “pirate radio police” come knocking at
my door, I was later looking through my box of
serap radio and RF equipment and I found an old
pair of FRS radios once used in some long-range
robotics experiments. T knew that these small radios
could easily transmit for several miles, and they
100k up o more space than the baby monitor base
transmitter. With a few modifications to the input, I
theorized that this radio should be able to pick up
every whisper in a room just ke the baby monitor
was able to do and transmit it for distances way
beyond the reach of the baby monitor:

The two 15 channel FRS (family radio system)
units T decided to experiment on are shown in

uoT OoTpEYW SHUI—-ES qoe[:o.ta‘

Figure 9-5. They arc quite small,run from a pair of ‘%

AA batteries, and achieve a very respectable range
of operation.

Figure 8-5  FRS radios are small, and can easily
transniit several miles.
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Fisure Y13 Alignmens is the key to making this
wject work.

ntis as close to parallel as possible, and
<aver the optics with some type of black paper o
to keep ambient light away from the exit
ry because

1n my case, this was not nece:
< rubber eyepiece that came with the binoculars
S perfectly around the digital camera’s lens,
esiectively blocking all ambient light from causing
=flections on the exit lens. It is very important to
“wwoid reflections and ambient light from getting
“=-between the camera and monocular as this
will cause the camera to open its irs, effectively

ning the overall image. At high zoom levels,
oo are trading light for distance, 50 1o loss of
‘et can be allowed. This is extremely critical if
o plan to move (o the next project—a union
‘setween a digital camera and a telescope.

When you move from binoculars to a telescope,
5o will be stepping up the zoom factor by many
=ore times depending on the power levels of the
‘<hosen telescope, and this can be anywhere from
1505 all the way up to 350 or more. At 150

ification, you will be able to read a wall
‘“iock though a window a mile away if the optics
== of decent quality, but in reality, most telescopes
txim zoom ratings well beyond what they will
swer be capable of. Tf you have purchased an
sexpensive telescope from a department store that

claims 350 power, then expect it to be usable
o around 100 or so with some careful alignment.
How do you know if your telescope is an
inexpensive toy? Simple. Did it cost less than your
car? The good news s that even at 100 power,
you are going to double the range of most
binoculars, and by using a digital camera rather
than your eyes for image acquisition, you will
‘make the job of long-range spying a lot casier. A
good telescope does not come with a camera style
tripod, and as every kid who received one as a
present knows, the excitement of viewing the stars
and planets usually vanishes right after the first use
because the telescope was on such a shaky base
that everything but the moon looked like a dancing
white speck rather than what might have been
expected. At magnification levels of 50 or more,
you really do need a solid base such as a steel pole
mounted into the ground with a concrete base or
similar. Does this mean that your department store
telescope will fail to work as a long-range camera
zoom attachment? Not at all, because the digital
camera can take a photo in a fraction of a second,
eliminating the dancing light effect you would
experience if looking through the eyepiece. You
will have to make absolutely certain that alignment
between the digital camera and the telescope’s

eyepiece is right on the money, or you will be
photographing nothing more than the inside of the
telescope’s tbe, so this time a simple block or
board will not be enough to mate the two pieces
together. To get the digital camera and telescope
aligned properly, you will need to fashion some
type of tube that fits snugly over both the digi
cameras lens and the telescope’s eyepiece. As
shown in Figure 4-14, I created such an adapter by
taking apart a spare Barlow lens adapter (these
come with the telescope) and adding set screws to
the tubular casing that hold the digital camera in
place.

1

The distance between the digital camera’s lens
and the eyepiece is also fairly eritical, but once the
adapter tube is in place, it is easy to slide either

end back and forth to find this position. Depending
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translations from a foreign language and have a
conversation in a language you have no idea how
10 speak. The key to this system is the text to
speech capabilities of your personal computer
mixed with the telephone input/output box from
Project 12.

If you are running Windows XP, then your
computer can already talk using several different
default voices, although these are not exactly the
most realistic sounding voices that are available
by any stretch of the imagination. Some of the
commercially available computer voices sound
suikingly realistic, while others sound like Robbie
the robot; but then again, a fake sounding android
voice may be what you are looking for. Because
the operating system already contains the
functionality to convert text into speech using
its built-in speech engine, you are free to add as
many different styles of voices you like, and
switch between them. The default voices included
with Windows go by the name of Mike and Sam,
and they are certainly understandable as far as
computer speech goes, but not realistic enough
0 pass for human. Lets get your computer talking
50 you can hear this for yourself.

Get into your control panel by selecting the start
button, then settings, then control panel to open the.
window containing the icon labeled “Speech.”
Double click on it to apen the speech properties
panel. As shown in Figure 3-17, there are two main
tabs at the top of the window, and the one you
want to select is labeled “Text To Speech.”

As you can see, this simple voice testing
program lets you choose any of the available
voices installed in your computer to speak
whatever line of text you want to type in the box.
next to the preview voice button. Since I have
many additional voices besides the default
Microsoft Mike and Mary, my voice selection text
box reads ATT Crystal16, a very clear and realistic
sounding female voice from AT&T labs. Using
only this simple voice testing program and the
elephone input/output box, you can have
conversations with your caller simply by typing

T —

Figure 317 The Text To Speech control panel in
Windows XP.

text into the box and pressing the speak button, If
‘you can type at any decent rate, this procedure will
be alot smoother; but not to worry if you type
with two fingers, there are many better text to
speech programs available, and if you can do a
little programming, making your own is much
easier than you might think. Microsoft has
‘generously provided at no charge, a speech API
(SAPI) for Visual Basic and Visual C, which you
can use to make your own text to speech programs
with as litle as 10 lines of code. The SAPI
download contains fully working examples for
both languages, and complete documentation on
not only the text to speech engine, but the speech
recognition engine as well. Even if you do not plan
to code your own interface, some of the ready to
run examples that come with SAPI make great
little programs for typing text and controlling the
speech parameters such as speed, pitch, and
gender. The download is highly recommended, and
can easily be found by searching the Internet for
“SAPL
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‘With a pair of common RC hobby servos, you can
=ive your spy camera a motorized pan and tilt base
o computer, wireless, or manual control. The
ity to scan a room or large area eliminates the
‘seed for multiple cameras, video switchers, and
‘wide-angle lenses. It also allows you o track an
biect as it moves through your scene. This simple
method of connecting an RC servo to a small
camera will form the mechanical basis for all of the
‘seojects in this section. RC servos are used as
mechanical actuators in remote control models and
samall robotic projects. These lttle black boxes
connect to a receiver, allowing the operator (0
semotely control and move the output shaft
‘eoportionally to the amount of movement on the
Joystick. This is what is known as “digitally
sxoportional” control in the RC hobby world, as it
allows the operator precision control over functions
sach as throttle, steering, or rudder, Although these
Jitle servo units are no bigger than a 9-volt battery,
they contain a lot of electronic and mechanical b,
‘and can pack a lot of torque for their size. A
standard RC servo like the pair shown in Figure 7-1
each contain & DC motor, gear reduction sysiem,
‘motor controller and feedback system.

‘The output shaft on a typical RC servo can
rotate about 180 degrees in either direction, and
the exact position from 0 to 180 degrees will be
dictated by the position of the joystick on the
controller. With a small camera conneeted to the
output shaf, you can look from far left to far right,
or from the floor to the ceiling in a room without
the “fish eye” distortion that a very wide-angle
lens would inflict on your video. By connecting

Section Seven

Video Camera Pan and Tilt Control

Project 38—RC Servo Pan and Tilt Camera Base

two servos together, you can pan and tilt a camera
completely around a room, missing only the image
at the very rear of the camera, which is not a
‘problem if the unit is wall mounted.

Since pan and tilt will be the goal of this project,
we will start by mounting the camera on its X-axis.
to the first servo. This servo wil tlt the camera up.
and down by turning it about its X-axis. Because
these miniature cameras come in a variety of sizes,
shapes and layouts, you will have to use your
creativity to come up with & solid mounting
solution, but the easiest thing to do is to remove
the screw that fastens the servo’s mounting plate to
the shaft, then insert the small mounting bracket
that came with the camera between the screw and
plate. This method is shown in Figure 7-2, and will
create a solid camera mounting with very easy
adjustment of center. If your camera did not come
with a mounting bracket like this, you can make
one by drilling a few holes in a thin strip of stecl
cut from a paint can or coffe tin.

Figure 7.1 A pair of standard RC hobby servos as
used in remote controlled toys.
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Figure 105 A nypical wireless video receiver supplied
with many transmitter sets.

s that spy store amateurs have also found this unit,
and are selling it for well over a hundred dollars
without a receiver, claiming it is their own design.
1 had the opportunity (o cut the shrink-wrap off
one of these units, and yes, it was the exact same
circuit board. Yikes!

Transmitter (D) is another custom job from the
same place that made transmitter (B), and it is a
well-made unit transmitting audio and video in the
2.4 GHz band. This unit works very well, runs

from a power source ranging from 9-12-volis DC,
and does not drift over time or from heat variances.
‘This unit does not have all the numbers scraped
from the components in 2 fusile yet hilarious
attempt (0 stop me from reverse engineering it,

and would be easy to repair if necessary. This
transmitter cost under $100, but did not include a
receiver, although any receiver from a 2.4 GHz
video sender kit would work. This transmitter

was worth the money.

Unless your transmitter can be directly received
by a television set, you are going to need a
receiver, which is sometimes called a “down
converter” although it really is not. This small box
will allow you to plug a patch cable from the audio
and video output connector directly into  standard
video monitor, VCR, or television that has a
composite input. Most of the receivers will have a
four channel selector switch, or a tuning dial (great
feature) such as the one shown in Figure 10-5
which came from a wireless camera kit I reverse
engineered to extract the very small transmiltter (C)
shown previously in Figure 104,

Well, I hope that sheds  lttle light on the world
of “spy stores” and their claims of “super range;”
and “world's smallest” everything, Like all
products, you must do your homework, learn the
technology, and look for opinions on chat boards
before you open your wallet or give out your credit
card number. Of course, you could always build
‘your own low-power transmitter. It’s really not as
difficult as you might think, and I will show you
how in this section.

Project 61—Simple TV Transmitter

Are you wary about sending money or your credit
card number to an online “spy store” o buy a
small video transmitter? Well, you should be! As T
stated earlier in this section, “buyer beware.” Yes,

you can tell that I don’t particularly approve of
those operations that claim to sell the world's
smallest, best quality, high-tech spy devices,
exactly like the ones used by real undercover
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Figure 1518 A simple electrei microphone preamp schemaic.

‘The circuit shown in Figure 15-18 s similar to the
circuits used in the high-gain audio experiments
carlier in the book, and it requires so few parts that
it can be built on a square inch of perf board, or
simply soldered together with no board at al.

The microphone I used is an inexpensive
‘multimedia type with an adjustable base, as it was
easy to stick to the side of the ROV with the
included double-sided tape. These microphones
usually come with sound cards and new
‘computers, but can be purchased for a few bucks at
most computer or audio video stores. If you can't
find a microphone like this, don’t worry, there is
nothing but a single electret element inside, and
you can find one of those in just about any scrap
appliance with a sound input (telephones,
answering machines, tape recorders, etc.). This
cireuit pushes the op-amp into ridiculous levels of
‘gain, and the sound can get pretty thick, but
would rather have noisy sound coming out at my
base station than nothing at all. The overloaded
audio can always be filtered with a computer
afterwards in order to extract conversation:
they are hard to understand, but if your gain
just t00 low, you will have nothing at all to work
with—you can’t amplify what isn’t there. To test

the microphone and preamp, I connected it to an
oscilloscope (Figure 15-19) so 1 could see the
output as I whispered in a quiet room—the
waveform was almost off the grid! If you get 00
much amplification out of this unit, your output
sound will be horribly distorted, and you will need
to lower the level potentiometer a bit until it is
useable. Also, because there is no squelch circuit,
or feedback from the RC receiver, you are going to
hear the whirr of your ROV's motors as it travels
around. This will make ROV sound like a tank on
the receiver due Lo the close proximity of the
‘microphone and motors. This extra sound effect
adds to the fun at first, but gets a litle annoying
after a few hours, which is why I have a mute
switch to short out my incoming audio at the base
station.

Once you are happy with the function of
your preamp, it can be mounted inside the ROV,
with the rest of the electronics, as shown in
Figure 15-20. Because of the steel construction, T
was able to bolt all of the components right to the
inside of the cover, including the audio video
transmitter, audio preamplifier, and extra power
pack used (0 power the devices. It's a good idea to
Keep the transmitter as far away from the drive
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Figure 1016  The transmitter; camera and batiery are
installed inside the hat.

forward facing as possible in a place that helps to
conceal it, such as between a seam or behind a
logo. In my installation, the tiny lens hole is placed
between the words “extreme machines” in the
mighty cool-looking Atomic Zombie hat courtesy
of Xtremeclothes.com (Figure 10-17).

For the antenna, you can wrap a foot or two of
wire around the inside perimeter of the hat, or
carefully glue it along the underside of the visor.
Either way, the transmitter should offer full range,

Figure 1017 This covert spy hat works great and
looks extremely cool.

as there is nothing to interfere or block the radio
signal. The only other feature you may wish to

include is a hidden switch to conserve battery power

when the unit does not need to be functioning. A
tiny microswitch at the rear of the hat will not draw
any attention, and can be accessed by pretending (o
scratch the back of your head.

Project 66—LWall Clock Camera

What time is it, you ask? Well, it's spying time as
usual my evil friend! Now, you can tell the time
and watch an entire room by simply drilling an
inconspicuous hole in a wall clock and installing
the microcamera and transmitier. If your wall
clock s powered from an AC source, then you
won't even have to worry about changing the
‘battery. This project is also great for those
“switcheroo” operations as you can almost always
purchase the same wall clock that is already
hanging on the target wall and simply swap it with
your spy version when the window of opportunity

arives. The only obstacle you may encounter is
the depth of your camera and the amount of space
available behind the clock, but many inexpensive
black and white pinhole cameras are no thicker
than half an inch. Figure 10-18 shows my
transmitter, battery and camera mounted to the
backside of the wall clock with plenty of room to
spare, and ample clearance between the camera
and the highest point on the clock.

‘The video components are held in place with

double-sided tape and the battery with a clip for
easy removal when necessary. If you need a longer
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Figure 1412 The window simulator will make prototyping a lot easier

set to a level so low that you have to press the
speaker up to your ear to ascertain that it is even
working. The reflective surface does not have to be
amirror, just find something that will reflect the
Taser beam for testing purposes.

Now that we know the resulting laser beam will
be moving rather than modulated, it should be very
easy to make this rig functional, especially when
you can use your window simulation device rather
than your neighbor’s window for testing purposes.
A real Taser microphone will use an invisible
infrared laser rather than the visible red we will be
using, but for now, this makes things much casier
o align and test. A visible laser will not only kill
all hopes of using the laser microphone covertly,
but could get your target very nervous; after all, a
red laser bouncing into your personal space usually
‘means some evil device is targeting you. Have a
Took at the schematic for the laser mictophone
shown in Figure 14-13, and you might recognize
certain parts from the laser receiver presented
carlier.

‘The operation of the laser microphone receiver
is much like the laser receiver, with the addition of
a high-gain amplifier. The signal from the
phototransistor was fed directly into an LM386
audio amplifier in the previous laser receiver, but
this time goes Lo the high-gain amplifier based on
the LM358 operational amplifier first. Because we
are not dealing with a modulated laser beam, but

rather a beam with a very slight movement, we are
going to need some serious amplification in order
1o change the slight voltage variances detected by
the phototransistor back into an audible audio
signal. The LM358 s set up as a non-inverting
amplifier with a very large amount of gain,
adjustable by a variable resistor. This amplified
signal is then fed to the LM386 audio amplifier,
which will direetly power a set of headphones or
recording device. Although this receiver circuit is
very basic, and could be greatly improved, it did
actually seem to function better than the other two
1 built based on the much more complicated
versions floating around on the Internet. You
should build the circuit on a proto board first, and
verify its operation before hard-wiring the
components or making a circuit board, an easy task
to accomplish using the window simulator.
Although the simple circuit presented here is
indeed a working unit, you may want to look into
additional filter cireuits to deal with 60 Hz hum, or
hum from street lights at night, I decided to build
the working unit as simple as possible, and then
test it in the real world first to come up with ways
1o improve the unit and make it easier to set up and.
give it the ability to work at greater distances.

My working unit shown in Figure 14-14 is based
on the simple circuit and hand wired to a bit of
perf board for casy modification. T found hand
wiring to be fine, as all the noise intruded into the

206






index-22_1.png
5—Working with Audio on Your Computer
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Figure 212 The parabolic microphone is mounted
on a tripod for stabiliy.

This is the point at which the most reflected sound
was entering the microphone element as shown
on my sound level meter during testing.

With the unit pointed towards a distant audio
Source, there is a great level of amplification
noticed when comparing the received audio from
the properly aligned parabolic microphone o the
‘microphone without the lid, but like most
amplifiers, a bad signal only becomes a louder bad
signal, so you must choose your target carefully.
Pointing the microphone at a distant target on
windy day will not help you at all, especially since
the lid will act as a parachute; neither will pointing
the microphone at a whispering target across a
room full of noise, as you will only amplify the
sounds between you and the source. However, the
parabolic microphone will perform well if the
ambient noise is not overpowering the source and
the unit is well aimed to focus in on the target. The
effect of the unit when working properly is like
dividing the distance between you and the source
by a large amount, especially if you are using a
large well-focused parabolic reflector. The only
drawback to this approach is of course the large
‘metal abject that you will be aiming towards the
arget, so try (o remain in the shadows to avoid
detection.

Project 5—Working with Audio on Your Computer

Due to the nature of the surveillance business, your
recording device may be running for hours at a
time, recording nothing but ambient noises before
that magical 10 seconds of information finds its
way to your microphone, 50 you are going (o

need some simple method of cutting out the
unwanted parts and saving the useful information.
A computer is by far the best solution for editing
audio, since it can be done by simply clicking a
few mouse buttons in order to cut and paste the
important bits around much like text in a word
processor. The files can also be compressed to save
space and then saved to disk for later reference, or
enhancement. Before you can work with digital

audio, you will have to “digitize” or “capture” it
into your computer using whatever sound card and
software you have available, and depending on the
type of sound card installed in your computer and
the audio source to be recorded. you may have to
do some finc tuning of the input levels, or create a
dubbing cable in order to achieve decent results.
Most computer systems include a sound card that
will accept a stereo £ male plug as an input (this is
the type of connector used in portable audio device
headphones). This connector has a 4-inch diameter
shaft with two insulating rings separating the three
conductors, which include a left, right, and ground
connection for stereo operation. The sound card
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Flgure 15U Welding the sides and top to form the
basic ROV cover

debris ahead of the vehicle. 1 left more than
enough room above the original chassis for the
transmitier, extra batteries, and microphone
electronics by cutting the sides into an arc from
front to back. This design is pretty boring, but
since the goal here is not to be seen, the more
neutral, the better. Welding the body together is a
simple process if you have the equipment. Simply
tack weld the front and rear panels to the two
sides, then start tacking and bending the rounded
top along the edges as shown in Figure 15-4. This
process would work equally as well if you were
soldering the edges of the metal together, or using
I-shaped brackets and rivets. You may also want to
have a look at how heating ducts are folded
together. This is an art that will also produce a
nicely sealed and sturdy joint.

Once the cover is tack welded, or temporarily
held together by whatever means you are using,
give it a trial it on the chassis to make sure your
original measurements were correct. The body
should fit over the base without interfering with
the drive wheels or steering wheels when turned at

Figure 15-5  Even when only tack welded together, the
new cover s very sturdy:

their most extreme angles. T was building a cover
that it exactly around the base where the original
body was mounted, so there was no room for error:
If you are using some alternative form of mounting
the cover to the chassis, now is the time to work it
out, just in case you have to modify the cover.
Even at this stage, with the five pieces only tack
welded together, T could have placed the cover on
the floor and jumped up and down without
damaging it in any way—a sure sign that my ROV
will be able to survive enemy contact if it had to.
Hopefully my ROV will never come into contact
‘with an angry “target,” or head down a flight of
steep concrete stairs during an unexpected escape
run, but if so, it will most likely survive with only
afew scratches and dents. Figure 15-5 shows

‘how my steel cover will look on the chassis,

‘much more serious and rugged than the original

4 4 truck did.

To secure the cover to the chassis, I drilled the
holes in the steel where the original screws were
positioned on the plastic truck body. It would be
easy to remove the cover for service or
modification of the electronics, and the whole u
would be split into two separate sections—the
original drive chassis, and all of the audio video
electronics in the cover. Because the entire audio
video section was to be mounted directly to the
solid base cover, it could be tested and worked on
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Project 8—Telephone Audio
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Figure 31 Schematic for the telephone audio interface.

wires—a red one and a green one (yellow and
black are not used). The green wire is specified as
“tip” and the red wire is specified as “ring,” and
although this polarity is very important in most
telephone equipment, it means nothing in our
simple interface, as it is non-polarized, meaning
you can connect it either way to the phone system
and it will work the same. Take a look at the
schematic in Figure 3-1, and you will see that only
five basic components are needed for the telephone
audio interface—three . 1uF ceramic capacitors, a
1:1 audio transformer and a variable resistor.

‘The capacitors remove any DC from the
telephone line, and allow invisible operation on the
phone system. Tnvisible operation means that the
device does not load down the phone line atall, so
it will not be detected as an in-use extension. The
1:1 audio transformer further isolates your
equipment from the phone line by electromagnetic
ally coupling the two devices together. The
variable resistor is sed to control the input/output
level to the audio transformer just in case your
source device cannot do this. All of these devices
can be salvaged from just about any defunct
telephony device such as a modem, fax machine,
answering machine, and of course, a telephone. As

Figure 3-2 A modem card will contain most of the
components needed for this project.

shown in Figure 3-2, a prehistoric 56 k&2 modem is
chosen to give its life for this project as it contains
all the capacitors, the dual phone line jack and the
audio transformer (large block in the center) that
will be needed.

‘The audio transformer is easy to identify, as it
will be the largest component looking like a block
approximately one inch squared, with two or three
terminals at each side. Unsolder the transformer

22
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video camera and ight vision system, 226
video transmiters, 141
wall clock camera, 140

camera head, 2247

‘mini video controlled spy robor, 2257, 226

panning
mini video contrlled spy robor, 223-224

camera viewfinder

long-range laser illuminator, 105

capacitors

FM room bug, 116
telephone audio interfice, 22

car-mounted antennas

RF scanners, 175

CB radio channels

transmit frequencies, 167

CB radio frequency

scanners, 166

CD4001B NOR, 97
241¢256EEPROM, 153
cellular telephones

transmit frequencies, 1670

‘camera(s); see also Black and white cameras; Camera head;

cadmium sulphide photocell chassis
laser perimeter alarm, 211 remote controlled toy base, 220, 2201
cam chorus, 31
classic nanny, 72-75 igar bo transmiteers, 116
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Flgure 13-24  This is not a situation you want 10 find
yourself in offen.

slightest movement will trigger the shock device.
If you are using a ball switch, make sure it does
not get stuck in the on position once it is triggered,
or you will be replacing your batteries every time
the unit is activated. It only takes a fraction of a
second for the intruder’s brain to register the
extremely unpleasant flow of electrons and
motivate that offending hand to let go of the
handle. The unfortunate thing about setting up the.

‘motion activated shocker, is that you are going to
have to test it out a few times to get it working
perfectly. Sure, you could remove one of the
batteries, lowering the output to a meager 1000-volts
or 5o, but remember the golden rule: if you can't
take it, then it's too much. Figure 13-24 shows the
motion activated shock drawer only seconds before.
delivering the pain of a thousand bee stings to the
poor fingers gripping the wooden handle—yep,

it's working! Notice the safety switch installed in
the cabinet with the shock circuit, which is always a
‘good addition to such a device.

Now that you have explored the realm of the
high voltage countermeasures device, you may
want to take it further, and design your own high
voltage circuit. There are many real world
examples using high voltage for non-lethal
weapons, such as taser guns used by law
enforcement, electric fence chargers, and even the
EMP (electro magnetic pulse) cannon. These
devices are much more dangerous than our little
buzzer, but they can also be manufactured from
basic electronic components. In the next section,
we will dive into the world of laser spy gadgets,
from lasernoculars to perimeter alarms.
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Figure 1516 A simple RC reciver to servo bridge circuit.

JNU 50607
Servor|

1did not want to add a separate receiver just for
one servo, so I devised a method to bridge the RC
servo onto the existing receiver circuit. Here is
how it works: a microcontroller running a basic
program (explained in detail later) will constantly
monitor the state of the four functions of the
existing remote control receiver—forward, reverse,
left, and right. 1 don’t care how the existing RC
receiver works, T am simply going to check for a
voltage at the output wires o the drive motor, and
steering motor to let my microcontroller what state
the receiver is currently in, which will be one of
eight possible states: (1) forward straight, (2)
forward left, (3) forward right, (4) reverse, (5)
reverse left, (6) reverse right, (7) left neutral, (8)
right neutral. The last two states, left neutral and
right neutral, are actually bogus, as all this would
do is flip the front wheels left or right while the
truck is sitting still. This is a good thing for us.
Because these two states are of no concern to the
operation of the ROV, the microcontroller will
move the servo a bit to the left during the left

neutral state and a bit to the right during the right
neutral state. What this equates to is this—when
the truck is not moving, you just flip the left and
right joystick back and forth to pan the camera
head, and when the truck begins to move, the
‘microcontroller will put the camera back to the
center position. We now add full panning
functionality to the unit without the need for a
second remote control or even another joystick.
‘The schematic diagram for this servo bridge is
shown in Figure 15-16.

The servo bridge is based on a PIC16628
‘microcontroller running a simple program coded
in PicBasic, but could easily be made to work
with just about any microcontroller with at least
five available /O pins. The main drive motor and
steering motor on the RC base vehicle both have
two power connections each, and depending on
the polarity of voltage, this will make the motor
trn in either direction controlling both the
orientation of the front wheels and the drive
direction of the vehicle. We will solder a wire

3TnoxtT) obprag oaxzss o3 I2ATSD9¥ DJ¥—G§6 3I2=lfozxg
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Project 100—Base Station Wiring and Installation

‘The job of mounting all of the components into a
single box is time consuming due to the wiring,
drilling, and bolting that has to be done, so get
‘your soldering iron warmed up, and get
comfortable at your workbench. Theactual wiring
itself is no mystery, just make sure the proper
voltage and polarity is maintained, and for extra
safety, a main fuse with an amperage rating
slightly higher than the total draw of all the
electronics should be installed. Since you will be
using a 12-volt battery, most of the wiring will be
simple, as the bulk of these devices will have a
12-volt requirement, For lower voltages, you
have t0 install the correct regulator, and if it is
shared by more than one device, make sure the
appropriate heat sink is installed as well. For
voltage regulators requiring heat dissipation,
simply mounting the terminal directly to the stecl
on your base station can solve the problem. The.
only odd voltage requirement of all my base
station hardware was the actual toy remote
control—it ran from a 9-voll battery. For curiosity
sake, Iran it directly from the 12-vol batiery, and
not only did it work fine, it seemed to have a
higher output power, extending the range 4 few
hundred feet. The remote controller not only
requires a power supply, but also will require an
external antenna, since mounting it inside the case
will defeat its built-in antenna. To convert the
remote to work from an external antenna, open the
plastic case and solder a shielded cable of the
correct length directly to the terminal that once
held the built-in antenna. A bit of old coax cable
from a television dubbing cable will work just fine.
Don't worry too much about the impedance and
quality of the wire, just make sure it has a shielded
center wire. The remote shown in Figure 15-26 has
had the internal antenna removed and replaced by
a short length of shielded cable.

1l

The other end of that shielded cable must go
back to the antenna mounted outside the portable
base station. You can use just about anything for

3oalfoxg

these toy remote antennas, from a bit of wire fo s
some butchered television rabbit ears; but =}
decided to utilize the original antenna and mount  ©
it so that it would hide inside the box when the |
lid was closed. As you can see in Figure 1527, U0
the antenna is held in place by a plastic bolt, and
the other end of the shielded cable feeding the %’
remote control s soldered direcly to the 3
antenna's base. The plastic bolt is imporantto
keep the actual antenna insulated from the steel 1
box, and it also serves as a pivot 1o allow the w
antenna to swing inside the box when the lidis ~ (+
closed. -
o
The antenna wire is fed through the sicel o

dashboard using a rubber grommet to protect it
from the sharp edges of the steel. Figure 15-27
also shows the remote control joysticks mounted
through two square holes cut in the dashboard.
‘The remote is simply bolted to the other side with
two machine screws, and is kept fully intact. The
unit in the center cutout is a miniature VCR
capable o recording high quality audio and video
sent back from the ROV, a video log of each 5
covert mission. Another thing to consider if you 1)
plan to add devices such as a video recorder to

‘your base station is power draw. Since the video
s connected 1
10 switch in order to remove it from the power (1
supply if it is not needed. I added a switch to just
about every device in the base station as well, so1
could have total control over the consumption of
power.

recorder uses quite a bit of power,

‘The video screen was mounted through the large  (+
square opening in the dashboard, and again, B
connected 10 a power switch, and external audio g
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Project 6S—Resurrecting Deleted Data

Modern computers typically store data on an internal
or external hard disk drive. This disk drive can
<ontain a vast array of information ranging from
simple text o full motion video, as well as the
computer’s operating system and all of the software
installed on that system, Hard disk drives are
mechanical storage systems that write information o
= magnetic platter spinning past an electromagnetic
sead/write head. Although the actual information
stored on a hard disk is nothing more than a series of
magnetized or non-magnetized sections of the
platter, the density of these “ones” and “zeros” are
such that hundreds of millions of bytes of
information can be stored in only a few inches of
space. A common 3.5-inch platter in a consumer
‘2rade hard disk drive, such as the one shown in
Figure 11-3, can easily store 500 gigabytes of
aformation. This is 500,000 megabytes of
‘mformation, or roughly 500,000,000,000 characters
Ftext, enough to keep any spy busy for a long time.

Files are written (0 a hard disk like chapters in a
Book; first there is an entry in the “File Allocation

Figure 11-3 A typical 3.5-inch hard disk drive plater.

‘Table.” Think of this as the Table of Contents in a
book, then the actual data are written to the hard
disk at some Tocation dependent on free space.
When you delete a file under your operating o
system, only the entry in the file allocation tabl
removed, leaving the actual data on the hard disk
for possible recovery. This simplified explanation
of how files are written to your hard disk has
nothing to do with the Windows “Recycle Bin,”
which is a function of the operating system itself, |,
and it really needs no explanation because it s a

s ©

user function, o
I
File Recovery B

A file recovery program analyzes the entire
structure of your hard disk, looking for data on
your computer that does not have an entry in the
File Allocation Tables, and when it s done reading
the entire disk, it will let you select which files are
0 be resurrected. This process is fairly
straightforward, but it does have a few downfalls.
First, once a fle is deleted from the File Allocation

Table, your operating system will consider the o
space the actual file takes up on your hard disk to 1
be “fair game” for overwriting with new data. If  +
your hard disk becomes full, then that space will )

‘most certainly be overwritten with new data, so
recovery in full will be impossible. If you are
trying to recover recently lost or deleted files, the
sooner you run the recovery utility, the better.
Also, the actual process of installing the recovery
utility on a hard disk reduces the chance of a
successful recovery, as the software itself will
require space on your hard disk. A way around this
is 10 remove the hard disk to analyze and install it
as a secondary drive in a PC with the recovery
utilty already installed.
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Digital Camera Hacking

Project 18B—Enhancing Digital Photos

Digital cameras are easy 1o use, compact, and
inexpensive, which is why they have replaced most
filin based cameras. Another reason why d
cameras are preferred over film for surveillance
and covert work s because the images will likely
be transferred directly onto a computer hard drive
or memory stick for storage and/or enhancement
Most of the photography that you will be doing
will take place under less-than-ideal conditions,
such as dimly lit environments, fast moving
subjects, through windows, or any combination of
these, so the ability to enhance the image wi
great asset to your list of skills.

bea

We have all heard of image editing sofiware
such as Adobe Photoshop®, as it has become so
popular, that the term “photo shopped image” is a
common term indicating that the original image
was manipulated in some way. Image manipulation
techniques can be used to remove red-cye, insert
peaple into photographs, enhance colors, or make
convincing forgeries that fool even the most highly
trained eyes. Many of the same techniques used to
alter a photo can also be used to enhance a photo,
such as a poorly lit scene, or blurry image that you
may have captured.

I you are attempting to take a photo covertly,
then you will most likely be quite far from the
subject, and will certainly not be using the flash,
so the resulting image will likely be dark and
blurry. or the details will be difficult to sce
clearly. The good news s that most brightness

problems can be casily cured by some brightness
and contrast tweaking using compuer software,
and details can be greatly enlarged due to the
high pixel count of even the cheapest digital
camera, Take a look at Figure 4-1. It was taken
from a moving vehicle in poorly lit conditions
with no flash, and without even allowing the
camera to set its focus properly. However, you
will notice that a brightness and contrast increase
of 200 percent has increased the visibility of the
lettering on the building to almost daylight levels,
and a further brightness enhancement of the
figure’s face using a zoom factor of 3x has
brought a lot of detail to the photo, enough for a
positive identific

Figure 4

brightness, contrast, and zoom options

A poorly lit scene can be enhanced using
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also want an oscilloscope, as this will make the
debugging process much easier, especially when
attempting to design your own original circuits.
The source code presented for the key logger
project in Section 11 is written in PicBasic Pro

for the PicMicro 16F628 microprocessor; however,
itis presented in a simple format that can casily
be ported to any Tanguage for just about any
‘microprocessor. For the few projects that may
require a microprocessor (o be programmed,

or require a part that is not easily available in
single quantities, partial or complete kits arc
available at Atomic Zombie Extreme Machines
(www.atomiczombie.com). The website also
contains a forum where you can share your
designs, modifications, or ideas with other avid
spy device enthusiasts and general technology
hackers like myself. T always enjoy secing what
other inventors have done with the information
presented in our books.

The Truth is Out There

‘That nagging feeling deep in your “gut” that
someone is up to no good, or that crimes have
been committed, should never be ignored. What
good is that suspicion without any physical proof
that wrong-doing has occurred? As we know from
watching many criminal investigation shows, there
is no perfect crime, and the only thing that
separates your instincts from the actual facts are a
few high-tech tools of the trade.

Of course, a high-tech “spy” needs a briefcase
full of information gathering goodics. If you plan
to dig for the truth, or covertly intercept the data
before it's too late, then you need the proper tools
for the trade—ultrasensitive long-range listening
devices for those distant conversations, sec-in-the-
dark night vision binoculars, even a small robot to
enter a hostile environment much too dangerous to
you or your team. With the proper tools, you will
find the information you desire.

“The Truth is Out There” is a phrase that takes
on two meanings for me. First, it means that the
answers to your questions are always present, as
long as you know how or where ta look. Second, it
indicates that the actual truth might be truly “out
there,” as in totally unexpected or radically
different than what you might have expected.
Digging for one fact may uncover a treasure trove
of other facts or answers you never even expected.
You may install a hidden camera to find out who
has been vandalizing a car, and uncover a totally
new crime, or you may be reading the key logger
file (see Section 1) of an employee and discover
that your company’s sensitive rescarch and
development information has been transmitted to
competitors without your company’s consent or
knowledge. If you dig decp enough, you are bound
to find a few skeletons, so be prepared.

As well as being “Out There.” the truth is most
certainly also “In There;” especially concerning
computers, answering machines, recorded video, or
any other device that requires some creative
“hacking” in order to extract the required
information. Almost every electronic device that
stores information can leave behind unwanted
traces of past data, or emit some spurious electrical
signal that can be used to eavesdrop on the
contents. Even the most secure electronic device s
only as good as its weakest link, usually the
operator. Most consumer grade devices are 5o casy
10 hack that it almost feels un-sportsman like when
you win, especially home computer systems. If, in
the extremely rare event that the user has taken
precautions to protect his or her secret plans from
you, a simple device such as a key logger, or
password cracking utility might be all that you
need to “massage” that information out of the
machine, The fact i, given enough motive, time,
or money, any technology can be compromised,
but most of the time motive and a ltte bit of
uncommon knowledge are all that you need to
uncover the truth.

Before using any of your gadgets to “spy” on
anyone with or without their consent, it is your
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Microvideo cameras come in many sizes and
shapes with various lens types and lux ratings, but
they are in fact not a lot different than standard
security cameras or even camcorders, as they all
roduce a standard NTSC video signal ready for
ssansmission or recording to VCR. Sure, a micro
‘camera the size of a sugar cube will not have any
‘sa-screen menus, and it probably won't have any
Sizht and color settings if it has color at all, but for
wsc a5 4 spy camera, it can easily be hidden from
~icw. And, with a lens opening as small as & th of
=n inch, this litle device sure fits the bill. Even the
Sacger variety of microcameras are so small in
‘eomparison to cameorders and standard security
‘cameras that they could be hidden just about
mywhere, with almost no possibility of detection
‘55 the unsuspecting subject. Some of these
icroscopic wonders have lux ratings so low that
ey can almost see in the dark, and with a few
= LEDs placed towards the scene, they can
ion like military night vision systems that cost
s of dollars only a few years ago. The new
HAD chipset from Sony used on one of my
black and white microcameras, for example,
<o sensitive to light that when placed on the
 of a pair of binoculars, it can see more
= dark scene than I can with my naked eye.
6-1 shows a few of the various micro
ras [ have in my collection with a quarter
size comparison.
The style of lens on the camera will influence
the camera will be used, as it will directly

Section Six

Covert and Hidden Spy Cameras

Project 32—Working with Microvideo Cameras

influence several factors such as fight collecting
ability, field of view, and installation method. You
will see four different style lenses in Figure 6-1,
flat pinhole (top left), wide-angle microlens (top.
middle), standard microlens (top right), conical
pinhole (bottom left), and flat pinhole (bottom
right). The conical pinhole is very easy to mount
behind or inside objects due to its very small
frontal area and pinhole lens, and for general
covert installations this is by far the best lens to
choose. If your installation requires  wider field
of view or better light collecting capabilities, then
a standard microlens may be better suited, s the
optics are interchangeable and sometimes
adjustable. Another factor that will influence the
type of camera needed is the lux rating and
whether it is color or black and white. You might
wonder why anyone would choose a black and
white camera over a color version when the cost

Figure 61 Various covert microvideo spy cameras
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Flaure 1317 The disposable camera circuit board.
with the flash capacitor still connected.

because it will never fire without the capacitor.
Testing the shocker is a very simple but not so
painless process. Place your fingers across the
output terminals and press the trigger. As you will
soon see, the little 1.5-volt battery becomes more.
like an angry demon when powering this circuit. If
your shocker has a healthy battery, and was wired
up correctly, T doubt you will be testing it for a
second time. The completed unit as shown in
Figure 13-18 does seem to look  bit intimidating.
‘That may only be true because I now have a
built-in fear response from way too many self-tests
when T see a photo of it.

There you have it, a disposable camera becomes
2 high voltage countermeasures device. Who
would have thunk it? If you have some twisted
resistance to electrical pain, then feel free to try

Figure 1318 The completed shacker; ready to release
astorm of electrons.

1wo AA batteries to double the output power to
2000 volts, or if you are riding off the rails on a
crazy train, go ahead and install a fresh 9-volt
alkaline batiery and see if you can take a hit
without causing instant tears to roll down your
pain-stricken face. T have tested these little
transistors up to about 12-volts, and they seem to
hold out fine. Some can take 12-volts or more, but
all of them could handle 9-volis. At 9-volts, the
output from this little shocker is truly painful; in
fact if you place the terminals on a fresh piece of
bread, or slightly moist bit of paper, it will start to
‘burn. How do T know this? T would highly
recommend not more than 3-volts into the unit, but
feel free to experiment like a mad scientist. T do
follow one rule though—if I can’t handle the shock
at least three times, then the thing is too powerful
1o use on anyone else. How much voltage can you
handle?

Project 83—Ultra Small Shocking Device

Although the shocking device is really not that
large physically, you might have noticed how few

parts there really were on that 2-inch square circuit
board pulled from the disposable camera. It would

probably surprise you to find out you actually only
need four of the 10 or so components on the

board—a transistor, a transformer, a resistor, and &
diode. Yes, you could actually build the shocker so

191
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Video Sender

Project 59—Hacking a

Figure 101 A video sender pair for transmitting a video signal around the house.

Figure 10-2  The video transmitter is the square box mounted to the circit board.

‘numbers either on the case or on the space that
once held the transmitter. You will want to search
for a manufacturer’s data sheet in order to figure
out how to wire up the module, or you may get
Tucky and have them labeled on the circuit board
or casing of the actual transmitter.

‘As shown in Figure 10-2, the transmitter module
is the obvious square box mounted 1o the circuit
board. In this photo I have pulled the lid off the
transmitter so you can see that it s a very well
made device consisting of surface mounted RF
components.

After removing the transmitter module, T
searched the Internet by entering the string of

‘numbers printed on the sticker and eventually
found the manufacturer’s datasheet. Then, I
determined that the module would accept
8~12-volts DC on pin 2, and a standard NTSC
video source. The unit could transmit audio as
well, but T was only interested in the video signal,
501 did not connect those pins. To test the unit, T
soldered a 9-volt battery clip o the power input
and ground pin, then soldered the video output and
‘ground wire from my small spy camera to the
‘appropriate pins, and connected the receiver to the
monitor. The other few pins were used to switch
between the four available transmit channels, so 1
left them s s, setting the unit to the default
channel. T also removed the bulky directional
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Section Twelve

RF Scanners

Project 73—Scanning the Neighborhood

“To the urban spy, Radio Frequency (RF) scanners
are a dream come true because they let you tune
into a very large range of the radio spectrum and
Tisten to the exchange between two parties as if
you were tuning into a typical radio. Most of the
communication you will hear on an RF scanner is
readily available as an unscrambled audio signal,
partly due to the fact that the operator may not
care that it can be heard, but also because the
operator may not know how easily it can be heard.
‘You might think that your new 900 MHz cordless
phone with 25 channel capability offers a great
deal of security and privacy, but the truth is, many
of the basic cordless devices available today offer
little or no privacy whatsoever. Adding the
functionality of secured transmission on any RE
device involves a lot more circuitry, and cost to the
user, something that would not appeal to the
average consumer, Sure, you can pay extra for a

cordless phone with frequency hopping abilities, or
purchase a family radio system with some type of
Voice scrambling system, but those features cost a
ot more than the basic unit, and in reality, a highly

motivated spy with a good handle on electronics
could

eavesdrop. Unless your radio uses an
encryption system with some type of hard-to-crack
code or encryption key, then you are  target for
any Evil Genius that can reverse engineer a
matching receiver, making it tune into your
transmitter. ‘The scariest part of all is that
sometimes no electronics experience will be
needed in order for the eavesdropper to listen to
your device besides the flipping of a few so-called
channels and the addition of an outdoor antenna to
some type of basic consumer radio device like a
baby room monitor.

Before you can tune into your neighborhood as
though it were a commercial free “reality” radio

Figure 12-1 A typical radio scanner base unit.
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Figure 14-6  The laser beam transmitter is a very
simple project to build.

Figure 147 A small audio transformer salvaged from
a dead answering machine.

on each side of the transformer with an ohmmeter
and make note of the impedance. If there are more
than two wires on a side, measure across the two
outermost wires to get a reading. If there is no
reading, try random pairs until you get the lowest
reading. One side of the transformer may have a
Tower resistance than the other—4 to 16 ohms
would be optimal, and this side will be the “laser”
side. The other side of the transformer might be
equal, which would be good, but most likely it will
have an impedance of 20 to several hundred ohms.
This will be the “audio” side. The laser side of the
transformer is the circuit that connects the laser
pointer in series with its power supply through the
transformer's winding as shown in the schematic

Figure 1U-8  The laser beam transmitter built on
small square bit of perf board.

Figure 14-6, and the audio side is the circuit
between the audio input, potentiometer and
transformer's other winding. As for powering

a

the

laser pointer, some type of external 4.5-volt DC
power source will be needed such as a serics of
three AAA batteries or a 9-volt batiery connected
through a 4.5-volt regulator. It i critical that the
power supply does not exceed 4.5-volts, as this
will instantly destroy the laser pointer. Two wires
must be soldered to the laser pointer—one to the.
negative spring inside the shell, and another to the
positive shell itself. If you don’t think you can get
the soldering iron tip into the shell for the negative
spring connection, just hook it with a stiff copper

wire and bend the exposed copper around the.

spring with a pair of needle nosed pliers being
careful not to allow the copper wire to short with

the positive pointer shell. The input connector
used to feed the audio signal into the audio

side of the transformer is up to you, whichever
is most convenient. The final unit, as shown in
Figure 14-8, will be no larger than a few square
inches if you found a suitable transformer. The
4.5-volt regulator is also shown on my unit, as |

chose to power it from a 9-volt battery.

‘The unit cannot be tested at this point, as you do

not have a laser beam receiver. Where do you
such a device you ask? Read on.

find

201

I®3jTWSURI] weog IoseT-98 3oaloxg






index-127_1.jpg
Project 57—Telephone Line Transmitter

‘without the chance of having it detected. Also,
because it can be built for a few dollars using
commonly available part, there is no great loss if
you never get a chance o retrieve the uni, or it is
found and destroyed. 1 have built several of these
great transmiltters, and one day when I have a bit

of free time may make it four times smaller

by using surface mount components and a
watch battery or rechargeable mini Ni-MH cell.
In this game, you have to stay on the cutting
edge—smaller is better.

Project 57—Telephone Line Transmitter

Here is a classic device that is not only easy to
build, it also performs flawlessly for an indefinite
amount of time without ever needing a
replacement battery. This transmitter lecches
power from a telephone line, then transmits both
sides of a conversation to a nearby FM radio using
a transmitter working on the same principles as the
ones shown earlier. Because this unit ges its audio
directly from the phone line, no preamplifier stage
is needed, so the component count is extremely
small. Only 13 commonly available

semiconductors are needed. Another nice thing
about this device is that it only needs to connect o
the phone line, not the phone itself, so it can be
placed anywhere that you can gain access (o a
‘phone line or extension plug for easy concealment.

‘The schematic for the telephone line transmitter
is shown in Figure 9-17, and you may notice that it
is similar to the other transmitters in this section,
using a single transistor, a coil, and a few resistors
and capacitors. The difference here is that the four
diodes connected to the phone line are directly

Transistor = NTE290A4/254933

Figure 917 Schematic for the phone line powered transmitter
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Figure 66 The gorilla cam works great and hides its
true identity very well,

should be placed as close to the hole as possible in
order to avoid seeing the edges of the material.

“This is why the conical pinhole camera is the
better choice for this type of installation. There is
o golden rule or technique when it comes to
fastening the camera inside the enclosure, but you
should try to find a balance between solidness and
remove ability, especially if you plan to use the
camera from some other installation later down the
road. A litte bit of hot glue and some bits of
plastic strip or similar material goes a long way in
securing a small camera yet allows the removal of
the unit without damage at a later time. If you plan
on making this permanent installation, then go
ahead and pour in the hot glue o epoxy once you
find the perfect installation location. Once your
Nanny cam is ready. it should be able to capture

a clear unobstructed area of the room to be
monitored without any possibility of detection,
and alignment should be as casy as turning the
enclosure to point in the desired location.

Figure 6-6 shows my completed gorilla Nanny
cam with the conical pinhole lens micro camera
‘mounted covertly behind the right eye. Even an
experienced covert spy would probably fail to see
the lens behind the tiny opening in the right eye,
and it would almost certainly fool the average

person even if they had a close visual inspection,
as the lens just looks like some kind of flaw or
fastening hole in the plastic eye.

Figure 67 The addition of a small VCR eliminates
all suspicious cables from the Nanny cam.

To take this project to the next level of
covertness, I decided that there was plenty of
room inside the large stuffed body for a small
video recording unit and all of the necessary
batteries in order to create a fully self-contained
video recording Nanny cam. This unit is perfect
for installations where cabling may be too obvious,
or when time is of the essence, as it only takes
10 seconds to get the unit implanted and recording
video. The small VCR uses digital videotape, and
can record for several hours of live video or many
‘hours of time-lapse video. Tt also has an audio
input 5o the addition of an electret microphone and
some type of sensitive audio preamplifier makes
this a complete solution for many types of covert
surveillance work; well, at least any job where a
large furry gorilla would not seem out of place.
The camera is powered directly from the VCR’s
main battery by tapping the 12-volt lead wires and
installing an external connector; and depending on
the size and quality of the battery, several hours
can be had from a single charge. To install the
VCR and battery pack into the gorilla, a lot of
stuffing had to be removed, but again, this did not
harm the gorilla in any way! Figure 6-7 shows the
small VCR that was placed into the belly of the
gorilla for self-contained video recording
operation.
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Project 68—Where Have You Been Today?
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Figure 111

Files.” and a window containing the currently
logged on user’s Internet cache will appear.

Now, you may find a whole lot of interesting
information right before your eyes, but lets get
into the cache a little deeper before starting to dig.
In the “Address” bar, select the entire line of text
containing the folder location of the Intenet cache
with your mouse. This will read something like
“C:\Documents and Settings\user\Local
Settings\Temporary Tnternet Files.” When this
entire line is highlighted, right click on it and
select “copy” to copy the address to the clipboard.
Next, close this window completely and select
“Start” from the bottom left of your screen, then
choose “run.” When the run box prompts you for a
name of program to open, make sure that there is
nothing typed in the white box then paste in your
copied address by right clicking in the empty white
area and selecting “paste.” Once your cached file
location has appeared in the bos, select “OK" or
just hit enter and a new window will open
containing all of the user's Internet cache,
including many files that were not visible the first
time—Figure 11-1.

Viewing the current computer user's Internet cache.

As you can see, there are a number of different
fill types of varying sizes, and depending on how
the Internet cache is set up, the list could be very
long, containing hundreds of files. To get a general
idea of the user’s browsing habits, simply scroll
through the list by dragging the scroll bar, making
notes of the general names of the files as they
scroll by. If you see a great deal of file names with
dubious names, then it will be obvious what has
been going on, but lets take it one step further.

Click on the bar labeled “size” just under the
address, and this will organize the cache by the
size of each file. If you click it again, it will
reverse the order from largest to smallest and vice
versa. For now, we want to look at the largest files
first. The largest files are normally multimedia
files containing photos or video, and this evidence
can be very incriminating s there will be litle
question as to what the user has been up to. If you
simply double click on one of the larger files with
4 known extension such as _jpg, or .gif, then it will
open in your photo viewer for examination—be
ready for a possible surprise, you just never know
what the contents might be.
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Figure 812 My outdoor “soup can” illuminator
ready 10 go to work.

connected, a 100-watt light bulb and a large soup
can with the label removed. The soup can was an
easy choice because it can withstand the heat and
because the infrared filer fits perfectly into the end
without any modification. The distance between the
light and the filter will be about three inches, which
scemed to work very well. Figure 8-11 shows the
light socket and bulb mounted into the soup can,
ready to have the infrared filter added in place.

You should ask the manufacturer of the lens for
details on how much heat the unit will withstand,
and for how long before selecting a light bulb, as
you would not want to destroy the filter or cause it
0 crack. T had no problems with 100 watts using
my filter (which T have no information on), but
would certainly not try this with my plastic
infrared camera filter, as it would certainly melt
in less than a minute. If you do not think your
filter can withstand the heat generated by the
light source, then you have a few options such as
backing up the light source or trying to reflect
through the filter from a distance using a lens
or mirror of some kind. Also, keep in mind
that not all light bulbs have the same spectral
characteristics, and reflective coatings. A typical
“warm white” light bulb seems to work nicely,
whereas a completely clear bulb casts a harsh light
5o bright that a reduced wattage was needed. Feel

Figure 813 A person caught in this scene would not
see any light ar all

fiee to experiment, and ook up the manufacturer’s
technical data for wavelength emissions. You will
also need a method of mounting the final unit
(shown in Figure 8-12) so that the extremely hot
surface is not in contact with any nearby
flammable material. A tripod or long shelf bracket
is usually enough to keep the heat away from the
mounting surface.

If you want a litle more control over the amount
of illumination, you can change the wattage of the
bulb, or install a light dimmer for fine control. Keep
in mind that light dimmers reduce the current to the
filament, which causes a shift in color temperature,
and may reduce the amount of infrared light in odd
ways. Again, experimentation is key. Even by using
a fairly old black and white security camera, the
amount of light thrown by this unit powered by a
100-wat light bulb was more than enough, and at a
distance of at least 50 feet, the dim red glow from
the lens was not even noticeable. Figure 8-13 shows
the well-it area of a back yard in the absence of any
ambient light from streetlamps or the moon.

1t's amazing what you can do with a light bulb, a
bit of glass and a soup can! But what if you want
to monitor an area that is several blocks away?
‘Typical binoculars are not very useful at night, and
illuminators are only good up to 150 feet, so now
what? Read on, my curious Evil Genius friend!
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a laser beam off of a window across the street s
entirely possible as long as the alignment between
your position and the target window is not so far
off that the returning beam misses your loc:
problem that is multiplied as the di

the source and target increases.

You should be able to make the unit function no
matter where you place the window simulator in
your house, but as you might have already found
out, your receiver may be on the opposite side of
the room from the source beam, or even worse,
many feet higher or lower depending on both the
vertical and horizontal misalignment between the
angle of the beam and target reflector. If you look
out your window and see nothing except buildings
full of windows aligned in the same manner as
your window, then it's going to be easy hunting,
But if this is not the case, you may have to choose
your setup location in order to catch the received
beam. Once you have the knack of ligning the
laser microphone in your test area using the
window simulator, go ahead and try a real test
using your own window. If you cannot spot a
window from your test bench, then some type of
proper mounting of the source laser and receiver
will be necessary as T have done in Figures 14-16
and 14-17. Figure 14-16 shows the receiver built
into a small project box to contain all of the
electronics and batteries. The box is then

mounted to a bit of plastic that can be attached

0 any standard tripod used for video or still
photography.

‘You will also notice that there is a gun sight
placed directly in front of the receiver’s
phototransistor in Figure 14-16, and although this
does little to increase the range of the unit, it does
allow the use of  video camera during alignment
at large distances. Since you would never want to
look through a gun sight when attempting to spot
the reflected laser beam, a small black and white
video camera can be swapped for the receiver and
viewed safely on a monitor while you attempt to
position the source beam and receiver's tripod.
Because of the sensitivity of the low lux black and

Figure 4-16  The receiver unit is mounted to a tripod
for casy alignment.

white camera, it is easy to see the general direction
of the reflecting beam even if it is not yet hitting
the receiver. Once the reflected beam is within
visible range (shown as a spot on your wall),

you can then remove the camera and replace

it with the receiver box for final alignment.
Although this method did work well for me,

even when experimenting with an infrared laser,
itis definitely not the only answer to alignment,
and with a litle creativity, you will most likely be
able to invent a much faster and more reliable
‘method. Figure 14-17 shows the source laser
contained in a small plastic box with its external
battery source and a power switch, Using batteries
as a power source eliminates any induce hum from
AC noise, a problem that can easily drown out the
usable audio signal. This experiment does indeed
prove that the laser microphone is a working
device, but not like many of the spy stores claim
with their “point and shoot” ready to operate units
Distance targeting requires a lot of patience in
finding the proper location of your source beam
and receiver, and there are many factors that can
easily render the signal unusable.
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Tesponsibility to understand and follow your local,
state, provincial, and federal laws on various
surveillance practices. If you are unsure regarding
the legality of your “spy” activities, consult an
attoney. Of course, only use your gadgets in a
lawful manner, and respect others’ privacy.

T hope that 101 Spy Gadgets for the Evil Genius
will help you expand your knowledge about many
different types of technology, and how you can
‘modify these technological principles for your own

amusement and enjoyment.

Brad Graham
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Project 69—Resurrecting Deleted Data
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Figure 114 Selecring deleted files for recovery.

There are many file and drive recovery programs
available, some are even freeware, so I will leave it
up to you to choose your product. T use a program
called “Easy Recovery Professional” from a
company called Ontrack (www.ontrack.com).
When you first run the program, it will ask you to
select a hard disk to analyze (if you have multiple
drives), and then it will read the entire disk looking
for lost files. If you have a slower computer, or
humongous hard disk space, this could take several
minutes. Once the utlity has scanned the entire
drive for lost files, you will then be asked 10 select
the files for recovery (see Figure 11-4). Most
likely, the utility will require you to select a
destination drive different from the source, as it
would be impossible to write the recovered files to
the same drive without further data loss—a
network drive, or removable drive will be suitable
if your computer has only a single hard disk.
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If the operation is successful, you will be able to
use the files as if they were never deleted. but keep
in mind that successful recovery is not always
possible as many variables can make a file
unusable. If any portion of a file has been
overwritien, the recovery program may not be a
‘way of doing this, especially if the file is large, as
in the case of a video file or high-resolution photo.
Depending on the format of the file, even a small
‘amount of corruption could render the file useless,
and you will now need to find an appropriate
repair uility for that file format. Also, if the user
ran a file-wiping utility, the file may be totally
biank or filled with random garbage, and you will
be recovering nothing more than the file name
itself. Sure signs of this are image files that come
up invalid and blank text files. If your file recovery
software comes up short, there are not many
options left to the amateur spy as full-blown
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Project U2—Microcontroller Controlled Servo Base

Since RC servos are controlled by a series

of varied length pulses, it would be very easy

50 have a microcontroller make a predetermined
Sweep or camera movement by simply creating

2 timing loop to send the appropriate pulses 10
the camera base. This could be useful if you

want to record a large area using a single camera
and VCR, or if you want to move the camera
from one zone to another at a preset interval. For
any microcontroller this is a very easy task to
ccomplish, and the simple code shown here

can be easily modified to suit your needs. As

for hardware, this may be the simplest project

in the entire book, as it only requires a single
low-end microcontroller and oscillator—yes,
only two parts! You can easily expand the
program to control as many servos as you have
1O pins, and create multiple complex pan and tilt
‘movements. Have a look at the code in Listing 7.1
10 see how it makes the camera base sweep

back and forth whil
small steps.

moving up and down in

Listing 7.1 Program code
for microcontroller servo
control

“[SETUP 16F628]

@ device HS_OSC

@ Device WDT_OFF
@ Device PWRT_OFF
@ Device BOD_OFF
@ Device MCLR_OFF
CMCON =7

VRCON =0

define osc 10
output porta.2
output porta.3

/[VARIABLES]
pan var porta.2
tt var porta.3
iflg var byte
panpos var word
tltpos var word

pandir var byte

tdir var byte

panpos = 500

tltpos = 500

pandir = 1

tdir =1

/[MAIN LOOP]

main:

‘[PAN CONTROL]

i pandir = 1 then panpos = panpos + 2

if pandir = 0 then panpos = panpos — 2
‘PAN LEFT

if panpos > 1000 then

pandir =0

tflg = 1

endif

‘PAN RIGHT

if panpos < 10 then

pandir = 1
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The letter fafter a page number indicates a figure.
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Figure 20 A stainless steel wok lid will be used to
focus distant sound.

some other type of lid, imagine the curve
extending past the edges to complete a full sphere,
and iry to estimate where the center of the sphere
would be located. Once you have estimated this
distance, connect a rod or wire from the center of
the dish so that it extends a few inches past this
imaginary center point. A bit of coat hanger wire
bent to form an arm that will extend in a straight
line from the center of the dish past the imaginary
spherical center point and then back to the side of
the lid is a good way (0 get started as it will allow
easy relocation of the microphone. As shown in
Figure 2-11, Linstalled the coat hanger wire so that
it would extend a few inches past my estimated
spherical center point and then back to the side of
the lid for stability. The side arm was needed, as
the coat hanger wire was not stiff enough to
support the microphone without extra support. The.
bolt that holds the handle to the lid is the perfect
mounting place for the wire, as we know this is the
true center of the parabola.

‘With the wire in place, you will now be able to
place the microphone at varying distances from the
center until you find the optimal position that will
reflect the most sound. This job is much easier if
vour microphone’s position can be fine-tuned
afterwards by exploiting its moveable base if it has
one like that shown in Figure 2-10. A small radio
placed at one end of a quiet room can be a great
help when positioning the microphone for best

Figure 211 A coar hanger is atached 1o the center of
the work lid where the microphone will be attached.

results, and if you have a sound level meter of
some type to show you the relative strength of the
received audio, this can make the process relatively
simple. Remember that the small eleciret
microphone has a very tiny hole measuring only a
firaction of an inch across in the center of its small
metal container, so this will be the target focal
point. Do not be confused by all of the side vents
or any other openings on the small plastic
microphone casing because these are cosmetic and
serve no real purpose. If you want to know exactly
where the small opening is located on your
microphone, open the plastic cover to expose the
electret element, then peel the small cloth disk
used as a wind buffer away from the front face of
the small metal can. The wind buffer will not be
necessary in this configuration since the opening
of the microphone will be facing the inside of the
lid. As you can see in Figure 2-12, T mounted my
parabolic microphone to a camera tripod for
stability along with one of the preamplifiers
presented earlier in this section. The microphone
has been fastened to the coat hanger wire using the
double-sided tape that came with the adjustable.
microphone base. Notice how the microphone is
aiming slightly offset towards the center of the lid
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Hardware

Project 98—Payload Delivery

needed. as the microcontroller cannot source a lot
of current, at least not enough to pulse a solenoid
or magnetic actuator. A simple plunger solenoid is
2 good choice for a one-time delivery system, as it
can simply pull a pin and let go of the cargo.
These electromagnetic solenoids are commonly
found in VCRs, photocopiers, printers, o any other
device requiring the activation of some mechanical
device. These common solenoids come with
standard voltage rating of 5 V, 12V, and 24 V, with
12V being the most common. I have found that
the 5V and 24V units will work just fine on 12 V,
as long as the actuator is pulsed for short periods
of time, but the best way 1o find out s to simply
try the coil with whatever voltage you have
available. Driving the coilis as simple as adding a
transistor. resistor and diode to the original bridge
shown in Figure 15-16. The base of the
transistor is driven by the microcontroller’s output
pin through a current limiting resistor. The diode
protects the cireuit from back voltage created by
the coil. The schematic for this simple
solenoid/coil driver is shown in Figure 15-22, and
is s0 simple that it can be built by soldering the
components directly to the solenoid or coil

circui

‘The choice of solenoid or coil is really
dependent on what the payload will be, and how
you plan on connecting it to the ROV. I wanted a
payload delivery system that would be diverse
enough to handle something as simple as a tiny
plastic box; right p to something the size of the
actual ROV connected like a trailer, 50 a simple
pin through a hole type system seemed most
Togical. The most basic type of small magnetic
solenoid is nothing more than a plunger that gets
pulled into an electromagnet when power is
applied, perfect for what I planned to do. The
solenoid I used was salved from a dead computer
case. It was the device that secured the case from
tampering. This solenoid was already designed to
do what I wanted, pull a pin out of a hole in order
10 let g0 of something, 50 connecting it to the ROV
would be as simple as drilling a few mounting
holes in the desired location. I decided to mount

Flaure 1522 A simple solenoid driver for payload
drop hardware.

the solenoid at the rear of the ROV as if it where a
trailer hitch, which would allow me to drive along,
drop the payload or trailer at some designated
location, then continue in a straight line.
Depending on your needs, you may also want a
simple delivery function like mine, or something
much more elaborate such as a slingshot to project
your payload over a fence, or a spring-activated
spike to secure your payload to the side of a
building. Whatever your needs are, they can most
likely be satisfied with a simple solenoid actuator
and some creative hardware hacking. Figure 15-23
shows my very basic pin actuated solenoid being
loaded with a small box containing some mystery
device that will be delivered to the designated
target location on my next classified mission.

Now your ROV can sneak into a remote location
sending you crisp audio and video, see in complete
darkness, and drop a payload anywhere you
choose. Not bad for something built in a few days
from junk that was laying around the pars bin,
Proof again that the amateur hardware hacker with
a few basic tools, and a good imagination, should
never be underestimated. Now let’s wrap this ROV
project up by creating a portable base station so
‘you can take your robotic soldier into the field.
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Modulation occurs when a continuous signal or
wave is altered by an input signal of varying levels.
1f you look back in this section to our laser
transmiltter and receiver projects, then you will
remember that the steady beam from the laser
pointer (continuous signal) was modulated by the
microrecorder's audio output (varied signal) to
create a laser beam that would carry the audio
signal in a modulated format to the receiver. In that
system, modulation does indeed occur because the
impedance of the transformer that was placed in
series with the laser pointer power supply was
varied directly by the audio signal, creating a
resulting amplitude modulated laser beam. This is
the same way that almost all light based
communication systems work including infrared
remote controls, cordless headphones using
infrared LEDs and even some distance measuring
devices. The laser microphone, on the other hand,
does not use modulation in this way, as it is just
not possible. The popular theory is that the small
vibrations in the target window caused by noise
such as conversation in a room will modulate the
laser beam that you have bounced off the glass,
and because of this will be able to decode this
modulation back into an audio signal in a way very
similar to our laser receiver from the previous
section. The problem with this theory is that to
create modulation in the laser beam, the level or
intensity of the beam would have to be varied
according to the audio signal in the room, but it is
not. Because the laser beam originates from our
Tocation, bounces off a target window then returns
to the receiver at our same location, there would be
10 way for the target to modulate our source beam,
and it does indeed return to its original location as
a non-modulated continuous source of light. OK, if
this is the case, then how can a system like this
actually function, and how does it really work?

‘The real magic behind this device is not
modulation at all—it is alignment due to vibration.
1f you bounce a laser beam off a window that is
being vibrated slightly by the audio source behind
it, this will indeed affect it, but not due to

modulation of its intensity, it will in fact be
moving. Although the vibrations of the window.
from the weak sound within a room may equate to
only a few thousandths of an inch, this can create a
much larger motion of the reflected laser beam due
o the distance and angles between the source and
target, and this change in motion will have a great
affect on a phototransistor, much as it did with the
actual modulated laser beam from our laser
transmission system. Knowing this, we now realize
what many others did when building this type of
device—the unit always works much better when
the received laser beam does not directly strike the
phototransistor. If we let the vibrations from the
window move the laser in and out of the path of
the phototransistor, then the receiver circuitry.
actually works as if it were decoding a modulated
signal. However, in reality it is working much
more like the vibrating needle on a record player.
Armed with this information, it was not hard at all
to build a working prototype capable of targeting a
window across the street. There are indeed other
issties that need to be overcome in such a sensitive
and alignment critical device like the laser
microphone, but we will discuss this in more detail
as we build the simple prototype.

Before you even think about creating the
receiver, it is highly recommended that you build
the simple “window simulator” unit as shown in
Figure 14-12. Without this simple device, I would
not have been able to create the working laser
‘microphone.

As you can see from Figure 14-12, the window
simulator is nothing more than a small speaker
with a little bit of reflective material glued to the
center cone. I snapped the comer of a broken glass
mirror using pliers then secured it in place with a
hot glue gun. When there is any slight vibration of
the speaker from a source such as the small
microrecorder T have attached, then there will be
movement of the mirror, much like what would
occur to a window from sound from inside a room.
To simulate a vibrating window as much as
possible, the audio level of the micro recorder is
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Figure 823 Infrared LED illuminator box and
switch ready for installation.

The next step is the creation of the infrared

the DC power source over pulsed mode operation
because T was worried that I might actually
senerate oo much infrared light for the camera.
By using a separate box for the 18 infrared LEDs
Lhad ample room to add a pulse circuit later if [
thought it would be necessary. The 1.5-volt LEDs
are wired as a series string of six connected in
parallel to three identical strings, giving cach of
the 18 LEDs 1.4-volts from the 8.4-volt
rechargeable battery used. For more information
on series/parallel LED wiring (refer to Project
“6—LED Night Vision llluminator, earlier in this
section). The power swilch was also added (0 this
Box, and would serve as the master switch for the
<atire device. Figure 8-23 shows the illuminator
5ox containing the 18 LEDs and power switch
with ample room for future expansions.

“The illuminator box is simply bolted to the lid
a the viewfinder box once the switch has been
wired to the power source to complete the unit,
At this point, you should be able to run through
sour house in pitch darkness without any irouble
=hatsoever, OK, before you try running, power
=5 the unit and get used to looking through a
siewfinder, as it takes a bit of getting used to
pending on the field of view that your camera
‘=eaduces. You may also need to focus the

illumination box. I knew how sensitive this low lux
camera was, so T opted for a straight connection to

Figure 8-24  This stealthy infrared night vision device
is an exceptional performer.

Q

Figure 8-25  This night vision device works like an
“invisible” flashligh. H

viewfinder by turning the litle black knob that
moves the tiny exit lens back and forth in the
eyepiece. If everything went as planned, then

you will be amazed at how well this stealthy spy
device works in complete darkness. As shown in
Figure 8-24, this night vision device looks like it
means business, and can easily outperform the
original “green screen’ military units based on the
bulky power hungry optical tubes. Even outdoors,
this little device is very capable,

There are no risks to human vision with this
uni, as the LEDs do not put out enough power
density to cause eye damage, 50 you can use this
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You

That Watches

63—The Movie

Fiaure 1011 Mounting the components into the casing with double-sided ape.

an alignment error, the tape cover will take care of
that later. As shown in Figure 10-11, I also chose
to install a power switch so I could replace the
battery in my shop then bring the unit to the target
site without wasting power.

If there is a chance that the tape may be
spected by the subject under surveillance, then
you may want to avoid the power switch, or use
something less obvious like a mercury switch, or
‘microswitch. With a little work, you can make
this tape completely conceal its contents by
placing some black paper on the inside of the
transparent tape reel windows or by painting them
black. The completed VHS spy tape will weigh
approximately the same as a normal movie, and
will even allow insertion into a VCR without any
problem (the VCR will simply spit it back out).
‘With a little patience, you can place the camera
lens in such a position that the required hole will
end up in the middle of some round leiter or digit
on the box cover, making it almost undetectable.
Figure 10-12 shows the completed installation
with the tiny camera lens placed in the center

of a small character printed on the box cover.
Even at close inspection, there is nothing that
would make you look twice at this sneaky little
spy gadget.

Figure 10-12 Can you find the lens hole? This spy
device easily avoids detection.

Another nice feature about this installation s
that it can be placed just about anywhere in a
ro0m, and tumed to any angle you want without
looking out of place. If the target room does not
have a VHS machine, a hollowed out book would
also blend in well in most rooms without drawing.
too much attention.
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Project 74—Scanner Auto Recording Switch

1t's easy to become hooked on neighborhood
scanning, and although it may seem a bit twisted to
listen to Bob and Sally argue about who gets the
car that night as you relax in your mad scientist’s
lab, is there really any difference between this and
many of the reality shows that are winning ratings
on television these days? Not much. Both partics
willingly installed devices that can beam their
personal lives out on the airwaves, the only
difference is that those with cheaply made cordless
phones and baby monitors did it by accident, and
might assume they are in private, but in reality,
have become stars of their very own reality show.
Be sure to check the laws in your city,
state/province and country before conducting your
own spy surveillance activities.

You may want to monitor the local police band
10 see if there has been any trouble in your
neighborhood lately, o even fire and emergency
frequencies. Regardless of your motive, you will
most certainly be missing out on all the action if
you are not glued to your scanner at all times, but
just like the ability to auto record your favorite
reality show on TV, there is a way to do this as
well with a scanner and a handful of electronics
components. Some high-end scanners may already
include functionality to trigger an external
recording device, and even time stamp the event,
but for those who own scanners lack this ability,
the auto recording switch will be the answer o
your scanner woes.

‘This simple circuit monitors the audio output
from the scanner so that when the squelch silence
is broken, a relay will close for a determined
amount of time dependent upon the setting of the
variable resistor that controls the timing cycle. The
timer is important so that small breaks in
conversation do not trip the recording device on
and off constantly. This is the same way the
scanner’s squelch circuit operates as well. The time

that the relay stays activated can be set from a few
milliseconds to several seconds. Take a look at the
schematic in Figure 12-2 to see how it interfaces
between the scanner’s audio output and the
recording device. This circuit s very versatile, and
should be able to control just about any recording
device that can operate from a single switch such
as a tape recorder, digital recorder, or even a
computer program.

In Figure 12-2, you will notice that the audio
signal is fed into the base of an NPN transistor
amplifier through a . 1uF capacitor for isolation.
‘The output of this transistor will rigger the timing
cycle of the 555 timer if sufficient audio is
detected: a level typical of headphone listening
would be plenty. The 555 timer's output then
drives a relay through another NPN transistor, and
this in tumn switches on the recording device. The
relay will remain on unil the timing cycle
controlled by the variable resistor is complete and
when audio level drops back to silence (scanner’s
squelch activated). As long as there is an audio
signal present, the timing cycle will constantly be
reset, thus reducing the number of on/off cycles
seen at the relay. This circuit assumes you do not
have this functionality built into your scanner, as it
would be redundant if you did. You will also need
a way to input the audio signal from your scanner
into the circuit, and the easiest way to do this is
through the headphone jack on your scanner. If
‘your scanner does not offer even a headphone jack,
then get out your soldering iron and install your
own by connecting the £ mono jack directly to the
speaker terminals so that the center pin connects to
the positive lead on the speaker and the shielded
wire connects to the negative speaker lead. The
circuit can be built on a small bit of perf board and
placed into a small plastic box with the 9-volt
battery, power switch, and potentiometer (see
Figure 12.3).
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T [READ DATA FROM EEPROM]
send:

i2cread sda.scl.$AO.adr [key]
Pause 10

adr = adr+1

+ [EXIT IF END OF DATA]
ifkey = 0 then

mde =0

input clk

input dia

kbs =
adr=adr- 1

2oto main

endif

+ [SEND CR AFTER 80 CHARS]
Ipl =1Ipl+1

if Ip1 = 80 then

Ip1=0

adr = adr-1

key = $5A

endif

; [GOTO SENDKEY ROUTINE]
gosub sendkey

goto send
endif .

goto main

| [FUNCTIONS] ##ssssss s insssnts

3 [WAIT FOR CLOCK CYCLE]

clock:

if clk = 0 then goto clock
Ip:

if clk = 1 then goto Ip
return

: [WAIT FOR IDLE CLOCK]
idle:

if clk = 0 then goto idle

if dta = 0 then goto idle
return

; [STORE KEY TO EEPROM]
store:

i2cwrite sda,scl, $AO,adr,[key]
adr =adr+1

Pause 10

return.

+ [SEND SCANCODE TO PC]
sendkey:

gosub idle

chr9 = not(key.0 A key.1 A key2 M key3 M
key4 M key.5 M key.6 M key.7)

chri0=1

shiftout dta,clk.4,[chr\11]

input clk

input dta

retm

+ [ERASE EEPROM-TAKES 3 MINUTES]
erase:

Ipl=0

btv=0

kbs=0
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Tap

Project 1ll—Super Stealth Line

Flgure 37 Audio clip of an incoming call captured by the computer

Figure 3-7 shows a bit of the audio clip captured
during an incoming call using the telephone audio
interface connected to the input on my sound card.
Notice the two uniform blocks of audio at the
beginning of the wave file, This is the digital
representation of the phone ringing twice before it
was picked up. To the recording software or
device, a ring is just another chunk of audio, so it
ends up recorded along with the conversations, and
any touch-tone information that may be entered
from the telephone keypad. Both sides of the
conversation are recorded, and this data are shown
i the rest of the wave file as random bits of data
followed by short intervals of silence. The load
spike near the end of the file followed by a slight
steady tone s of course the receiver hitting the
cradle, and the dial tone that follows. Any captured
key presses will look somewhat like the ring
sequence, just a lot shorter in duration. Touch
tones can be also be decoded back into their
corresponding numbers and letters by your

computer, revealing any secret codes, or
information that was entered by either party. Refer
1o Project 75 Scanner to Computer Interface in
Section 12 for more information.

Your computer is definitely a better choice than a
cassetie recorder for long-term telephone call
logging because ts recording capacity is only
limited by the amount of available hard disk space.
and the compression system used. The downside of
using a computer is of course its size, but a properly
placed laptop could be an effective alternative to a
desktop computer, and certainly much easier to
hide. If you are a decent programmer, you may even
consider coding your own level triggered audio
recording program, complete with real-time DTMF
decoding and time logging abilities, and such a
program could even disguise itself on the PC for
truly covert operation. Later i this section, I will
present a computer to telephone interface that will
let you cavesdrop on the telephone from anywhere
in the world using the Intemet

Project 1—Super Stealth Line Tap

Here is another one of those projects so simple
yet so effective, that you wi

got by without it, This little unit lets you plug into

wonder how you ever

any phone line in a building or house and listen in
on both sides of the conversation. Wait, can’t you
just pick up one of the extension phones and do
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sure 6 Installing video and power connectors
=10 a stuffed oy animal.

shere the lighting is located in the room, as
sight lamps will swamp the image sensor in
most cameras if they are included in the frame,
lting in subjects that look like moving
hadows. An object should also look like it belongs
2 the room, as you want to draw as litle attention
0 the object as possible, especially if picking it up
would reveal the power and video wiring coming
at of the back. A stuffed animal provides a fair
mount of room inside for equipment, offers a
simple mounting scheme for a pinhole camera (in
the plastic eyes), and does not look out of place on
ny decorative shelf or tabletop, Figure 6-4 shows
‘he video output cable and DC power connector
seing installed into an incision cut in the underside
a stuffed gorilla who will soon be getting the
i of sight.

It s always best to install the connectors as close
0 the body of the object used to hide the Nanny
cam as possible so that only the wire will run from
the camera o the VCR, rather than allowing the
arge connectors to dangle in plain view. The color
and size of the wiring used will also add to the
covertness of the installation, so choosing a wire
ihat is as close to the color of the wall as possible
is always a good idea. Have a look at Project 35,
Covert Marker Cam, for a novel idea using thin
copper wire that can easily exist without detection

Figure 65
camera installation process.

No real gorillas were harmed during the

in plain view, and break away from the device
if it were moved due to suspicion. If you really
want to get sneaky, you could install a wall or
shelf mounted connector box that the stuffed
animal literally docks to. This way if anyone picks
the unit up, it will seem as though it were never
connected to anything. However you decide to run
the wiring, just try to make it as tough to find as
possible. The camera itself should be mounted so
that the lens hole blends into the object as much as
possible, and if you can, use an existing button
hole, or some opening in the enclosure large
enough for the lens, but small enough not to draw
attention or look out of place. For my installation,
one of the large plastic eyes was a perfect choice
as it put the camera up high, and in a position that
would allow for easy adjustment towards the

scene. The small hole that was drilled in one of the
eyes did not draw any attention to the installation,
and even on close inspection did not look like any
type of video camera. Figure 6-5 shows the small
drill bit making a hole into the center of one of the
plastic eyes by hand turning it to avoid damage.

“The hole that has to be drilled should be only
slightly larger than the actual camera lens, and it is
better to start by drilling the hole too small first
then increase the dril bit size uniil there are no
blank areas or shadows in the video. The camera
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Video Transmitter

67—Kamikaze

Project

Figure 10-18  The camera, transmitier and battery.
mounted behind the wall clock.

run time, then a six or eight AA battery pack
should easily fit behind the clock and increase your
run time to several days as compared to several
hours for a typical 9-volt battery. The camera lens
hole should be drilled in a place that does not draw
attention such as just above a number, or between
words in a logo. If this is not possible then drill the
hole wherever you can, then simply find a product
Tabel or sticker from something else to help mask
the hole; use your imagination here. You will also
want to keep the camera hole away from the clock
hands if possible, especially the hour hand, or you

Project 67—Kamikaze Video Transmitter

There may come a time when you do not have
aceess to the area to be monitored, yet it is
imperative that you get a camera installed even
though you may never see it again. T like to call
this a Kamikaze mission, as your camera may
never come home alive, even if it does survive the

Figure 10-19  The covert spy clock camera transmitter

will have a blank spot on your video screen lasting
more than an hour twice a day. In my installation, [
could not avoid the minute hand, due to the shape
of the clock, but this rarely became an issue, and
only lasted for a few minutes. If you really want to
deal with this problem, just place the camera as
low as possible, and cut down both the hour hand
and minute hands so they never cover the lens
hole. My working unit is shown in Figure 10-19.

A few things to note when making this project
are—the angle of the camera should aim slightly
downward, or you may not see the lower part of
the room, and you must be careful of reflections on
the glass or plastic clock face, although normally
‘you can just remove it if it becomes a real
problem.

brutal flight to the target location. This procedure
works equally as well for audio bugs as for camera
transmitters, and usually gets the job done. The
idea is to hurl the transmitting device into the
target area from a safe distance, hoping it lands in
such a position that allows you to acquire whatever
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cireut is made using some really big can style
transistors from the Dark Age. Hey, when you're
hacking, use what parts you have available!

Again, performance is certainly adequate
considering the amount of time it takes to whip
this project up, and the low component count. The
unit does seem to work much better in a proper
steel case with a solid antenna, but considering my
initial testing was done with the circuit board

exposed on my desk and with a random bit of wire

for the antenna, T was very pleased with the results.

1f you keep hacking away at transmitter designs, it
won't be long before you start designing your own
cireuits, with increasing range and stability. There
is an amazing amount of information to be learned
by combing the Internet for amateur and pirate
radio circuit sites. Now let’s put some of these
transmitters to use in creative ways.

Project 63—The Movie That Watches You

You likely built or purchased a video transmi
that will allow you to hide the unit and avoid
obvious wires, or to allow you to place the camera
an area that's unreachable by wires. Once you
have your audio and video streaming through the
air like magic, you need to use your imagination to
conceal both the transmitter and the microcamera
So that they both blend into the surroundings like a
stealthy chameleon. This s always the fun part of
the job which is limited only by your twisted Evil
Genius imagination!

er

There is a very functional and stealthy way to
install a camera and fransmitter that allows the
equipment to blend into the surrounding
environment, while positioning the camera directly
into the target area. Because we are using a VHS
movie case to install the camera and transmitter,
you can simply slip on whatever movie cover you
like, sit a small hole in the case for the
microcamera lens, and let the unit go to work. This
installation method allows you to place a spy
camera in any area where a movie would not seem
out of place, or it can be substituted for a movie
already in the target room by simply removing the
real VHS tape and placing the cover over your
hidden camera movie unit.

For this project, 1 used a low lux color conical
pinhole lens camera, an audio video transmitter

hacked from a video sender, and a rechargeable
9-vollt battery to power the unit for several hours.
Figure 10-10 shows the individual components
used in this installation.

Remove the five small screws that hold the VHS.
tape shell together, and gut everything from the
inside of the unit to allow mounting of the
tansmitter, camera and battery. You can use a few
bits of double-sided tape or a glue gun 10 position
all of the components, which will allow for easy
removal for use in other projects. The hole for the
pinhole lens should be no bigger than necessary,
but don’t worry if you had to make it larger due to

Figure 1010 This movie will soon be watching you.
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13-Using Computer Effects

Project

Figure 312 The completed telephone input/output
box—a beaurful hack indeed.

that the party at the other end of the conversation
will not hear that all too common clunk when
you disconnect. Once your modified telephone is
completed and assembled, the real fun can begin.
Figure 3-12 shows my completed telephone

inputfoutput box ready to play havoc into the
twisted pair.

You can now install any device between the
‘microphone and input you like, including voice
changers, distortion units, echo boxes, or even voice
synthesizers (more on this later in this section). This
the perfect host device for the next few
projects on voice disguising, and since it takes care
of all the audio interfacing for you, it is the perfect
way 10 test new audio effects. You can also port the
output into a recording device, or mixer, to make
logs of all your telephone exploits, since the output
will be approximately at the correct level for most
audio input connectors. There are too many uses for
this device to even list, o 1 willlet you cook up
your own ways to mess with the unsuspecting party
on the other end of your telephone input/output box.
You should definitely check out the rest of the
projects in this section though, since they will make
great use of this device.

unit

Project 13—Using Computer Effects to
Disguise Your Voice

So, you built the telephone input/output box., and
you have worn out the novelty of that guitar echo
box effect you were using on your friends? Not to
worry,if you own a computer, you can also own
Just about every audio effect ever made, and it will
be very casy to interface the sound card on your
computer o the telephone input/output box. You
will need to find or make a patch cable that will
conneet between the line output of your

computer’s sound card (usually a  stereo jack) to
the input jack on the telephone IO box. Remember
0 wire the cable for mono operation by tying the
right and left signal wires together, or you will be
wasting one of the channels on your computer’s
audio output, which may affect the sound quality

played into the phone. You will also need to install
the microphone into the sound card’s microphone
input in order to transmit your voice through the
computer back to the phone. When the microphone
and patch cable are installed properly, you should
be able to use the 10 phone just as if the
microphone were connected directly o its input,
and the audio signal should be crisp and free of
distortion. Some aggravation playing may be
necessary in order to set your computer’s mixer to
the proper levels in order to avoid overloading the
input in the IO phone, but T assure you that it can
be done. Start with the line output (volume) set as
Tow as possible while the microphone recording
input is at the highest level, so when you speak,
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Project 95—RC Receiver to Servo Bridge Circuit

from each terminal on both motors and connect
all four of these wires to the microcontroller
through 10K resistors to limit current. The
program simply monitors the high or low levels
at the input pins of the microcontroller, and
responds with the appropriate pulse width
‘modulated signal to the camera head servo. The
servo pulses are generated by a simple timing
Toop that varies the pulse widths in order to
control the servo position. Have a browse

through the code to get a handle on its function,

and then check out the detailed description that
follows.

Listing 15.1 Servo bridge
control program

; [16F628A]

@ device HS_OSC

@ Device WDT_OFF
@ Device PWRT_OFF
@ Device BOD_OFF
@ Device MCLR_OFF
CMCON =7

VRCON =0

: [SETUP]
define osc 10
output porta.2
input portb.0.
input portb. 1
input porth.2
input porth.3
output portb.4

+ [VARIABLES]
servo var porta.2

rel var porth.0
rer var porth.1
ref var porth.2
rcb var portb3

pos var word

+ [STARTUP]

gosub center

; [MAIN LOOP]

‘main:

+ [CENTER SERVO IF MOVING]

if ref = 1 or rch = 1 then gosub center

: [LOOK FOR NEUTRAL]
if ref = 0 and reb = 0 then

+ [SERVO LEFT]
if rel = 1 then gosub left

+ [SERVO RIGHT]
if rer = 1 then gosub right

endif

+ [SET SERVO POSITION]

servo

Pauseus 1000 + pos
servo =0
Pause 16

goto main

+ [SUBROUTINES]

230






index-177_1.png
recording switch presented earlier in this section
by monitoring the input level, and triggering the
record function for a predetermined amount of
time if it reaches a certain threshold.

‘The ability o activate the recording function
only when there is audio is extremely important
for unattended long-term operation, because
without it, you will either fill your hard disk with
blank audio, or spend most of your time searching
for relevant information. As shown in Figure 12-4,
Sound Forge® allows me 1o set a threshold level
that wil trigger recording, and this is simply any
noise level above ambient noise levels when the
scanner has its squelch circuit activated. A noisy
sound card, or one offering only a microphone
input, will have a fair amount of noise, even when
the scanner is not talking, 50 you will have to
make sure your threshold is above this level but
not below the scanner’s talking level. The other
important adjustment shown in Figure 12-4 s the
release value in seconds. This setting determines
how long after the audio is gone that the recording
will continue, which is a useful setting when
listening to periodic talking or half duplex
conversations. With these settings, Sound Forge®
will begin recording as soon as the scanner has

found some audio, and it will keep recording for 1
10 seconds after the last bit of information. The
recording is appended to the end of the last chunk
of audio, creating what can be best described as
“time lapse” audio. Recording like this can
compress hours of listening into only several
‘minutes’ worth of “the good stuff?

There is more than just chitchat on that scanner,
and if you happen to pick up some phone activity,
you will probably encounter the sounds of buttons
being pressed on the user’s keypad in the form

of DTMF (touch tones). Because you have
perfectly clean digitally recorded audio signal and
the power of a computer at your disposal, there is
10 challenge at all in extracting the original
numbers from those musical sounding blips. All
‘you really need to do is crop a section of the audio
that contains the numbers you wish to decode,
then feed that into a simple DTMF decoding
Software—yes, more demo-ware or free software is
available on the Tnternet.

Let’s take a look at a typical conversation
between an unsuspecting scanner victim

and his trusty voice mailbox (my own in this
case). As you can see from the shortwave file
clip shown in Figure 12-5, there are a few

®oezaojur x93ndwop-o03-zsuuens—G, 3oslox

Figure 12-5 A few spoken words followed by a password keyed in fron the phone.
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! Figure 13-6  Schematic for a white noise generator with amplifier.

Flgure 137 White noise generator buil right into
an old speaker cabinet.

speaker, the more sound pressure it will produce.
1f you have looked at the laser microphone
experiment in Section 14, then you will understand
that the white noise generator can effectively
render that spy device useless as well by placing it
at the base of the window that may be used to
point the laser for reflection. Because the noise
generator will vibrate the window with random

Figure 13-8  The white noise generator can disable
alaser spy device.

noise, the receiver laser beam will have no hint of
your conversations carried with it on the return trip
to the enemy. The cabinet T chose was very easy to
position at the base of an insecure window as
shown in Figure 13-8.

‘When used to foil a laser spy device, the white
noise level does not have to be very high, as it will
be so close to the window that the sound waves
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Figure Y- Motion sensing camera trigger schemaic.

74121 IC's trigger pin. When working with
wtdoor motion sensors, it is very important to

olate the relay contacts so that no mains power

=ill enter your circuit. The best way to o this is
5 cut all traces around the contact pins on the

1ay and solder new wires in place. If you do not

=21 comfortable hacking an outdoor motion

asor, then you have two other options: a 12-yolt

security motion sensor already designed for this

9 of operation, or a board level motion sensor

TTL outputs available for 5-volt operation.

2= type of sensor is up to you, and it can be

ype of movement sensor you like including

mercury switch, proximity alarm, or any other

ce capuble of either closing a relay or

utting a 5-volt pulse. The length of the pulse

ming from the sensor device is not important,

the 74121 1C will shape the pulse into a one

ond on/off pulse at its output pin which is

= fed into the base of the transistor to drive

= wigger switch relay. The entire circuit does

10K

nothing more than pulse shaping, and yes,
if the pulse coming from the sensing device

was appropriate to trigger the camera, the rest
of the circuit could be omitted entirely. Most
infrared motion sensors have a few adjustments
such as daylight discrimination and delay so that
the length of time the lights will stay on can be
set. For this project, you will want to adjust the
delay to the absolute minimum or to a point that
the motion sensor’s relay will open back-up
after about 10 seconds of inactivity. This setting
will ensure that the camera keeps snapping
photos as long as the body that i setting off

the motions sensor keeps moving. Now you

will only have photos recorded to memory if
there is something to see, unlike the time-lapse
photography generated in the last project.

Figure 4-10 shows the completed motion sensing
trigger built on a bit of perf board and powered
by the same 6-volt battery pack used to power the
digital camera,
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Project 28-Motion Controlled Auto Record
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Figure 5-6  The motion sensor modification to the time-lapse circuit.
The microcontroller’s program code will need ot var porth3
afew slight modifications as well in order to "
wait for a signal from the motion sensor rather & -
than working on a continuous loop. Besides YD
that, most of the program remains unchanged, I3 var porth.6
as the timer settings and main loop already dld var portb.7
function as they should. Have a look at the
r var by
code in Listing 5.2 1o see the changes needed Al
to complete this project. ontime var byte
delay var word
Listing 5.2 Modified “[READ ONTIME / DELAY VALUE
SWITCHES]
program code for the e
ontime =0

motion-sensing version

if otl = 0 then ontime = ontime + 1

/[DEFINE PINS / VARIABLES] if 012 = 0 then ontime = ontime + 2

ver var porta2 if ot3 = 0 then ontime = ontime + 4
output ver i 0t4 = 0 then ontime = ontime + §
mot var porta.3 delay =0

otl var portb.0 if dil = 0 then delay = delay + 1
o2 var porth. if dI2 = O then delay = delay + 2
o3 var portb.2 if di3 = 0 then delay = delay + 4
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Figure 14-21
photocell for detection.

The laser perimeter alarm device uses a

and normally it would not need any more than the
initial adjustment to get the alarm sensitivity set up
correctly.

The receiver can be mounted in the same manner
as the source laser, in a type of plastic container
that will contain the cireuit board, battery and a
switchif you decide to add one. I found a small
plastic box just large enough to contain the unit, as
well as the front lens from one of those door
peephole gadgets. The fens does not really do
much for sensitivity or alignment, but it docs
protect the surface of the photocell, and adds a
nice professional look to the completed unit.

Your job now is to place the source laser,
reflectors and alarm in such a way that the beam
traces out the perimeter of the area you want to
secure at a level that will allow desirable targets to
interrupt the beam. If you do not want to hear that
siren screeching in the middle of the night every
time a mouse or other critter walks through your
beam, then shoot for a beam height of at least three
feet. Although it is true that a person could just
jump over the beam or crawl undemeath, unlike
the movies that show a brilliant read Taser path, the
light will be completely invisible at every point in
the system with the exception of the pointer’s exit
tube and the dot on the photocell. To see a red
Iaser beam would require a laser with enough
power to cut the target in half—not the goal of this
project! Tn the movies, the effects folks will cither

Fiqure 14-22 A tangled web of laser light is directed.
by mirrors to the alarm.

fill the room with a bit of smoke to show the beam,
or simulate the beam with computer graphics.
Aligning the mirrors is not very difficult unless
you have more than four of them around your
perimeter, then it takes a bit of effort. Every mirror
adds twice the margin of error, and even the
slightest movement at the source would end up.
becoming a large diversion of the final beam. To
begin, set the source laser so that it is held securely
in place on either a window sill or tripod and point
it towards the first comer of your perimeter at as
parallel to the ground as you can. A helper holding
2 bit of white paper at the target area can make this
job a lot simpler. Once the beam is hitting the first
comer of the perimeter, place a mirror at 45
degrees to the spot so you can reflect it into the
next corer where your helper will again be
waiting with the white paper: 45 degrees is not a.
required angle, it i just the correct angle that you
would need to make a 90-degree corer in a square
yard. Again, you will want the beam to remain as
close to parallel to the ground as possible until the
last mirror, where it may be required to bounce the
beam upwards towards the photocell. Adjustment
should always be done mirror by mirror rather than
attempting to move the actual source laser or any
mirror previous to the last one you installed—this
will make the job a lot easier. As shown in

Figure 14-22 (simulated beam), the laser beam is
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Sure 86 A simple 7x7 infrared array that can run
@ 9-volt battery.

17 you have experimented with LEDs, then you
Eave likely seen what happens to them when they
arc subjected to a yoltage well beyond their rated
‘maximums—poof! It is truly amazing how far the
fops of those exploding LEDs can travel when they
come apart, and infrared LEDs are even more
<ensitive than their visible light relatives, burning
out in less than a second if the power source is
even a fraction beyond the rated limits,
Overpowering an LED will certainly make it
brighter, but only for a few milliseconds before the
heat buildup blows the top off or it simply burns
out internally. giving off a horrible odor. The LEDs
1 use are rated for a continued current of 100
milliamps with & maximun surge current of a
whopping 2.5 amps, but only if sustained for o
Tonger than 10 microseconds (much longer than it
would take me to remove the power if I wanted to
test that rating). A simple way to push the LEDs
past their constant current rating is by pulsing the
‘power source on and off very quickly so that the

illuminated, but there are limits to this type of
device. One hundred or more LEDs may get you
up to 50 feet usable range, but after that, adding
more LEDs will only widen the illuminated area,
as the LED can only cast light so far before it falls
off. Think of it this way: 100 flashlights viewed at
100 feet away will not appear any more bright than
one flashlight did; it will only look like a larger
width of light. If you want to see the light from a
further distance you will need a brighter light, or
more focused light; there are no exceptions, which
is why infrared LEDs are mainly used s indoor or
short-range illumination devices only. There is one.
trick you can use to make an infrared LED spit out
more light than it normally would if directly
powered by its rated DC power supply—pulsed
operation, as will be discussed in the next project.

Project U7—Pulsed LEDs for Higher Output

LED does not have time to overheat and
self-destruct. Doing this procedure can easily
increase brightness over 10 more than what
would be possible using a simple DC power
source. You will have to have a long hard look at
the datasheet for whatever LED you plan to pulse,
as the maximum voltage, duty cycle and pulse rate
will be completely dependent on the specifications
of the LED. If you really want to push the limits,
be prepared to do some destructive testing.

A simple LED pulsing circuit that can accept
a DC voltage from 12 to 20-volts is shown in
Figure 8-7.

The IRF511 logic level FET is switched on and
off by the CD4001B NOR astable oscillator circuit
which can be controlled by varying the 1MS
variable resistor. Because the 4001 IC can accept
voliages from 1-volt to 20-volts, the circuit can be
tested over a wide operating voliage to determine
the maximum current limits for whatever array of
infrared LEDs you plan on driving. Again, you
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Figure 14-26 The renote control sniper circuit is
hand wired 10  bi of perf. board,

‘module is functioning properly, and this can be
done by installing the battery or power source and
throwing the switch to the on position. You won't
see anything coming from the laser module as its
wavelength is in the invisible infrared region, so
you will have to aim it at a light colored wall and
view the spot with some type of video camera.

To the video camera, the laser spot will look as
though it was being produced by a visible laser,
showing a nice bright and sharply focused spot
with a diameter of approximately a millimeter or
less. This procedure of viewing the invisible laser
through a video camera will prove key to the
operation of this device as you read on. All of the
electronics, the laser module, a switch and the
9-valt battery I chose for a power supply fit into
the small plastic box shown in Figure 14-27—the
laser is fed through a snuggly fiting hole directly
on the front of the box

Before you attempt to commandeer any long-
range targets, connect the universal remote o the
modulator and attempt to control your own
television by placing the laser module’s output
about an inch in front of the TV's remote control
receiver window. You should have no problem at
all switching the television on and off with this
device if both the remote control and modulator
are working as they should. If you do have a

Figure 1427 The remate control sniper circuit
mounted in a plastic box.

problem, remove the modulator, and snap the
original LED back onto the output cord of the
universal remote to make sure it is working and
that the codes are properly set for your television.
1f this remote control is indeed working, recheck
your wiring, and test for a laser output in the wall
again with the video camera. Once you have
control of your television, see how far away you
can aim the unit without actually seeing the laser
beam—not very far, I would imagine! As you can
see (or not see), the laser beam must strike the
target equipment’s receiver with great precision in
order to send the remote control codes to the
demodulation module. Remember, the fact that
your projected infrared light source is no more
than & millimeter in diameter will work in your
favor when you target distant equipment, a
function that the trusted old infrared LEDs that
come with the remote control cannot achieve. With
a system of accurate targeting, the world will be
‘your entertainment system, and you have the only
remote!

S Toxjuop s3owa¥y—06 3°5Loxg
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Figure 14-28 shows the system I used to cope
with the long-range targeting dilemma, a very low
Tux video camera capable of almost perfect night
vision connected to a 30 power gun sight. All T
have to do is look at the video monitor as I aim the
Taser spot at the target device for a perfect hit every
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Section Thirteen

Protection and Countermeasures

Project 78—Intruder Sentinel

‘The main goal of this book is to help you gain the
skills and knowledge to create your very own
collection of high-tech spy gadgets for gathering
information, but there are times when you, the
hunter, may became the hunted. The only thing
worse than failing an information gathering
mission is being caught while engaging in one, or
actually becoming the target. The devices
presented in this chapter may help you to avoid
detection by foiling some of the common spy
technologies that may be used against you as well
as warding off intruders from getting o your own
personal information. Some of them, on the other
hand, may just be a lot of fun to use as practical
jokes on your high-tech buddies!

Let's begin with a device so simple, that at first
T thought would not make it into this book—the
basic intruder detector. Although it is nothing more
than a switch triggered alarm system, it has so
many useful possibilities for deployment, and has
saved me from certain demise many times. Having
one or more of these little black boxes is a must
for any spy who may be entering “hostile
territory.” The main function of the box i to alert
‘you when an intruder enters your protected area.
‘This can be done in a number of ways due to the
layout of the switch. However, before we get info
‘practical usage, lets build one first. As you can see
in Figure 13-1, the schematic for this handy device
is very simple; it is nothing more than an audio
oscillator connected to a normally open hair trigger
switch. The fact that the switch is normally open is
important because it lets the device become armed

ina way that any amount of disturbance to the
switch will set it back to its normally closed
position, triggering the audible alarm,

‘The heart of the circuit is a simple 555-timer set
up as an audio oscillator that will drive a piezo
element. The piezo element was chosen because of
its great ability to create piercing high pitched
audio tones that can penetrate walls or loud
environments. A piezo element s the same copper
colored disc that you find in the cover of a watch

—dwne
Conu
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Figure 13- Schematic diagram of the intruder

sentinel.
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Project 27—Hack a VCR for Time-Lapse Recording

controlling of the record start and stops. Both the
duration of record time and delay between record
times can be set by changing the position of two
clocks of four dip switches. The firt four switches
can set the recording time from 0 to 15 seconds, and
the second four switches set the duration between
recording time from 0 to 15 minutes. Arm the VCR
for recording, set it on pause, then activate the time-
Tapse circuit to do the rest. Conneetion (0 the VCR
is made simply by soldering a two-conductor jack
directly from the VCR's pause bution so the time
Iaps circuit can be added whenever necessary. The
VCR will still function normally once the fime laps
circuit is unplugged. The first thing that need to be
done s the addition of a two-conductor jack to
extend the pause button for easy access. Figure 5-3
shows this simple modification made by soldering
two wires directly to the pins on the pause button
Tocated on the VCR's main circuit board. The jack
will later be installed through a small hole drilled in
the back panel of the VCR.

Polarity and type of wire is not important here, as
the jack will connect directly to the normally open
contacts on the time-lapse circuit’ relay in order o
simulate the actual press of the pause button, A
relay is used so that polarity and voltage levels do
not have to be matched to the additional circuitry.
“To the pause function, the relay closing will be

Figute 5:3  Installing a two-conductor jack directly
10 the pause button.

exactly the same as the original pause bution
closing, so interfacing will be foolproof. If there are
more than two pins on the VCR’s pause button,
chances are only two of them are needed, so just
experiment a bit to figure out which two pins you
will need to solder the extension wires t0. When you
have the jack installed in the VCR, solder two wires
{0 the appropriate male connector and fest to make
sure the addition works by shorting the two wires
together while the VCR is armed for record. The
first wire shorting should start the VCR recording,
and the second should stop it Ifall s well, i’s time
to move onto building the actual time-lapse circuit,
as shown in Figure 5-4.

oooo
)
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Fiaure - An 8-bit microcontroller is the brains behind this project.
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Project 96—Adding an Ultrasensitive Audio Preamp

Figure 151

Fiqure 15-20 Mounting the preamp under the cover with the other electronics.

‘motor as possible, as it could possibly cause
interference patterns on your received video since
motors spit out a lot of stray RF noise. Using steel
o construct the cover aids a great deal in shielding
the components from RF noise, and if there is too
much interference from the RC electronics, the
preamp could be mounted inside the camera head
0 add even more isolation from the rest of the
electronics. I mounted the microphone outside the
robot using the double-sided tape that came with
the base; this allows the unit to be aimed in a
certain direction if needed. If you are going to
require a very dircctional microphone, then look
back in the book under the audio eavesdropping
and recording section for some altemnative
‘microphone design ideas.

‘With the installation of the microphone
preamplifier, your ROV is now a fully working
audio and video spy minion ready to do your
bidding. A few other things I added to my ROV are
the wire post that will hold both of the antennas
(video transmitter and RC receiver) to each side of
the robot. The plastic posts hold wires by friction,
and made great antenna holders since they contain
a single wire insulated from the steel chassis. The
actual antenna wire is nothing more than a bicycle
spoke with the flat end cut from it. They aren’t
matched to any particular frequency, but do give
decent range for both remote control and
video transmission. The original RC truck had a
usable remote control range of only about 1000
feet, but this shorter antenna actually seemed to
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Figure U-5  Wiring modifications completed for external power and rigger switch.

new wires at the point where the original wires
connect to the battery holder terminals. You do not
have to disconnect the original wires fecding the
internal battery holder as long as you never attempt
10 use an external battery pack while there are
‘Dbatteries installed in the camera. You will
inadvertently create a bomb, rather than a covert
camera because the larger batteries will forcefully
charge the smaller ones until they burst. If you do
0t plan 10 ever use the small batteries required by
the camera, then disconnect the internal battery
holder completely, and just feed the new wires out
0 your external battery pack. Figure 4-4 shows my
completed wiring job consisting of a pair of wires
or the external power source (top), and three wires
connected to the pads that once held the tiny
irigger switch (right). Make sure to gt the polarity
correct on your battery wires (use obvious colors),
or you will be letting the magic smoke out of your
camera very quickly.
Before you attempt to put the cover back on the

camera (a task requiring patience), you should test

our wiring by applying & power source (waiching
solaity), and then by shorting the appropriate
combination of trigger wires in order to snap a
shoto. If everything seems to work, put it all back

together. You may have to use a little creativity in
order to find a route for the wires to exit the case,
but the obvious place would be out the top of the
camera where the trigger switch once lived. The
ends of the newly installed wires will then need
some type of connectors installed so the new
battery pack and trigger switch can be installed,
and removed if necessary. It is important that the
trigger switch and battery pack be removable,
especially if you plan to hide the camera in
some location that will require routing of the
trigger switch to an appropriate and accessible
area on your body. Battery packs can also be
interchanged depending on the length of time
the mission may last, with D-Cells being the
ultimate choice for all-day operation. A coax
style connector. as commonly found on AC
adapters, will make a good mating pair for the
battery pack, as this type of connector cannot

by accidentally reversed, an error that you will
only make once with a digital camera.

s ,easwep Te3TbTa oYz BuryoeH—-gT 3Io=lfoag

As shown in Figure 4-5, my modified digital
camera is ready to accept a 6-volt battery pack.
based on four D-Cell batteries, and a simple
remote trigger switch made from two basic
pushbutton switches and a plastic bottle cap. With

zsbbTag
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Project 100—-Base Station Wiring and Installation

Figure 15-26  The remote control modified for using
an external antenna.

jack for headphone use. The video output from the
LCD was also fed to an external RCA jack for
recording to another device if needed. By
connecting all of the audio, video and power

lines to external jacks, my base station was

able to interface to just about any external
recording device. The main battery is also
connected to a master switch that can select
between powering the base station and having an
external charger/power source such as a car lighter
plug connected. Although jammed full of
electronics, switches, and enough battery power for
more than an hour of use, the finished portable
base station shown in Figure 15-28 is not much
bigger than the ROV. It's very easy to casually
carry this base station on site without getting as
much as a second glance. When the spy robot rolls
by an unsuspecting crowd, however, it always gets
asecond glance.

There is a lot of room for creativity when
building the portable base station, and depending
on your function, it may take on a form much
different than the one I have bult. Earlier in this
section, I discussed my micro sized spy robot
project, and the base station for that unit s going
to be no bigger than a pair of ski goggles. The base
station will be a pair of LCD glasses, and the robot

Figure 1527 The external antenna can swing inside
the box to close the lid,

Figure 15-28  The spy robot strikes a pose on top of
the portable base station.

will be commanded via movement of the
operator's head—how’s that for virtual reality

spying!
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Room Bug

Project 55-Ultrasensitive

IRACELL

Figure 911
volt power source.

The completed FM transmitter with 1.5-

‘components in RF circuitry can be a bit hairy, but
since this is a low power device with a maximum
frequency of about 120 MHz, T found it to be a
non-issue, and even managed to build the circuit
successfully on my prototyping board, which is
normally a big no-no for RF cireuits. If you build
the circuit on a prototyping board then move it (o a

have to tune the coil again, but that s all. My final
project s shown in Figure 9-11 after transferring it
to the perf board then hand wiring the components.
‘With a 10-inch long antenna wire, T was able to
pick up the transmission inside the house on my
EM radio in the garage. The output was clean and
loud as long as the audio was fed into the
microphone at a distance of no more than a foot or
s0. This transmitter would make a good bug in an
area where the sound was fairly loud or when
placed close to the source, but it id lack in
sensitivity for faint sounds. If you want to feed the
unit directly using an audio source, then remove
the 10 K2 resistor and the electret microphone and
simply connect the audio source such as an MP3
player or computer directly to the points where the
‘microphone was once attached. If you want to
continue experimenting with RF bugs, then keep
reading, as I will show you how to pump up this
transmitter to pick up a whisper from 20 feet away.

Project 55—Ultrasensitive Room Bug

Now that you can build an RF circuit with your
eyes closed using parts from a broken transistor
radio, you may want to
ultrasensitive stealth transmitters. This project is
truly a bug in the fact that it can hear cvery
whisper in a room, and transmit the signal far
enough to pick up outside the house, or even a few.
blocks away with the right combination of
antennas. This greatly improved version of the
transmitter presented in the last project only needs
an extra transistor, a single capacitor, and three
resistors, and can be built right into the existing
transmitter if you left a little room on the circuit
board. Both the range and sensitivity will be
increased because the audio output from the
electret microphone (which contains a built-in
preamplifier) is first fed into another transistor

amplifier before feeding the RF stage—this creates
a greatly amplified signal and improved RF
modulation for greater transmission range. The
output power is still low enough for this device to
be considered low power, but in this game we
would rather have longer battery life than range, as
‘you only need a few hundred feet of distance
between you and the bug in most cases. Even
professional eavesdropping equipment containing
high tech features such as frequency hopping,
digital encryption and burst mode transmission,
only use low power in order to conserve battery
power and extend run time. A real spy knows the
value of sensitive receiving equipment and a high-
gain antenna for best results. Look at the schematic
in Figure 9-12, and you may recognize it as being
the same schematic from the last project with only
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the Digital Camera'’s Trigger

Project 19—Hacking

Figure U-3 Removing the tiny trigger switch from the
digital camera.

covert manner that does not attract attention.
Armed with only a few feet of wire, a few
switches and connectors, and a soldering iron, we
will make this camera a reality.

First find a suitable digital camera (preferably
not a new one), and remove the entire plastic
casing to reveal the guts. More than likely the
evil designers that made the camera will have
used 27 different sized screws with some type
of whimsical head, so be patient, and try to
remember where they all go for the reassembly
part that will hopefuily follow. Our goal will be to
find the two wires that lead from the battery
compartment to the circuit board and to locate the
camera trigger switch for removal. The trigger
will most likely consist of a two-stage switch that
you press halfway down for focus, then the rest of
the way for taking the photo, so there will be at
least three pins used, and possibly four, depending
on the design. You must carefully unsolder the
tiny switch from whatever circuit board it is
connected to, taking note of its orientation by
marking one of the pins on the switch and on the
cireuit board. We will need to test the switch with
an ohmmeter to determine its function, which is
why it is important to know which pins on the
switch correspond to which holes on the circuit
board. Figure 4-3 shows the tiny trigger switch
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removed from the small circuit board at the top
of the camera.

‘The tiny electronics in the digital camera will be
sensitive to heat, so be careful when removing the.
switch, applying only enough heat and pressure to
remove the pads from the cireuit board. You will
need to remove the switch intact 5o it can be tested
on an ohmmeter to determine which pins
correspond to the focus (half depressed) function,
and which pins correspond to the photo function.
If the switch has only three pins, then there will be.
a common ground connection and one pin for each
function, but if the switch has four pins, there may
be a separate ground for each function, or two pins
may be tied together as a common ground. Testing
every combination of pins while pressing the.
switch in both positions will yield the answers to
the functionality of each pin, and this data will be
used to solder the wires in place of the trigger
switch and to connect it to the new external switch.
Solder the three or four wires to the pads that once
held the trigger switch, using some type of logical
color coding, such as green for ground, yellow for
focus, and red for photo, and 5o on. A bit of
telephone wire works good for this purpose. While
the camera casing is removed, you will also need
10 locate the two wires that connect the battery
holder to the main circuit board and solder two

42






