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Preface In the preface from the 1979 predecessor to this book, Hopcroft and Ullman marveled at the fact that the subject of automata had exploded, compared with its state at the time they wrote their first book, in 1969. Truly, the 1979 book contained many topics not found in the earlier work and was about twice its size. If you compare this book with the 1979 book, you will find that, like the automobiles of the 1970's, this book is "larger on the outside, but smaller on the inside." That sounds like a retrograde step, but we are happy with the changes for several reasons. First, in 1979, automata and language theory was still an area of active research. A purpose of that book was to encourage mathematically inclined students to make new contributions to the field. Today, there is little direct research in aumata theory (as opposed to its applications), and thus httle motivation for us to retain the succinct, highly mathematical tone of the 1970 book. Second, the role of automata and language theory has changed over the past two decades. In 1979, automata was largely a graduate-level subject, and we imagined our reader was an advanced graduate student, especially those using the later chapters of the book. Today, the subject is a staple of the undergraduate curriculum. As such, the content of the book must assume less in the way of prerequisites from the student, and therefore must provide more of the background and details of arguments than did the earlier book. A third change in the environment is that Computer Science has grown to an almost unimaginable degree in the past two decaries. While in 1979 it was often a challenge to fill up a curriculum with material that we felt would survive the next wave of technology, today very many subdisciplines compete for the limited mount of space in the undergraduate curriculum. Pourhly, CS has become a more vocational subject, and there is a severe pragmatism among many of its students. We continue to believe that aspects of automata theory are essential tools in a vaxiey of new disciplines, and we believe that the theoretical, mind-expanding exercises embodied in the typical automata course retain their value, no matter how much the student prefers to learn only the tnost immediately raonetizable technology. However, to assure a continued place for the subject on the menu of topics available to the com- puter science student, we believe it is necessary to emphasize the applications

iv PREFACE along with the mathematics. Thus, we have replaced a number of the more abstruse topics in the earlier book with examples of how the ideas axe used today. While applications of automata and language theory to compilers are now so well understood that they are normally covered in a compiler course, there are a variety of more recent uses, including model-checking algorithms to verify protocols and document-description laaguages that are patterned on context-free grammars. A final explanation for the simultaneous growth and shrinkage of the book is that we were today able to take advantage of the TEX and BTEX typesetting systems developed by Don Knuth and Lee Lampoft. The latter, especially, encourages the "open" style of typesetting that makes books larger, but easier to read. We appreciate the efforts of both men. Use of the Book This book is suitable for a quarter or semester course at the Junior level or above. At Stanford, we have used the notes in CS154, the course in automata and language theory. It is a one-quarter course, which both Rajeev and Jeff have taught. Because of the limited time available, Chapter 1I is not covered, and some of the later material, such as the more difficult polynomial-time reductions in Section 10.4 are omitted as well. The book's Web site (see below) includes notes and syllabi for several offerings of CS154. Some years ago, we found that many graduate etudehis came to Stanford with a course in automata theory that did not include the theory of intractabiI- ity. As the Stanford faculty believes that these ideas are essential for every computer scientist to know at more than the level of "NP-complete means it takes too long," there is another course, C8154N, that students may take to cover only Chapters 8, 9, and 10. They actually participate in roughly the last third of CS154 to fulfill the CS154N requirement. Even today, we find several students each quarter availlug themselves of this option. Since it requires little extra effort, we recommend the approach. Prerequisites To make best use of this book, students should have taken previously a course covering discrete mathematics: e.g., graphs, trees, logic, and proof techniques. We assume also that they have had several courses in programming, and are familiar with common data structures, recursion, and the role of major system components such as compilers. These prerequisites should be obtained in a typical freshman-sophomore CS program.

Exercises The book contains extensive exercises, with some for almost every section. We indicate harder exercises or parts o� exercises with an exclamation point. The hardest exercises have a double exclamation point. Some of the exercises or parts axe marked with a star. For these exercises, we shall endeavor to maintain solutions accessible through the book's Web page. These solutions axe publicly available and should be used for self-testing. Note that in a few cases, one exercise B asks for modification or adaptation of your solution to another exercise A. If certa/n parts of A have solutions, then you should expect the corresponding parts of B to have solutions as well. Support on the World Wide Web The book's home page is hp: //www-db. sZanf ord. edu/-ullman/ialc. hZml Here are solutions to starred exercises, errata as we learn of them, ad backup materials. We hope to make available the notes for each offering of CS154 as we teach it, including homeworks, solutions, and exams. Acknowledgements A handout on "how to do proofs" by Craig Silverstein influenced some of the material in Chapter 1. Comments and errata on drafts of this book were re ceived from: Zoe Ahrsxns, Geozge Candea, Haowen Chen, Byong-Gun Chun, Jeffrey Shalllt, Bret Taylor, Jason Townsend, and Erik Uzureau. They are gratefully acknowledged. Remaining errors are ours of course. J. E. H. R.M. J. D. U. Ithaca NY and Stanford CA September, 2000
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Chapter i Automata: The Methods and the Madness Automata theory is the study of abstract cornpuling devices, or "machines." Before there were computers, in the 1930's, A. 2hlring studied an abstract ma- chine that had all the capabilities of today's computers, at least. as far as in what. they cmdd compute. Turing's goal was to describe precisely the boundary between wha.t a computing machine could do and what it could not do; his conclusions apply not only to his abstract Tusn.q machid, es, but to today's real machines. In the 1940's aad 1950's, simpler kinds of machines, which we today cl "finite automata," were studied by a number of researchers. These automata, originally proposed to model brain function, turned out to be extremely useful for a variety of other purposes, which we shdl mention in Section 1.1. Also i, the late 1950's, the linguist N. Chomsky began the study of formal "grammars." �Vhile not strictly machines, these grammars have close relationships to abstract automata and serve today as the bsis of some important soft, ware components, including parts tff co,npilcrs. Iu 1969, S. Cook extended Turing's study of what could and what could not be computed. Cook wis able tt separate those problelns that ca,1 be stlved efficiently by computer from those problems that cem in prhmiplc be solved, but. in practice take so much time that computers are useless fir all but very small instal'ces of the problem. The latter class of problems is called "intractable," or "NP-hard." It, is highly unlikely that even the exponential i,nprovemen in computing speed that computer hardwm'e has been �ollowing ("Moore's Law") will have significant impact o, our ability to solve laxgc instances of intractable problems. All of these theoretical developments bear directly on what c(mputer scien- tists do today. Some of t, he concepts, like finite automata and certain kinds of for,nal grammars, are used in the design ad construction (ff impertat kinds of software. Other concepts, like the Turing machine, help us understami witat

2 CHAPTER I. AUTO.�tATA: THE METHODS A,�D THE MADNESS we can expect from our software. Especially, the theory of intractable problems lets us deduce whether we are likely to be able to meet a problem "head-on" md write a program to solve it (because it is not in the intractable class), or whether we have to find some way to work around the intractable problem: find an a.pi)roximation, use a heristic, or use some other method to limit the amount of tim{? the program will spend solving the problem. In ths introductory chapter, we begin with a very high-level view of what automata theory is about., and what ils uses are. Much of the chapter is de- voted to a survey of proof techniques and tricks for discovering proofs. We cover deductive prnofs, reformulating statemen[s, proofs by contradiction, proofs by induction, and other important concepts. A final section introduces the con- cepts that pervade automata theory: alphabets, strings, amt languages. 1.1 Why Study Automata Theory? There are sewral reasons why the study of automata and complexity is an important part of the core of Computer Science. This section serves to introduce the reader to the principal motivation and also outlines the major topics covered in this book. 1.1.1 Introduction to Finite Automata F]nte automata are a usetiff model for rnany important ldnds of hardware and software. We shall see, starting in Chapter 2, examples of how the concepts are used. For the moment, let us just llst some of the most important kinds: 1. Software for desigming and checking the behavior of digital circuits. The "lexical analyzer" of a typical compiler, that is, the compiler com- ponent that breaks the input text into logical units, such as identifiers, keywords, and punctuation. 3. SofW,are for scanning large bodies of text, such as collections of Web pages, to find occurrences of words, phrases, or other patterns. Software for verifying systems of all types that have a finite number of distinct states, such as communications protocols or protocols for secure exchange of information. While we shall soon meet a precise definition of automata of various types, let us begin our informal introduction with a sketch of what a finite automaton is and does. There are many systems or components, such &s those enumerated above, that may be viewed as being at all times in one of a finite number of "states." The purpose of a state is to remember the relevant portion of the system's history. Since there are only a finite nnmber of states, the entire history generally cannot be remembered, so the system must be designed carefully, to

1.1. WHY STUDY AUTOMATA THEORY? 3 remember what is important and forget what is not. The advantage of having only a finite number of states is that we can implement the system with a fixed set of resources. For example, we could implement it in hardware as a circuit or as a simple form of program that can make lecisions looking only at a limited amount of data or using the position in the code itself to make the decision. Example 1.1: Perhaps the simplest nontrivial finite automaton is an on/off switch. The device remembers whether it is in the "on" st, ate or the "off" state, aud it allows the user to press a button whose effect is different, depcndivg on the state of the switch. That is, if the switch is in the off state, then pressing the button changes it to the on state, and if the switch is in the on state, then pressing the same buttoil turns it to the off state. Push Start of Push Figure 1.1: A finite automaton modeling an on/off switch The finite-automaton lnodel for the switch is shown in Fig. 1.1. As for all finite auto,nuts, the states are represented by circles; in this cxample, we have named the states on atd off. Arcs between states are labelcd by "inputs," which represent external influences on the system. Here, both arcs are labeled by the input. Push, which represents a user pushing the button. The intent of the two ares is that wtfichever state the system is in, when the Push input is received it goes to the other state. One of the states is designated the "start state," the state in which the system is placed initially. In our example, the start state is off, and we conven- tionally indicate the start state by the word Start and an arrow leading to that state. It is o�te necessary to indicate one or more states as "final" or "accepting" states. Entering one of these states after a sequence of inputs indicates that the input sequence is good in some way. For instance, we could have regarded the state on in Fig. 1.1 as accepting, because in that state: the device being controiled by the switch will operate. It is conventional to designate accepting states by a double circle, although we have not made any such designation in Fig. 1.1. [] Example 1.2: Sometimes, what is remembered by a state can be much more complex than an on/off choice. Figure 1.2 shows another finite automaton that could be part of a lexical analyzer. The job of this automaton is to recognize

4 CHAPTEll 1. AUTOMATA: THE METHODS AND THE IMD.,�ESS the keyword then. It thus needs fix states, each of which represents a different position in the word then that has been reac},ed so far. These positions corre- spond to the prefixes of the word, ranging from the empty string (i.e., nothing of the word has been seen so far) to the complete word. Start t t Figure 1.2: A finite automaton modeling recogniti(n of hen In Fig. 1.2, the five states are named by the prefix of then seen so fat'. Inputs correspo,d to letters. We may imagine that the lexical analyzer exaauk,es one character of the program that it is compiling at a time, and the next character to be examined is tl,e input to the automaton. The start state corresponds to the empty string, and each state has a transition on the next letter of then to the state that corresponds to the next-larger prefix. The state named then is entered when the input has spelled the word then. Since it is the job of this automaton to recognize when then has been seen, we could consider that state the lone accepting state. [] 1.1.2 Structural Representations There are two important notations that are ,or autonaton-like, but play an important role in the study o automata and their applications. 1. Grammars are usefuI modcls when designing software that processes data with a recursire structure. The best-known examplc is a ':parser," the component o a compiler that deals with the recursively nested features of the typical programnfiug language, such as expressions -- arithmetic, conditional, and so on. For instance, a grammatical rule like E = E + E states that au expression (:an be formed by taking any two expressions and connecting them by a plus signi this rule is typical of how expressions of real programming languages are formed. We introduce context-free grammars, as tl,cy are usually called, in Chapter 5. 2. Re.ttular Ez7ressions also denote the structure of data, especially text stri,gs. As we shall see in Chapter 3, the patterns o[ strings they describe are exactly the same as what can be described by finite automata. The style of these expreions differs significantly from that of gramrnars, and we shall content ourselves with a simple example here. The UNIX-style regnlar expressiou' [A-Z] [a-z]* [ ] [a-Z] [/-Z] ' represents capitalized words followd by a space and two capital letters. This expression rep- resents patterns in text. that could be a city and state, e.g., Ithaca hlY. It misses multiword city names, such as Pale /lto Ca, which could be captured hy the more complex expression

1.2. INTRODUCTION TO FORMAL PROOF 5 ' ( EA-Z] [a-z] * [ ] )* E ] [A-Z] When interpreting such expressions, we only need to know that represents a range of characters from capital "A" to capital "Z" (i.e., a,y capital letter), and [ ] is used to reprcsent the blank character 'alone. Also, the symbol * represents "any number of" the preceding expression. Parentheses are used to group components of the expression; they do not represent characters of the text described. 1.1.3 Automata and Complexity Automata are essential for the study of the limits of computation. As wc mentioned in the introduction to the chapter, there are two important issues: What can a computer do at all? This study is called ':decidability," and the problems that can be solved by computer are called "decidable." This topic is addressed in Chapter 9. V=hat can a computer do efficiently? This study is called "intractabil- ity," and the problems thai, can be solved by a computer using no more time than some slowly growing function of the size of the input are called "tractable." Often, we take all polynomial functions to be "slowly grow- ing," while functions that grow faster than any polynomial are deemed to grow too fast. The subject is studied in Chapter 10. 1.2 Introduction to Formal Proof If you studied plane geometry in high school any time before thc 1990's, you most likely had to do some detailed "deductive proofs," where you showed the truth of a statement by a detailed sequence of steps and reasons. While geometry has its practical side (e.g., you nced to know the rule for computing the area of a rectangle if you need to buy the correct amount of carpet for a room), the study of formal proof methodologies was at least as important a reason for covering this branch of mathematics in high school. In the USA of the 1990's it became popular to teach proof as a matter of personal feeIings about the statement. While it is good to fee[ the truth of a statement yon need to use, important techniques of proof are no longer mastered in high school. Yet proof is something that every computer scientist needs to understand. Some computer scientists take the extreme view that a formal proof of the correctness of a program should go hand-in-hand with the writing of the program itself. We doubt that doing so is productive. On the other hand, there are those who say that proof has no place in the discipline of programming. The slogan "if you are not sure your program is correct, run it and see" is commonly offered by this camp.

6 CHAPTER 1. AUTOMATA: THE METHODS AND THE MADNESS Our position is between these two extremes. Teting programs is surely essential. However, testing goes only so far, since you cannot try your program on every input. More importantly, if year program is complex -- say a tricky recursion or iteration -- then if you don't understand what is going on ,ks you go around a loop or call a timelion recursively, it is unlikely that, you will write the code correctly. When your testing tells you tile code is incorrect, you still need t,o get, it right. To make your iteration or recursion correct, you need to set up an imluctive hypothesis, and it is helpful to n;ason, formally or informally, that the hypoth- esis is consistent with the iteration or recursion. This process of understanding the workings of a correct t)rogran is essentially the same as the process of prov- ing theorems by indnt:fion. Thus, in addition to giving you models that are usefil for certain types of software, it has become traditional for a course on automata ttmory to cover methodologies of formal proof. Perhaps more thm other core subjects of computer science, automata theory lemls itself to natural and interesting proofs, both of the deductive kind (a sequence of justified steps) and the inductive kind (recursire proofs of a parameterized statement that use the statel'nent itself with "lower" values of the parmneter). 1.2.1 Deductive Proofs As mentioned aSove, a deductive proof consists of a sequence of statements whose truth leads ils from some initial statement, called the hypothesis or the given statement(s), to a conclusion statement. Each step in the proof must follow, by some accepted logical principle, from either the given facts, or some of the previous statmnents in the deductive proof, or a combination of these. The hypothesis may be true or false, typically depending on values of its parameters. Often, the hypothesis consists of several independent statements connected by a logical AND. In those cases, we talk of each of these statements as a hypothesis, or as a given stateme,t. The theorem that is proved when we go from a hypothesis H to a conclusion C is the statement "if H then C." We say that C is deduced from H. An example theorem of the form "if H then C" will illustrate these points. Theorem 1.3: If x >_ 4, then 2  _> x'. [] It is not hard t.o convince ourselves informally that Theorem 1.3 is true, although a fbrmal proof requires induction and will be left for Example 1.17. First., notice that the. hypothesis H is "a; _> 4." This hypothesis has a parameter, x, and t. hus is neither trite nor false. Rather, its truth depeuds on the x-alue of the parameter x.; e.g., H is true for x = 6 and false for g = 2. Likewise, the conclusk)n C is "2 � _> x. a." This statement also uses parameter x and is true for certain values of x and not others. For example, C is false for x -- 3, since 23 = 8, which is not as large as 3 'z = 9. On the other hand, C is trne for :r = 4, since 2 4 ---- 4 ' = 16. For x = 5, the statement is also true, since 2 * -- 32 is at least as large as 52 = 25.

1.2 INTRODUCTION TO FORMAL PROOF 7 Perhaps you can see the intuitive argument that tells ns the conclusion 2 z _> x" will be true whenever x  4. We already saw that it is true for x = 4. As x grows larger than 4, the lea side, 2  doubles each time x increases by 1. However, the right side, x a, grows by the ratio (). If x  4, then (x + 1)Ix cannot be greater titan 1.25, and therea)re ()  cannot be bigger than 1.5625. Since 1.5625 < 2, each time  increases above 4 the left side 2 ' grows more tlm the right side x 2. Thus,  long  we start from a value like x = 4 where the inequaliW 2 ' ) x 2 is already stisfled, we can increde x as much as we like, md he inequality will stl be satisfied. We have now completed an itlform but accurate proof of Theorem 1.3. Wc shall return to the proof d make it more precise in Exmnple 1.17, after we introduce "inductive" proofs. Threm 1.3, like M1 interesting theorems, involves  infinite number of related facts, in this case the statement "if x  4 then 2  ) x a" for all integers x. In fact, we do not need to amume x is an integer, but the proof talked about. repeatedly incre,lug x by 1, starting at. x = 4, so we reMly addressed only the si[uation where x is an integer. Theorem L3 can be used to help deduce other theorems. In the next ex- ample we consider a complete deductive proof of a simple theorem that rises Theorem 1.3. Theorem 1.4: If x is the sum of the sques of four positive integers, then 2   x . PROOF: The intuitive idea of the proof is that if the hypothess is true for x, that is, x is the sum of the squares of four positive integers, then x must, be at let 4. Therefore, the hypothesis of Theorem 1.3 holds, amt sbice wc believe that threm, we may state that its conclusion is so trne for x. The reasoning can be expressed as a sequence of steps. Each step is either the hypothesis of the heorem to be proved, part of that hypothesis, or a st.aement that follows from one or more previous statements. By "follows" we me that if the hypothesis of some threm is a previous statement, then the conclusion of that theorem is true, and can bc written dowI as a statement of our proof. This log4cal rule is often called modus ponens; i.e., if we know H is true, and we mw " H then C" is true, wc may conclude that C is true. We also allow certain other logic steps to be used in crea.ting a statement that follows kom one or more previous statements. For instance, if A and B e two previous statements, then we can deduce and write down the statement "A md B." Figure 1.3 shows the sequence of statements we need to prove Theorem t.4. While we shall not generally prove theorems in such a stylized form, it helps to think of proofs as very explicit lists of statements, eh with a precise justifica- tion. In step (1), we have repeated one of the Wen statements of the theorem: that x is the sum of the squares of four integers, It often helps in proofs if we name quantities that e referred to but not named, md we have done so here, ving the four integers the names a, b, c, and d.

8 CHAPTER I. AUTOMATA: THE METHODS AND THE MADNESS [ [ Statement -"i. + 4. a: i] a>i;O_>l;c_>l;d>l a  > 1;b a >l;c a > 1;d 'z > 1 . Justification Given Given (2) and properties of arithmetic (1), (3), and properties of arithmetic (4) and Theorem 1.3 Figure 1.3: A formal proof of Theorem 1.4 In step (2), we put down the other part of the hypothesis of the theorem: that the vues being squared are each at least 1. Technically, this statement represents four distinct statements, one for each of the four integers involved. Then, in step (3) we observe that if a number is at least 1, then its square is also at least 1. We use as a justification the fact that statement (2) holds, and "properties of arithmetic." That is, we assume the reader knows, or can prove simple statements about how inequalities work, such as the statement "if y >_ 1, then ya > 1." Step (4) uses statements (i) and (3). The arst statement tells us that x is the suni of the four squares in question, and statement (3) tells us that each of the squares is at least 1. Again using well-known properties of arithmetic, we conclude that x is at least  + I + 1 + 1, or 4. A; the final step (5), we use statement (4), which is the hypothesis of Theo- rein 1.3. The theorem itself is the justification for writing down its conclusion, since its hypothesis is a. previous statement. Since the statement (5) that is tim conclusion of Theorem 1.3 is also the conclusion of Theorem 1.4, we have now proved Theorent 1.4. That is, we have started with the hypothesis of that theorem, arid have managed o deduce its conclusion. [] 1.2.2 Reduction to Definitions In the previous two theorems, the hypotheses used terms that should have been familiar: integers, addition, and multiplication, for instance. In many other theorems, including ma W fi'om automata theory, thc terms used in the statement mkv have implications that are less obvious. A useful way to proceed in many proofs is: � If you arc not sure how to start a proof, convert all ternis in the hypothesis to their definitions. Here is an example of a theorem that is simple to prove once we have ex- pressed its statement in elementary terms. It uses the following two definitions: 1. A set $ is finite. if there exists an integer n such that 5' has exact]y n elements. We write 115[[ -- n, where I[$ll is used to denore the number

1.2. INTRODUCTION TO FOI:UviAL PROOF 9 of elements in a set $. If the set $ is not finite, we say $ is infinite. Intuitively, an infinite set is a set that contains more than any integer number of elements. 2. If $ and T are both subsets of some set U, then T is the complement of $ (with respect to U) if $ tO T = U and $ fq T -- �. That is, each element of U is in exactly one of $ and T; put another way, T consists of exactly those elements of U that are not in S. Theorem 1.5: Let $ be a finite subset of some infinite set U. Let T be the complement of $ with respect to U. Then T is infinite. PROOF: Intuitively, this theorem says that if you have an infinite supply of something (U), and you take a finite amount away IS), then you still have an infinite amount left. Let us begin by restating the facts of the theorem a.s in Fig. 1.4. Original Statenlent New Statenent , ; S is finite There is a integer n I such that IISII = ' U is infinite For no integer p is IIUll = p TisheconplementofS SUT=UandSClT=�'- Figm'e 1.4: Restating the givens of Theorton 1.5 We ar'e still stuck, so we need to use a. common proof technique called "proof by contradiction." In this proof method.. to be discussed further in Section 1.3.3, we assume that the conclusion is false. We then use that assumption, together with parts of the hypothesis, to prove the opposite of one of the given statements of the hypothesis. We have then shown that it is impossible for all parts of the hypothesis to be true and for tile conclusion to be false at the same tiine. The only possibility that remains is for the conclusion to be true whenever the hypothesis is true. That is, tile theorem is true. In the case of Theorem 1.5, the contradiction of the conclusion is "T is finite." Let, us assume T is finite, along with t-he statement of the hypothesis that says S is finite; i.e., ILS11: n for some integer n. Similarly, we cmt restate the assumption that T is finite as ItTII: m for some integer m. Nov,' one of the given statelnents l,e!ls us that $ U T = U, and $ 71 T = �. That is, the elements of U are exactly the elements of $ and T. Thus, there must be n + m elements of U. Since n + ra is an integer, and we have shown IICrl[ -- n + m, it follows that U is finite. More precisely, we showed the number of elements in U is some integer, which is the definition of "finite." But tile statement that U is finite contradicts the given statement that U is infinite. We have thus used the contradiction of our conclusion to prove the contradiction

10 CHAPTER 1. AUTOMATA: THE METHODS AND THE MADNESS of one of the given statements of the hypothesis, and by the principle of "proof by contradiction" we may conclude the theorezn is true. [ Proofs do not. have to be so wordy. Having seen the ideas behind the proof, let us reprove the theorem in a few lines. PROOF: (of Theorem 1.5) We klloW that . J T = U and S and T are disjoint, so II$ll + IIT[I = IlVll. Since S is finite, ILS11 --  for soate integer n, and since U is infinite, there is no integer p such that IIUII = p. so assume that T is finite; that is, tlTII -- - fo- some integer m. Then IIUII: I1511 + Ilrll --  + -,, which contr'dicts the gSven statement that there is no integer p equal to IIUll. [] 1.2.3 Other Theorem Forms The "if-then" form of theorem is most common in typical areas of mathematics. However, we see or, her kinds of statements proved as theorems also. In this section, we shall examine the most common orms of statement and what we usually need to do to prove them. Ways of Saying '*If-Then" First. there are a number of kinds of theoren statements that look different from a. simple "if H then C" form, but are in fact saying the saxae thing: if hypothesis H is true for a given value of the parameter(s), then the conclnsion C is true for the same value. Here are some of the other ways in which "if H then C" might appear. 1. H mplies C. 2. H only if C. 3. CifH. 4. Whenever H holds, C follows. We also see many variants of form (4), such as "if H holds, then G follows," or "whenever H holds, C holds." Example 1.6: The statement of Theorem 1.3 would appear in these four forms as: 1. x_>4implies2*_>x 2. 2. x>_4onlyif2 >x . 3. 2 z >x 2ifx>4. 4. Whenever : _> 4, 2 ' _> x 2 follows.

1.2. INTRODUCTION TO FORtVIAL PROOF 11 Statements With Quantifiers Many theorems involve statements that use the quartriflers "tbr 1" "there exists," or similax vaxiations, such as 'flor every" instead of ::for all." The order in which these quantifiers appear affects what the statement means. It is often helpful to see statements with more than one quartrifler as a "game" between two players -- for-',dl and there-exists -- who take turns specifying values for the parameters mentioned in the theorem. "Fr- all" must consider all possible choices, so for-ali's choices are genere21y left as variables. However, "there-exists" only has to pick one value, which may depend on the values picked by the players previously. The order in which the quantifiers appear in the statement determines who goes first.. If the last player to make a choice can always find some dlowable value, then the statement is true. For example, consider an alternative definition of Snfinite set-": set is infinite if aud only if for all integers n, there exists a subset T of S witit exactly n members. Here, "for-all" precedes "there-exists," so we must consider an m'bitrary integer n. Now, "there-exists" gets to pick a subset T, and may use the knowledge of n to do so. For instance, if $ were the set of integers, "there-exists" could pick the subset T -- {1, 2,... ,n} and thereby succeed regardless of n. That is a proof that the set of integers is infinite. The following statement looks like the definition of 'infinite," but is incorrect because it reverses the order of the quantifiers: "there exists a subset T of set $ such that for all n, set T has exactly n members." Now, given a set S such as the integers, player "there-exists" can pick emy set. T; say {1, 2, 5} is picked. For this choice, player "for-all" tnust show that T has n members for every possible n. However, 'flor-all" eaunot do so. For instance, it is false for n -- 4, or in fact for any n  3. In addition, in formal logic one often sees the operator  in place of "if- then." That is, the statement ":if H then C" could appear as H  C in some mathematical literature; we shall not use it, here. If-And-Only-If Statements Sometimes, we find a statement of the form "A if and only if B." Other forms of this statement at'e "A iff B,"  "A is equivaleut o B," or "A exactly when B." This statement is actually two if-theu statements: "if A then B," and "if B theu A." Ve prove "A if and only if B" by proviug these two statements: [ff, short for "if and only i�," is a non-word that is used in some mthemat,ical t,real, lses for succinctness.

12 CHAPTER 1. AUTOMATA: THE METHODS As�D THE .'�IADNE$S How Formal Do Proofs Have to Be? The answer to this question is not easy. The bottom line regarding proofs is that their purpose is to convince someone, whether it is a grader of your classwork or yourself, about the correctness of a strategy you are using in your code. If it is convincing, then it is enough; if it fails to con;dnce the "consumer" of the proof, then the proof has left out too much. Part, of the uncertainty regarding proofs comes from the different knowledge that the consumer may have. Thus, in Theorem 1.4, we as- sumed you knew all about arithmetic, and would believe a statement like "if y _> I then y _> 12' If you we. re not familiar with arithmetic, we would have to ])rove that statement by some steps in our deductive proof. However, there are certain things that are requircd in proofs, and omitting them surely makes the proof inadequate. For instance, any de- ductiw.' proof that uses statements which are not justified by the given or previous stateincnts, calmot be adequate. When doiug a proof of art "if 111d only if" statement, we must surely have one proof for tile "if" part and another proof for the "onlyqf" part. As all additional example, inductive proofs (discussed in Section 1.4) t'cquire proofs of the basis atd induction ptrts. t. The if part: "if B then A," and 2. The oaty-if part: "if A then B," which is often stated in the equiwalent form ".4 only if The proofs can be presented in either order. In mmy t. heorems, one part is decidedly easier than the other, and it is customary to present the easy direction first a.nd get it out of the way. In formal logic. one may see the operator  or = to denote an "if-and-only if" statement. That is, A -= B and A 2' When proving an if-and-only-if statenlent, it is important to remember that you must prove both the "iF' and "only-if" parts. Sometines, you will find it IMptiff to break an if-and-only-if into a succession of several equivalences. That is, to prove ".4 if and only if B," you migh first prove "A if and only if C," and then prove "C if and only if B." That method works, as long as you remember titat each if-and-only-if step must be proved in both directions. Proving any one step in only one of tile directions invalidates the entire prooL The following is m exmnple of a simple if-and-only-if proof. It uses the nots;ions: 1. Ix J, the floor of real number x, is the greatest integer equal to or less than

1.3. ADDITIONAL FORMS OF PROOF 13 2. Ix], the ceiling of real number x, is the least integer equal t,o or gTeater than x. Theorem 1.7: Let x be a real number. Then [xJ = [x] if and only if x is an integer. PPOOF: (Only-if part) In this part, we assume Ix] = [x 1 and try to prove x is an integer. Using the definitions of the floor and ceiling, we notice that. [xJ < x, and [x] > x. However, we are given that Ix] = [x]. Thus, we may sul>st. itute the floor for the ceiling in the first inequality to conclude [x 1 <_ x. Since both [x t _< x and [x 1 _> x hold, we may conclude by properties of arithmetic inequalities that [x] = x. Since [x] is always an integer, x must also be an integer in this case. (If part) Now, we assume x is a-n integer and try to prove [x] = [x 1. This part. is easy. By the definitions of floor and ceiling, when x is an iuteger, both and [x] are equal ro x, and therefore equal to each other. [] 1.2.4 Theorems That Appear Not to Be If-Then Statements Sometimes, we encounter a theorem that appears not to have a hypothesis. An example is the well-known fact from trigonometry: Theorem 1.8: sin 0+cos 20 = 1. [] Actually, this statement does have a hypothesis, atd the hypothesis consists of all the statements you need to know to interpret the statement. In particular, the hidden hypothesis is that 8 is an angle, and therefore the functions sine and cosine have their usual meaning for angles. From the definitions of these terms, and the Pythagorean Theorem (in a right triangle, the square of the hypotenuse equals the sum of the squares of the other two sides), you could prove the theorem. In essence, the if-then form of the theorem is really: "if  is an angle, then sin 2 8 + cos 2  = 1." 1.3 Additional Forms of Proof In this section, we take up several additional topics concerning how t.o construct proofs: 1. Proofs about sets. 2. Proofs by contradiction. 3. Proofs by counterexample.

14 CHAPTER I AUTO.�IATA: THE METHODS AND THE _,%'IADNESS 1.3.1 Proving Equivalences About Sets In automata theory, we are frequently asked to prove a theorem which says that- the sets constructed in two different ways are the s'e sets. Often, these sets are sets of character strings, and the sets are called "languages,'" but in section the nature of the ses is unimportant. If E and F are two expressions representing sets, the statement E -- F means t. hat the two sets represented are the sarae. More precisely, every element in the set represented by E is in the set represented by F, and every element in the set represented by F is in the set represented by E. Example 1.9: The commutative law of union says that we can take the union of two sets R and $ in either order. That is, R U $ - $ tAR. b this case E is the expressim R U S and F is the expression S U R. The commutative law of union says that E -- F. Wc can write a set-equality E -- F as an if-and-ozfiy-if statement: an element xisin Elf and only ifx is in F. As aconseqnence, we see the outline era proof of any statement that serts the equality of two sets E -- F it follows the form of any if-and-only-if proof: 1. Proof that if x is in E, then x is in F. 2. Prove that if x is in F then x is in E. As an exampie of this proof process, let us prove the distributive lw of union over intersection: Theorem 1.10: R U (S f T) -- (R U $)  (R tJ PROOF: The two set-expressions involved are E = R U (S  T) and F = (n U S)  (R U T) We sha]] prove the two parts of the theorem in turn. In the "if" part we assnmc clement x is in E and show it is in F, This part, summarized in Fig. 1.5, uses the definitions of unio arid intersection, with which we assume you are familiar. Then, we must prove tht "only-if" part of the theorera. Here, we assume x is in F and show it is in E. The steps are summarized in Fig. 1.6. Since we havc ow proved both parts of the if-and-only-if statement, the distributive law of union over intersection is proved. [] 1.3.2 The Contrapositive Every if-then statcmcn has an equivalent form that in some circumstmccs is easier to prove. The contvaposiive of the statement, 'if H then C" is "if not C then not H." A statemct and its contrapositive are either both true or both false, so we can prove either to prove the other. To see why "qf H then C" and "if not C then ot H" are logically equivalent, first observe that there are four cases to consider:

1.3. ADDITIONAL FORMS OF PROOF 15 [Statement Justification 1. x is in R U (S rq T) Given 2. x is in R or x is in $ ffl T (1) and definition of union 3. x is in R or x is in (2) and definition of intersection both S and T 4. x is in R U $ (3) and definition of union 5. x is in R U T (3) axed definition of union 6. xisin(RUS) n(RUT) (4),(5),anddefinition of intersection Figure 1.5: Steps in the ':if" part of Theorem 1.10 [Statement Justification 1. is i'(a u $i' 5')t u T) civen 2. x is in R U $ (1) and definition of intersection 3. x is in R tO T (1) and defifition of intersection 4. x is in R oz x is in (2), (3) and reasoning both $ and T about unions 5. x is in R or x is in $ FIT (4) and definition of intersection 6. x is in R tO (S t T) (5) ad definition of union Figure 1.6: Steps in the "only-lf" part of Theorem 1.10 1. H and C both true. 2. H true and C false. 3. U true and H false. 4. H ud C both false. There is only one way to make an if-then statement false; the hypothesis must be true and the conclusion false, as in case (2). For the other three cases, including case (4) where the conclusion is false, the if-then statement itself is true. Now-, consider for which cases the contrapositive "if not C then not H" is false. In order for this statement to be false, its hypothesis (which is "not (2") must be true, and its conclusion (which is "not H") must be false. But "not C" is true exactly when C is false, and "not H" is false exactly when H is true. These two conditions are again case (2), which shows that in ead of the fbur causes, the original statement and its contrapositive are either both true or both false; i.e,, they are logically equivalent.

16 CHAPTER I. AUTOMATA: THE METHODS AND THE MADNESS Saying "If-And-Only-If" for Sets As we tnentioned, theorems that state equivalences of expressions about sets are if-and-only-if statements. Thus, Theorem 1.10 could have been stated: an element x is in R U (S th T) if and only if x is in (R U $) n (/ U T) Another common expression of a set-equivalence is with the locution "all-andonly.:' For instance, Theorem 1.10 could as well have been stated "the elements of R CI ($ FI T) are all and only the elements of (R U S) n (R U T) The Converse Do not confuse the terms "contrapositive:' and "converse." The converse of an if-then statement is the "other direction"; that is, the converse of "if H then C ' is "ff C then H." Unlike the contrapositive, which is logically equivalent to the original, the converse is not equivalent to the original statentent. In fact, the two parts of an if-and-only-if proof are always some statement and its converse. Example 1.11: Recall Theorem 1.3, whose statement was: "if x _ 4, then 2 x _ x2." The contrapositive of this statement is "if not 2 z _ x  then not x _ 4." In more colloquial terms, making use of the fact that "not a _ b" is the same as a ( b, the contrapositive is "if 2   x  hen x  4."  When we are asked to prove an if-and-only-ff theorem, the use of the con- trapositive in otc of the parts allows us several options. For instance, suppose we want to prove the set equivalence E -- F. Instead of proving "if x is in E then x is in F and if x is in F then x is in E," we could also put one direction in the contrapositive. One equivalent proof form is: * If x is in E then x is in F, and if x is not in E fien x is not in F. We could also interchange E and F in the statement above. 1.3.3 Proof by Contradiction Another way to prove a statement of the form "if H then C" is to prove the statement

1.3. ADDITIONAL FOILMS OF PROOF 17 � "/-/amd not C implies falsehood." That is, start by assuming both the hypothesis H and the negation of the conclusion U. Complete the proof by showing that something known to be false follows logically from H and not C. This form of proof is called pros/by contradiction. Example 1.12: Recatl Theorem 1.5, where we proved the if-then statement with hypothesis H = "U is an infinite set, S is a finite snbset of U, and T is the complement of $ with respect to U." The conclusion C was "T is infinite." We proceeded to prove this theorem by contradiction. We assumed "not U"; that, is, we assumed T was finite. Our proof was to derive a falsehood from H and not U. We first. showed from tim assumptions that $ and T are both finite, that U also must be finite. But since U is stated in the hypottxesis H to b(: infinite, and a set cannot be both finite and infinite, we have [)roved the logical statement ''false." In logical terms, we have both a proposition p (U is finite) and its negation, not p (U is infinite). We then use the fact that "p md not p" is logically equivalent to "false." [] To see why proofs by contradiction are logically correct, i'ecdl from Sec- tion 1.3.2 that there are four combinations of trufix values for H and C. Only the second case, H true and C false, makes the statement. "if H then C" false. By showing that H and not C leads to falsehood, we are showing that case 2 casmot occur. Tires, the only possible combinations of truth yahres for H and C are the three cmnbinations that make "if H then C" true. 1.3.4 Counterexamples In real life, we are not told to prove a. theorem. Rather, we are faced with some- thing that seems true -.- a strategy for hnplementing a program for example -.- and we need o decide whether or not the "theorton" is true. To resolve the question, we may alternately try to prove the theorem, and if we cannot, try to prove that its statement is false. Theorems gcnerally are statements about. an infinite number of cases, per- haps all values of its parameters. hdeed, strict mathematical convention will only dignify a statement with the title "theoren" if it has an infinite number of casesl statements that have no parameters, or that apply to only a finite number of values of its parameter(s) are called observations. It is sufficient to show that an alleged theorem is false in any one case in order to show it is not a theorem. The situation is analogous t.o programs, since a program is generally considered to have a bug if it fails to operate correctly for even onc input on which it was expect, ed to work. It. ofi. en is easier to prove that a statement. is not a theorem than to prove it is a theorem. As we nentioned, if S is any statement, then the statement "S is not a theorem" is itself a statemcnt witho!lt parameters, and thus can

18 CHAPTER 1. AUTOMATA: THE METHODS AND THE MADNESS he regarded os an observation rather than a theorem. The following are two examples, first of an obvious nontheorem, and the second a statement that just misses being a theorem and that requires some investigation before resolving the question of whether it is a theorem or not. Alleged Theorem 1.13: All primes are odd. (More formally, we might say: if integer x is a prime, then x is odd.) DISPROOl?: The integer 2 is a prime, but 2 is even. [] Now, let us discuss a "theorem" involving modular arithmetic. There is mt essential definition that we must first establish. If a and b are positive integers, then a mod b is the remainder when a is divided by b, that is, the unique integer r between 0 and b - 1 such that a = qb + r for some integer q. For example, 8 mod 3 -- 2, and 9 mod 3 = 0. Our first proposed theorem, which we shall determine to be false, is: Alleged Theorem 1.14: There is no pair of integers a and b such that amod b = b rood a When asked to do things with pairs of objects, such as a and b here, it is oftcn possible to simplify the relationship between the two by taking advantage of symmetry. In this case, we can focus on the case where a < b, since if b < a we can swap a and b and get the same equation as in Alleged Theorem 1.14. we must be carcful however, not to forget the third case, where a = b. This case turns out to be fatal to our proof attempts. Let us ssume a < b. Then a rood b = a, since in the definition of a mod b we haveq=0andr=a. That is, whena< bwe. havea= 0xb+a. But b rood a < a, since anything rood a is between 0 and a - 1. Thus, when a < b, b rood a < a rood b, so a mod b = b rood a is impossible. Using the argument of s.vmmetry above we also know that a mod b 5d b rood a when b < a. However, consider the third case: a = b. Since x mod x = 0 for any integer x, we do haveamodb= bmodalfa= b. Ve thus have a disproof of the alleged theorem: DISPROOF: (of Alleged Theorem 1.14) Let a = b = 2. Then a mod b = bmod a = 0 In the process of finding the counterexample, we have in fact discovered the exact conditions under which the alleged theorem holds. Here. is the correct version of the theorem, nd its proof. Theorem 1.15: a mod b = b rood a if and only if a - b.

1.4. INDUCTIVE PROOFS 19 PROOF: (If part) Assume a = b. Then os we observed above, x mod x -- 0 for any integer x. Thus, a mod b -- b rood a = 0 whenever a -- b. (Only-if part) Now, assume a rood b -- b rood a. The best technique is a proof by contradiction, so assume in addition the negation of the conclusion; that is assume a 3 b. Then since a ---- b is eliminated, we have only to consider the cases a < b and b < a. We already observed above that when a < b we have a rood b = a and bmod a < a. Thus, these statements, in conjunction with the hypothesis a mod b -- b rood a lets us derive a contradiction. By symmetry, if b < a then b rood a -- b and a mod b < b. We again derive a contradictiou of the hypothesis, and conclude the only-f part is also true. We have now proved both directions ad conclude that the theorem is true.  1.4 inductive Proofs There is a special form of proof, called "inductive," that is essential when dealing wifi recursively defined objects. Many of the most familiar inductive proofs del with integers, but in autmnata theory, we also need inductive proofs about such recursix,ely defined concepts as trees and expressions of various sorts, such as the regular expressions that were mentioned briefly in Section 1.1.2. In this section, we shall introduce the subject of inductive proofs first with "simple" inductions on integers. Then, we show how [o perform "structural" inductions on any recursively defined concept. 1.4.1 Inductions on Integers Suppose we are given a statement S(n), about an integer n, to prove. One common approach is to prove two things: 1. The bas'is, where we show S(i) for a particular integer i. Usually, i = 0 or i -- I, but there are examples where we want to start at some higher i, perhaps because the staterecur S is false for a few small integers. 2. The inductive step, wt, ere we assume n _> i, where i is the basis integer, and we show that "if $(n) then S(n + 1)." Intuitively, these two parts should convince us that S(n) is true for every integer n that is equal t.o or &Teater than the basis integer i. We can argue as follows. Suppose S(n) were false for one or more of those integers. Then there would have to be a smallest value of n, say j, for which $(j) is false, and yet j _> i. Now j could not, be i, because we prove in the basis part that S(i) is true. Thus, j must be greater than i. We now know that j - 1 > i, and $(j - 1) is t, rue. However, we proved in the inductive part that if n > i, then S(n) implies S(n + 1). Snppose we let n = j - 1. Then we knmv from the indnctive step that $(j - 1) implies S(j). Since we also know S(j - 1), we can conclude S(j).

20 CHAPTER 1. AUTOMATA: THE METHODS AND THE MADNESS We have assumed the negation of what we wanted to prove; that is, we assumed $(j) was false for some j > i. In each case, we derived a contradiction, so we have a "proof by contradiction" that S(n) is true for all n _> i. Unfortunately, there is a subtle logical flaw in the above reasoning. Our sumption that we can pick a least j _> i for which $(j) is raise depends on our believing the principle of induction in the first place. That is, the only way to prove that we can find such a j is to prove it by a method that is essentially an inductive proof. However, the "proof" discussed above makes good intuitive sense, and matches our understanding of the real worId. Tires, we generally take as an integral part of our logical reasoning system: The Induction Principle: If we prove S(i) and we prove that for all n > i, S(n) implies $(n + 1), then we may conclude S(n) for all n _> i. The following two examples illustrate the use of the induction principle to prove theoreins about integers. Theorem 1.16: For all n > 0: i 2 = n(n + 1)(2n + 1) (1.1) 6 i---- 1 PROOF: The proof is in two parts: the basis and the inductive step; we prove each in turn. BASIS: For the basis, we pick n -- 0. It might seem surprising that the theorem even makes sense for n = 0, since the left side of Equation (1.1) is -]i�= when n = 0. However, there is a general principle that when the upper limit of a sum (0 in this case) is less than the lower limit (1 here), the sum is over no terms 0 i  and therefore the sum is 0. That is, Zi=I = 0. The right side of Equation (1.1) is also 0, since 0x (0+1) x (2x 0+1)/6 = 0. Thus, Equation (1.1) is true when n = 0. INDUCTION: Now, ussume n > 0. We must prove the inductive step, that Equation (1.1) implies the same formula with n + i substituted for n. The latter formula is In+t] [n + 1](In + 1] + 1)(2In + 11 + 1) (1.2) 6 i----I We may simplify Equations (1.1) and (1.2) by expanding the sums and products on the right sides. These equations become: � = + an + n)/c (1

1.4. INDUCTIVE PROOFS 21 Vre need to prove (1.4) using (1.3), since in the induction principle, these are statements $(n + 1) and $(n), respectively. The "trick" is to break the sum to n + 1 on the right of (I.4) into a sum to n plus the (n + l)st term. In that way, we can replace the sum to n by the left side of (1.3) and show that (1.4) is true. These steps are as follows: i  + (n + 1)  = (2n  +9n? + 13n+6)/6 (1.5) (2n s + 3n  + n)/6 + (n  + 2n + I) = (2"+ 9n ' + 13n + 6)/6 (1.6) The final verification that. (1.6) is true requires only simple polynomial algebra on the left side to show it is identical to the right side. 13 Example 1.17: In the next example, we prove Theorem 1.3 from Section 1.2.1. Recall this theorem states that if x _ 4, then 2  _ x '. We gave 'an [nformal proof based on the idea that the ratio x/2  shrinks as x grows above 4. We cem make the idea precise if we prove the statement 2   x 2 by induction on x, starting with a basis of x = 4. Note that the statement is actually false for x4. BASIS: If x ---- 4, then 2  mid z 2 are both 16. Thus, 24 _ 42 holds. INDUCTION: Suppose for some x _> 4 that 2  _> x 2. With this statement as the hypothesis, we need to prove the same statement, with x + 1 in place of x, that is, 2 [+] _> [x + 1] . These are the statements S(x) and S(x + 1) in the induction principle; the fact that we are nsing x instead of n as the parameter should not be of concern; x or n is just a local variable. As in Theorem 1.16, we should rewrite S(x + I) so it can make use of $(x). In this case, we can write 2Ix+q as 2 x 2 . Since S(x) tells us that 2  >_ x ', we can conclude that 2 +l = 2 x 2  >_ 2x 2. But we need something different; we need to show that 2 + > (x + 1) e. One way to prove this statement is to prove that 2x  _> (x + 1)  and then use the trausitivity of _> to show 2 x+ >_ 2x e _> (x + 1) '. In out' proof that 9.z _> + 1) we may use the assumption that x _> 4. Begin by simplifying (1.7): (1.7) Divide (1.8) by x, to get: x  _ 2x + 1 (1.8)

22 CHAPTER 1. AUTOMATA: THE METHODS A;YD THE MADNESS Integers as Recursively Defined Concepts We mentioned that inductive proofs are useful when the subject matter is recursively defined. However, our first examples were inductions on inte- gers, which we do not normally think of as "recursive]y defined." However, there is a natural, recursive definition of when a number is a nonnegative integer, and this definition does indeed match the way inductions on inte- gers proceed: from objects defined first, to those dcfincd later. BASIS: 0 is ar integer. INDUCTION; If n is an integer, then so is n + 1. 1 z > 2 + - (1.9) Since x > 4, we knox;' 1/x <_ 1/4. Thus, the left side of (1.9) is at least 4, and the right side is at most 2.25. We have thus proved the truth of (]..9). Therefore, Equations (1.8) and (1.7) are also true. Equation (1.7) in turn gives us 2  >_ (-k 1) 2 for x _> 4 and lets us prove statement q( + 1), which we recall was 2 +' _> (x+ 1) 2. [] 1.4.2 More General Forms of Integer inductions Sometimes tm inductive proof is made possible only by using a more generat scheme thaz, the one proposed in Section 1.4.1, where we proved a statement $ for one basis value and then proved that "if S(n) then S(n+ 1)." Two important generalizations of this scheme are: 1. W can use several basis cases. That is, we prove S(i), S(i + 1),..., SO') for sone j > i. 2, In proving $(n + 1), we can use the truth of all the statements S(i), S(i + ) .... , rather than just using S(n). Moreover, if we have proved basis cases up to S(j), then we can assume n >_ j, rather than just n >_ i. The conclusion to be madc from this basis and inductive step is that S(n) is true for all n >_ i. Example 1.18: The following example will illustrate the potential of both principles. The statement S(n) we would like to prove is that if n _> 8, the. n n can be written as a sum of 3's and 5's. Notice, incident. ally, that 7 can,ot be written a.s a sum of 3's and 5's.

1.4. INDUCTIVE PROOFS 23 BASIS: The bis cases are S(8), S(9), and S(10). The proofs are 8 = 3 + 5, 9 = 3 + 3 + 3, and 10 = 5 + 5, respectively. INDUCTION: Assrune that n _> 10 and that S(8), S(9),..., S(n) are true. We must prove S(n + I) fi'om these given facts. Our strategy is to subtract 3 from n + 1, observe that this number must be writable as a sum of 3's and 5's, and add one more 3 to the sum to get. a way to write n + 1. More formally, observe that n - 2 _> 8, so we may assume $(n - 2). That is, n-2=3a+Sbfor some integersaandb. Therib+l-- 3+3a+5b, so n + 1 can be written as the sum of a. + 1 3's and b 5's. That proves S(n + 1.) and concludes the inductive step. [] 1.4.3 Structural Inductions In mt, omata theory, there are several recursively defined structures about which we nced to provc statements. The familiar notions of trees and expressions are important examples. Like inductions, all recursire definitions have a basis case, where one or more elementary structures are defined, axed em inductive step, where more complex structures are defined in terms of previously defined structures. Example 1.19: Here is the recurslye definition of a tree: BASIS: A single node is a tree, and that node is the root of the tree. INDUCTION: If Ti, T2,..., V k axe trees. then we can form a new tree as follows: 1. Begin with a new node N, which is the root of the tree. 2. Add copies of all the trees T, T,2,..., T. 3. Add edges fi'om node N to the roots of em:h of the trees Tt, T2,..., T. Figure 1.7 shows the inductive construction of a tree with root N from k smaller trees. 121 Example 1.20: Here is another recursire definition. This time we define expressions using the arithmetic operators + and *, with both numbers and variables allowed as operands. BASIS: Any uun,ber or letter (i.e., a variable) is an expression. INDUCTION: [f E and F are exprcsskms, then so are E + F, E, F, and (E). For example, both 2 and x are expressions by the basis. The inductive step tells us x + 2, (x + 2), and 2, (x + 2) are all (..pressions. Notice how each cf these expressions depends on the previous ones being expressions. []

24 CHAPTER 1. AUTOIvlATA: THE METHODS AND THE MADNESS  0 0 0 Figure 1.7: Inductive construction of a tree Intuition Behind Structural induction We can suggest informally why structural induction is a valid proof method. Imagine the recurslye definition establishing, one at a time, that certain structures X, X,... meet the definition. The basis elements come first, and the fact that Xi is in the defined set of structures can only depend on the membership in the defined set of structures that precede Xi on the list. Viewed this way, a structural induction is nothing but an induction on integer n of tile statement S(X,). This induction may be of the gen- eralized form discussed in Section 1.4.2, with multiple basis cases and a inductive step that uses all previous instances of the statement. However, we should remember, as explained in Section 1.4.1, that this intuition is not a formal proof, and in fact we must assume the validity this induction principle as we did the validity of the original induction principle of that section. When we have a recursive defiuitiou, we can prove theorems about it using the following proof form, which is called structural induction. Let $(X) be a statement about the structures X that are defined by some particular recursire definition. 1. As a basis, prove $(X) for the basis sructurc(s) X. For tile inductive step, take a. structure X that the recursire defini~ tion says is formed fi'om Y, �. .... , .. Assume that the statements $(Y), S(Y) .... ,S(l.), and use thesc to prove S(X). Our conclusion is that S(X) is true for all X. The Iext two theorems are examples of facts that can he proved about trees and expressions. Theorem 1.21: Every tree has one more node than it has edges.

1.4. INDUCTIVE PROOFS 25 PROOF: The formal statement S(T) we need to prove by structural induction is: "if T is a tree, and T has n nodes and e edges, then n -- e + 1." BASIS: The basis case is when T is a single node. Then n --- 1 and e = 0, so the relationship n = e + 1 holds. INDUCTION: Let T be a tree built by the inductive step of the definition, from root node N and k smaller trees T1, T,2,..., T. We may assume that the statements S(Ti) hold for i = 1, 2,..., k. That is, let Ti have nl nodes and el edges; then ni -- ei q- 1. The nodes of T are node N and all the nodes of the Ti's. There are thus 1 + n + na + ... + na nodes in T. The edges of T are the k edges we added explicitly in the inductive definition step, plus the edges of the Ti's. Hence, T has k + el + e2 + '" + ek (1.I0) edges. If we substitute ei + 1 for n in the count of the number of nodes of T we find that T has 1 + tel + 11 + nodes. Since there are k of the "+1" terms in (1.10), we can regroup (1.11) as k + 1 + e + es +'" + e (1.12) This expression is exactly 1 more than the expression of (1.10) that was given for the number of edges of T. Thus, T has one more node than it has edges. Theorem 1.22: Every expression has an equal number of left and right paren- theses. PRoof: Formally, we prove the statement S(G) about any expression G that is defined by the recursion of Example 1.20: the numbers of left and right parentheses in G are the same. BASIS: If G is defined by the basis, then G is a number or variable. These expressions have 0 left parentheses and 0 right parentheses, so the numbers are equal. INDUCTION: There are three rules whereby expression G may have been con- structed according to the inductive step in the definition: 1. G=E+F. 2. G=E*F.

26 CHAPTER 1. AUTOMATA: THE METHODS A,'�D THE MADNESS We may assume that S(E) and S(F) are true; that is, E has the same number of left and right parentheses, say n of each, and F likewise has the same number of left and right parentheses, say m of each. Then we can compute the numbers of left and right parentheses in G for each of the three cees, as follows: 1. If G = E + F, thcn G has n + m left parcntt, cses and n + m right parentheses; n of each come from E and m of each come from F. 2. If O = E � F, the count of parentheses for G is again n + m of each, for the same reason as in case (1). IfG = (E), then there are n+l left parentheses in G -- one left parenthesis is explicitly shown, axtd the other n are present in E. Likewise, there are n + 1 right parentheses in G; one is explicit and the other n are in E. In each of the three cases, we see that the nmnbers of left and right parentheses in G are the same. This observation conpletes the inductive step and completes the proof. [] 1.4.4 Mutual Inductions Sometimes, we cannot prove a sngle statement by induction, but rather need to prove a group of statements $(n),$2(n),... ,$(n) together by induction on n. Automata theory provides many such situations. In Example 1.23 we saznple the common situation where we need to explain what an automaton rioes by proving a group of statements, one for each state. These statements tell under what sequences of inputs the automaton gets into each of the states. Strictly speaking, proving a group of statements is no different from proving the conjunction (logical AND) of all the statements. For instance, the group of statemcnts $ (n), S2(n),..., S&(n) could be replaced by the single statement $ (n) AID Se (n) lqB .../[D $& (n). However, when there are really several inde- pendent statements to prove, it is generally lcss confusing to keep the statements separate and to prove them all in their own parts of the basis and inductive steps. We call this sort. of proof mutual induction. An example will illustrate the necessary steps for a mutual recursion. Example 1.23: Let us revisit the on/off switch, which we represented as an automaton in Example 1.1. The automaton itself is reproduced as Fig. 1.8. Since pushing the button switches the state between on and off, and the switch starts out in the off state, we expect that the following statements will together explain the operation of the switch: $ (n): The automaton is in state off after n pushes if and only if n is even. $.(n): The automaton is in state on after n pushes if and only if n is odd.

1.4. INDUCTIVE PROOFS Push Start of Push Figure 1.8: Repeat of the automaton of Fig. 1.1 27 We might suppose that S implies $.2 and vice-ersa, since we know that a number n cannot be both even and odd. However, what is not always true about an automaton is that it is in one and only one state. It happens that the automaton of Fig. 1.8 is always in exactly one state, but that fact must be proved as part of the mutual induction. We gSve the basis and inductive parts of the proofs of statements $(n) and $2(n) below. The proofs depend on several facts a19out odd and even integers: if we add or subtract 1 from an even integer, we get an odd integer, and if we add or subtract 1 from an odd integer we get an even integer. BASIS: For the basis, we choose n = 0. Since there are two statements, each of which must be proved in both directions (because St and $ are each "if-and- only-if" statements), there are actually four cases to the basis, and four cases to the induction as well. [S; If] Since 0 is in fact even, we must show that after 0 pushes, the automaton of Fig. 1.8 is in state off. Since that is the start statt., the automaton is indeed in state off after 0 pushes. 2. [S; Onty-if 1 The automaton is in state off after 0 pushes, so we must show that 0 is even. But 0 is even by definition of "even," so therc is nothing more to prove. 3. [$2; If] The hypothesis of the "if" part of $. is that 0 is odd. Since this hypothesis H is false, any statement of the form "if H then C" is true, as we discussed in Section 1.3.2. Thus, this part of the basis also holds. [S.; Only-if] The hypothesis, that the automaton is k state or after 0 pushes, is also false, since the only way to get to state on is by following an arc labeled Push, which requires that the button be pushed at least once. Since the hypothesis is false, we can again conclude that the if-then statement is true. INDUCTION: NOW, we assume that $ (n) and S_(n) axe true, and try to prove St(n + 1) and $.2(n + 1). Again, the proof separates into four parts.

28 CHAPTER I. AUTOMATA: THE METHODS AND THE MADNESS iS1 (n + 1); If] Tile hypothesis for this part is that n + 1 is even. Thus, n is odd. The "if" part of statement S(r,) says that after n pushes, tile autonaton is in state on. The arc from on to off labeled Push tells us that the (n + 1)st push will cause the automaton to enter state off. That completes the proof of the "if" part of S1 (n + 1). [S(n + 1); Oifiy-if] The hypothesis is that the automaton is in state off after n + 1 pushes. hxspecting the automaton of Fig. 1.8 tells us that the only way to get to state off after one or more moves is to be in state onand receive an input Push. Thus, if we are in state off',ffter n + 1 pushes, we must have been in state on after n pushes. Then, we may use tile ':only-if" part of statement S(n) to conclude that n is odd. Consequently, n + 1 is even, which is the desired concIusion for the only-if portion of S (n + 1). [S (n + 1); If] This part is essentially the same as part (1), with the roles of statements S and S exchalged, and with the roles of "odd" and :'even" exchanged. The reader should be abIc to construct this part of the proof easily. [$(n + 1); Only-if] This part is essentially the same as part (2), with tile roles of satements $ and $ exchanged, and with the roles of "odd" and "even" exchauged. We can abstract fi'onl Example 1.23 tile pattern for all mutual inductions: Each of the statements must be proved separately in the basis and hi the inductive step. � If the statements are "if-and-only-if," then both directions of each state- ment must be proved, both in the basis and in the induction. 1.5 The Central Concepts of Automata Theory In this sectiou we sha{1 introduce the most important definitions of terms that pervade the theory of automata. These concepts include the "alphabet" (a sct of symbols), "strings" (a list of symbols from an alphabet), and "lmguage" (a set of strings from the same alphabet). 1.5.1 Alphabets An alphabet is a fifite, nonempty set of symbols. Conventionally, we use tile symbol  for an aIphabet. Common alphabets include: 1.  = (0, 1}, the binary alphabet.

1.5. THE CENTRAL CONCEPTS OF AUTOMATA THEORY 29 2. E = {a, b,..., z}, the set of all lower-cxse letters. 3. The set of all ASCII characters, or the set of all printable ASCII charac- ters. 1.5.2 Strings A string (or sometimes word) is a finite sequence of symbols chosen from some alphabet. For example, 01101 is a string from the binary alphabet  = {0, 1}. The string 111 is another string chosen from this alphabet. The Empty String The empty st'ing is the string with zero occurrences of symbols. This string, denoted e: is a string that may be chosen from my Mphabet whatsoever. Length of a String It is often riscfill to classify strings by their length, that is, the number of positions for symbols in the string. For instance, 01101 has length 5. It is common to say that the lcngth of a string is "the number of symbols" in the string; this statenlent is colloquially accepted but not. strictly correct. Thus, there are only two symbols, 0 and 1, in he string 01101, but there are five positions for symbols, and its length is 5. However, you should generally expect tha :'the number of symbols" can be used when "number of positions" is meant. The standard notation for the length of a string w is [w[. For example, 10111: 3 and lel = 0. Powers of an Alphabet If 52 is au alphabet, we can express the set of all strings of a certain length from that alphabet by using an exponential notation. We define Y. to be the set of strings of length k, each of whose symbols is in Example 1.24: Note that E � - {el, regardless of what alphabet E is. That is, e is the only string whose length is 0. If E = {0, 1}, then E 1 = f0, 1}, 52' = {00,01, 10, 11}, y..3 = {000,001,010,011,100,101,110, 111} and so on. Note that, there is a slight confusion between 52 and E. The brmer is an alphabet; its members 0 and 1 are symbols. The latter is a set of strings; its members are the strings 0 and 1, each o which is of length 1. We shall not try to use separate notations for the two sets, relying on context to make it clear whether {0, 1} or similar sets are alphabets or sets of strings. []

30 CHAPTER I. AUTOMATA: THE METHODS AND THE MADNESS Type Convention for Symbols and Strings Commonly, we shall use lower-case letters at the beginning of the alphabet (or digits) to denote symbols, and lower-case letters near the end of the edphabet, typically .w, x,y, and z, to denote strings. You should try to get used to this convention, to help remind you of the types of the elements being discussed. The set of all strings over an alphabet E is conventionally dertoted E*. For instance, {0, 1}* = {e,0, 1, 00, 01, 10, 11,000,...}. Put another way, I]* :Y:�UE 't UE ;2..- So,nethnes, we wish to exclude the empty string from the set of strings. The set of nonempty strings from alphabet E is denoted E +. Thus, two appropriate equivalences are: � +---E; UE sUE sU--.. � E' = u {e}. Concatenation of Strings Let x and y be strings. Then xy denotes the concatenation of x and y, that is, the string formed by making a copy of x and following it by a copy of y. More precisely, if x is the string composed of i symbols x --- aa ... ai and y is the string composed of j symbols y -- b b. ... b j, then xy is the string of length i + j: xy -- ala. ...abib. ...bj. Example 1.25: Let x = 01101 and y = 110. Then xy = 01101110 and yx -- 11001101. For ay string w, the equations ew -- we = w hold. Thgt is, e is the identity for concatenation, since when concatenated with any string it yields the other string as a result (analogously to the way 0, the identity for addition, can be added to arty number z and yields x as a result).  1.5.3 Languages A set of strings all of which are cJaosen from some Y:.*, where E is a particulaz alphabet, is called a lan.qua.qe. If E is an alphabet, and L C_ E*, then L is a language over E. Notice that  langalage over E need not include strings with all the symbols of E, so once we have established that L is a language over E, we also know it. is a language over any alphabet that is a superset of E. The choice of the term "language" may seem strange. However, common languages can be viewed as sets of strings. An example is English, where the

1.5. THE CENTRAL CONCEPTS OF AUTOMATA THEORY 31 collection of legal English words is a set of strings over the alptmbet that consists of all the letters. Another example is C, or any other programming language, where the legal programs are a subset of the possible strings that. can be formed from the alphabet of the language. This alphabet is a subset of the ASCII characters. The exact alphabet may differ slightly among different programming languages, but generally includes the upper- and lower-case letters, the digits, pLmctuation, and mathematical symbols. However, there are also many other langerages that, appear when we study automata. Some arc abstract examples, such as: 1. The language of all strings consisting of n O's followed by n l's, for sone n ) 0: {e,01,0011,000111,...}. 2. The set of strings of O's and l's with an equal number of each: {e, 0I, 10, 0011, 0101, 1001,...} 3. The set of binary numbers whose value is a prime: {10,11,101,111,1011,.-.} 4. E' is a language for any alphabet E. 5. 0, the empty language, is a language over any alphabet. 6. {}, the lartgalage consisting of only the empty string, is also a language over any alphabet...Notice that 0  {e}; the former has no strings and the latter tas one string. The only important. constraint on what can be a language is that all alphabets are finite. Thus languages, althoug}l they can have an infinite number of strings, are restricted to consist of strings drawn from one fixed, finite alphabet. 1.5.4 Problems In automata theory, a problem is the question of deciding whether a given string is a member of some particular language. It turns out, as we shall see, that anything we more colloquially call a ':problem" can be e. xpressed as membership in a language. More precisely, if E is an alphabet, and L is a lanbqlage over then the problem L is: � Given a string w in E*, decide whether or not w is in L. Exaraple 1.26: The problem of testing primality can be expressed by the langmage Lp consisting of all binary strings whose value as a binary number is a prime. That is, given a string of O's and t's, say "yes" if the string is the binary representation of a prime and say 'no" if not. For some strings, this

32 CHAPTER I. AUTOMATA: THE METHODS AND THE MADNESS Set-Formers as a Way to Define Languages It is common to describe a language using a "set-former": {w [ something about w} This expression is read "the set of words w such that (whatever is said about w to the right of the vertical bar)." Examples are: 1. {w [ w consists of an equal number of O's and l's }. 2. {w I w is a binary integer that is prime }. 3. {w I w is a syntactically correct C program }. It is also common to replace w by some expression with paxameters and describe the strings in the language by stating conditions on the parame- ters. Here are some examples; the first with parameter n, the second with parameters i and j: { 01' I n > 1}. Read "the set of 0 to the n 1 to the n such that n is greater than or equal to 1," this language consists of the strings {01, 0011,000111,...}. Notice that, as with alphabets, we can raise a single symbol to a power n in order to represent n copies of that symbol. 2. {0it j [ 0 < i < j}. This language consists of strings with some O's possibly none) followed by at least as many l's. decision ,s easy. For instat,ce, 0011101 cannot be the representation of a prime, for the simple reason that- every integer except 0 has a binary representation that begins with 1. However, it is less obvious whether the string ii101 belongs to L,, so any sotul;ion to this problem will have to use significant computational resources of some kind: time re,d/or space, for example. [] One potentially unsatisfactory aspect of our definition of "problem" is that one commonly thinks of problems not as decision questions (is or is not the following true?) but as requests to compute or transform some input (find the best way to do this task). For instance, the task of the parser in a C compiler can be thought of as a problem in our formal sense, where one is given an ASCII stxing and asked to decide whether or not the string is a member of Lc, the set of valid C programs. However, the parser does more than decide. It produces a parse tree, entries in a symbol table and perhaps more. Worse, the compiler as a whole solves the problem of turning a C program into object code for some

1.5. THE CENTRAL CONCEPTS OF AUTOMATA THEORY 33 Is It a Lan�uage or a Problem? Languages and problems are really the same thing. Which term we prefer to use depends on our point of view. When we care only about strings for their own sake, e.g., in the set {0"1 n t n > 1}, then we tend to think of the set of strings as a language. In the last chapters of this book, we shall tend to assign "semantics" to the strings, e.g., think of strings as coding graphs, logical expressions, or even integers. In those cases, where we care more about the thing represented by the string than the string itself, we shall tend to think of a set of strings as a problem. machine, which is far from simply answering "yes" or "no" about the validity of a program. Nevertheless, the definition of :'problems" as languages has stood the test of time as the appropriate way to deal with the important questions of com- plexity theory. In this theory, we are interested in proving lower bounds on the complexity of certain problems. Especially important are techniques for proving that certain problems cannot be solved in an amount of time that is less than exponential in the size of their input. It turns out that the yes/no or language-based version of known problems arc just as hard in this sense, as their "solve this" versions. That is, if we can prove it is hard to decide whether a given string belongs to the language Lx of ;slid strings in programming language X, then it stands to reason that it will not be easier to translate programs in language X to object code. For if it were easy to generate code, then we could run the translator, anti conclude that the input was a valid member of Lx exactly when the translator succeeded in producing object code. Since the finM step of determining whether object code has been produced caanot be hard, we can use the fast algorithn for generating the object code to decide membership in Lx efficiently. XVe thus contradict the assumption that testing membership in Lx is hard. We imve a proof by contradiction of the statement "if testing membership in Lx is hard, then compiling progrmns in programming language X is hard." This technique, showing one problem hard by using its supposed efficient algorithm to solve efficiently another problem that is already known to be hard, is called a "reduction" of the second problem to the first. It is an essential tool in the study of the complexity of problems, and it is facilitated greatly by our notion that problems are questions about membership in a language, rather than more general kinds of questions.

34 CHAPTER 1. AUTOMATA: THE METHODS AND THE MADNESS Summary of Chapter 1 Finite Automata: Finite automata involve states and transitions among states in response to inputs. They are usetiff for building several different kinds of software, including the lexical analysis component of a compiler and systems for verifying the correctness of circuits or protocols, for ex- ample. Regular Expressions: These are a structural notation for describing the same patterns that can be represented by finite mtomata. They are used in many common types of software, inchiding tools to search for patterns in text or in file names, for instance. Conte.zt-Free Grammars: These axe an important notation for describing the strnctnre of progranming laztguages amd related sets of strings; they are used to build the parser component of a compiler. Turin.q Machines: These are automata that model the power of real com- puters. They allow us to sudy decidabilty, the question of what can or cannot be done by a computer. They also let us distinguish tractable problems -- those that can be solved in polynomial time -- from the intractable problems -- those that cannot. Deductive Proof. s: This basic method of proof proceeds by listing state- ments that axe either given to be true, or that follow logically from some of the previous statements. Proving If-Then Statements: Many theorems are of the form "if (some,. thing) then (something else)." The statement or statements following the "if" are the hypothesis, and what follows "then" is the conclusion. Deduc- tive proofs of if-then statements begin with the hypothesis, and continue with stat, ements that follow logically from the hypothesis and previous statements, until the conclusion is proved as one of the statements. Proving Jr-And-Only-If Statements: There are other theorems of the form "(something) if and only if (something else)." They are proved by showing if-then statements in both directions. A similar kind of theorem claims the equality of the sets described in two different ways; these are proved by showing that each of the two sets is contained in the other. Proving the Contrapositive: Sometimes, it is easier to prove a statement of the form ':if H then C" by proving the equivalent statement: "if not C then not H." The latter is called the contrapositive of the former. Proof by Contradiction: Other times, it is more convenient to prove the statement, "if H then C" by proving "if H and not C' then (something known to be false)." A proof of this type is called proof by contradiction.

1.7. REFERENCES FOR CttAPTBR 1 35 Counterexamples: Sometkmes we m'e asked to show that a cer;ain state ment is not true. If the statement has oue or more pameters, then we can show it is false as a generity by providing just one counterexmn- ple, that is, one signment of vues o the parmueters that makcs the st. atem(mt false. Ind'uctive Proofs: A statement that has an integer pameter  can often by proved by induction on n. We prove the statement is true for the bis, a finite number of eases for particular values of n, and then prove the inductive step: that if the statement is true for values up to n, then it is true fvr , + 1. Structural Inductions: In some situations, including many in this book, the theorem to be proved inductively is about some recursively defined construct, such as trees. We may prove a theorem about the constructed objects by induction on the number of steps used in its coustruction. This type of induction is referred to as st-ructural. Alphabets: An alphabet is any finite set of symbols. Strings: A string is a finite-lenh sequence of symbols. Languages and Problems: A language is a (possibly infinite) set of strings, all of which choose their symbols om some one alphabet. When the strings of a fanage e to be interpreted in some way, the question of whether a string is in the lmlguage is sometimes called a problem. 1.7 References for Chapter 1 For extended coverage of the material of this chapter, including mathmnatical concepts underlying Computer Science, we recommend [1]. 1. A.V. Aho and J. D. Ulhna, Foundations of Computer Science, Computer Science Press, New York, 1994.

Chapter 2 Finite Automata This chapter introduces the class of languages known as "regular languages." These lazlguages are exactly the ones that can be described by finite automata, which we sampled briefly in Section 1.1.1. After an extended exaznple that will provide motivation for the study to follow, we define finite automata formally. As was mentioned earlier, a finite automaton has a set of states, and its "control" moves from state to state in response to external "inputs." One of the crucial distinctions among classes of fbfite automata is whether that con- trol is "deterministic," meaning that the automaton cannot be hi more than one state at. any one time, or "nondeterministic," meaning that it may be in several states at once. We shall discover that adding nondeterminism does not let us define any language that cannot be defined by a deterministic finite automaton, but there can be substantial efficiency in describing an application using a nondeterministic automaton. In effect, nondeterminism allows us to "program" solutions to problems using a higher-level language. The nondeter- ministic finite automaton is then "compiled," by an algorithm we shall learn in this chapter, into a deterministic automaton that can be ::executed" on a conventional computer. We conclude the chapter with a study of an extended nondeterministic aut- omaton that has the additional choice of making a transition from one state to another spontaneously, i.e., on the empty string ag "input." These automata also accept nothing but the regular lauguages. However, we shall find them quite important in Chapter 3, when we study regular expressimls aald their equivalence to automata. The study of the regtfiar languages continues in Chapter 3. There, we in- troduce another important way to describe regular lamguages: the algebra2c notation known as regular expressions. After discussing regular expressions, and showing their equivalence to fifite automa.ta, we use both automata and regular expressions a.s tools in Oilapter 4 to show certain important properties of the regular languages. Examples of such properties are the "closure" propel'- ties, which allow us to claim that one language is regular because one or more 37

38 CHAPTER 2. FINJTE AUTOMATA other languages are known to be regula L and "decision" properties. The latter are algorithms to answer questions about. automata or regular expressions, e.g., whether two automata or expressions represent the same language. 2.1 An Informal Picture of Finite Automata In this section, we shall study an extended exampie of a real-world problem whose solutio uses finite automata in an important role. We investigate pro- tocols that support %Icetronic money ' � filcs that a customer can use to pay for goods on the intcnct, and that the seller can receive with assurance that the "money" is real. The seller must know that the file has not been forged, nor has it been copied and sent to the seller, while the customer retains a copy of the same file to spend agail. The nonforgeability of the file is something that must be assured by a bauk and by a cryptog'raphy policy. That is, a third player, the bank, must issue and encrypt he "money" files, so that forgery is not a problem. However, the bank has a second important job: it must keep a database of all the valid money that it has issucd, so that it can veri, to a store that the file it has received represems real money and can be credited to the store's account. We shall not address the cryptographic aspects of the problem, nor shall we worry about how the bank can stor( and retrieve what could be billions of ':electronic dollar bills." These problems are not likely to represent long-term impediments to the concept of electronic money, and examples of its sml-scale use have existed since the late 1990's. However, in order to use electronic money, protocols need to be devised to ilow the manipulation of the money in a variety of ways that the users want. Because monetazy systems always invite fraud, we must verify whatever policy we adopt regarding how moey is used. That is, we need to prove the only things that can happen are things we intend to happen --- things that do not allow an uscrupulous user to ste from others or to "manufacture" money. In the balance of this section, wc sht introduce a very simple example of a (bad) c. lectronic-money protocol, model it with finite automata, and show how constructions on autonata can be uscd to verify protocols (or, in this case, to discover tha.t. th(' protocol has a bug). 2.1.1 The Ground Rules There are three participants: the customer, the store, and the bank. We assrune for simpliciW that there is only one "money" file in existence. The customer my decide to transfer this money file to the store, which will then redeem the file from the bauk (i.e., get the bank to issue a new money file belonging to the store rather than the customer) and ship goods to the customer. In addition, the customer has the opt, ion to cancel the file. That is, the customer may ask the bank to place the money back in the customer's account, making the money

2.1. AN INFORMAL PICTURE OF FINITE AUTOMATA 39 no longer spendable. Interaction among the three participants is thus limited to five events: The customer may decide to pay. That is, the customer sends the money to the store. The customer may decide o cancel. The money is scut to the bank with a message that the vue of the money is to be added to the customer's bank account. 3. The store may ship goods to the customer. 4. The store may redeem the money. That is, the money is sent to the bank with a request that its value be given to the store. 5. The bank may transfer the money by creating a new', suitably encrypted money file and sending it to the store. 2.1.2 The Protocol The three participants must design their behaviors carefully, or the wrong things may happen. In our example, we make the reasonable assumption that the customer cannot be relied npon to act responsibly. In particular, the customer may try to copy the money file, use it to pay several times, or both pay and cancel the money, ttms getting the goods "for free." The bank must behave rcsponsibly, or i eaunot be a bank. In particular, it must make sure that two stores cannot both redeem the same money file, and it must not allow money to be both canceled and redeemed. The store should be caretiff as well. In particular, it should not ship goods until it is sure it has been given valid money for the goods. Protocols of this type can be represented as finite automata. Each state represents a situation that one of the participants could be in. That is, the statc "remembers" that certain important events have happened and that others have not yet happened. Transitions between states occur when one of the five events described above occur. We shall think of these events as "external" to the automata representing the three participants, even though each participant is responsible for initiating one or more of t-he events. It turns out that what is important about tt,e problem is what sequences of events can happen, not who is allowed to initiate them. Figure 2.1 represents the three participants by automata. In that diagram, we show only the events that .affect a participant. For example, the action pay affects only the customer and store. The bank does not know that the money has been sent by the customer to the store; it, discovers that fact only when the store executes the action redeem. Let us examine first the automaton (c) for the bank. The start state is state 1; it represents the situation where the bank has issued the money file in question but has not been requested either to redeem it or to cancel it. If a

40 CHAPTER 2. FINITE AUTOMATA Start a P ship (a) Store ship transfer ship cancel cancel Start Start redeem transfer (b) Customer (c) Bank Figure 2.1: Finite automata representing a customer, a store, and a bank cancel request is sent to the bank by the customer, then the bank restores the money to the customer's account and enters state 2. The latter state represents the situation where the money has been cancelled. The bank, being responsible, will not leave state 2 once it is entered, since the bank must not allow the same money to lie c'&ncelled again or spent by the customer. Alternatively, when in state t the bank may receive a redeem request from the store. If so, it goes to state 3, and shortly sends the store a transfer message, with a new money file that now belongs to the store. After sending the transfer message: the bank goes to state 4. In that state, it will neither accept cancel or redeem requests nor will it. perform any other actions regarding this particular money file. Now, let us consider Fig. 2.1(a), the automaton representing the actions of the store. While the bank always does the right thing, the store's system has some defects. Imagine that, the shipping and financial operations are done by 1 You should remember that this entire discussion is about one single money file. The bank will in fact be running the same protocol with a large number or electronic pieces of money, bt.t the workings of the protocol are the same for each of them, so we can discuss the problem as if there were only one piece of electronic money in existence,

2,1. AN INFOIMAL PICTURE OF FINITE AUTOMATA 4t separate processes, so there is the opportunity for the ship action to be done either before, after, or during the redemption of the electronic money. That policy allows the store to get into a situation where it has already shipped the goods and then finds out the money was bogus. The store starts out in state a. When the customer orders the goods by performing the pay action, the store enters state b. In this state, thc store begins both the shipping and redemption processes. If the goods are shipped first, then the store enters state c, where it must still redeem the money from the bmk and receive the transfer of an equivalent money file from the bank. Alternatively, the store may send the redeem message first, entering state d. From state d, the store might next ship, entering state c, or it might next receive the transfer of money front the bank, entering state f. From state f, we expect that the store will eventually ship, putting the score in state g, where the transaction is completc and nothhag more will happen. In state e, Che store is waiting for the transfer from the bank. Unfortunately, thc goods have already been shipped, and if the transfer never occurs, the store is out of luck. Last, observe the autornaton for the customer, Fig. 2.1(b). This automaton has only one state, reflecting the fact that the customer "can do atything." The customer can perform the pay and cancel actions my number of times, in any order, emd stays in the lone state ater each action. 2.1.3 Enabling the Automata to Ignore Actions While the three automata of Fig. 2.1 reflect the behaviors of the three partici- pants independently, there are ccrtah transitions that are missing. For example, the store is not affected by a cancel message, so if the cancel action is performed by the customer, the store should remain in whatever state it is in. ttowever, in the formal definition of a finite automaton, which we shall study in Section 2.2, whenever an input X is received by an automaton, the automaton must follow an arc labeled X from the state it is in to somc new state. Thus, the automaton for the store needs an additional arc h'om each state to itself, labeled cancel. Then, whenever the cancel action is executed, the store automaton can make a "transition" on timt input, with the effect that it stays in the same state it was in. Without these additional arcs, wheuever the cancel action was executed the store automaton would "die"; that is, the automaton would be in no state at all, and further actions by that automaton would be impossible. Another potential problem is that one of the participants may, intentionally or erroneously, send an unexpected message, and we do not want this action to cause one of the automata to dic. For instance, suppose the customer decided to execute the pay action a second time, while the store was ha state e. Since that state has no arc out with label pay, the store's automaton would die before it could receive the transfer from the bank. In summary, we must add to the automata of Fig. 2.1 loops on certain staes, with labels for all those actions that must be ignored when in that state; the complete automata are shown in Fig. 2.2. To save space, we combine the labels onto one arc, rather than

42 CHAPTER 2. FINITE AUTOMATA showing several arcs with the same heads and tails but different labels. two kinds of actions that tmmt be ignored are: Start cancel pay (a) Store ship. redeem, transfer, pay, cancel Start pay,cancel pay,cancel pay,cancel Jredeet k'transfr ',4 ship ship ship pay,cancel pay,cancel pay,cancel pay, ship  pay,redeem, pay,redeem, cancel canchip can, ship pay, C 1 '((;1 ship ' redeem"-' transfer"-' Start The (b) Customer (c) Bank Figure 2.2: The complete sets of transitions for the three automata Actions that are irrelevant to the participant involved. As we saw, the only irrelevant action for the store is cancel, so each of its seven states has a loop labeled cancel. For the bank, both pay and ship axe irrelevant, so we have put at each of the bank's states an arc labeled pay, ship. For the customer, ship, redeem and transfer are all irrelevant, so we add arcs with these labels. In effect,, it stays in its one state on any sequence of inputs, so the customer automaton has no effect on the operation of the overall system. Of course, the customer is still a participant, since it is the customer who initiates the pay and cancel actions. However, as we mentioned, the matter of who initiates ac'tions has nothing to do with the behavior of the automata. Actions that must not be allowed to kill an automaton. As mentioned, we must not allow the customer to kill the store's automaton by executing pay

2.1. AN INFORMAL PICTURE OF FINITE AUTOMATA 43 again, so we have added loops with label pay to all but state a (where the pay action is expected and relevant). We have also added loops with labels cancelto states 3 and 4 of the bank, in order to prevent the customer from killing the bank's automaton by trying to canccl money that has already been redeemed. The bank properly ignores such a. request. Likewise, states 3 and 4 have loops on redeem. The store should not try to redeem the samc money twice, but if it does, the bank properly ignores the second request. 2.1.4 The Entire System as an Automaton While we now have models fo' how the three participmts behave, we do not yet have a representation for the interaction of the three participants. As men- rioned, because the customer has no constraints ou behavior, that automaton has only one state, and any sequence of events lets it stay in that state; i.e., it is not possible for the system as a whole to "die" because the customer a.utorato has no response to m action. However, both the store ad bak behave in a complex way, and it is not. immediately obvious in what combinations of states these two automata ca be. The normal way to explore the interaction of automata such as these is to construct the product automaton. That automatoh's states represent a pair of states one from the store and one from the bank. For instance, the state (3, d) of the product automaton represents the situation where the bank is in state 3, and the store is in state d. Since the bank has four states and the store has seven, the product automaton has 4 x 7 --- 28 states. We show the product automaton i Fig. 2.3. For clarity, we have arranged the 28 states in an array. The row corresponds to the state of thc bank and the co[unto to the state of the store. To save space we havc also abbreviated the labels on the arcs, with P, $ C, R, and T standing for pay, ship, cazcel, redeem, and trazsfer: respectively. To construct the acs of the product automaton: we need to run the bank and store automata "in pm'allel." Each of the two compouents of the product automaton independently nakes transitions on the various inputs. HowevoL it is important to notice that i� an input action is received, and one of the two automata has no state to go to on that input then the product automaton "dies"; it has no state to go to. To make this rule for state transitions precise, suppose the product automa- ton is in state (i,x). That state corresponds to the situation where the bailk is in state i and the store in state x. Let Z be one of the input actions. We look at the automaton for the bank and see whether there is a transition out of state i with kabel Z. Suppose there is, and it leads to state j (which might be the same as i if the bank loops on input Z). Then we look at the store and see if there is an arc labeled Z leadin5  to some state y. If both j and y exist, then the product automaton has an arc from state (i,x) to state (j,y), labeled Z. If either of states j or .l do not exist (because the bank or store has no arc

44 CHAPTER 2, FINITE AUTOMATA $ tal a b c d e f g 4 p R T C P,C P,C P,C P,C P,C P,C Figure 2.3: The product automaton for the store ad bank out of i or x, respectively, for input Z), theft there is no arc out of (i, x) labeled Z. We can now see how the arcs of Fig. 2.3 were selected. For instance, on input pay, the store goes from state a to b, but stays put if it is in any other state besides a. The. bank stays in whatever state it is in when the input is pay, because that action is irrelevant ta the bank. This observation explains the four arcs labeled P at the left .ends of the four rows in Fig. 2.3, and the loops labeled P on otl:er states. For another example of how the arcs e selected, consider the input redeem. If the bank receives a redeem message when in state 1, it goes to state 3. If in states 3 or 4, it stays there, while in state 2 the bank automaton dies; i.e., it has nowhere to go. The store, on the other hand, can make transitions from state b to d or from c to e when the redeem input is received. In Fig. 2.3, we see six arcs labeled redeem, corresponding to the six combinations of three bank states and two store states that have outward-bound arcs labeled R. For example, in state (I, b), the arc labeled R takes the automaton to state (3,d), since redeem takes the bank from state 1 to 3 and the store from b to d. As another example, there is an arc labeled/ from (4, c) to (4, e), since redeem takes the bank from state 4 back to state 4, while it takes the store from state c to state e.

2.2. DETERMINISTiC FINITE AUTOMATA .15 2.1.5 Using the Product Automaton to Validate the Protocol Figure 2.3 tells us some interesting things. For instance'., of t. he 28 states, only ten of them can be reached mn the start state, which is (1, a) --- the combi- nation of the start states of the bank and store automata. Notice that states like (2,e) and (4, d) are not accessible, that is, there is rio path to them from the stt, state. Inaccessible states need not be im:luded in the automaton. and we did so in this example just to be systematic. However, t,te real purpose of analyzing a protocol such as this one rising automata is to ask and answer questions that mean "can the fbllowing f. ypc of error occur?" In the example at hand, we might ask wh(,th{n' it is possible that, the store can ship goods and never get paid. Tbat is. can the product automaton get into a state in which the store has shipped (that is, tlw st. ate is in column c, e, or g), and yet n() transition on input T was cvcr made or will be made? For instance, in state (3, e), the goods tm.vc sbippcd, but. there will c'et u- ly be a transition on input T to state (4, g). In terms of what the bank is doing, once it bas gotten to state 3, it h received tm redeem request. and pr{.)- cessed iL That tneans it inllst hav{ bn in state t beh>re reccN, ing the vcdec'm d thereft)re the cancel msage had not been received and will l>e igmrcd if received in the future. Thus, the bank will eventually perl'brln the transfer of money to the store. However, stae (2, c) is a problem. The state is accessible, but t. hc {rely arc out leads back to tha[ state. This state corresponds to a situat.[on where the bk received a cancel message before a redeem message. ttowver, tim store received a pay message; i.e., the customer was being duplici[ous and has both spent and canceled t. be same money. The store foolishly shipped before trying to redeem the money, and when the store does execute the redeem action, the bank will not even acknowledge the message, because it is in state 2, where it h canceled the money and will not process a redeem request. 2.2 Deterministic Finite Automata Now it is time to present tile fornlal notion of a finite automaton, so tliat we may start to nake precise some of the informal arguments and descriptions hat we sa.w i Sections 1.1.1 d gA. We begin by introducing the forrnabsm r')f a deterministic finite automaton, one that is in a single state aber reading any sequence o inputs. The tea "deterministic" refers [o the fact that on each input there is one and only one state to which the automattin eau transition frown its current state. In contrast, "nondeterministic" finite autohint, a, the subject of Section 2.3, can be in several states at once. The et'm "finite automaton" will refer to the deterministic variety, although we shall use "det:ermhfistic" or the abbreviation DFA normally, t.o remind the reader o[ whh:b kkd of automaton we are talking about.

46 CHAPTER 2. FINITE AUTOMATA 2.2.1 Definition of a Deterministic Finite Automaton A deteninistic finite utomaton consists of: 1. A finite set. of states, often denoted Q. 2. A finite set of input symbols, often denoted E. 3. A transition function that takes as arguments a state and ma input symbol amt returns a state. The transition function will commonly be denoted In our informal graph representation of automata, t was represented by arcs between states and the labels on the arcs. If q is a state, and a is an input symbol, then 6(q, a) is that state p such that. there is an arc labeled a from q to p.2 4. A start state, one of the states in Q. 5. A set, of final or accepting states F. The set F is a subset of Q. A deterministic finite automaton will often be referred to by its acronym: DFA. The most succinc representation of a DFA is a listing of the five components above. In proofs wc often talk about a DFA in "fivc-tuple" notation: where A is the name of the DFA, Q is ts set of states, .. its input symbols, its transition timetlon, q0 its start state, and F its set of accepting states. 2.2.2 How a DFA Processes Strings The first thing we need to understand about a DFA is how the DFA decides whether or not to "accept" a sequence of input symbols. The "language" of the DFA is the set of all strings that the DFA accepts. Suppose al a � .- an is a sequence of input symbols. Ve start out with the DFA in its start state, q0. We consult the transition function 5, say 5(qo,a) -- q to find the state that the DFA .4 enters after processing the first input symbol a. lgre process the next input symbol, a.z, by evaluating 5(q,a2); let us suppose this state is q. We continue in this manner finding states q3, q4,..., qn such that tS(qi_l, ai) ---- qi for each i. If % is a member of F, then the input a, a2 '--an is accepted, and if not then it is "rejected." Example 2.1: Let ns formally specify a DFA that accepts all and only the strings of O's and 1's that have the sequence 01 somewhere in the string. �Ve can write this language L as: (w ] w is of the form xOly for some strings x and y consisting of O's and l's only} More accurately, the graph is a picture of some transition function $, and the arcs of the graph are constructed to reflect the transitions specified by 5.

2.2. DETERMINiSTiC FI:�ITE A UTOMAT.4 47 Another (,quivalcnr description, using parameters .r and 71 t,o the le[t of the ver[icat bar, is: {x01 [ x and y are any strings of O's and l's} Exnples ef strings in the language include 01, 11010, and 100011. Exmnples of stris ot in the language include e, 0, and 111000. What do we ow about an automaton that can accept this language L? First, its input alphabet is E = {0, 1}. It has some set of states, Q, of whk:h one, say qo, is the star[ state. This mtomaton has to rememb( th(, imp;rt.m;t hcts about what inpnts it hms sc, so f. 'To decide whether 01 is a substring of the inpu;, A needs to remember: 1. Has it already seen 017 If so, then it ac(x>pt.s every seqncnc� rf flirther inputs; i.e., it will only be in accepting states froa, now 2. Has it never seen 01, bile its most rcc(mt input wa 0, so [f it. now sees a 1., it will have seen 01 and cm' at:cep; everything it sees from here 3. Has it never seen 01, but its last input was either nonex[sten; (i[ just started) or it last, saw a 17 In this case, A cannot accept until i[ first sees a 0 and t. hen sees a 1 [mmcdiaLely aft. er. Th(e three conditions can each be t'epresentcd by a sta;e. Conditkm (3) represented by t.h{, start state, %. Surely, when just starting, we need to a 0 and t, hen a 1. Bn, if in s;ate qo we next see a 1, then we are no (:l(s,r to sing 01, md so we must stay' in state qo- That is, 6(qo, 1) = However, if we arc in state q0 and we next sec a. 0, we are in condition (2). That is: we have ii(�pr seen 01, but we have our 0. Thus, let us use q represent. condition (2). Our t. ransit. i;n frmn q0 on input 0 is 5(%,0): Now, Iet us consider the transi;irms from state q2. If we see a 0, we are no better off han we were, but no worse tit. her. We have not seen 01, but 0 the last symbol, so we are still waiting fear a 1, State q2 d(,s(:ribcs this situation perfectIy, so w(., want A(qz, 0) = q2. If we are in staxc q2 and we see a 1 inpnt., we now know there is a 0 fi)llowcd by a 1. We can go [o an accepting which we shall call q, and which corresponds to �oudition (1') above. That is. Finally, we nmst desil the transitions fbr stave q. In th{s state, we have Mrcady seen a 01 sequence, so regardless of wha.t happens, wc shall still be a situation where we've seen 01. That is, (ql, �) = (q, 1) = Thlls, Q = {qo,ql,q2}. As we said, qo is the start state, ;u(l the only accepting state 1s q; [ha; is, F = {q }. T}te complete specification of the ant(anattm A that accep;s the language L (>f strings vha; l'mvp a 01 substring, is where 6 is the t. ransiti;m timtrion described above.

48 CttAPTER 2. FINITE AUTOM-ATA 2.2.3 Simpler Notations for DFA's Specifying a DFA as a fivc-tuplc with a detailed description of tile 5 transition function is both tedious and hard to read. There arc two preferred notations for describing autonata: 1. A transition diagram, which is a graph such as the ones we saw in Sec- tion 2.1. 2. A transition table, which is a tabular listing of tile 3 function, which by implication tells us the set of states and the input alphabet. Transition Diagrams A transition diagram for a DFA A = (Q, E, 5, q0, F) is a graph defined as follows: a) For each state in Q there is a node. b) For each state q in Q and each input symbol a in E, let 5(q,a) = p. Then tile transition diagram has an arc from node q to node p, labeled a. If there are several input symbols that cause transitions from q to p, thou the transition diagram can have one arc, labeled by the list of these symbols. c) There is an arrow into the start state qo, labeled Start. This arrow does not originate at. any node. d) Nodes corresponding to accepting states (those in F) are marked by a double circle. States not in F have a single circle. Example 2.2: Figure 2.4 shows thc transition diagram for the DFA that we dcsigmcd in Example 2.1. We see in that diagram the three nodes that cor- respond to the three states. There is a Start arrow entering tile start state, qo, and the one accepting state, qt, is represented by a double circle. Out of each state is one arc labeled 0 and one are labeled 1 (although the two arcs are combined into one with a double label in the case of q). The arcs each correspond to one of the 5 facts developed [n Example 2.1. [] Stall 1 0 0,1 Figure 2.4: The transition diagram for the DFA accepting all strings with a substring 01

2.2. DETER,�HNt'STIC FINITE AUTOMATA 49 Transition Tables A transition table is a conventional, tabular representatiou of a function like 5 that. takes two arguments axed returns a value. The rows of the table correspond to the states. and tile columns correspond to the inputs. The entry for the row corresponding to state q and tile column corresponding t.o input a is the state Example 2.3: The transition table corresponding to tile function 6 o� Ex- ample 2.1 is shown in Fig5. 2.5. We have also sitown two other fi:atures of a transitlira lane. The start state is marked with an arrow, and the ilt:cepting states are marked with a star. Sirice we can deduce tile sets of states and in- put symbols by looking at the row and column heads, we can now read from the transition table all the information we need t.o specie' the finite a.utonmt. on uniquely. tD -- qo q2 qo *qt q qi q* q2 q Figure 2.5: Transition table for the DFA of Exaluple 2_1 2.2.4 Extending the Transition Function to Strings We have explained informally that the DFA defines a language: the set of all strings that result in a sequence of stat.e transitions fi'om the start state to an accepting state. hi terms of the transition diagram, the language of a DFA is the set of labeIs along all the paths that. lead frown tile start state to any accepting state. Now, we need t.o make the notion of the language of a DFA precise. To do so, we ttefi,e an esotended transition timelion that describes what happens ;,hen we start in any state and follow any seqmmce of inputs. If  is our transition timelion: then the exteuded transition timelion constru{x, ed from 6 will be called . The extended transition fimctkm is a function that takes a state q and a string w and retnrns a st. ate p -- the state that. the automaton reaches when starti:g in state q and processing the sequence of i,pus w. We define  by izdnctiou on the length of the. input string, as follows: BASIS: (q, c) = q. That is, if we are in sta;.e q and read no inputs, then we are still in sta.te q.

50 CItAPT..R 2. F�NITE AUTOMATA INDUCTION: Suppose w is a string of the form xa; that is, a is the last symbol of w: and x is the string :onsist2ng of all but the last symbolfi For example, w = I101 is broken into x = 110 and a = 1. Then Now (2.1) may seem like a lot to take in, but the idea is simple. To compute 3(q, w), first compute 3(q, z), thc state that the automatou is in after processing all but the last symbol of w. Suppose this state is p; that is, 3(q, x) = p. Then (q, w) is wha we get by making a transition from state p on input a, the last synbol of .'w. That is, (q, w) --- 5(p, a). Example 2.4: Let us design a DFA to accept the language L -- {w I w has both an even number of O's and an even nnmber of l's} It should not be surprisiug that the job of the states of this DFA is to count both the number of O's and the number of l's, but count them modulo 2. That is, the state is used to remember whether the number of 0's seen so far is even or odd, and also to remember whether the number of l's seen so far is even or odd. There are thus four states, which can be given the following interpretations: q0: Both the numbr of O's seen so far and the number of l's seen so far are vcn. qt: The number of O's seen so far is even, but the number of l's sccn so far is odd. q.>: The number of l's seen so far is cven, but the number of O's seen so far is odd. qa: Both the number of O's seen so far and the nnmber of l's seen so far are odd. State qo is both the start state and the lone accepting state. It is the start state, beearise before reading any inputs, the numbers of O's and l's seen so far are both zero, and zero is even. It is the only accepting statc, because it. describes exactly the condition for a sequence of O's and 1's to be in laguage L. We now know almost how to specify the DFA for language L. It is aRecall our convention that letters at the begimdng of the alphabet are symbols, and those near the end of the alphabet are strings, We need that convention to make sense of the phrase %f the form xa."

2.2. DETERMINISTIC FINITE AUTOMATA 51 I I j ', \o  1 Figure 2.6: Transition diagrmn for the DFA of Example 2.4 where the trausition function 3 is describcd by the transition diagram of Fig. 2.6. Notice how each input 0 causes the state to cross the horizontal, dashed tiue. Thus, after seehg an even number of O's we are always above the line, in state q0 or q while after seeing an odd number of O's we are 'always below the line, in state qa or q3. Likewise, every 1 causes the state to cross the vertical, dashed line. Thus: alter seeing m even number of l's, we are always to the left, in state qo or qa, while after seeing an odd number of l's we are to the right, iu state q or q3. These observations are an infornlal proof that the four states have the interpretations attributed to the,n. However, one could prove the correctness of our claims about the states formally-, by a mutual induction in the spirit of Example 1.23. We can also represent this DFA by a transition table. Figure 2.7 stxows this table. However, we are not just concerned with the design of this DFA; we want to use it to illustrate the construction of  from its transition function 5. Suppose the input is 110101. Since this string' has even numbers of O's and l's both, we expect it is in the language. Thus, we expec that (qo, 110101) --- qo, since qo is the only accepting statc. Let us now verify that claim. *-qo q2 qt ql q3 qo qs q0 qs qs q] q2 Figure 2.7: Transition table for the DFA of Example 2.4 The check im,olves computing (q0, v) for each prefix w of 110101, starting at e and going in increasing size. The summary of this calculation is:

52 CHAPTBR 2. FINITE AUTOMATA Standard Notation and Local Variables After reading this section, you might imagine that our customary notation is required; that, is, you must use 5 for the transition function, use A for the name of a DFA, and so on. We tend to nse the same variables to denote the same thing across all examples, because it helps to remind you of the types of variables, much the way a variable i in a program is almost always of integer type. However, we are free to call the components of an automaton, or anything else, anything we wish. Thus, you are free to call a DFA M and its transition function T if you like. Moreover, you should not be snrprised that the same variable means different things in different contexts. For example, the DFA's of Examples 2.1 and 2.4 both were given a transition function called 5. However, the two transition functions are each local variables, belonging only to titeft examples. These two transition functions are very different and bear no relationship to one another. 2.2.5 The Language of a DFA Now, we can define the language of a DFA A = (Q, , 5, qo, F). This language is denoted L(A), and is defined by L(A): {w I(qo,w) is in F} Titat is, the language of A is the set of strings w that take the staxt state q0 to one of the accepting states. If L is L(A) for some DFA A, then we say L is a regular language.

2.2. DETER.'�t'[N[ST1C FINITE A UTO.�IA'TA 53 Example 2.5: As we mentioned earlier, if A is the DFA of Example 2.1, then L(A) is the set of all strings of O's and l's that contain a substring 01. if A is instead the DFA of Example 2.4, then L(A) is the set of all strings of O's and l's whose uumbers of O's and l's arc both even. [] 2.2.6 Exercises for Section 2.2 Exercise 2.2.1: In Fig. 2.8 is a. marble-rolling toy. A marble is dropped at A or B. Levers x, xa, and x: cause the marble to fall either to the left or to the right. Whencw;r a marble encounters a lever, it causes the lever to reverse after the marble passes, so the next marble will take the opposite branch. A B C D Figure 2.8: A marble-rolling toy * a) Model this toy by a finite automaton. Let the inputs A and B represent the input into whida the marble is dropped. Let acceptance correspond to the narble exiting at D; nonacceptance represeuts a marble exiting at C. ! b) Informally descrihc the language of the automaton. c) Suppose that instead tire letters switched be.[o allowing the marble tc pass, How would your answers to parts (a) and (b) change? *! Exercise 2.2.2: We defined  by breaking the input string into any string followed by a single symbol (in the inductive part, Equation 2.1). However, we inform;xlly think o[  as describing what happens along a path with a ocrrain

54 CHAPTER 2. FINITE AUTOMATA string of labels, and ff so, then it should not matter how we break the input string in the definition of . Show that in fact, (q, xy) --- ((q, x), y) for any state q and strings x and y. Hint: Perform an induction on Exercise 2.2.3: Show that for any state q, string x, and input symbol a, (q. ax) = (5(q,a),x). Hint: Use Exercise 2.2.2. Exercise 2.2.4: Give DFA's accepting the following languages over the alpha- bet (0, 1}: * a) The set of all strings ending in 00. b) The set of all strings with three consecutive O's (not necessarily at the end). c) The set of strings with 011 as a substring, Exercise 2.2.5: Give DFA's accepting the following languages over the alpha- bet {0, 1}: a) The set of all strings such that each block of five consecutive symbols contains at least two O's. b) The set of all strings whose tenth symbol from the right end is a 1. c) The set of strings that either begin or end (or both) with 01. d) The set of strings such that the number of O's is divisible by five, and the number of 1's is divisible by 3. Exercise 2.2.6: Give DFA's accepting the following languages over the alpha- bet {0, 1 }: * a) The set of all strings beginning with a 1 that, when interpreted as a binary integer, is a multiple of 6. For example, strings 101, 1010, and 1111 are in the language; O, 100, and 111 are not. b) The set of all strings that, when interpreted in reverse as a binary inte ger, is divisible by 5. Examples of strings in the language are 0, 10011, 1001100, and 0101. Exercise 2.2.7: Let A be a DFA and q a particular state of A, such that 5(q, a) = q for all input symbols a. Show by induction on the length of the input that for all input strings w, (q, w) = q. Exercise 2.2.8: Let A be a DFA and a a particular input symbol of A, such that for l states q of A we have 5(q, a)  q. a) Show by induction on n that for all n _> O, (q, a") = q, where a"is the string consisting of n a's.


2.3. NO_,�DETERMI:\:ISTIC FINITE A UTO_.�iA7]4 55 b) Show that either {a}* _C L(A) or {a}' (3 L(A) = q). *! Exercise 2.2.9: Let A = (Q, Z, 5, qi, {ql}) be a DFA, and suppose that for all a in E we have 6(q0, a) -- 5(q I, a). a) Show t. ha for all w  e we have 3(qo, w) --- 3(q/, w). b) Show that if x is a nonempty string iu L(A), then for all k > 0, x & (i.e., x written k times) is also in L(A). Exercise 2.2.10: Consider the DFA with the following transition table: .4 i B *B B A Informally describe the language accepted by this DFA, and pro.-e by imhtction on the lenbq. h of an input string that. your description is correct. Hint: When setting up the inductive hypothis, it is wise to make a stat. em'mt about what inputs get you to each state, not. just what inputs get you to tim accepting state. Exercise 2.2.11: Repeat Exercise 2.2.10 for the following transition table: *B C C U U 2.3 Nondeterministic Finite Automata A "nonder, erndnistic" ljnite autol'Zat, on (NFA) hs the power to be in several states at once. This ability is ofttin expressed as an ability to "guess" somet}fing about its input. For instan(:e, when the automaton is used to search for certain sequences of chara(:tes {e.g., keywords) in a long text string, it is helpfid "gncss" that we are at the bgufing of one of those strings md use a scqtlcm:c of states to do nothing but check that the string appears, ch,gactcr by cha. ract. er. We shall s an example of this type of application in Section 2.4. Bcfi]re examining appli(:atlons, we need to deI]m nondeterministic finltc antomata and show that each one accepts a language that s also m:ccpted by some DFA. That s, the NFA's accept exactly the regular languages, just DFA's do. However, there are reasons to think about NFA's. They are more succinct and easier to design than DFA's. Moreover: while we can always convert a.n NFA to a DFA, tim latter may have exponentially more stagers than the SEA; fortunate}y, castes of t, his type arc rare.

56 CHAPTER 2. FINITE AUTOMATA 2.3.1 An Informal View of Nondeterministic Finite Automata Like the DFA, an NFA has a finite set, of states, a finite set of input symbols, one start state and a set of accepting states. It also has a trartsition function, which we shall commonly call 5. The difference between the DFA and the NFA is in the type of 5. For the NFA, 5 is a function that takes a state and input symbol as arguments (like the DFA's transition function), but returns a set of zero, one, or more states (rather than returning exactly one state, as the DFA must). VVe sha}I start with an example of an NFA, and then make the definitions precise. Example 2.6.' Figure 2.9 shows a nondeterministic finite automaton, whose job is to accept all and only the strings of O's and 1's that end iu 01. State q0 is the start state, and we can think of the automaton as being in state q0 (perhaps among other states) whenever it has not yet "guessed" that the final 01 has begun. It is alwWs possible that the next symbol does not begin the final 01, even if that symbol is 0. Thus, state q0 may transition to itself on both 0 and 1. 0,1 Figure 2.9: An NFA accepting all strings that end in 01 However, if the next symbol is 0, this NFA also guesses that the final 01 has begun. An arc labeled 0 thus leads from q0 to state q. Notice that there are two arcs labeled 0 out of q0- The NFA bas the option of going either to q0 or to q, md in fact it does both, as wc shall see when we make thc definitions precise. In state q, the NFA checks that the next symbol is 1, and if so, it goes to state q2 and accepts. Notice that there is no arc out of q labeled 0, and there are no arcs at all out of qs. In these situations, the thread of the NFA's existence corresponding to those states simply "dies," although other threads may continue to exist. While a DFA has exactly one arc out of each state for each input symbol, an NFA has no such constraint; we have seen in Fig. 2.9 cases where the number of arcs is zero, one, and two, for example. Figure 2.10 suggests how an NFA processes inputs. We have shown what happens when the automaton of Fig. 2.9 receives the input sequence 00101. It starts in only its start state, q0- When thc first 0 is read, the NFA may go to either state q( or state q, so i does both. These two threads axe suggested by the second column in Fig. 2. l.0. Then, the second 0 is read. State q0 may again go to both q0 and q. However, state q has no transition on 0, so it 'dies." When the third input, a

2.3. NONDETERMINISTIC FINITE AUTOMATA 57 ql qt (stuck)  q2 (stuck) ql 0 0 1 0 1 Figure 2.10: The states an NFA is in during the processing of input sequence 00101 1, occurs, we must consider transitions �rom both q0 atd q. We find that qo goes only t.o q0 on 1, while q goes only to q2. Thus, Mter reading 001, the NFA is in states qo and q2- Since q is an accepting st, ate, the NFA accepts 001. However, the input is not finished. The fourth input, a 0, causes q2's thread to die, while q0 goes to both qa and ql. The last input, a 1, sends qo to qo and q to q2. Since we are again in an accepting state, 00101 is accepted. [] 2.3.2 Definition of Nondeterministic Finite Automata Now, let us introduce the formal notions associated with nondeterministic finite automata. The differences between DFA's and I-FA's will be pointed out ms we do. An NFA is represented essentially like a DFA: where: 1. Q is a finite set of states. 2.  is a finite set of input symbols. 3. q0, a nember of Q, is the start state. 4. F, a subset of Q, is the set of final (or acceptin#) states. 5, the transition function is a function that takcs a state in Q and an input symbol in E as ,rgumcnts and ,'eturns a subset of Q. Notice that the only difference between an NFA amt a DFA is in the type of value that 5 returns: a sct of states in the case of an NFA and a single statc in the case of a DFA. Example 2.7: The NFA of Fig. 2.9 can be specified formally ({q0, q,, (0,1}, 5, qo,

58 CHAPTER 2. FINITE AUTOMATA II 0 -- qo I qo, q. } q 0 *q Figure 2.11: Transition table for an NFA that accepts all strings ending in 01 where the trasition function 5 is given by the transition table of Fig. 2.11. [] Notice that transition tables ca be used to specify the transition function for an NFA as well as for a DFA. The only difference is that each entry in the table for the NFA is a set, even if the set is a singleton (has one member). Also notice that when there is no transition at all from a given state on a given input symbol, the proper entry is 0, the empty set. 2.3.3 The Extended Transition Function As for DFA's, we need to extend the transition function  of an NFA to a function  that tak( a state q and a string of input symbols w, and returns the set of states that the NFA is in if it starts in state q and processes the string w. The idea was suggested by Fig. 2.10; in essence (q, w) is the column of states found after reading w, if q is the lone state in the first column. For instance, Fig. 2.10 suggests that (q0,001) --- {q0, q2}. Formally, we define  for an NFA's transition function  by: BASS: (q, e) = {q}. That is, without reading any input symbols, we are only in the state we began in. INDUCTION: Suppose w is of the form w -- xa, where a is the final symbol of w and x is the rest of w. Also suppose that ((q, x) = {p,p2 .... ,p }. Let k U ((P/" ) ---- {I'F2'"''Tm} Then $(q,w) = {r,r2,...,rm}. Less formally, we compute (q,w) by first computing 3(q, x), and by then following any transition from aay of these states that is labeled a. Example 2.8: Let us use  to describe the processing of input 00101 by the NFA of Fig. 2.9. A summary of the steps is: 1. $(qo, e) = 2. $(qo, 0) = 5(qo, 0) -- {qo, }.

2.3. NONDETERMINISTIC FINITE AUTOMATA 59 Line (1) is the basis rule. We obtain line (2) by applying 5 to the loue state, qo, that is in the previous set, and get {qo, qi } as a result. Line (3) is obtained by taking the uuion over the two states in the previous set of what we get when we apply 5 to them with input 0. That is, 5(q0,0) -- {qo,q }, while (ql, 0) ---- 0. For line (4), we take the union of 5(qo, 1) = {qo} and 5(q, 1) = {q2}- Lines (5) and (6) are sindlar to lines (3) and (4). [3 2.3.4 The Language of an NFA As we have suggested, an NFA accepts a string w if it is possible to make any sequence of choices of next state, while reading the characters of w, and go from the start state to ny accepting state. The fact that other choices using the input symbols of w lead to a nonaccepting state, or do not lead to any state a all (i.e., the sequence o[ states "dies" ), does not prevent w from being accepted by the NFA as a whole. Formally, if A = (Q, , 6, q0, F) is an NFA, then L(A) = {w I (qo, w) Iq F  0} That is, L(A) is the set of strings w in E* such that (qo,w) contains at lea.at one accepting state. Example 2.9: As an example, let us accepts the language L = {w ] w ends of the following three statements that 1. (qo, w) contains q0 for every. w. 2. (qo, w) contains q, if and only if w ends in O. 3. (qo, w) contains q'z if and only if w ends in 01. prove formally that the NFA of Fig. 2.9 in 01}. The proof is a mutual induction characterize the three states: To prove these statements, we need to consider how ,4 cmi reach each state; i.e., what was the last input symbol, and in what state was A just before reading that symbol? Since the language of this automaton is the set of strings w such that (q0, w) contains q2 {because q2 is the only accepting state), the proof of these three statements, in particular the proof of (3), guarantees that the language of this NFA is the set of strings ending in 01. The proof of the theorem is an inductiou on Iwl, the length of w, starting with length 0.

60 CHAPTER 2. FINITE AUTOMATA BASIS: If I w] = 0, then w = e. Statement (1) says that 3(qe, e) contains which it daes by the basis part of the definition of . For statement (2), we know that e does not end in 0, and we also know that $(q0, e) does not contain q[, agefin by the basis part of the definition of . Thus, the hypotheses of both directions of the if-andonly-if statement are false, and therefore both directions of the. statentent a'e trne. The proof of statement (3) for w = e is essentially the same as the above proof fi)' statement (2). INDUCTION: Assrime that w = xa, where a is a wmbol, either 0 or 1. We may assume statements (I) through (3) hold for x, and we need to prove them for w. That is, we assume Iwl = n + 1, so Ixl = n. We assume the inductive hypothesis for n and prove it for n + 1. 1. We know that (qa,z) contains qa. Since there are transitions on both 0 and I from qo to itself, it tellows that t(q0,w) also contains qo, so statement (1) is proved for w. 2. (If) Assume that w ends in 0; i.e., a = 0. By statement (1) applied to x, we know that (qo, x) contains q0. Since titere is a transition from qe to q on input 0, we conclude that (qo, w) contains q. (Only-if) Suppose (qo,w) contains ql. If we look at the diagram of Fig. 2.9, we see that the only way to get into state q is if the input sequence w is of the form x0. That is enough to prove the "only-if" portion of statement 3. (If) Assume that w ends in 0t. Then it w = xa, we know that a = 1 and x ends in 0. By statement (2) applied to x, we know that (q0, x) contains q. Since there is a transition from qt to q2 on input 1, we conclude that d(q0,w) contains qe. (Only-if) Suppose (q0, w) contains q2. Looking at the diagraxn of Pig. 2.9, we discover that he only way to get to state q is for w to be of the form xl, where (q0,x) contains q. By statement (2) applied to x, we know that x ends in 0. Thus, w ends in 01, and we have proved statement (3). 2.3.5 Equivalence of Deterministic and Nondeterministic Finite Automata Although there are many languages for whlch an NFA is easier to construct than a DFA, such as the language (Example 2.6) of strings that end in 01, it is a surprising fact that every language that can be described by some NFA can also be described by some DFA. Moreover, the DFA in practice has bout as many states as the NFA, although it often has more transitions. In the worst case, however, the smallest DFA can have 2  staes while the smallest NFA for the same language hs only n states.

2.3. NONDETERMINISTIC FINITE AUTOMATA 61 The proof that DFA's can do whatever NFA's can do involves an important "construction" called the subset construction because it involves constructing all subsets of the set of states of the NFA. In general, many proofs about automata involve constructing one automaton from another. It is important for us to observe the subset construction as an example of how one formally describes one automaton in terms of the states and transitions of another, without knowing the specifics of the latter automaton. The subset construction starts front an NFA N = (Qv,Y,SN,qo,Fv). Its goal is the description of a DFA D = (QD,E,SD, {qo}, FD) such that L(D) = L(N). Notice that the input alphabets of the two automata are the same, and the start state of D is the set containing only the start state of N. The other components of D are constructed as follows. � QD is the set of subsets of QN; i.e., Qo is the power set of QN. Note that if QN has n states, then QD will have 2" states. Ofi, en, not all these states are accessible from the start state of Q. Inaccessible states can be "thrown away," so effectively, the number of states of D may be much smaller tha � FD is the set of snbsets $ of Q- such tha.t S 0 F  ]. That is, FD is all sets of N's states that include at least one accepting state of � For each set piS That is, to computc 5(S, a) we look at a the states p in S, see what states N goes to om p on put a, d take the union of 1 those states. {qo,q} (qo, q, } {qo, } Figure 2.12: The complete subset construction from Fig. 2.9 Example 2.10: Let N be the automaton of Fig. 2.9 that accepts all strings that end in 01. Since N's set of states is {q0, q, q-}, the subset construction

62 CHAPTEll. 2. FINITE AUTOMATA produces a DFA with 2 a = 8 states, corresponding to all the subsets of these three states. Figure 2.12 shows the transition table for these eight states; we shall show shortly the details of how some of these entries are comprited. Notice that this transition table belongs to a deterministic finite automaton. Even though the entries in the table are sets, the states of the constructed DFA are sets. To make the point, clearer, we can invent new names for these states, e.g., A for �, B for {q0}, and so on. The DFA transition table of Fig 2.13 defines exactly the same automaton as Fig. 2.12, but makes clear the point that the entries in the table arc single states of the DFA. 0 1 A A A -->B E B C A D � D A A E E F � F E B � G A D � H E F Figure 2.13: Renaming the states of Fig. 2.12 Of tim eight states in Fig. 2.13, starting in the start sta-te B, we crux ofiy reach states B, E, and F. The other five states are inaccessible from the start state and may as well not be there. We often can avoid the exponential-time step of constructing transition-table entries for every subset of states if we perform "lazy evaluation" on the subsets, as follows. BASIS: Vre know for certain that the single,on set consisting only of N's start state is ax:cessible. INDUCTION: Suppose we have determined that set $ of states is accessible. Then for each input symbol a, compute the set of states 5D($, a); we know that these sets of states will also be accessible. For the example at hand, we know that {qo} is a state of the DFA D. We find that 5r)({qe},0) = {qo,q} and 5r({qa}, 1) - {qo}. Both these facts are established by looking at the transition diagram of Fig. 2.9 and observing that, on 0 there are arcs out of qo to both q0 and q, while on 1 there is an arc onIy to qo. We thus have one row of the transition table for the DFA: the second row in Fig. 2.12. One of the two sets we computed is ':old"; {qo} has already been considered. However, the other -- {qo, q } .-- is new and its transitions must be computed. We find 5o({qo, q},O) --- {qo,q } and 6({q0,ql}, I) = {qo, q}. For instance, to see the latter calculation, we know that

2.3. NONDETERMINISTIC FINITE AUTOMATA 63 We now have the fifth mw o Fig. 2.12, and we have discovered one new state of D whi is {q0 q}. A smil calculation tells s = 5(q0, 1) = {q0) = These calculations We us the sih row of Fig. 2.12, but it gives us only sets of states that we have already seen. Thus, the subset construction has converged; we know 1 the :cessible states and their transitions. The entire DFA is shown in Fig. 2.14. Notice that it h only three states, which is, by coincidence, exactly the same miraher of states ms the NFA of Fig. 2.9, from which it w constructed. However, the DFA of Fig. 2.14 bas six transitions, compared with the four transitions in Fig. 2.9. Start 1 o 1 Figure 2.14: The DFA constructed from the NFA of Fig 2.9 We need to show formally that the subset construction works, although the intuition was suggested by the examples. After reading sequence of input symbols w, the constructed DFA is in one state that is the set of NFA states that the NFA would be in after rcading w. Since the accept, ing states of the DFA are those sets that include at least one accepting state of the NFA, and the NFA also accepts if it gets into at least one of its accepting states, we may then conclude that the DFA and NFA accept exactly thc same strings, and therefore accept the same language. Theorem 2,11: If D = (Qr, E, 5, {qo}, Fz)) is the DFA constructed from NFA N = (QN, Y', 5'v, q0, Fn.-) by the subset construction, then L(D) = L(N). PROOF: What we actually prove first, by induction all ]W]. iS that $.( {qo }, w) = w) Noice that each of t,te  functions returns a set, of states from Q,., but interprets this set as one of the states of Qo (which is the power set. of while $N interprets this set as a subset of

64 CHAPTEtl 2. FINITE AUTOMATA BASIS: Let [w[ ---- 0; that is, w = e. By the basis definitions of ( for DFA's and NFA's, both tD({qo),e) and 3v(q0,e) are (qo). INDUCTION: Let w be of length n + 1, and assume the statement for length n. Break w up as w -- xa, where a is the final symbol of w. By the induc- tive hypothesis, D({qo),x) --- N(qo, x). Let both these sets of N's states be The inductive part of the definition of  for NFA's tells us The subset construction, on the other hand, tells us that i----1 Now, let us use (2.3) and the fact that D({q0},x)--{p,p.,...,p&} in the inductive part of the definition of  for DFA's: /:)({qo},W) = a((l)({qo},x),a) = 5D({p,,p,... ,pl},a) = U 5lv(pl, a) (2.4) Thus, Equations (2.2) and (2.4) demonstrate that D({qo},w) = v(qo,w). When we observe that D and N both accept w if and only if o({q0}, w) or N(qo, W), respectively, contain a state in Fv, we have a complete proof that = �(N). Theorem 2.12: A language L is accepted by some DFA if and only if � is accepted by some NFA. PROOl*: (If) The "if" part is the subset construction and Theorem 2.11. (Only-if) This part is easy; we have only to convert a DFA into an identical NFA. Put intuitively, if we have the transition diagram for a DFA, we can also inter- pret it as the transition diagram of an NFA, which happens to have exactly one choice of transition in any situation. More formally, let D -= (Q,E,SD,qo,F) be a DFA. Define N = (Q,E,5v,qo,F) to be the equivalent NFA, where 5v is defined by the rule: � If 5D (q, a) = p, then N (q, a) = {p}. It is then easy to show by induction on Iwl, that if  (qo, w) -- p then = {p} We leave the proof to the reader. As a conseqnence, w is accepted by D if and only if it is accepted by N; i.e., L(D) = L(N). []

2.3. NONDETERMINISTIC FINITE AUTOMATA 65 2.3.6 A Bad Case for the Subset Construction In Example 2.10 we found that the DFA had no more states than the NFA. As we mentioned, it is quite cormnon in practice fo' the DFA to have roughly the same number' of states as t-he NFA from which it is constructed. However, exponential growth in the number of states is possible; all the 2  DFA states that we could construct from m n-state NFA may turn out to be a(:essible. The following example does not quite rea('J that bound, but i is an understandable way to reach 2  states in the smallest DFA that is equivalent to an n + 1-state NFA. Example 2.13: Consider the NFA N of Fig. 2.5. L(N) is the set of all strings of O's and l's such that the nth sy,bol fron, the end is 1. btuitively, a DFA D that accepts this language must remember the last n symbols it has read. Since my of 2 ' subsets of the last n symbols could have been 1, if D has fewer than 2 ' states, then there would be some state q such that D can be in state q after reading two different sequences of n bits, say aa2..- a, and brb.2 -.. b.,,. Since the sequences are different, they must differ in some position, say ai  hi. Suppose (by symmetry) that ai = 1 and bi -- 0. I i -- , then q must be both an accepting state and a nonaccepting state, since aa2 -..a, is accepted {the nth symbol from the end is 1) and blb2---b is not. If i > 1, then consider the state p that D enters after reading i - 1 O's. Then p must be both accepting and nonaccepting: since aiai+ -" a, 00..-0 is accepted and bibs+, '-' bnO0- - � O is ot. 0,1 Figure 2.15: This NFA has no equivalent DFA with fewer than 2 'a states Now, let us see how the NFA N of Fig. 2.15 works. There is a state qo that the NFA is always in, regm'dless of what inputs have been read. If the next iput is 1, N may also "guess" that this I will be the nth symbol from the e,d: so it goes to state q as well as q0- From state q, any input takes N to q, the next input takes it to q3, and so o, until n - 1 inputs later, it is in the accepting state qn The formal statement of what the states of N do is: t. N is in state qo after reading any sequence of inputs w. 2. N is in state q, for i -- 1, 2,..., n, after reading input sequece w if and only if the ith synbol frown the end of w is 1; that. is, w is of the form Xlala �. � a._ , where the aj's arc each input symbols. Wc shall not prove these statements formally; the proof is an easy induction on lwl, mimicking Example 2.9. To complete the proof that the automaton

66 CHAPTER 2. FINITE AUTOMATA The Pigeonhole Principle In Example 2.13 we used an important reasoning technique called the pigeonhole principle. Cotloquially, if you have more pigeons than pigeon- holes, and each pigeon flies into some pigeonhole, then there must be at least one hole that has more than one pigeon. In our example, the "pi- geons" are the sequences of n bits, and the "pigeonholes" are the states. Since there are fewer states than sequences, one state must be assigned two sequences. The pigeonhole principle may appear obvious, but it actually depends on the number of pigeonholes being finite. Thus, it works for finite-state automata, with the states as pigeonholes, but does not apply to other kinds of automata that have an infinite number of states. To see why the finitehess of the number of pigeonholes is essential, consider the infinite situation where the pigeonholes correspond to integers 1, 2,.... Number the pigeons 0 1, 2,..., so there is one more pigeon thaxi there are pigeonholes. However, we can send pigeon i to hole i + 1 for all i _> 0. Then each of the infinite number of pigeons gets a pig(;onholc, and no two pigeons have to share a pigeonholc. accepts exactly those strings with a 1 in the nth position from the end, wc consider statement (2) with i = n. That says N is in state qn if and only if the nth symbol from the end is i. But q, is the only accepting state, so that condition also characterizes exactly the set of strings accepted by N. [] 2.3.7 Exercises for Section 2.3 * Exercise 2.3.1: Convert to a DFA the following NFA: Exercise 2.3.2: Convert to a DFA the following NFA: --+p *q {r}

23. NONDETEP'IINISTIC FINITE AUTOMATA 67 Dead States and DFA's Missing Some Transitions We have formally defined a DFA to have a transition from amy state, on any input symbol, to exactly one state. However, sometimes, it is more convenient to design the DFA to "die" in situations where we know it is impossible for any extension of the input sequence to be accepted. For instance, observe the automaton o[ Fig. 1.2, which did its job by recogufizing a single keyword, then, and nothing else. Technically, this automaton is not a DFA, because it lacks transitions on most symbols from cach of its states. However, such an automaton is an NFA. If we use the subset construc- tion to convert it to a DFA, the automaton looks almost the same, but it includes a dead state, that is, a nonaccepting state that goes to itself on every possible inpnt symbol. The dead state corresponds to 0, the empty set of states of the automaton of Fig. 1.2. In general, we can add a dead state to any automaton that has no ,note than one transition for any state and input symbol. Then, add a transition to the dead state from each other state q, on all input symbols for which q has no other transition. The result will be a DFA in the strict sense. Thus, we shall sometimes refer to mx automaton as a DFA if it has at most one trmtsition out of any state on aty symbol, rather than if it has exactly one transition. Exercise 2.3.3: Convert the following NFA to a DFA and informally describe q the language it accepts. {r,s} {t} 0 Exercise 2.3.4: Give nondeterministic finite automata to accept the lollowing languages. Try to take advantage of nondeterminism as much as possible. * a) The set of strings over alphabet {0, 1,..., 9} such that the fimfi digit has appeared before. b) The set of strings over alphabet {0, 1,... ,9} such that the final digit has not appeared befire. c) The set of strings of O's and t's such that there are two O's separated by a number of positions that is a multiple of 4. Note that 0 is an allowable multiple of 4.

68 CHAPTER 2. FINITE AUTOMATA Exercise 2.3,5: In the only�if portion of Theorem 2.12 we omitted the proof by induction on Iwl that if tSo(qo,w) = p then 3,v(q0..w) = {p}. Supply this proof. Exercise 2.3.6: In the box on "Dead States and DFA's Missing Some Tran- sitions," we claim that if N is an NFA that has at most one choice of state for any state and inpnt symbol (i.e., 6(q, a) never has size greater than 1), then tt, e DFA D constructed from N by the subset construction has exactly the states and transitions of N plus transitions to a new dead state whenever N is missing a transition for a given state and input symbol. Prove this contention. Exercise 2.3.7: In Example 2.13 we claimed that the NFA N is in state for i = 1, 2,..., n, after reading input scqucncc w if and only if the ith symbol kom the end of w is 1. Prove this claim. 2.4 An Application: Text Search In this section, we sh&fil see that the abstract study of the previous section, where we considered the "problem" of dcciding whethcr a scquencc of bits cnds in 01, is actually an excellent model for several real problems that appear in a.pplications such as Web search and extraction of information from text. 2.4.1 Finding Strings in Text A common problem in the age of the Web and other on-line text repositories is the following. Given a set of words, find all documents that contain oe (or all) of those words A search engine is a popular example of this process. The searct engine uses a particttar technology, called inverted inde,es, where for each word appearing on the Web (there are 100,000,000 different words), a list of all the places where that word occurs is stored. Machines with very large amounts of main memory keep the most comnon of these lists available, allowing many people to search for documents at once. Inverted-index techniques do not make use of finite automata, but they also take very large amounts of time for craw]ers to copy the Web and set up the indexes. There are a number of related applications that are unsuited for in- verted indexes, but are good applications for automaton-based techniques. The characteristics that make an application suitable for searches that use automata are: 1. The repository on which the search is conducted is rapidly changing. For example: (a) Every day, news analysts want to search the day's on-line news arti- cles for relevant topics. For example, a financial analyst might, search for certain stock ticker symbols or names of companies.

2.4. AN APPLICATION: TEXT SEARCi:I 69 (b) A "slxopping robot" wants to search for the current prices charged for the items that its clients request. The robot will retrieve current catalog pages from the Web and then search t. hose pages for words ttmt suggest a price for a particular item. 2. The documents to be searched camnot be cataloged. For example, Ama- zon.corn does not make it easy for crawlers t.o find all the pages for all the books that the company sells. Rather, these pages are generated :'on the fly" in response to queries. However, we could send a query for books on a certain topic, say "finite automata," and then search the pages retrieved for certain words, e.g., "excellent" in a review portion. 2.4.2 Nondeterministic Finite Automata for Text Search Suppose we are given a set of words, whict we shall call the keywords, and we want to find occurrences of any of these words. In applications such as these, a useful way to proceed is to design a nondeterministic finite automaton, which signals, by entering an accepting state, that it has seen one of the keywords. The text of a document is fed, one character at a time to this NFA, which tten recognizes occurrences of tile keywords in this text,. There is a simple form to an NFA that recognizes a set of keywords. There is a start state with a transition to itself on every input symbol, e.g. every printable ASCII character if we are examiuing text. Intuitively, the start state represents a "guess" that we have not yet begun to see one of the keywords, even if we have seen some letters of one of tl,ese words. For each keyword aa.> - � - aa, tilere are k states, say' q, q2, .... q. Tilere is a trazsition from tile start state to qt on symbol a, a transition from ql to q2 on symbol an, and so on. The state qt. is an accepting state and indicates that the keyword at a2 '"ak has been found. Example 2.14: Suppose we want to design an NFA to recognize occurrences of the words web and ebay. The transition diagram for tte NFA designed using the rules above is in Fig. 2.16. State 1 is the start state, and we use E to stand for the set of all printable ASCII characters. States 2 through 4 have the job of recognizing web, while states 5 through 8 recognize obey.  Of course the NFA is not a program. We have two major choices for an implementation of this NFA. 1. Write a program that simulates this NFA by computing the seC of stares it is in after reading each input symbol. The simulation was suggested in Fig. 2.10. 2. Convert the NFA to an equivalent DFA using the subset construction. Then simulate the DFA directly.

70 CHAPTER 2. FINITE AUTOMATA Figure 2.16: An NFA that searches for the words web and ebay Some text-processing progratns, such as advanced forms of the UNIX grep command (egrep and fgrep) actually use a mixture of these two approaches. However, for our proposes, conversion to a DFA is easy and is guaranteed not to increase the number of states. 2.4.3 A DFA to Recognize a Set of Keywords we cm apply the subset construction to my NFA. However, when we apply that construction to an NFA that was designed from a set of keywords, according to the strategy of Section 2.4.2, we find that the number of states of the DFA is never greater than the number of states of the NFA. Since in the worst case the number of states exponentia-tes as we go to the DFA, this observation is good news and explains why ghe method of designing an NFA for keywords 'and then constructing a DF:4 from it is used frequently. The rules for constructing the set of DFA states is as follows. a) If q0 is the start state of the NFA, then {qo} is one of the states of the DFA. b) Suppose p is one of the NFA states, and it is reached from the start state along a path whose symbols are a a2 � �. a,,. Then one of the DFA states is the set of NFA states consisting of: 1. q0. 2. p. 3. Every other state of the NFA that is readeable from qo by following a path whose labels are a suffix of a a "-am, that is, any sequence of symbols of the form aa+. �. am. Note that in general, there will be one DFA state for eax.'h NFA state p. However, in step (b), two states may actually yield the same set of NFA states, and thus become one state of the DFA. For example, if two of the keywords begin with the same letter, say a, then the two NFA states that are reached from q0 by an

2.4. AN APPLICATION: TEXT SEARCH 71 arc labeled a will yield the same set, of NFA states and thus get merged in the DFA. w Y. -a-e-w Start W w a y e e  -a-�-w -e-w-y Figure 2.17: Conversion of the NFA from Fig. 2.16 to a DFA Example 2.15: The construction of a DFA from the NFA of Fig. 2.16 is shown in Fig. 2.17. Each of the states of the DFA is located in the same position as he state p frorn which it is derived using rule (b) above. For example, cousider the state 135, which is our shortbased for (1, 3, 5). This state was constructed from state 3. It includes the start st. ate, 1: because every set of the DFA states does. It also includes state 5 because that state is reached from state 1 by a suifix, e, of the string we that reaches state 3 in Fig. 2.16. The transitions for each of the DFA states may be calculated according to the subset construction. However, the rule is simple. From any set of states that includes the start state q0 and some other st, ares (p, p,...  Pn}, determine, for each symbol x: where the pi's go in the NFA. and let this DFA state have a transition labcled z to the DFA state consisting of qo and all the targets of the

72 CHAPTER 2. FINITE AUTOMATA pfs on symbol x. On all symbols x such that there are no transitions out of any of the p.i's on symbol x, let this DFA state have a transition on x to that state of the DFA consisting of qo and all states that are reached from qo in the NFA following an arc labeled x. For instance, consider state 135 of Fig. 2.17. The NFA of Fig. 2.16 has transitions on symbol b from states 3 and 5 to states 4 and 6, respectively. Therefore: on symbol b, 135 goes to 146. On symbol e, there are no transitions of the NFA out of 3 or 5, but there is a transition from I to 5. Thus, in the DFA? 135 goes [o 15 or, input e. Similarly, on input w, 135 goes to 12. On every other symbol x, there are no transitions out or 3 or 5, and state 1 goes only to itself. Thus, titere are transitions from 135 to I on every symbol in E other than b: e, and w. We use the notation E - b - e - w to represent this set and use similar representations of other ses in which a few symbols are relnoved from E. [] 2.4.4 Exercises for Section 2.4 Exercise 2.4.1: Design NFA's to recognize the following sets of strings. * a) abc, abd, and aacd. Assume the alphabet is {a., b, c, d}. b) 0101, 101, and 011. C) ab, bc. and ca. Assume the alphabet is Exercise 2.4.2: Convert each of your NFA's from Exercise 2.4.1 to DFA's. 2.5 Finite Automata With Epsilon-Transitions We shall now introd,ce another extension of the finite automaton. The new "feature" is that we allow a transition on e, the empty sring. In effect, an NFA is allowed to make a transition spontaamously, without receiving a.n input symbol. Like the nondeterminism added in Section 2.3, this new capability does not expand the clmss of laaguages that can be accepted by finite automata, but it does give us some added "programming convenience." We shall also see, when we take up regular expressions in Section 3.1, how NFA's wih e-transitions, which we call -NFA 's, are closely related to regular expressions and useful in proving the equivalence between the classes of languages accepted by finite automata and by regular expressions. 2.5.1 Uses of e-Transitions We shall begin with an informM treatment of e-NFA's, using transition diagrams with  allowed as a label. In the examples to follow, think of the automaton as accepting those sequences of labels along paths from the start state to an accepting state. However, each e along a path is "invisible"; i.e., it contributes nothing to the string along the path.

2.5. FINITE AUTOMATA WITH EPSILON-TRA.'�$ITIONS 73 Example 2.16: In Fig. 2.18 is an e-NFA that accepts decimal nunfi)ers con- sisting of: 1. An optional + or - sign, 2. A string of digits, 3. A decimal point, and 4. Another string of digits. Either this string of digits, or the string (2) can be empty, but at least one of the two strings of digits must be nonempty. Start 0,1,...,9 0, I ..... 9 ----q0(224 q2 0(  Figure 2.18: An e-NFA accepting decimal numbers Of particular interest is the trmsition from qo to qt on any of e, +, or -. Thus, state q represents the situation in which we have seen the sign if there is one, and perhaps some digits, but not the decimal point. State qa represents the situation where we have just seen the decimal poinL asd mw or may not have seen prior digits. In q we have definitely seen a least one digit, but not, the decimal point. Thus, the interpretation of q3 is that we have seen a decimal point and at least one digit, either before or after the decimal point. We may stay in qs reading whatever digits there are, and also have the option of "guessing" t, tle string of digits is complete and going spontaneously to qa, the accepting state. [] Example 2.17: The strategy we outlined in Example 2.14 for building an NFA that recognizcs a set of kcywords can be simplified further if we allow e-transitions. For instance, the NFA recognizing the keywords web and ebay, which wc saw in Fig. 2.16, can also be implemented with e-transitions as Fig. 2.19. In general, we construct a completc scquencc of states for each keywo'd, as if it wcrc the only word the automaton needed to recognize. Then, we add a new start state (state 9 in Fig. 2.19), with e-transitions to the start- states of the automata for each of the keywords.

74 Start CHAPTER 2. FINITE AUTOMATA Figure 2.19: Using e-transitions to help recognize keywords 2.5.2 The Formal Notation for an e=NFA We may represent an e-NFA exactly as we do an NFA, with one exception: the transition function must include information about transitions on e. Formally, we represent an e-NFA A by A = (Q, ],5, q0,F), where all components have their same interpret, ation as for an NFA, except that 5 is now a function that takes as guments: 1. A state in Q, and 2. A member of E J {e}, that is, either a input symbol, or the symbol e. We require that e, the symbol for the empty string, cannot be a member of the alphabet Z, so no confusion results. Example 2.18: The e-NFA of Fig. 2.18 is represented formally as E = ({qo,ql,...,qs), {.,+,-,0,1,...,9},5, qo,{qs}) where 5 is defined by the transition table in Fig. 2.20, [] 0,1,...,9 {q,q4} Figure 2.20: TrazLsition table for Fig. 2.18

2.5. FINITE AUTOM.4TA WITH EPSILON-TRA:�SITIO�S 75 2.5.3 Epsilon-Closures We shall proceed to give formal definitions of an extended transition fimction for e-NFA's, which leads to the definition of acceptance of strings and languages by these automat. a, and eventually lets us explain why e-NFA's can be simulated by DFA's. However, we first need to learn a central definition, called the e-closure of a state. Informally, we e-close a state q by following al transitions out of q that are labeled e. However, when we get to other states by following e, wc follow the e-transitions out of those states, and so on, eventually finding every state that can be readied h'om q along ashy path whose arcs are all labeled e. FormalLy, we define the e-closure ECLOSE(q) recurstroh5 as follows: BASIS: State q is in F, CLOSE(q). INDUCTION: If state p is in ECLOSE(q), and there is a transition from state p to state r labeled e, then r is in ECLOSE(q). More precisely, if 5 is the trmsition function of the e-NFA involved, and p is in ECLOSE(q), then EC'LOSE{q) a}so contains 'all the states in 5(p, e). Example 2.19: For the automaton of Fig. 2.18, each state is its own e-closure, with two exceptions: ECLOStS(q0) = {qo,q} and ECLOSE(q:) = {q,�5}. The reason is that there are only two e4ransitions, one that adds qt to .F. CLO..qE(q0) and the other that adds qs to ECLOSE(q3). A more complex example is given in Fig. 2.21. For this collection of states, which may be part of some e-NFA, we can conclude that ECLOSE(1) = {1, 2,3, 4, 6} Each of these states can be reached from state 1 along a path exclusively labeled e. For example, state 6 is reached by the path 1 --+ 2 --+ 3 -> 6. State 7 is no in ECLOSE(1), since although it is reachable from state 1, the path must use the arc 4 -> 5 that is not labeled ,. The fact hat state 6 is also reached from state 1 along a path 1 -} 4 -} 5 -> 6 that, has non- transitions is unimportant. The existence of one path with all labels e is sufficient to show state 6 is in ECLOSE(1), [] Figure 2.21: Some states and transitions

76 CHAPTER 2. FINITE AUTOMATA 2.5.4 Extended Transitions and Languages for c-NFA's The e-closure allows us to explain easily what the transitions of an e-NFA look like when given a sequence of (non-e) inputs. From there, we can define what it means for an e-NFA to accept its input. Suppose that E = (Q, Z', 6, qo, F) is an e-NFA. We first defttie , the extended transition function, to reflect what happens on a sequence of inputs. The intent is that (q; w) is the set, of states that can be reached along a path whose labels, when concatena;ed, form the string w. As always, e's ong this path do not contribute to w. The appropriate recursive definition of 6 is: BASIS: (q, e) = ECLOSE(q). That is, if the label of the path is e, then we can follow only e-labeled arcs extending from state q; that is exactly what ECLOSE does. INDUCTION: Suppose w is of the form xa, where a is the last symbol of w. Note that a is a member of ; it cannot be e, which is not in Y., We compute (q, w) as follows: 1. Let {pi ,Pe,..., P;.} be (q, x). That is, the pi's are an and only the states that we can reach from q following a path labeled x. This path may end with one or more trazsitions labeled e, and may have other e-transitions, as well. k 2. Let [-Ji-- 5(p, a) be the set r, r .... , rm). That is follow all transitions labeled a from states we can reach from q along paths labeled x. The rj's are some o the states we can reach from q along paths labeled w. The additional states we can reach are found from the rj's by following e-labeled arcs in step (3), below. 3. Thet (q,w) = Uj= ECLOSE(r). This additional closure step includes all the paths from q labeled w, by considering the possibility that them arc additional e-labeled acs that we cm follow after making a transition on the ritual "re" symbol, a. Example 2.20: Let us compute (qo,5.6) for the e-NFA of Fig. 2.18. summary of the steps needed are as follows: Compute $(q0,5) as ollows: A 1. First compute the transitions on input 5 from the states q0 and q that we obtained in the calculation of (q0,e), above. That is, wc compute 5(qo, 5) U 2. Next, e-close the members of the set computed in step (1). We get ECLOSE(q) O ECLOS,,(q4) = {q} U {q4} ---- {q,q4}- That set is 3(qo, 5). This two-step pattern repeats for the next two symbols.

2.5. FINITE AUTOMATA WITH EPSILON-TFL4XSITIOXS 77 � Comput, e (qo, 5. ) as follows: 1. First compute/(q,, .) 2. Then compute (qo, s. ) = EcLosE(q) V :C.OSE(q) = 1.,) V 1. } = {q. q, q } Compute (qc,5.6) as follows: 1. First cornpure fi(q.,g) U (q3,6) O d(qs,*) = {q3} U {qz} tJ � = 2. Then compute (q0,5.6)= Now, we can define the language of an e-NFA E = (Q.E.&qo.F)it, the expected way: L(E) -- {w[ (q0. u,) Cl F  0}. That is, the language of E is the set of strings w that take the start state to at least one accepting state. For instance, we saw in Example 2.20 that (q0, 5.6) contains the accepting state q,, so the string 5.6 is in the language of that e-NFA. 2.5.5 Eliminating e-Transitions Given any e-NFA E, we can find a DFA D that accepts tin, sattie language s E. The construction we use is w,ry close to the subset construction, as the states o� D are subsets of the states of E. The only difference is tha! we mas! im'orI)oratt' e-transitions of E, which we do through the mechanism of the e-closure. Let E = (Qt.;, E, 6, q0, FE). Then the equivalent DFA is defined as follows: 1. Qt is the sot of subsets of Qv:. More precisely, we shall find titat all accessible states of D are e-closed subsets of Qg, that is, sets S C_ such that $ = ECLOSE(S). Put another way, the e-closed ses t,f states S are those such that any e-transition out of one of the states in S leads to a state that is also in S. Note that 0 is an e-closed set. 2. qD = ECI,OSE(q0); that is, we get the start state of D I}y closing the set consisting of only the start state of E. Note that titis rule differs from the original subset construction, witere the start state of the constructed automaton was .just the set containing the start state of tt,e given NlrA. 3. Fo is those sets of states that con[ain at least otte ;tccepting stale }f E. That is, FD = {$ ] S is in Q) aud S q F; y 0}. 4. 6o(S, a) is computed, for all a in E and sets S iu Qt by:

78 CHAPTER 2. FINITE AUTOMATA (a) Let $ -- {p.,po,...,pk}. (b) Compute ' ...,r,,}. U/= 5/;(p, a); let this set be {r,, (c) Then 5r(S,a): U= ECLOSE(rj). Example 2.21: Let us eliminate e-transitions from the e-NFA of Fig. 2.18, which we shall call E in what foIlows. From E, we construct an DFA D, which is shown in Fig. 2.22. However, to avoid cIutter, we omitted from Fig. 2.22 the dead state 0 and all transitions to the dead state. You should imagine that for each state shown in Fig. 2.22 there axe additional transitions from any state to  on any input symbols for which a transition is not indicated. Also, the state  has transitions to itself on all input symbols. 0,1 ..... 9 0,1 ..... 9 0,1 ..... 9 Figure 2.22: The DFA D that eliminates e-transitions from Fig. 2.18 Since the start state of E is q0, the staxt state of D is ECLOSE(q0): which is {qo, ql}. Our first job is to find the successors of q0 and q on the various syrnbols in E; note that these symbols are the plus and minus signs, the dot, and the digits 0 through 9. On + and -, qt goes nowhere in Fig. 2.18, while qc goes to q. Thus, to compute 5D({qo, ql}, +) we start with {q} and e-close it. Sincc there are no e-transitions out of qi, we have 5D({qo, q},+) = {q}. Similarly, do({q0, qt},-) -- {qt}. These two transitions are shown by one arc in Fig. 2.22. Next, we need to compute D({qo, q}, .). Since qo goes nowhere on the dot, and q goes to q2 in Fig. 2.18, we must e-close {q2}. As there are no e-transitions out of q.>, this state is its own closure, so 5D({qo, q }, .) = {q}. Finally, we rnust compnte m({qo, q},O), as an example of the transitions from {qo, q } on all the digits. We find that qo goes nowhere on the digits, but qz gocs to both q and q4. Since neither of those states have e-transitions out, we conclude 5D({qo, q}, 0) = {q, q4}, and likewise for the other digits.

2.5. FINITE AUTOMATA WITH EPSiLON-TRANSITIONS 79 We have now explained the arcs out of {qo,q} in Fig. 2.22. The other transitions are computed similarly, and we leave them for you to check. Since q is the only accepting state of E, the accepting states of D are those accessible states that contain qa. We see these two sets {qa, q} and {q2,q3 qb} indicated by double circles in Fig. 2.22. [] Theorem 2.22: A language L is accepted by some e-NFA if and only if L is accepted by some DFA. loROOle: (If) This direction is easy. Suppose L = L(D) for some DFA. Turn D into an e-DFA E by adding transitions 5(q,e) -- 0 for all states q of D. Technically, we must also convert the transitions of D on input symbols, e.g., t>(q: a) -- p into am NFA-transition to the set containing only p: that is e(q:a) = {p}. Thus, the transitions of E and D are the same, but E ex- plicitly states that. there axe no transitions out of any state on e. (Ofly4f) Let E -- (Qs, Y, 5, qo, Fs) be an edNIFA. Apply the modified subset construction described above to produce the DFA We need to show that L(D) -- L(E), and we do so by showing that the extended transition functions of E and D are the same. Formally, we show 3s(qc,w) = 3r>(q,w) by induction on the length of w. BASIS: If ]W] = 0, then w = e. We know 3z;(qo, e) = ECLOSF(q0). We also know that. qr) = ECLOSE(q0), because that is how the start state of D is defined. Finally, for a DFA, we know that (p, e) = p for any- state p, so in particular, r(�o,e) = X.:LOS(q0). We have thus proved that (qo, e) = r)(q, e). INDUCTION: Suppose w = xa, where a is the final symbol of w, and assume that the statement holds for x. That is, $k,(q0,x) = D(qD,X). Let both these sets of states be {p, p .... , p }. By the definition of  for e-NFA's, we compute ,'(qc, w) by: 1. Let {r,,r2, .... r.m} be U./=l 6s(pi,a). 2. Then 3r(qc, w) = lJ., ECLOSE(rj). If we examine the construction of DFA D in the modified subset construction above, we see that 5t>({pt,p2,... ,p}, a) is constructed by the same two steps (1) mad (2) above. Thus, t(qD,w), which is 5D({P,Pa,--. ,pa},a) is the same set as E(q0,w). We have now proved that F.(q0,w) ---- Dqs,w) and completed the inductive part. []

80 CHAPTER 2, FINITE AUTOMATA 2.5.6 Exercises for Section 2.5 * Exercise 2.5.1: Consider the following e-NFA. PI[ � I {P} I {q} I {} q {p} {q} {r) � � r {q} {r} 0 (p} a) Compute the e-closure of each state. b) Give all the strings of length three or less accepted by the autonaton. c) Convert the automaton to a DFA. Exercise 2.5.2: Repeat Exercise 2.5.1 for the following e-NFA: P 'q'r}  I {q' [ {r} q 0 {p} {r} {p,q} Exercise 2./;.3: Design �-NFA's for tile following languages. Try to use e- transitions to simplify your design. a) The set of strings consisting of zero or more a's followcd by zero or more b's, foilowed by zero or more c's. ! b) The set of strings that consist of either 01 repeated one or more tmcs or 010 repcated on(; or morc times. ! c) The set of strings of O's and l's such that at least one of the last ten positions is a 1. 2.6 Summary of Chapter 2 Deterministic Finite Automata: A DFA has a finite set of states and a finite set of input symbols. One state is designated the start state, and zero or more states are accepting states. A rasition function determines how the state changes each time an input symbol is processed. Transition Diagrams: It is convenient to represent automata by a graph in which the nodes are the states, and axes are labeled by inpu sambols, indicating the ransitions of that automaton. The star state is designated by an arrow, and the accepting states by double circles.

2. 7. REFERENCES FOR CHAPTER 2 81 Language of an Automaton: The automaton accepts strings. A string is accepted if, starting in the start state, the transitions canseal by processing the symbols of that string one-at-a-tine lead to an accepting state. In terms of the transition diagram, a string is accepted if it is the label of e path from the start state to sonm accepting state. Nondeterministic Finite Automata: The NFA differs from the DFA in that the NFA cm have any number of transitions (including zero) t.o next states from a given state on a given input symbol. The Subset Construction: By treat, ing sets of states of an NFA as states of a DFA, it is possible to convert any NFA to a DFA that accepts the same language. e-Transitions: We can extend the NFA by allowing transitions on m empty input, i.e., no input symbol at all. These extended NFA's can be converted to DFA's accepting the same language. Text-earching Applications: Nondeterministic finite automata are a use- ful way to represent a pattern marcher that scans a large body of text for one or more keywords. These automata are either simulated directly in software or are first converted to a DFA, wifich is then simulated. 2.7 References for Chapter 2 The formal study of finite-statc systems is generally regarded s originating with [2]. However, this work was based on a :'neural nets" model of computing, rather than tie finite automaton we know today. The convcntional DFA was independently proposed, in several similar variations, by [1], [3], and [4]. The nondeterministic finite automaton and the subsct construction are from [5]. L D. A. Huffman, "The synthesis of scquential switching circuits," J. Frank- lin Inst. 257:3-4 (1954), pp. 161-90 and 275-303. 2. W. S. McCulloch and W. Pitts, "A lo&cal calculus of the ideas innanent in nervious activity," Bull. Math. Biophysics 5 (1943) pp. 115-133. 3. G. H. Me'y, "A method for synthesizing sequential circuits," Bell System Technical Jouvml 34:5 (1955), pp. 1045-1079. 4. E. F. Moorc, "Gedankcn experiments on sequential machines," in [6], pp. 129-153. 5. M.O. Rabin and D. Scott., "Finite automata and fieir decision poblems," IBM J. Research and Development $:2 (1959), pp. 115-125. 6. C. E. Shannon 'ozd J. McCarthy Automata Studies, Princcton Univ. Press, 1956.

Chapter 3 Regular Expressions and Languages We begin this chapter by introducing the notation cMled "regular expressions." These expressions are another type of language-defining notation, which we sampled briefly in Section 1.1.2. Regular expressions also may be thought of as a "programming language," in which we express some important applications, such as text-search applications or compiler components. Regular expressions are closely related to nondeterministic finite automata and can be thought of as a "user-friendly" alternative to the NFA notation for describing software components. In this chapter, after defining regular expressions, we show that they axe capable of defini,kg all and only the regular lazLguages. We discuss the way that regular expressions are used in several software systems. Then, we exam- inc the algebraic Iaws that apply to regular expressions. They have significant resemblance to the algebraic laws of axithmetic, yet there are aso some im- portant differences between the algebras of regular expressions and arithmetic expressions. 3.1 Regular Expressions Now, we switch our attention from machine-like descriptions of languages -- deterministic and nondeterministic finite automata -- to an algebraic descrip- tion: the "regular expression." We shall find that regular expressions can define exactly the same languages that the various forms of automata describe: the regular languages. However, regular expressions offer something that automata do not: a declaxative way to express the strings we want to accept. Thus, regular expressions serve as the input language for many systems that process strings. Examples include: 83

84 CHAPTER 3. REGULAR EXPRESSIONS AND LANGUAGES Search commands such as the UNIX grep or equivalent commands for finding strings that one sccs in Web browsers or text-formatting systems. These systcms use a regular-expression-like notation for describing pat- tcrns that the user wants to find in a file. Different search systems convert the regular exprcssion into eithcr a DFA or an NFA, and simulate that automaton on the file bcing searched. Lexical-analyzer generators, such as Lex or Flex. Recall that a lexical analyzer is the component of a compiler that breaks the source prograza into logical units (called tokens) of one or more characters that have a shared significance. Examples of tokens include keywords (e.g., while), identifiers (e.g., any letter followed by zero or more letters and/or digits), and sigxts, such as + or <=. A lexical-analyzer generator accepts descrip- tions of the forms of tokens, which are essentially regular expressions, and produces a DFA that recognizes which token appears next on the input. 3.1.1 The Operators of Regular Expressions Regular exprcssions denote languages. For a simple example, the regulax ex- pression 01' + 10' denotes the language consisting of all strings that are either a single 0 followed by arty number of l's or a single 1 followed by any number of O's. We do not expect you to know- at this poiut how- to imerpret regular expressions, so our statement about the language of this expression must be accepted on faith for the nomcnt. We shortly shaJl define all the symbols used in this expression, so you can see why our interpretation of this regular expres- sion is the correct one. Before describing the regular-expression notation, we need to learn the three operations on languages that the operators of regular expressious represent. These operations are: 1. The union of two languages L and M denoted L  M, is the set of strings that are in either L or M, or both. For example if/_, = {0Ol, 10,111} and M-- {e,001}, then L J M = {e, 10,001,111}. 2. The concatenation of languages L and M is the set of strings that can be formed by taking any string iu L and concatenating it with any string in M. Recall Section 1.5.2, where we defined the concatenation of a pair of strings; one string is followed by the other to form the result of the concatenation. We deuote concatenation of languages either with a dot or with no operator at all, although the concatenation operator is frequently called :'dot." For example, if L ---- {001, 10,111} and M = {e,001}, then L.M, or just LM, is {001, 10,111, 001001, 10001, 111001}. The first three strings in LM axe the strings in L concatenated with e. Since e is the identity for concatenation, the resulting strings are the same as the strings of L. However, the last three strings in LM are formed by taking earh string in L and concatenating it with the second string in M, which is 001. For instance, 10 from L concatenated with 001 from M gives us 10001 for LM.

3.1. REGULAR EXPRESSIONS 85 3. The closure (or star, or Kleene closure)  of a language L is denoted L* and represents the set of those strings that can be formed by taking any number of strings from L, possibly with repetitions (i.e., the same string may be selected more than once) and concatenating all of them. For instance, if L = {0, 1}, then L* is all strings of O's and l's. If L = {0, 11}, then L* consists of those strings of O's and 1's such that the l's come in pairs, e.g., 011, 11110, and e, but not 01011 or 101. More formally, L* is the infinite union kli>o L , where L � = {e), L  = L, and L , for i > I is LL... L (the concatenation of i copies of L). Example 3.1: Since the idea of the closure of a language is somewhat tricky, let us study a few examples. First, let L = {0, 11}. L � = {e), independent of what language L is; the 0th power represents the selection of zero strings from L. L  = L, which represents the choice of one string from L. Thus, the first two terms in the expansion of L* give us {e, 0, 11}. Next, consider L =. lye pick two strings from L, with repetitions allowed, so there are four choices. These four selections give us L 2 = {00,011,110, II11}. Similarly, L : is the set of strings that may be formed by making three choices of the two strings in L and gives us {000, 0011,0110, 1100, 01111, 11011, 11110, 11II11} To compute L , we must compute L i for each i, and take the union of all these languages. L i has 2 i members. Although each L 'i is finite, the union of the infinite number of terms L i is generally an iffinite language, as it is in our example. Now, let L be the set of all strings of O's. Note that L is infinite, unlike our previous example, which is a finite language. However, it is not hard to discover what L* is. L � = {el, as always. L 1 --- L. L 2 is the set of strings that can be formed by taking one string of O's and concatenating it with another string of O's. The result is still a string of O's. In fact, every string of O's can be written as the concatenation of two strings of O's (don't forget that e is a "string of O's"; this string can always be one of the two strings that we concatenate). Thus, L  = L. Likewise, L s = �, and so on. Thus, the infinite union L* = L � U L  U L  kJ ..- is L in the part. icular case that the language L the set of all strings of O's. For a final example, O* = {el. Note that 0 � = {el, while O i', for any i _> 1, is empty, since we can't select any strings from the empty set. In fact, 13 is one of only two languages whose closure is not infinite. 3.1.2 Building Regular Expressions Algebras of all kinds start with some elementary expressions, usually constants and/or variables. Algebras then allow us to construct more expressions by The erm "Kleene closure" refers to S. C. Kleene, who originated the regular expression noation and this opera*or.

86 CHAPTER 3. REGULAR EXPRESSIONS AND LANGUAGES Use of the Star Operator We saw the star operator first in Section 1.5.2, where we applied it to an alphabet, e.g., E*. That operator formed all strings whose symbols were chosen from alphabet M. The closure operator is essentially the same, although there is a subtle distinction of types. Suppose L is the language containing strings of length 1, and for each ssqnbol a in  there is a string a in L. Then, although L and  "look" the same, they are of different. types; L is a set of strings, and Z is a set of snnbols. On the other hand, L* denotes the same language as *. applying a certain set of operators to these elementary expressions mad to pre- viously constructed expressions. Usually, some method of grouping operators with their operands, such as parentheses, is required as well. For instance, the familiar arithmetic agebra starts with constants such as integers and real numbers, plus variables, and builds more complex expressions with arithmetic operators sucl as + and x. The algebra of regular expressions follows this pattern, using constants and variables that denote languages, and operators for the three operations of Sec- tion 3.1.1 --union, dot, and star. We can describe the regular expressions recursively, as follows. In this definition, we not only describe what the le- gal rcgular cxprcssions axe, but for each regular expression E, we describe the language it represents, which we denote L(E). BASIS: The basis consist, s of three parts: 1. The constants e and 0 are regular expressions, denoting the languages {el and 0, respectively. That is, L(e) --- {el, and L(�) -- �. 2. If a is any symbol, thc a is a regular exprcssion. This expression denotes the language {a}. That is, L(a) -- {a}. Note that we use boldface font to denote an expression corresponding to a symbol. The correspondence, e.g. that a refers to a, should be obvious. 3. A variable, usually capitalized and italic such as L, is a variable: repre- senting any language. INDUCTION: There are four parts to the inductive step, one for each of the three opc'ators and one for the introduction of parentheses. 1. If E and F arc regular expressions, then E + F is a regular cxprcssion denoting the union of L(E) and L(F). That is, L(E+ F) = L(E) U L(F). 2. If E and F are regular expressions, then EF is a regular expression denot- ing the concatenation of L(E) and L(F). That is, L(EF) = L(E)L(F).

3.1. REGULAR EXPRESSIONS 87 Expressions and Their Languages Strictly speaking, a regular expression E is just a.n expression, not a lan- guage. We should use L(E) when we want to refer to the language that E denotes. However, it is common usage to refer to say "E" when we really mean '*L(E)." We shall use this convention as long as it is clear we are talking about a language and not about a regular expression. Note that the dot ca.u optionally be used to denote the concatenation op- erator, either as an operation on languages or as the operator in a regular expression. For instance, 0.1 is a regular expression meaning the same as 01 and representing the language {01}. However, we shall avoid the dot as concatenation in regular expressions? 3. If E is a regular expression, then E' is a regular expression, denoting the closure of L(E). That is, L(E ') = (L(E))*. 4. If E is a regular expression, then (E), a parenthesized E, is also a regular expression, denoting the same language as E. Formally; L((E)): L(E). Example 3.2: Let us write a regular expression for the set of strings that consist of alternating O's and l's. First, let us develop a regular expression for the language consisting of the single string 01. We can then use the star operator to get an expression for all strings of the form 0101 ... 01. The basis rule for regular expressions tells us that 0 and 1 are expressions denoting the languages {0} and {1}, respectively. If we concatenate the two expressions, we get a regular expression for the language {01 }; this expression is 01. As a general rule, if we want a regular expression for the language consisting of only the string w, we use w itself as the regular expression. Note that. in the regular expression, the symbols of w will normally be written in boldface, but the change of font is only to help you distinguish expressions from strings and should not be taken as significant. Now, to get all strings consisting o[ zero or more occurrences of 01; we use the regular expression (01)*. Note that we first put parentheses around 01, t.o avoid cmlfusing with the expression 01', whose language is all strings consisting of a 0 and any number of l's. The reason [or this interpretation is explained in Section 3.1.3, but briefly, star takes precedence over dot, and therefore the argunent of the star is selected before perfnrming any concatenations. However, L((01)') is not exactly the language that we wmt. It includes only those strings of alternating O's and l's that begin with 0 and end witIt 1. We also need to consider the possibility that there is a 1 at the beginning and/or 21n fact,, UNIX regular expressions use the dot for an entirely differertl, pro-Ira,so: represerR- in K any ASCII character.

88 CHAPTER 3. REGULAR EXPRESSIONS AND LANGUAGES a 0 at the end. One approach is to construct three more regular expressions that handle the other three possibilities. That is, (10)* represents those alternating strings that begin with 1 and end with 0, while 0(10)  can be used for strings that both begin and end with 0 and 1(01)* serves for strings that begin and end with 1. The entire regular expression is (01)* + (10)* + 0(10)* + 1(01)* Notice that we llSe the + operator to take the union of the four languages that together give us all the strings with alternating O's and 1's. However, there is another approach that yields a regular expression that looks rather different and is also somewhat more succinct. Start again with the expression (01)*. W can add an optionaI t at the beginning if we concatenate on the left with the expression e + 1. Likewise, we add an optional 0 at the end with the expression e + O. For instance, using the definition of the + operator: L(� + 1) = L(e) u L(1) = {e} t_J {1} = {, i} If we concatenate this language with any other language L, the e choice gives us all the strings in L, while the 1 choice gives us lw for every string w in L. Thus, another expression for the set of strings that alternate O's and l's is: (� + + o) Note that we need parentheses around each of the added expressions, to make sure the operators group properly. t2 3.1.3 Precedence of Regular-Expression Operators Like other algebras, the regular-expression operators have an assumed order of "precedence," which means that operators are associated with their operands in a particular order. We are familiar with the notion of precedence from ordinary arithmetic expressions. For instance, we know that xy+z groups the product xy before the sum, so it is equix-alent to the parenthesized expression (xy) + z and not to the expression x(y + z). Similarly, we group two of the same operators from the left in arithmetic, so z y z is equivalent to (x - y) - z, and not to x- (y - z). For regular expressions, the following is the order of precedence for the operators: The star operator is of highest precedence. That is, it applies only to the smallest sequence of symbols to its left that is a well-formed regular expression. Next in precedence comes the concatenation or "dot" operator. After grouping all stars to their operands, we group concatenation operators to their operands. That is, all expressions that are juxtaposed (adjacent, with no intervening operator) are grouped together. Since concatenation

3.1. REGULAR EXPRESSIONS $9 is an associative operator it does not matter in what order we group consecutive concatcnations, although if there is a choice to be made, you should group them from the left. For instance, 012 is grouped (01)2. Finally, all unions (+ opera[ors) are grouped with their operands. Since union is also associative, it again matters little in which order consemrtive unions are grouped, but we shall assume grouping fro,n the left. Of course, sometimes we do ot want the grouping in a regldar expression to be as required by the precedence of the operators. If so, we are free to use parentheses to group operands exactly as we choose. In addition, there is never anything wrong with putting parentheses around operands that you want to group, even if the desired grouping is implied by the rules of precedence. Example 3.3: The expression 01' + 1 is grouped (0(1')) + 1. The star operator is grouped first. Since the symbol 1 immediately to its left is a legal regular expression, that alone is the operand of the star. Next, we group the concatenation between 0 and (1'), giving us the expression (0(1')). Finally, the union operator connects tile latter expression and the expression to its right, which is 1. Notice that the language of the given expression, grouped according to the precedence rules, is the string 1 plus all strings consisting of a 0 followed by any number of I's (including none). Had we chosen t.o group the dot before the star, we cotfid have used parentheses, as (01)* + 1. The language of this expression is the string 1 axed all strings that repeat 01, zero or more times. Had we wished to group the union first, we could have added parentheses around the union to make the expression 0(1' + 1). That. expression's langxtage is the set of strings that begin with 0 arid have any nmnber of l's follywing. [] 3.1.4 Exercises for Section 3.1 Exercise 3.1.1: Write regular expressions for the following languages: * a) The set of strings over 'alphabet {a, b, c} contaJnhg at least one a and at least one b. b) The set of strings of O's and l's whose tenth symbol fi'om the right end is 1. c) The set of strings of O's and l's with a.t most one pair of consecutive l's. Exercise 3.1.2: Write regular expressions for the following languages: * a) The set of all strings of O's and l's such that every pair of adjacent, O's appears before any pair of adjacent l.'s. b) The set of strings (if O's and l's whose number of O's is divisible by five.

90 CHAPTER 3. REGULAR EXPRESSIONS AND LANGUAGES !! Exercise 3,1.3: Write regular expressions for the following languages: a) The set of all strings of O's and 1's not containing 101 as a substring. b) The set of all strings with an eqnaI number of O's and l's, such that no prefix has two more O's than l's, nor two more l's than O's. c) The set of strings of O's and l's whose number of O's is divisibIe by five and whose number of l's is even. ! Exercise 3.1.4: Give English descriptions of the languages of the following regular expressions: * a) (1 + )(00'1)'0'. b) (0'1')'000(0 + 1)*. c) (o + lo)**. *! Exercise 3.1.�: In Example 3.1 we pointed out that  is one of two languages whose closure is finite. What is the other? 3.2 Finite Automata and Regular Expressions Wtfile the regular-expression approach to describing languages is fundamentally differer,t from the finite-automaton approach, these two notations turn out to represent exactly the same set of languages, which we have termed the "reg- ular languages." We have already shown that deterministic finite automata, and the two kinds of nondeterministic finite automata --. with and without e-transitions -- accept the same class of languages. In order to show that the regular expressions define the same class, we must show that: 1. Every language defined by one of these automata is also defined by a regular expression. For this proof, we can assume the Ianguage is accepted by some DFA. 2, Every language defined by a regular expression is defined by one of these automata. For this part of the proof, the easiest is to show that there is an NFA with e-transitions accepting the same language. Figure 3.1 shows all the equivalences we have proved or will prove. An arc from class X to class Y means that we prove every language defined by class X is also defined by class Y. Since the graph is strongly connected (i.e., we can get from each of the four nodes to any other node) we see that aI1 four classes are really the same.

3.2, Figure 3.1: Plan for regular languages FINITE AUTOMATA AND REGULAR EXPRESSIONS 91 showing the equivalence of four different notations for 3.2.1 From DFA's to Regular Expressions The construction of a regular expression to define the language of any DFA is surprisingly tricky. Roughly, we build expressions that describe sets of strings that label certain paths in the DFA's transition diagram. However, the paths are allowed to pass through only a limited subset of the states. In an inductive definition of these expressions, we start with the simptest expressions t-hat de- scribe paths that are not allowed to pass through any states (i.e., they are single nodes or single arcs), and inductively build the expressions that let the paths go through progressively larger sets of states. Finally, the paths are allowed to go through any state; i.e., the expressions we generate at the end represent possible paths. These ideas appear in the proof of the following theorem. Theorem 3.4: If L = L(A) for some DFA A, then there is a regular expression R such that L = L(R). PROOF: Let us suppose that A's states are {1, 2, .... n} for some integer n. No matter what file states of A actually are, there will be n of them for some finite n, and by renaming the states, we can refer to the states in this manner, as if they were the first n positive integers. Our first, and most diificult, task is to construct a collection of regular expressions that describe progressively broader sets of paths in the transition diagram of A. Let tlS use _,: as the lieslie of a regular expression whose language is the set of strings w such that w is the label of a path from state i to sta.;e j in A, and that path has no intermediate node whose number is greater than k. Note that the beginning and end points of the path are not "intermedlae," so there is no constraint that i md/or j be less iaz or equal to k. Figure 3.2 suggests the requiredneat on the paths represented by Rti ) . There, the vertical dimension represents the state, from I at the bottom to n at the top, and the horizontal dimension represents ;ravel along the path. Notice that in this diagram we have shown both i and j W be greater than k, but eitter or both could be k or less. Also notice that the paxh passes through node k twice, but never goes through a state higher than k, except at the endpoints.

92 REGULAR EXPRESSIONS AND LANGUAGES CHAPTER 3. i J Figure 3.2: A path whose label is in the language of regular expression To construct the expressions R? ) we use the �ollowing inductive definition, staxting at k = 0 and finally' reaching k -- n. Notice that when k = n, there is no restriction at all on the paths represented, since there are no star, es gTeater than n. BASIS: The basis is k = 0. Since all states are numbered 1 or above, the restriction on paths is that the path must have no intermediate states at all. There axe only two kinds of paths that meet such a condition: 1. An arc from node (state) i to node j. 2. A path of length 0 that consists of only some node i. If i  j, then only case (i) is possible. We must examine the DFA A and find those input symbols a such that there is a transition from state i to state j on symbol a. a) If there is no such symbol a, then R!? ) = b) If there is exactly one snch symbol a, then c) If there are symbols a,ao_,..., a that label arcs from state i to state j, then R!�. ) = a + a.2 + -'- + a,. However, if i = j, then the legal paths are the path of length 0 and all loops from i to itself. The path of length 0 is represented by the regular expression e, since that path has no symbols along it. Thus, we add e to the various expressions devised in (a) through (c) above. That is, in case (a) [no symbol a] the expression becomes e, in case (b) [one symbol a I the expression becomes e+a, and in ease (c) [multiple symbols] the expression becomes � + a + aa +... + a,. INDUCTION: Suppose there is a path from state i to state j that goes through no state higher than k. There are two possible cases to consider:

3.2. FINITE A UTOzl. L4TA AND REGULAR EXPRESSIO,'�S 93 The path does not go t, hrongh state k at all. In this case, the label of the path is in the language of _..j The path goes through staze k at least once. Then we can break the path int. o several pieces, as suggested by Fig. 3.3. The first goes kom state i t.o state k without passing through k, tile last piece goes from k to j without pa.asing through k, and all the pieces in ;,he middle go from k to itself, without passhg t. hrmlgh k. Note that if the path goes through sta.e k only once. then there are no "middle" pieces, just a path frown i to k and a path from k to j. The set of labels for all paths of this type is repres<mted by the regular expression .'ik .'.', � the first. expression represen[s t, he firs[ time, the second represen[s the portion that goes from k to itself, zero times, OllCe, or more thall once, and the third expression represents the part of the path that leaves k for the last time and goes [o state j. In R (k-1i In R tk-1) ik Zero or more strings in R (It.l) kj kk Figure 3.3: A l)ath fi'on't i to j ca.n be bl'okt,tl into segments at each point wtere it goes through stat. e k When we combine tIl( expressions for the pa.ths of the two types above, we have the expression for the [abels of all paths G'om state i to state j that go t. hrough no state higher th k. If wc construct these expressions in order of kcreasing superscript, then since each R.} ' depends only oi1 expressions with a sma. ller superscript, then all expressSons are available when we need theIn. Eventually, we have Rij for all i and j. We may msume that state 1 is the start state, although the cepting states could be any set of the states. The regular expression fbr the language of the automatOl' is t. hen the sum (union) o[ all expressions .,.j such that state j is an accepting state. xample 3.5: Let us convert the DFA of Fig_ 3.4 to a regular expression. This DFA accepts aI1 strings that }lave at least one 0 in them. 'TD see why. note that the a.utomaton gr)cs kom the start star{, I to accepting st, ate 2 as soan as it sees an input 0. The automaton then stays in state 2 on M1 input sequences. Below are the basis expressions in the construction of Theorem 3.4.

94 CHAPTER 3. tttG ULAR EXPRESSIONS AND LANGUAGES Start Figure 3.4: A DFA accepting all strings that have at least one 0 R?t I e + 1 21 R(0) (e+0+l) For instance. r?(�) has the term � because the beginnizg and ending states are , 11 the sine, state 1. It has the term 1 because there is an arc from state 1 to st, ate 1. on input 1. As another example, ',t2 is 0 because there is an arc labeled 0 from state 1 to state 2. There is no  term because the beginning md ending states are different. For a. third example, 21  � hecause here is no arc from s[ae 2 to s[ae L Now, we mus do [he induction parg, building more complex expressions ghat. first take iiltO accong paghs tha go [brough sae l, and then paBs [ha can go through sa. tes 1 and 2, i.e., any path. The rule for computing the expressions .}} are ins[antes of the general rule given in the inductive pa.r Theorem 3.4: Tile table in Fig. 3.5 gives firs% the expressions computed by direet substitution into the above formula, and then a simplified expression that we can show, by ad-hoc reasoning, to represent tim same language s the more complex expres- sion. By direct substitution o + (e + + x)*o 0 + ( + )( + e+0+ + {( + )'o Simplified e+O+l Figure 3.5: Regular expressions for paths that can go throngh only state 1 For example, consider R2. Its expression is ,(0) r(�)c(�)*(�) which we get [rom (3.1) by substituting i = 1 and j -- 2. To understand the simplification, uote %he general principle that, if R is any regular expression, then ( + R)* = R*. The justification is that both sides of

3.2. FINITE AUTOMATA AND REGULAR EXPRESSIONS �5 the equation describe the language consisting of an.y concatenation of zero or more strings from L(R). In our case, we have (e + 1)* = 1'; notice that both expressions denote any number of 1's. Further, (e+ 1)1' - 1'. Again, it can be observed that both expressions denote "any number of 1's?' Thus, the origin expression R[ ) is equivMent to 0 + 1'0. This expression denotes the language containing the string 0 d all strings consisting of a 0 preceded by any number of 1's. This language is also expressed by tim simpler expression 1'0. The simpUfication of R? is similar to the simplification of R? that we just considered. The simplification of () and () depends on two rules about 21 22 how  operates. For y regular expression R: 1. R = R = . That is,  is  annihilator for concatenation; it results itself when concatenated, either on the le or right, with any expression. This rule makes sense, because for a string to be in the result of a concat.e- nation, we must find strings from both arguments of the concatenatim. Whenever one of the arguments is , it will bc hnpossible to find a string from that argument. 2.  + R = R + 0: R. Tha is,  is tie identity for union; it results in the other expression whenever it appcs in a union. As a result, m expression like O(e + 1)*(e + 1) can bc replaccd by 0. The last two simplifications should now be clear. Now, tc us cronputs the expressions R} ). The inductive rtde applied with k = 2 Wes us:  t ' 2j I we substitute the simplified expressions rom expressions of Fig. 3.6. That re also shows simplifitoas following the same principles that, we described for Fig. 3.5. By direct snbstitution l* + l'o( + o + 1'0 + 1'0(� + 0 + 1)'(e + 0 + 1) 0+ (e+ 0 + 1)(e +0 + + 1+ 1)�+o Simplified -o(o + (o + 1)* Figure 3.6: Regular expressions for paths that (:eat go through mty state The final regular cxpression equivalent to the automaton of Fig. 3.4 is con- structed by taking the union of all the expressions where the first st, ate is the start state and the second state is accepting. In this exeanple, with 1 as the start state and 2 as the only accepting state, we need only the expression RI} ).

96 CHAPTER 3. REGULAR t'XPRESSIONS AND LANGUAGES This expression is 1'0(0 + 1)'. It is simple to interpret this expression. Its language consists of all strings that begin with zero or more 1's then have a 0, and then any string of O's and 1's. Put another way, the language is all strings of O's and l's with at ]east one fl. D 3.2.2 Converting DFA's to Regular Expressions by Eliminating States The method of Section 3.2.1 for converting a DFA to a regular expressio al- ways works. In fact, . you may have noticed, it doesn't really depend on the automaton being deterministic, ad could just as well have been a])plied to an NFA or even an e-NFA. However, tte construction of the regular expression is expensive. Not only do we have to constnlct about .: expressions for an n-state automaton, but the length of the expression can grow by a factor of 4 on the average, with each of the n inductive steps, if there is no simplLqcation of the expressions. Thus, the expressions themselves could reach on the order of 4" s)nbo]s. There is a similar approach that avoids duplicating work at some points. For example: all of the expressions with superscript (k + I) in the construction of Theorem 3.4 use the same subexpression n()*' the work of writing that expression is therefore repegted n  times. The approach to constructing regular expressions that we shall now learn involves eliminating states. When we eliminate a state s, all the paths that went through s no longer exist in the automatoa. If the language of the automaton is not to change, we must include, on an arc that goes directly from q to p, the ]abels of paths that went from some state q to state p, through s. Since the label of this arc may now involve strings, rather than single symbols, and there may even be an infinite number of such strings, we cannot simply list the strings as a label. Fortunately, there is a simple, finite way to reprcnt all such strings: use a regular expression. Thus, we are led to consider automata that have regular txpressions as labels. The language of the automaton is the union over all paths from the start state to an accepting state of the language formed by concatenating the languages of the regular expressions along that path. Note that this rule is consistent with the definition of the language for any of the varieties of automata we have considered so far. Each symbol a, or e if it is allowed, can be thought of as a regular expression whose language is a single string, either {a} or We m  regard this observation as the basis of a state-elimination procedure, which we describe next. Figure 3.7 shows a generic state s about to be eliminated. We suppose that the automaton of which s is a state has predecessor states q, q ..... qt. for s and successor states pt,/z, ... ,pro for s. It is possible that some of the q:s are also p's but we assume that s is not among the q's or p's, even if there is a loop from s to itself, as suggested by Fig. 3.7. We also show a rtgular expression on each arc from one of the q's to s; expression Q labels the arc from q. Likewise,

3.2. FINITE AUTOMATA AND REGULAR EXPRESSIONS R lm 97 R S R km Rkl Figure 3.7: A state s about to be elinfinated we show a regular expression Pj labeling the arc from 8 to pi, for aI1 i. Wc show a loop on s with label $. Firtally, there is a regular expression Rj on the arc from q.i to Pi, for all i and j. Note that some of these arcs may not exist in the automatou, in which case we take the expression on that arc to be 0. Figure 3.8 shows what happens when we eliminate state 8. All arcs involving state s are deleted. To compensate, we introduce, for each predecessor qi Of s and each successor p of s, a regulaz expression that represents all the paths that start at qi: go to s, perhaps loop around s zero or more times, and finally go to pj. The expression for these paths is QS*Pj. This exprcssion is added (with the union operator) to the arc from qi to pj. If there was no arc qi -+ P, then first introduce one with regular expression 0. The strategy for constructing a regular expression from a finite automaton is as follows: 1. For each accepting state q, apply the above reduction process to pro- duce an equivalent automaton with regular-expression labels on the arcs. Eliminate all states except q and tl,e start state qo. 2. Ifq  q0, then we shall be left with a two-state automaton that looks like

98 CHAPTER 3. REGULAR EXPRESSIONS AND LANGUAGES R l , * {21S* R + $* P o o - Figure 3.8: Result of eliminating state s from Fig. 3.7 Fig. 3.9. The regular expression for the accepted strings can be described in various ways. One is (R + SU*T)*SU*. In explanation, we can go from the start state to itself any number of times, by following a sequence of paths whose labels are in either L(R) or L(SU'T). The expression $U*T represents paths that go to the accepting state via a path in L(S), perhaps return to the accepting state several times using a sequence of paths with labels in L(U), and then return to the start state with a path whose label is in L(T). Then we must go to the accepting state, never to return to the start state, by following a path with a label in L(S). Once in the accepting state, we can return to it as many times as we like, by following a path whose label is in L(U). R U T Figure 3.9: A gcneric two-state automaton 3. If the start state is also an accepting state, then we must also perform a state-elimination from the original automaton that. gets rid of every state but the stt state. When we do so, we are left with a one-state automaton that looks like Fig. 3.10. The regular expression denoting the

3.2. FINITE AUTOMATA AND REGULAR EXPRESSIONS 99 strings that it accepts is Start R Figure 3.10: A generic one-state autoznaton 4. The desired regular cxprcssiou is the sum (union) of all the expressions derived from the reduced automata for each accepting state, by rules (2) and (3). 0,1 Figure 3.11: An NFA accepting strings that hae a 1 either two or three posi- tions from the end Example 3.6: Let us consider the NFA in Fig. 3.11 that accepts all strings of O's md 1:s such that either the second or third position from the end has a 1. Our first step is to convert it to an automaton with regular expression labels. Since no state elimination has been performed, all we have to do is replace the labels "0, I"with the equivent regular expression 0 + 1. The result is shown in Fig. 3.12.. 0+l Start 2 1 Figure 3.12: The automaton of Fig. 3.11 with regular-expression labels Let us first eliminate state B. Since this state is neither accepting nor the start state, it will not be in troy of the reduced automata. Thus, we save work if we elininate it first, before developing the two reduced automata that correspond to the two accepting states. State B has one predecessor, A, and one successor, C. In terms of the regular expressions in the diagram of Fig. 3.7: Q = 1, P = 0 + 1, Rt = $ (since the arc from A to C does not exist), and $ =  (because there is no

100 CHAPTER 3. REGULAR EXPRESSIONS AND LANGUAGES loop at, state B). As a result, the eo:pression on the new arc from A to C is  + 1�*(0 + 1). To simplify, we first eliminate the initial 0, which may be ignored in a union. The expression thus becomes 10'(0 + 1). Note that the regular expression 13' is equivalent to the regular expression �, since L((*) = {e} U L(O) U L(13)L() u-.- Since all the terms but the first are empty, we see that L(O*) --- {el, which is the same as L(e). Thus, 113'(0 + 1) is equivalent to 1(0 + 1), which is the expression we use for the arc A - C in Fig. 3.13. 0+1 Start  1(0+1)  0+1 ( Figsare 3.13: Eliminating state Now we must branch, eliminating states C and D in separate reductions. To eliminate state C, the mechanics are similar to those we performed above to eliminate state B, and the resulting automaton is shown in Fig. 3.14. 0+1 Start ,,, 1(0 + 1)(0 + 1)  Figure 3.14: A two-state automaton with states A and D In terms of the generic two-state automaton of Fig. 3.9, the regular expres- slints fi'om Fig. 3.14 are: R = 0 + 1, S = 1(0 + 1)(0 + 1), T = 13, and U = 13. The expression U' cmi be replaced by e, i.e., eliminated in a concatenation; the justification is that �* = e, as we discussed above. Also, the expression SU*T is equivalent to 13, since T, one of the terms o' the concatenation, is 13. The generic expression (R + SU*T)'SU * thus simplifies in this case to R'S, or (0 + 1)'1(0 + 1)(0 + 1). In informal terms, the language of this expression is any string ending in 1, followed by two symbols that are each either 0 or 1. That language is one portion o[ the strings accepted by the automaton of Fig. 3.11: those strings whose third position from the end has a 1. Now, we must start again at Fig. 3.13 and eliminate state D instead of C. Since Z7 has no successors, an inspection of Fig. 3.7 etls us tha there will be no ct,anges to arcs, and the arc from C to D is eliminated, along with state D. The resulting two-state automaton is shown in Fig. 3.15.

3.2. FINITE AUTO3,.L4TA AND REGULAR EXPRESSIO:�S 101 Ordering the Elimination of States As we observed in Example 3.6, when a state is neither the sta.rt state nor an accepting sta.t.e, iC gets eliminated in at[ the derived aut. omaga. Thus, one of the advantages of the state-elimination process compared wil. h the mcdmni:al generation of regfiar expressions that. we described in Section 3.2.1 is that we can st. art by eliminating all the states t. ha.t are neither start nor accet)t&g, once and for all. We only have to begin duplicat,ng the reduction effort when we aeed ro diminm, e some accepting states. Evc there, we can combine some of the effort. For insta.nce, if tSwre are three acreprOng star. cs p, q, and r, we can eliminate p aId th�n branvh to oliminatc either q or r thus producing the automata. for accepting st, ates r and q, respective}y. We then start aga.in wit, h all three accept. ing st. ares and elhninate both q and r [o get the automaton for p. 0+1 Start = 1(0 + 1)  Figure 3.15: Two-stat. e automaton resulth'g from [[e elimiuation of D This antomaton is very mwh like that of Fig. 3.'14; only t, he label on the arc from the start state to the accepting state is diflkrent. Thus, we can apply the rule for two-state autontata and simplify the expression to get (0 + 1)1 (0 + 1). This expression represents t..he other type of string the a.ut, omaton accepts: those with a 1 in the second position from the end. All that remains is to sum t. he two expressions to get the expression ibr t. hc entire automa.ton of Fg. 3.11. This expression is (0 + 1)'1(0 + 1) + (0 + 1)'1(0 + 1)(0 + 1) 3.2.3 Converting Regular Expressions to Automata We shall now complete t, he plan of Fg. 3.1 by showing that evew language L that. is L(R) fir SOilre reg]xlar expression Y.. is also L(E) for some e-NFA E. The proof is a strnctnra.1 ndu:t. ion <m the expression R. \Ve st. art by showing how to construct automata for t, he |>asis expressions: single symbols, e, and 0. \Ve then show how to combine these antoma[a into larger arttamara t, haC accept the union, concatermtion. or closure of [e language accepted by smaller automata.

102 CHAPTER 3. REGULAR EXPRESSIO,'�$ AND LANGUAGES All of the automrta we construct are e-NFA's with a single accepting state. Theorem 3.7: Every lmgua.ge defined by a regular expression is also defined by a finite automaton. PROOF: Suppose L -- LIR ) for a regular expression R. We show that L = for some e-NFA .E with: I. Exactly one ex:cepting stetro. 2. No arcs into the initial state. 3. No arcs out of the accepting state. The proof is by structural induction on R, following the recurslye definitioa rcgulax expressions that we had in Section 3.1.2. (a) (b) (c) Figure 3.16: The basis of the construction of an automaton fi'om a regular expression BASIS: There are three parts to the basis, shown in Fig. 3.16. In part (a) we see how to handle the expression e. The language of the automaton is easily seen to be {e}, since the only path from the start state to an accepting state is labeled e. Part (b) shows the corstruction for . Clearly there are no patIts from start state to accepting state, so  is the language of this automaton. Fimfily, part (c) gives the automaton for a regular expression a. The language of this automaton evidently consists of the one string a, which is also L(a). It is easy to check that these automata all satisfy conditions (1), (2), and (3) of the inductive hypothesis.

3.2. FL�ITE AUTOMATA AND REGULAR EXPRESSIONS 103 (a) (b) (c) Figure 3.17: T'he inductive step in the regular-expression-to-e-NFA construction INDUCTION: The three parts of the induction are shown in Fig. 3.17. We assume that the statement of the theorem is true for the immediate subexpres- sions of a given regulm' expression; that is, the languages of these subexpressions are also the lauguages of e-NFA's with a single accepting state. The four cases are: 1. The expression is R + S for some smaller expressions R and $. Then the automaton of Fig. 3.17(a) serves. That is, starting at the new start state, we can go to the st. art state of either the automaton for R or t, he automa- ton for S. We then reach the accepting state of one of r. hese automata, following a path labeled by some string in L(R) or L(S), respectively. Once we reach the accepting stae of the automaton For R or S, we can follow one of the e-arcs to the accepting state of t, he new automaton.

104 CHAPTER 3. REGULAR EXPRESSIONS AND LANGUAGES Thus, the language of the mltomaton in Fig. 3.17(a) is L(R) tO L(S). 2. The expression is RS kit some sntaler expressions R and S. The automa- ton for the concatenation is shown in Fig. 3.17(b). Note that the start state of the first automaton becomes the start state of tile whole, and the accepting state of tile second automaton becomes tile accepting state of the whole. The idea is that the only paths from start to accepting state go first. through thc automaton for R, where it must follow a path labeled by a string in L(R), and then through the automaton for S, where it follows a path labeled by a string in L(S). Thus, the paths in the automaton of Fig. 3.17(b) are all and only those labeled by strings in L(R)L(S). 3. Tile expression is R ' for some smaller expression R. Then we use the automaton of Fig. 3.17(c). That automaton allows us to go either: (a) Directly frown the start state to the accepting state along a path labeled e. That path lets us accept e, which is in L(R') no matter what expression R is. (b) To the start state of the automaton for R, througi that mitomaton one or more times, and then to the accepting state. This set of paths a. llows us to accept strings in L(R), L(R)L(R), L(R)L(R)L(R), and so on, thlls covering all strings in L(R*) except perhaps e, which was covered by the direct arc to the accepting state mentioned in (3a). 4. The expression is (R) for some smaller expression R. The antoineton for R also serves as the automaton for (R), since the parentheses do not change the language defined by the expression. It is a simple observation that the constructed autonata satism, the three con- ditions given in tt,e inductive hypothesis -- one accepting state, with no arcs into the initial state or out of tile accepting state. [] Example 3.8: Let us convert tile regular expression (0 + 1)'1(0 + 1) to an e-NFA. Our first. step is t.o construct an automaton for 0 + 1. We use two aut, onata constructed ax:cording to Fig. 3.16(c), one with label 0 on the arc and one with label 1. These two automata are then combined using the union construction of Fig. 3. I7(a). The result is shown in Fig. 3.18(a). Next, we apply to Fig. 3.18(a) the star construction of Fig. 3.17(c). This autor,atou is shown in Fig. 3.18(b). The last two steps involve applying he concatenation construction of Fig. 3.17(b). First, we connect the automaton of Fig. 3. I8(b) to another automaton designed to accept only the string 1. This automaton is another application of the basis construction of Fig. 3.16(c) with label 1 on the arc. Note that we must create a new automaton to recognize 1; we must. not use the automaton for 1 that was part of Fig. 3.18(a). The third automaton in the concatenation is another automaton for 0 + 1. Again, we must create a copy of the automaton of Fig. 3.18(a); we must not use the same copy that became part of Fig. 3.18(b). The complete automaton is shown in

3,2. FINITE AUTOMATA AND REGULAR EXPRESSIONS 105 (a) (b) E 1 (c) Figure 3.18: Automata constructed for Exaanple 3.8

106 CHAPTER 3. REGULAR EXPRESSIONS AND LANGUAGES Fig. 3.18(c). Note that this eNFA, when e-transitions are removed, looks just like the much simpler automaton of Fig. 3.15 that also accepts the strings tt, at have a ] in their next-to-last position. l 3.2.4 Exercises for Section 3.2 Exercise 3.2.1: Here is a transition table for a DFA: --> q q2 ] q q'2 q3 q *q3 q3 q2 * a) * b) d) * e) Give all the regular expressions R!? ) Note: Think of state qi as if it were the state with integer number i. Give all the regular expressions Rij . ry o simplify the expressions as much as possible. Give all the regular expressions R- ). Try to simplify the expressions as mm ms possible. Give a regular expression for the language of the automa[on. Construct the transition diagram for the DFA and give a regular expres- sion for its lazguagc by eliminating state q. Exercise 3.2.2: Repeat Exercise 3.2.I for II 0 -- q � q. qo_ Note that solutions to parts (a), (b) and (e) the following DFA: q. qt are not available for this exercise. Exercise 3.2.3: Convert the following DFA state-elimina[ion technique of Section 3.2.2. [101  q p s r r q $ q r to a regular expression, using the Exercise 3.2.4: Convert the following regular expressions to NFA's with c- transitions.

3.2. FINITB AUTOMATA AND RBGULAR BXPRBSSIONS 107 * a) or. b) (0 + 1)0. c) 00(0 + 1)'. Exercise 3.2.$: Eliminate e-transitions from your e-NFA's of Exercise 3.2.4. A solution to part (a) appears in the book's Web pages. Exerelse 3.2.6: Let A = (Q, ,d, qo, {q/)) be an e-NFA sm:h that there are no transitions iato qo and no transitions out of qf. Describe the language accepted by each of the following modifications of A, in terms of L = L(A): * a) The atomaton constructed from A by adding an e-transition from q! to * b) The automaton constructed from .4 by adding an e-transition from q0 to every state reachable from q0 (along a path whose labels may include symbols of Z as well as c) The automaton constructed from A by adding an e-transition to q! from every state that can reach qf along some path. d) The automaton constructed from A by doing both (h) and (c). Exercise 3.2.7: There are sone simpIifications to the constructions of Thco- rem 3.7, where we converted a regular expression to an e-NFA. Here are three: 1. For the union operator, instead of creating new start and accepting states, merge the two start states into one state with all the traxasitions of both start states. Likewise, merge the two accepting states, having all transi- tions to either go to the merged state instead. 2. For the concatenation operator, merge the accepting state of the first automaton with the start state of the second. 3. For the closure operator, simply add e-transitions from the accepting state to tle start state and vice-versa. Each of these simplifications, by themselves, still y/eld a correct construction; that is, the resulting �-NFA for any regular expression accepts the language of the expression. Which subsets of changes (1), (2), and (3) may be made to the construction together, while still yielding a correct automaton for every regular expression? Exercise 3.2.8: Give an algorithm that takes a DFA A and computes number of strings of length n (for some given n, not related to the number of states of A) accepted by A. Your algorithm should be polynomial in both n and the number of states of A. Hiyt: Use the technique suggested by the construction of Theorem 3.4.

108 CHAPTER 3. REGULAR EXPRESSIONS AND LANGUAGES 3.3 Applications of Regular Expressions A regular expression that gives a "picture" of the pattern we want to recognize is the medium of choice for applications that search for patterns in text. The regular expressions are then compiled, behind the scenes, into deterministic or nondeterministic automata, which are then simulated to produce a program that recognizes patterns in text. In this section, we shall consider two impor- tant classes of rcgu]ar-exprcssiombascd applications: lexical analyzers and text search. 3.3.1 Regular Expressions in UNIX Before seeing the applications, we shall introduce the UNIX notation for ex- tended regular expressions. This notation gives us a number of additional ca- pabilitics. In fact, the UNIX extensions include certain features, especially the ability to name and refer to previous strings that have matched a pattern, that actually filow nom'cgular languages to be recognized. We shall not consider these features tiere; rather we shall only introduce the shorthands that allow complex regular expressions to be written succinctly. The first enhancement to the regularsexpression notation concerns the fact tha most real applications deal with the ASCII chu'acter set. Our examples have typically used a sinai1 alphabet, such as {0, 1). The existence of only two symbols allowed us to write succinct expressions like 0 + 1 for "aty character." Howevex, if there were 128 characters, say, the same expression would involve listing them ll: and would be highly inconvenient to write. Thus, UNIX reg ular expressions allow us to write character classes to represent large sets of characters as succinctly as possible. The rules for character classes are: � Tile symbol . (dot) stands for "any character." � The sequence [ata �. � a] stands for the regular expression ai +a+.--+at This notat, ion saves about half the characters, since we don't have to write the +-signs. For example, we could express the four characters used in C comparison operators by [<>= ! ]. Between the square braces we (:an put a range of the form x-y to mean all the c2axacters from x to y in the ASCII sequence. Since the digits have codes in order, as do the upper-case letters and the lower-case letters, we can express many of the classes of characters that we really care about with just a few keystrokes. For exampl% the digits can be expressed 0-9], the upper-cease letters can be expressed [A-Z], and the set of all letters and digits can be expressed [A-Za-z0-9]. If we want to include a minus sign among a list of characters, we can place it first or last, so it is not confilsed with its use to form a character range. For example, the set

3.3. APPLICATIONS OF REGULAR EXPRESSIONS 109 of digits, plus the dot, plus, and minus signs that are used to form signed decimal numbers may be expressed [-+.0-9]. Square brackets, or other characters that have special meanings in UNIX regular expressions can be represented as characters by preceding them wish a backslash (\). There are special notations for several of the most cramnon classes of characters. For instance: a) [: digit: ] is the set of ten digits, the same as [0-9] .a b) [:alpha:] stands for any alphabetic character., as does [,-ga-z]. c) [:alnum:] stands for the digits and letters (alphabetic trod numeric characters), as does [/-Za-z0-9]. In addition, there are several operators that re used in UNIX regular ex- pressions that we have not encountered previously. None o' these operators extend what languages can be expressed, but they sometimes make it easier to express what we want, 1. The operator I is used in place of + to denote union. 2. The operator ? metals "zero or one of." Thus, R? in UNIX is the stone as e + R in this book's regular-expression notation. 3. The operator + means "one or more of." Thus, R+ in UNIX is shorthand for RR" in our notation. 4. The operator {n} means "n copies of." Thus, R{5} in UNIX is shorthand for RRRRR. Note that UNIX regular expressions allow parentheses to group subexpressions, just as for the regular expressions described in Section 3.1.2, and the same operator precedence is used (with ?. + and {n} treated like � as far as precedence is concerned). The star operator * is used in UNIX (without being a superscript, of course) with the same meaning as we have used. 3.3.2 Lexical Analysis One of the oldes applications of regular expressions was in speci�ying the com- ponent of a compiler called a "lexical analyzer." This component scans the source program and recognizes all tokens, those substrings of consecutive char- acters that belong together logically. Keywords and identifiers are common examples of tokens, but there are many others. SThe iraration [:digit : has the 'advantage that should some code uther than ASCII be used, including a code where the digits did not have consecutive codes, [:digi :] would still represent [0234S6759], while [0-9] would represent whatever che;racters had codes between the codes for 0 and 9, inclusive,

110 CttAPTER 3. REGULAR EXPRESSIONS AND LANGUAGES The Complete Story for UNIX Regular Expressions The reader who wants to get the complete list of operators and short- hands available in the UNIX regular-xpression notation can find them in the manual pages for x-arious commands. There are some differences among the various versions of UNIX, but a command like man grip will get you the notation used for the grep command, which is fundamental. "Grep" stands for "Global (search for) Regular Expression and Print," incidentally. The UNIX command lex and its GNU version flex, accept as input a list of regular expressions, in the UNIX sty]e, each followed by a bracketed section of code that indicates what the lexical analyzer is to do when it finds an instemce of that token. Such a facility is called a lexical-analyzer generator, because it takes as input a high-level description of a lexical analyzer and produces from it a function that is a working lexical analyzer. Commands such as lex and flex have been found extremely useful because the regular-expression notation is exactly as powerful as we need to describe tokens. These commands are able to use the regular-expression-to-DFA con- version process to generate an efficient function that breaks source programs into tokens. They make the implementation of a lexical analyzer an afternoon's work, while before the development of these regular-expression-based tools, the hand-generation of the lexical azm.lyzer could take months. Fm'ther, if we need to modify the lexical analyzer for any reason, it is often a simple matter to change a regular expression or two, instead of having to go into mysterious code to fix a bug. Example 3.9: In Fig. 3.19 is an example of partial input to the lax command, describing some of the tokens that are found in the language C. The first line handles the keyword else and the action is to return a symbolic constant (ELSE in this exmnple) to the parser for further processing. The second line contains a regular expression describing identifiers: a letter followed by zero or more letters re:d/or digits. The action is first to enter that identifier in the symbol table if not already there; lex isolates the token found in a buffer, so this piece f code knows exactly what identifier was found. Finally, the lexical analyzer returns the symbolic constant ID, which has been chosen in this example to represent identifiers. The third entry in Fig. 3.19 is for the sign >--, a two-character operator. The last example we show is for the sign =, a one-character operator. There would in practice appear expressions describing each of the keywords, each of the signs and punctuation symbols like commas and parentheses, and families of constants such as numbers and strings. Many of these are very simple, just a sequence of one or more specific characters. However, some have more

3.3. APPLICATIONS OF RGULAR EXPRESSIONS else [A-Za-z] [A-Za-zO-9] * {return(ELSE);) {code to enter the found identifier in the symbol table; return(ID); } {return(GE);} {return(EQ);} Figure 3.19: A sample of lex input of the flavor of identifiers, requiring the full power of the regular-expression notation to describe. The integers, floating-point numbers, character strings, and comments are other examples of sets of strings that profit from the regular- expression capabilities of commands like lex. [] The conversion of a collection of expressions, such as those suggested in Fig. 3.19, to an automaton proceeds approximately as we have described for- really in the preceding sections. We start by building an automaton for the union of all the expressions. This automaton in principle tells us only that some token has been recognized. However, if we follow the construction of The- orem 3.7 for the union of expressions, the e-NFA state tells us exactly which token has been recogaaized. The only problem is that more than one token may be recognized at once; for instance, the string else matches not only the regular expression else but also the expression for identifiers. The standard resolution is for the lexical- analyzer generator to give priority to the first expression listed. Thus, if we want keywords like else to be reserved (not usable as identifiers), we simply list them ahead of the expression for identifiers. 3.3.3 Finding Patterns in Text In Se{:tion 2.4.1 we introduced the notion that automata could be used to search efficie,ltly for a set of words in a large repository such  the Web. While the tools and technology for doing so are not so well developed as that for lexical analyzers, the regular-expression uotation is valuable for describing searches for interesting patterns. As for lexical analyzers, the capability to go from the natural, descriptive regular-expression notation to an efficient (automaton- based) implementation oifers substantial intellectual leverage.

112 CHAPTER 3. REGULAR EXPRESSIONS AND LANGUAGES The gcncral problem for which rcgular-expression technology has been found useful is the description of a vaguely defined class of patterns in text, The vagueness of the description virtually guarantees that we shall not describe the pattern correctly at first -- perhaps we can never get exactly the right description. By using regular-cxpression notation, it becomes easy to describe the patterns at a high level, with little effort, and to modify thc description quickly when things go wrong. A "compiler" for regular expressions is useful to turn the expressions we write into cxccntable code. Let us explore an extended example of the sort of problem that arises in may Web applications. Suppose that we want to scan a very large number of Web pages and detect addresses. We might simply want t,o create a mailing list. Or, perhaps we are trying to classify businesses by their location so that we can answer queries like "find me a restaurant wittfin 10 minutes drive of where I am now." We shall focus on recognizing street addresses in particular. What is a street address? We'll have to figure that out, mid if, while testing the software, we find we miss some cases, we'll have to modify the expressions t.o capture what we were nissing. To begin, a street address ,..ill probably end in "Street" or its abbreviation, "St.;' However, some people live on "Avenues" or "Roads," and these might be abbreviated in the address as well. Thus, we might, nee as the ending for our regallar empression something like: SreetlSt\.lAvenuelAve\.lRoadlRd\, In the abow: expression, we have used UNIX-style notation, zqth the vcrtical bar, rather than +, as the union opcrator. Note also that the dots are escaped with a preceding backslash, sincc dot has the special meaning of "any character" iu UNIX expressions, and in this case we really want only the period or "dot" character to end the three abbreviations. The designation such as Street must be preceded by the name of the street. Usmfily, the name is a capital letter followed by some lowerscase letters. We can describe this pattern by the UNIX cxpression [A-Z] [a-z]*. However, some streets have a name consisting of more than one word, such as Phodc Island Avenue in Washington DC. Thus, after discovering that we were missing addresses of this form, we could revise our description of street names to be ' [A-Z] Ca-z]*( [A-Z] [a-z]*)*' The expression above starts with a group consisting of a capital and zero or more lower-case letters. There follow zero or more groups consisting of a blank, another capital letter, and zero or more lower-case letters. The blank is an ordinary character in UNIX expressions, but to avoid having the above expression look like two expressions separated by a blank in a UNIX command line, we are required to place quotation marks around the whole expression. The quotes are not part of the expression itself.

3.3. APPLICATIONS OF REGULAR EXPRESSIONS 113 Now, we need to include the house number as part of the address. Most house numbers are a string of digits. However, some wiIt have a Iet, ter follow- ing, as in "123A Main St,." Thus, the expression we use for numbers has an optional capital letter following: [0-9] + [A-Z] ?. Notice that, we use the UNIX + operator for "one or more" digits and the ? operator for "zero or one" capital letter. The entire expression we have developed for street addresses is: ' [0-9]+[A-z]? f/t-z] [a-z]*( [A-Z] [a-z]*)* (Street ISt\. ] Avemm I Ave\. [RoadlRd\. ) ' If we work with this expression, we shall do fairly well. eventually discover that we are missing: However, we shall 1. Streets that are called something other tha a street, ave,me, or road. For example, we shall miss "Boulevard," "Place," "Way," and tt,eir abbrevi- ations. 2. Street names that are numbers, or partially numbers, like "42nd Street." 3. Post-Of[ice boxes and rural-delivery routes. 4. Street names that don't end in aythhg like "Street." An example is E1 Camino Real hi Silicon Valley. Being Spanish for "the roy road," saying "El Camino Real Road" would be redundant, so one has to dea with complete addresses like "2000 E1 Camino Real." 5. All sorts of strange things we can't even irnagine. Can )u? Thus, having a regalar-expression compiler can make the process of slow con- vergenee [o the complete recognizer for addresses mtldX easier than if we had to recode every change directly in a conventional programming lauguage. 3.3.4 Exercises for Section 3.3 Exercise 3.3.1: Give a regular expression to describe phone numbers in all the various forms you can think of. Consider international numbers as well as the fact that different countries have different numbers of digits in area codes and in local phone numbers. Exercise 3.3.2: Give a regular expression to represent salaries as they might appear in employment advertising. Consider that salaries might be given on a per hour, week, month, or year basis. They may or may not appear with a dollar sign, or other unit s, ch as "K" follov,4ng. There may be a word or words nearby that identify a salary. Suggestion: look at classified ads in a newspaper, or on-line jobs listings to get an idea of what patterns might be usefill. Exercise 3.3.3: At the end of Section 3.3.3 we gave some exmnples of improve- ments that could be possible for the regular expression that describes addresses. Modi  the expression developed there to include all the mentioned options.

114 CHAPTER 3. REGULAR EXPRESSIONS AND LANGUAGES 3.4 Algebraic Laws for Regular Expressions In ExamiDle 3.5, we saw the need for simplifying regular expressions, in order to keep the size of expressions manageabIe. There, we gave some ad-hoc arguments wty one expression could he replaced by another. Ill all c,tses, the basic issue wins that the two expressions were equivalent, in the sense t, hat they (leftned the smm languages. In this section, we shall offer a collection of algebraic laws t.tat bring to a higher level the issue of when two regular expressions are equivalent. Insteut of examining specific regular expressions. we shall consider pairs of regular expressions with variables as argunua,ts. Two expressions with variables are equivalent if whatever languages we substitute for the vari;fi)les, the results el the two expressions are the satme language. An exmaple of this process in the algebra of arithmetic is as follows. It is one matter to say tl,at 1+2 = 2+1. That is a.n example of(he commute(ire law of addition, md it is easy to check by applying the addition operator on both skies and gettiug 3 = 3. However, the commutetire law of addition says more; it says that. x + y = y + x, where x ;red y are variablcs that can be replaced by any two numbers. That is, no matter what two numbers we add, we get the same result regm'dless of the order in which we sum them. Like arithmetic exprcssions, the regular expressions have a number of laws that work for them. Mmly of these are sinilax to the laws for arithmetic, if we think of union as addition and concatenation as multiplication. However, there are a few places where the analogy breaks down, and there are also some laws that apply to regular expr{.;ssions but have no analog for arithmetic, especially when t, he closure operator is involved. The next sections form a catalog of the major laws. A' conclude with a discussion of how one can check whether a proposed law for regular expressions is indeed a law; i.e., it will hold for any langaages that we may substitute for the variables. 3.4.1 Associativity and Commutativity Commutativitj is the property of an operator that says we can switch the order of its operands and get the same restilt. An example for arithmetic was given above: x + y = y + x. Associativity is the properW of an operator that allows us to rcgroup the operands when the operator is aiDplied twice. For example, the associative law of multiplication is (x x y) x z = x x (y x z). Hcrc are three laws of these types that hold for regular expressions: L + M = M + L. This law, the commutetire law for union, says that we may take the union of two languages in either order. (L + ill) + N = L + (M + N). This law, the associative law for union, says that we may take the union of three langatages either by taking the union of the first two initially, or taking the nnion of the last two initially. Note that, together with the commutative law for union, we conclude that we can take the union of any collection of langnages with any order

3.4. ALGEBRAIC LAWS FOR REGULAR EXPRESSIONS 115 and grouping, and the result will be the same. Intuitively, a string is in L t2 L k). � � t2 Lk if and onIy if it is in one or Inore of the Li's. (LM)N -- L(MN). This law, the associative law for concatenation, says that we can concatenate three languages by concatenating either the first two or the last two initially. Missing from this list is the :'law" LM: ML, which wouId say that con- catenation is commutative. However, this law is false. Example 3.10: Consider the regular expressions 01 and 10. These expres- sions denote the languages {01} and {10}, respectively. Since the languages are different the general law LM = ML cannot hold. If it did, we could substitute the regular expression 0 for L ad i for M and conclude fedsely that 0I = 10. 3.4.2 Identities and Annihilators An idetity for an operator is a value such that when the operator is applied to the identity asd some other value, the result is the other value. For instastee, 0 is the identity for addition, since 0 + x = x + 0 = x, and 1 is the identity for multiplication, since 1 x x = x x i --- x. An annihilator for an operator is a value such that when the operator is applied to the annihilator and some other value, the result is the annihilator. For instance, 0 is an asmihilator for multiplication, since 0 x x = x x 0 = 0. There is no annihilator for addition. There are three laws for regxtlar expressions involving these conceptsi we list them below. * 0 q- L = L + 0 -- L. T'his law asserts that 13 is the identity for ration. � eL = Le = L. This law asserts that e is the identity for concatenation. � eL --- L� = O. This law asserts that 0 is the annihilator for concatenation. These laws are powerful tools in simplifications. For exarnple, if we have a union of several expressions, some of which are, or have been simplified to 13, then the 0's can be dropped from the union. Likewise, if we have a concatenation of several expressions, some of which are, or have been simplified to e, we can drop the e's from the concatenation. Finally, if we have a concatenation of any number of expressions, and even one of them is 0, then the entire concatenation can be replaced by 13. 3.4.3 Distributive Laws A distributive law involves two operators, and asserts that one operator can be pushed down to be applied to each argument of the other operator individually. The most common example from arithmetic is the distributive law of multipli- cation over addition, that is, x x (y + z) = x x y + x x z. Since multiplication is

116 CttAPTER 3. REGULAR EXPRiSSIONS AND LANGUAGES cmnmutative, it doesn't matter whether the multiplication is on the left or right of the sum. However, there is an analogous law for regular expressions, that. we must state in two forms, since concatenation is not commutative. These laws are: L( M + N) = LM + LN. This law, is the left distributive law of concate- nation over union. (M + N)L = ML + NL. This law, is tile right distributive law o! con- catenation over union. Let us prove the left distributive law; the other is proved similarly. The proof will refer to languages only; it does not depend on the languages having regular expressions. Theorem 11.11: If L, M, mid N are any languages, then L(M 0 N) = LM U LN PROOF: The proof is similar to another proof about a distributive law that we saw in Tlmorem 1.10. We need first to show that a string w is in L(M O N) if and only if it is in LM U LN. (Only if) If w is in L(M tJ N), then w = xy, where x is in L and y is in either M or N. If y is in M, then xy is in LM, and therefore in LM t_J LN. Likewise, if y is in N, then xy is in LN and therefore in LM O LB:. (I[) Suppose w is in LM o LN. Then w is in either LM or in LN. Suppose first that w is in LM. Then w = xy, where x is in L and y is in M. As y is in M, it is also in M U N. Titus, xy is in L(M J N). If w is not, in LM, then it is surely in LN, and a sinfilar argument shows it is in L(M O N). [] Example 3.12: Consider the regular expression 0+01'. We carl "factor out a 0" from the union, but first we have to recognize that the expression 0 by itself is actually the concatenation of 0 with something, namely e. That is, xve use the identity law for concatenation to replace 0 by 0e, giving us the expression 0e + 01 . Now, we can apply the left distributive law to replace this expression by 0(e + 1'). If we further recognize that � is in L(i*), then we observe that e + 1' = 1', and can simpIify to 01'. El 3.4.4 The Idempotent Law An operator is said to be idempotent if the result of applying it to two of the same values as arguments is that x-alue. The common arithmetic operators are not idempotent; x + x  x in general and x x x  x in general (although there are sorae values of x for which the equality holds, such as 0 + 0 = 0). However, ration and intersection are common examples of idempotent operators. Thus, for regular expressions, we may assert the fol]owing law:

3.4. ALGEBRAIC LAI FOR REGU-LAR EXPRESSIONS 117 � L + L = L. This law, the idempotence law for union, states that if we take the union of two identical expressions, we can replace them by one copy of the expression. 3.4.5 Laws Involving Closures There arc a number of laws involving the closure operators and its UNIX-style variants + ald ?. We shall list them here, and give some explanation for why they arc true. � (L*)* = L*. This law says that closing an expression that is already closed does not change e language. The language of (L*)* is all strings created by concatenating strings in the language of L*. But those strings arc thclnscIvcs composed of strings from L. Thus, the string in (L*)* is so a concatenation of strings from L and is therefore in the language of L*. � J* = e. The closure of  contains only the string e, as we discussed in Example 3.6. � e* -- e. It is esy to check that the only string that can be formed by concatenating any nmnber of copies of the empty string is the empty string itself. � L + -- LL  -- L*L. Recall that L + is defined to be L + LL + LLL + .... Also, L* = � + L + LL + LLL + .... Thus, LL* = Le + LL + LLL + LLLL + ... When wc remember that Le = L, we see that the kn_nite expansions for LL* and for L + are the same. That, proves L + = LL . The proof that L + = L*L is similar. 4 � L* = L + + e. Tim proof is easy, since the expansion of L + includes every term in the expansion of.L* except e. Note that if the language L contains the string e, then the addi;iona[ "+e': term is not needed; that is, L + = L* in this special case. � L? ---- e + L. This rule is really the definition of the ? operator. 3.4.6 Discovering Laws for Regular Expressions Each of the laws above was proved, formally or informally. However, there is an infinite variety of laws about regular expressions that might be proposed. Is there a general methodology that will make our proofs of the correct laws 4Notice that, as a consequence, any language L commutes (under concatenation) wit, h its own closure; LL' -- L'L. That rule does not contradict ;he fact [hat, in general, conearena- ;ion is not commuative.

118 CHAPTBR 3. RBGULAR EXPRESSIONS AND LANGUAGES easy? It turns out that the truth of a law reduces [o a question of the equality of two specific languages. Interestingly, the technique is closely tied to the regular-expression operators, and cannot be extended to expressions involving some other operators, such as intersection. TO see how this test works, let tlS consider a proposed law, such as (L + ;'v/)* = This law says that if we have any two languages L and 3i, and we close their union, we get the same language as if we take the language L*M', that is, all strings composed of zero er more choices from L followed by zero or more choices from M, and close that language. To prove this law. suppose first that string w is in the language of (L+M)'.  Then we can write w -- w w: - � � w for some k, where each w is in either L or M. It follows that each wi is in the lagua. ge of LM *. 'To see why, if w is in L, pick one string, wi, frown L; this string is also in L*. Pick no strings from M; that is, pick e from M . If w is in M, the azment is similar. Once every w is seen to be in L*M , it follows that w is in the closure of this language. To complete tile proof, we also have to prove the converse: that strings in (L*3.I*)* are also iu (L + M)*. We omit this part of the proof, since our objective is not to prove the law-, but to notice the following important property of regular expressions. Any regular expression with variables can be thought of as a concrete regular expression, one that has no variables, by thinking of each variable as if it were a distinct symbol. For example, the expression (L +M)* can have variables L and M replaced by synbols a and b, respectively, giving us the regular expression (a + The language of the concrete expression guides us regarding the form of strings in any language that is fortned from the original expression when we replace the variables by lmkguages. Thus, in our mmlysis of (L + M) , we observed that my string w composed of a sequence of choices from either L or M, would be in the language of (L + M)'. We cmt arrive a.t that conclusion by looking at the language of the concrete expression, L((a + b)*), which is evidently the set of all strings of a's md b's. We could substitute art), strkng in L for any occurrence of a in one of those strings, and we could substitute axty string in/.1 for any occurrence of b, with possibly different choices of strings for different occurrences of a or b. Those substitutions, applied to all [he strings in (a + b) ', gives us all strings formed by concatenating strings from L and/or M, in any order. The abrve statement may seem obvious, but as is pointed out in the box on Extensions of the Test Beyond Regular Expressions May Fail," it is not even true when some other operators are added to the three regular-expression operators. We prove the general principle for regular expressions in the next theorem. � For simplicity, we sh]l identify she regular expressioas and heir languages, and avoid saying "the language of" in front. of every regular expression.

3.4. ALGEBRAIC LAWS FOR REGULAR EXPRESSIONS 119 Theorem 3.13: Let E be a regular expression with variables L,L, .... Lm. Form concrete regular expression C by replacing each occurrence of Li by the symbol a, for i = 1, 2,..., m. Then for any languages L, L2,..., Lm, every' string w in L(E) can be written w = ww...wk, where each wi is in one of the languages, say, Lj, and the string aj, aj...aj is in the language L(C). Less formally, we can construct L(E) by starting with each string in L(C), say ajaj...aj, and substituting for each of the aj,'s any string from the corresponding language Lj. PROOF: The proof is a structural induction on the expression E. BASIS: The basis cases are where E is e, , or a variable L. In the first two cases, there is nothing to prove, since the concrete expression C is the same as E. If E is a variable L, then L(E) where a is the symbol corresponding to L. Thus, L(C) -- {a}. l we substitute any string in L for the symbol a in this one string, we get the lemguage L which is also L(E). INDUCTION: There are three cases, depending on the final operator of E. First: suppose that E -- F + G; i.e., a union is the final operator. Let C and D be the concrete expressions formed from F and G, respectively, by substituting concrete symbols for the language-variables in thesc expressions. Note that the same symbol must be substituted fro' all occurrences of the same variable, in both F and G. Then the concrete expression that ve get from E is C + D, and r.(C + ) -- �(C) + �(D). Suppose that w is a string in L(E), when the langa.ge variables uf E axe replaced by specific languages. Then w is in either L(F) or L(C). By the inductive hypothesis, w is obtained by starting with a concrete string in L(C) or L(D), respectively and substituting for the symbols strings in the corresponding languages. Thus, in either case, the string w can be constructed by starting with a concrete string in L(U + D), and making the sazne substitutions of strings for symbols. We must also consider the cases where E is FG or F*. However, the ar- guments are similar to the union case above, and we leave thmn fer you to complete. 3.4.7 The Test for a Regular-Expression Algebraic Law Now, we can state a.nd prove the test for w}ether or not a lav (ff regular expressious is true. The test for whether E = F is true, where E and F are two regular expressions with the same set of variables, is: Convert E and F to concrete regular expressions C and D, respectively, by replacing each variable by a coucrete symbol. 2. Test whether L(C) = L(D). If so, then E = F is a true law, and if not, then the "law" is false. Note that we shall not sec the test for whether two

120 CHAPTER 3. REGULAR EXPRESSIONS AND LANGUAGES regular expressions denote the same language. until Section 4.4. However, we can use ad-hoc means to decide the eqnatity of the pairs of languages that we actually care about. Recall that if the lmguages are not the same, than it is sufficient to provide one counterexample: a single string that is in one language but not, the other. Theorem 3.14: The above t, est correctly identifies tile true laws for regular expressions. PROOF: We shall show that L(E) --- L(F) for any languages in place of the variables of E and F if and only if L(C) ---- L(D). (Only-if) Suppose L(E) = L(F) for all choices of languages for tile variables. In particular, choose for every variable L he concrete symbol a that replaces L in expressions C and D. Then for this choice, L(C) = L(E), and L(D) = L(F). Since L(E) = L(F) is given, it follows that L(C) = L(D). (If) Suppose L(C) = L(D). By Theorem 3. I3, L(E) and L(F) are each constructed by replacing the concrete symbols of strings in L(C) and L(D), respectively, by strings in the languages that correspond to those symbols. If the strings of L(U) and L(D) are tile same, then tile two languages constructed in this manner will also be the same; that is, L(E) = L(F). [] Example 3.1: Consider the prospective law (L + M)* = (LM') '. If we replace variables L and M hy concrete symbols a and b respectively, we get the regular expressions (a + b)* and (a'b*)*. It is easy to check that both these expressions denote the lmguage with all strings of a's and b's. Thus, the two concrete expressions denote the same language, aml the law holds. For cutother example of a law, consider L* = L'L'. The concrete languages are a* aad a'a', respective[y, and each of these is the set of all strings of a's. Again, the law is found to hold; that is, concatenation of a closed language with itself yields that language. Finally, consider the prospective law L + M'L = (L + M)L. If we choose symbols a and b for variables L and M, respectivcly, we have the two concrete regular expressions a + ba and (a + b)a. However, the languages of these expressions are not the same. For example, the string aa is in the second, but not the first. Thus, the prospective law is false. rn 3.4.8 Exercises for Section 3.4 Exercise 3,4.1: Verify the following identities involving regular expressions. *a) R+S=S+R. b) (R+S)+T=R+($+T). e) (S)T =


3.4. ALGEBRAIC LAWS FOR REGULAR EXPRESSIONS 121 Extensions of the Test Beyond Regular Expressions May Fail Let us consider a extended regular-expression algebra that includes the intersection operator. Interestingly, adding A to the three regular- expression operators does not increase the set of languages we can scribe. as we shall see in Theorem 4.8. However, i does make the test for algebraic laws invalid. Consider the "law" L (q M f-I N = L V M; that is, the intersectim of any three languages is the same as the intersection of the first. two of these languages. This "law" is patently false. For example, let L -- M -- and N = 0. But the test based on com:rctizing the variables would fail to see the difference. That is, if we replaced L, AI, and N by the symbols b, and c, respectively, we would est whether (a) v {b  (c} -- {a)  Since both sides are thc empty set, the equality el languages holds and the test would imply that the "law"is trne. d) R(S + T) = RS + RT. e) (R + S)T = aT + ST. * f) (m)-: g) ( + n)' = n'. h) (R'S')* = (R + S)*. Exercise 3.4.2: Prove or disprove ead of the following stat. cnmnts about regular expressions. * a) (R+SF = R' b) (RS + R)'R = R{SR + R)*. * c) (RS + R)*RS = (RR'S)'. d) (R + S)*S = (R'S)'. e) $(R$ + S)*R = RR*$(RR'S)' Exercise 3.4.3: In Examplc 3.6, we developed the regu]ar expression (0 + 1)"1(0 + 1) + (0 + I)"1(0 + 1)(0+ 1) Use the distributive laws to develop two different, simpler, equivalent expres- sions.

122 CHAPTER 3. REGULAR EXPRESSIONS AND LANGUAGtS Exercise 3.4.4: At the beginning of Section 3.4.6, we gave part of a proof that (L'M*)* = (L+ M)*. Complete the proof by showing that strings in are also in (L + Exercise 3.4.5: Complete the proof of Theorem 3.13 by handling the cases where regular expression E is of the form FG or of the form F*. 3.5 Summary of Chapter 3 Regular Expressions: This algebraic notation describes exactly the same languages as finite automata: the regular languages. The regular-ex- pression operators are union, concatenation (or "dot"), and closure (or "star"). Regular Expressions in Practice: Systems such  UNIX and various of its commands risc an extended regular-expression language that provides shorthands for many common expressions. Ctaracter classes allow the easy expression of sets of symbols, while operators such as one-or-more-of and at-most-one-of augmcnt the usual regular-expression operators. Equivalence of Regular Expressions and Finite Automata: We can con- vert a DFA to a regular expression by an inductive construction in which expressions for the labels of paths allowed to pass through increasingly larger sets of states are constructed. Alternatively, we can use a state- elimination procedure to build the regutar expression for a DFA. In the other direction, we can construct recursively an e-NFA from regular ex- pressions, and then convert thc e-NFA to a DFA, if we wish. The Algebra of Regular Expressions: Regular expressions obey many of the algebraic laws of arithmetic, although there are differences. Union and concatenation oze associative, but only union is commutative. Con- catenation distributes over union. Union is idempotcnt. Testing Al.qebraic Identities: We can tell whether a regular-expression equivalence involving variables as arguments is true by replacing the vari- ables by distinct constants and testing whether the resulting languages are the same. 3.6 References for Chapter 3 The idea of regular expressions and the proof of their equivalence to finite automata is the work of S.C. Klecne [3]. However, the construction of an e- NFA from a regular expression, as presented here, is the "McNaughton-Yamada construction," from [4]. The test for regular-expression identities by treating variables as constants was written down by J. Gischer [2]. Although thought to

3.6. REFERENCES FOR CHAPTER 3 123 be folklore, this report demonstrated how adding several other operations such as intersection or shuffle (See Exercise 7.3.4) makes the test fail, even though they do not extend the class of languages representable. Even before developing UNIX, K. Thompson was investigating the use of regular expressions in commaxtds such as grep, and his algorithm for processing such commands appears in [5]. The early development of UNIX produced sev- eral other commands that make heavy use of the extended regular-expression notation, such as M. Lcsk's lex command. A description of this command and other regular-expression techniques can be found in [1]. 1. A.V. Aho, R. Sethi, and J. D. Ullman, Compilers: Principles, Techniques, and Tools, Addison-Wesley, Reading MA, 1986. 2. J. L. Gischer, STAN-CS-TR-84-1033 (1984). S.C. Kteene, "Representation of events in nerve nets and finite automata," In C. E. Shinmen and J. McCa'thy, Automata Studies, Princeton Univ. Press, 1956, pp. 3-42. R. McNaughton and H. Yamads, "Regular expressions and state graphs for automata," IEEE Trans. Electronic Computers 9:1 (Jan., 1960), pp. 39-47. 5. K. Thompson "Rebqfiar expression search algorithm," Comm. ACM 11:6 (June, 1968), pp. 419-422.

Chapter 4 Properties of Regular Languages The chapter explores the properties of regular lan�uages. Our first tool for this exploration is a way to prove that certain la�uages are not regular. This theorem, called the "pmnping lemma," is int. roduccd in Section 4.1. One lmportat kind of fact about the regulm' languages is called a "closure property." These properties let us build recognizers for lan�uages that are constructed from other languages by certain operations. As an example, the intersea. ion of two regular lan�uages is also regalar. Thus, given automata that recognize two different regular languages, we can construct mechanically an automaton that recognizes exactly the intersection of these two languages. Since the automaton for the intersection may have mmy more states than either of the two given automata, this "closure property" can be a useful tool for building complex automata. Section 2.1 used this construction in an essential way. Some other important facts about regular languages are called "decision properties." Our study eft these properties gives us algorithms for answering important questions about automata. A central example is an algorithm for decidil,g whether two automata define the same language. A consequence of our ability to decide this question is that we can "minimize" automata, that is, find an equivalent to a given automaton that has as few states a.s possible. This problem has been important in the desigx of switching circuirs for decades, since the cost of the circui[ (area of a chip that the circuit occupies) tends to decrease as the nurnber of states of the au[omaton implemented by the circuit decreases. 125

126 CHAPTER 4. PROPERTIES OF REGULAR LANGUAGES 4.1 Proving Languages not to be Regular We have established that the class of languages kuown as the regular languages has at least four different descriptions. They are the languages accepted by DFA's, by NFA's, and by e-NFA's; they are also the languages defined by regular expressions. Not every language is a regular language. Iu this section, we shall introduce a powerful technique, known as the "pumping Iemma," for showing certain languages not to be regular. We then give several examples of nouregular languages. In Section 4.2 we sitall see how the pumping lemma can be used in tandem with closure properties of the regular languages to prove other languages not to be regular. 4.1.1 The Pumping Lemma for Regular Languages Let. us consider the langnage Lm = {0n" I n _> 1}. This language contains fil strings 01, 0011, 000111, and so on, that consist of one or more O's followed 1)y an equal number of 1's. We claim that Lm is not a regular language. The intuitive argument is that if Lo were regular, then Lo would be dm la.nguage of some DFA A. This automaton has some particular number of states, say k states. Imagbe t}fis automaton receiving k O's ms inpnt. It is in some state after consuming each of Ore k + 1 prefixes of the input: e, 0,00,..., 0 '. Since there are only k differcut states, the pigeonhole principle tells us that after reading two different prefixes, say 0 i and 0J, A must be in the same state, say state q. However, suppose instead that after reading i or j O's, the automaton A starts receiviug 1's as input. After receiving i 1's, it must accept if it previously received i O's, but not if it received j O's. Si,me it was in state q when the l's started, it c,mnot "remember" whether it received i or j O's, so we can "fool" A aztd make it do the wrong thing -. accept if it should not, or fail to accept when it should. The above argument is informal, but can be made precise. However, the same coheir, sion, that the langerage L0 is not, regular, can be reached rising a general result, as follows. Theorem 4.1: (The pumping letomar or regular languages) Let L be a regular language. Then there exists a constant n (which depends on L) such that for every string w in L such that Iwl _> , .e an break w into three strings, w -- xyz, such t. hat: 3. For all k _> 0, the string xyz is also in L. That is, we can always find a nonempt, y string y not too far from the beginning of w tha can be "pumped"; that is, repeating y any number of times, or deleting it (the cease k = 0), keeps the resulting string in the lanbmage L.

4.1. PROVIxYG LANGUAGES NO2' TO BE REGULAR 127 PROOF: Suppose L is regular. Then L = L(A) for some DFA A. Suppose A has n states. Now, consider a,ly string w of leugth n or more, say-w = aa.2.. where r't n and each ai is an input symbol. For i = 0.1 .... , n define state Pi to be 5(qo, ala2'" ai), where 6 is t. het. ransition function of .4, and qo is the start sta. to of.4. That is, ], is the st.to A is in after reading the first i symbols of w. '.Note that  = By the pigeonhole principle, it is not possible for the n + 1 different pi's for i = 0, 1 .... , u to be distinct, since there arc only n different states� Thus, we c find two different int. ogers i and j, with 0 g i < j 5 n, sm'h that Pi Now, we Call break w = xyz as follows: 1. 3; m (/,lf/.2 2. 1] -- (li-lai-2 -' That is, x takes ns t{} p once; y takes us from p back to pi. (since p. is also and z is the balance of w. The relationships among the strings and states are suest. ed by Fig. 4.1. Note tlmt x may hc empty, in the case that i = 0. Also, z mw he cmpW ff j = n = m. However, y can not be mnpW, since i is strictly less than j. X � 7_= Figure 4.1: Every string longer than tle number of states must calls(' a state m repeat Now, consider what happens if the alltOltlatoi A receives the. int)ut :r,y'z for any k  fl. If k = (), then the automaton goes om the s[a.rt state qo (which is also p0) t.o pi o1 input . Since pi is also R, it must he that A goes from pi to the accepting state shown in Fig. 4. I on input z. Thus, A accepts xz. If k > 0, then A goes from q0 to pi on input x, circles fi'mn p to pi k times on inImt y, and then g(ms to the accepting state on input z. Thus, fi,r any k  O, xy&'z is also acc(,pted by A; titat is, xyz is iti L.  4.1.2 Applications of the Pumping Lemma Let us see some examples of how the pumping/enm'm is used. lu each :ase. we shall propose a. hmguage and use tim pumping lemma to prnve that the language is not regnb,.r.

128 CHAPTER 4. PROPERTIES OF REGULAR LANGUAGES The Pumping Lemma as an Adversarial Game Recall our discussion from Section 1.2.3 where we pointed out that a theo- rem whose statement involves several 'lternations of "for-all:' and "there- exists" quautifiers can be thought of as a game between two players. The pumping lemma is an important exasnple of this type of theorem, since it in effect involves four different quartriflers: "for all regular languages L there exists n such that for all w in L with [w[ _ n there exists xyz equal to w such that .-. 2' We can see the application of the pumping lemma as a game, in which: 1. Player 1 picks the language L to be proved nonregular. 2. Player 2 picks n, but doesn't reveal to player 1 what n is; player 1 must devise a play fi)r all possible n's. 3. Player 1 picks w, whid may depend on n and which must be of length at least n. 4. Player 2 divides w into x, y, and z, obeying he constraints that are stipulated in the pmnping lemma; y  e. and [xy[ _( n. Again, player 2 does not have to tell player I what x, y, and z are, although they must obey the co,straints. 5. Player I "wins" by picking k, which mv be a function of n: x, y. and z, such that xy'z is not in L. Example 4.2: Let us show that the language Leo consisting of all strings with an equal number of O's and l's (not in any particular order) is not a regular language. In terms of the "two-player game" described in the box on ::The Pumping Lemma as an Adversarial Game," we shall be player I and we m,st deal with whatever choices player 2 makes. Suppose n is the constant that must exist if L�, is regular, according to the pumping lemina; i.e., "player 2" picks n. We shall pick w -- 0"1 ", that. is, n O's followed by n Fs, a string that surely is in Leq. Now, :'player 2" breaks our w up into xyz. All we know is that y  e, and Ixyl _< n. However, that information is very useful, and wc "win" as folluws. Since Ixyl < n, and xy comes at the front of w, wc know that x and y consist only of O's. The pumping lemma tells us ghat xz is in Lq, if Lq is regular. This conclusion is the case k -- 0 in the pumplug lemma) However: xz has n l's, since all the 1's of w are iu z. But xz also has fewer thaa n O's, because we lObserve it, what follows that we co,rid have also s,tcceeded by pickling k = 2, or indeed any value of k other than 1.

4.1. PROVING LANGUAGES NOT TO BE REGULAR 129 lost the O's of y. Since y  e we know that there can be no more than n - 1 O's among x and z. Thus, after assuming Leq is a regular language, we have proved a fact known to be false, that xz is in Leq. We have a proof by contradiction of the fact that Leq is not regular. [] Example 4.3: Let us show that the language Lt, r consisting of all strings of l's whose leugth is a prime is not a regular language. Suppose it were. Then there would be a constant n satisfying the conditions of the pumping Iemma. Consider some prime p  n + 2; there must be such a p, since there are an infinity of primes. Lct w = 1 r. By the puntping lemma, we can break w = xyz such that y  e and Izyl _ n. Let lYl = m. Then [xz[ = p - m. Now consider the string xyr-z, which must be in Lr by the pumping lemma, if Lr really is regular. However, [xyr-'%] = [xzl q- (p - m)ly] = p - m + (p - m)m -- (rn + 1)(p - m) It looks like [xyP-"z[ is not a prime, since it ttas two factors m + I and p - m. However, we must check that neither of these factors arc 1, since then (m 4- 1)(p - m) might be a prime after all. But m + 1  1, since y  e tells us m _> 1. Also, p - m ) 1, since p _ n + 2 was chosen, and m _< n since m=ly[_lxy[_n Thtls, p - m _> 2. Again we tave started by assuming the language in question was regular, and we derived a contradiction by showing that some string not in the language was required }W the pumping Iemma to be in the language. Thus, we conclude that Lpr is not a regular language. 4.1.3 Exercises for Section 4.1 Exercise 4.1.1: Prove that the following are not regubtr languages. a) {O'q" [ n. >_ 1 }. This language, consisting of a string of O's followed by an equaMength string of l's, is the language Lat we considered informally at the beginning of the section. Here, you should apply the pumping lemma in the proof. b) The set. of strings of balanced parentheses. These are tt;c strings of char- acters "(" and ")'" that can appear in a well-formed arithmetic cxpressiou. d) {Onl"'2 ' I n and m are arbitrary integers}. e) (0"t I f) {0'I� I n _> 1}.

130 CHAPTER 4. PROPERTIES OF REGULAR LANGUAGES Exercise 4.1.2: Prove that the following are not regular languages. * a) (0" [ n is a perfect square}. b) (0 n [ n is a perfect cube}. c) (0 n [ n is a power of 2}. d) The set of strings of O's and 1's whose length is a perfect square. e) The set of strings of O's and 1's that are of the form ww, that is, some string repeated. f) The set of strings of O's and 1's that are of the form ww ', that is, some string followed by its reverse. (See Section 4.2.2 for a formal definition of the reversal of a string.) g) The set of strings of O's and l's of the form w, where  is formed from w by replacing all O's by 1's, and vice-versa; e.g., 011 = 100, and 011100 is an example of a string in the language. h t The set of strings of the form wl , where w is a string of 0s and 1's of length n. Exerelse 4.1.3: Prove that the following axe not regular languages. a) The set of strings of O's and 1's, beginning witIt a 1,such that when interpreted as aL integer, that integer is a prime. b) The set of strings of the form Oil j such that the greatest common divisor of i and j is 1. Exercise 4.1,4: When we try to appIy the pumping !emma to a regular lan- guage, the "adversary wins," and we cannot complete the proof. Show what goes wrong when we choose L to be one of the following languages: * a) The empty set. * h) {oo,q. * c) (00 + 11)*. d) 01'0'1.

4.2. CLOSURE PROPERTIES OF REGULAR LANGUAGES 131 4.2 Closure Properties of Regular Languages In this section, we shall prove several theorems of the form "ff certain languages are regular, and a language L is for,ned from them by certain operations (e.g., L is the union of two regular languages), then L is also regt, lar."These theorems are often called closure properties of the regular languages, since they show that, the class of regular languages is closed under the operation mentioned, Closure properties express the idea that when one (or several) languages are regular, then certain related languages axe also regular. They also serve as an interest- tug illustration of how the equivalent, representations of the regular langnages (antomata and regular expressions) reinforce each other iu our understanding of the class of languages, since often one representation is far bettot than the others in supporting a proof of a closure plqerty. Here is a summary of tile principal closnre properties for regular languages: 1. The union of two regular languages is regular. 2, The intersection of two regular languages is regular. 3. The complement of a regular language is regular. 4. The difference of two regular languages is regular. 5, The reversal of a regular language is regular. 6. The closure (star) of a regular language is regular. 7. The concatenation of regular languages is regular. 8, A homomorphism (substitution of strings for symbols) of a regular lan- guage is regular. 9. The iuverse homomorphism of a regular language is regular. 4.2.1 Closure of Regular Languages Under Boolean Operations Onr first, closure properties are tile three boolea operations: union, intersec,- tion. and complementation: 1. Let L arid M be languages over alphabet Z. Then L U M is the language that contains all strings that arc in either or both of L and M. 2. Let L and M be languages over alphabet T,. Then L a M is the language that contains all strings that are in both L and M. 3. Let L be a language over alphabet Z. Then , tile complement of L, is the set of strings ill E* that are uot in L. It turns out that the regular languages are closed under all three of till: boolean operations. The proofs take rather different approaches though, as we shall see.

132 CHAPTER 4. PROPERTIES OF REGULAR LANGUAGES What if Languages Have Different Alphabets? When we take the union r intersection of two languages L. and M, they might have differen alphabets. For example, it is possible that L  {a, b} a'hile L.s g {b, c, d}. However, if a. language L consists of strings a, ith symbols in  t. hen we can also t, hJtk of L  a language over any finite alphabet that is a superset of . Thns, for extple. we can think of both Lt and L above as being languages over phabet {, b,c, d}. The fact that none of L's strings contain symbols c or d is irrelevant, as is the fact that L2's striugs will not contain a. Likewise, when taking the complement of a language L that is a snbset of E for some alphabet E, we may choose to take tie complement with respect to some alphabet E2 thai is a superse[ of E. If so then the complement of L will he  - L[ that is, the complement of L with respect l,n Eu includes (among oher strings) all those strings in E[ tha have at least une symbol that is in E but not in E. Had we [aken the complement of L wit. h respect. to E, then no string with symbols in E2- E would he in . Thus, to be strict, we should always state the alphabet with respect to which a complement is taken. However. oen it is obvious which alphabet is meant; e.g., if L is defined by an antomaton, then the specificat, ion of fi'mt automaton includes the alphabt. Thus, we slml] often speak of the "complement" without specifying the alphabet. Closure Under Union Theorem 4.4: If Laud M are regular languages, then so is L LI M. PROOF: This proof is simple. Since L and M are regular, they have regnfiar expressions; say L = L(R) and 31 = L(S). Then L t.J M = L(R + S) by [he deftnit.ion of the + operator for regnlar expressions. ID Closure Under Complementation The theorem for union was made ve, easy by the use of the regular-expression representation for the !angnages. Ht>wever, let us next consider complemen- tation. Do you see how to t, ake a regtfiar expressleto and change it into one that defines the compleme,t language? Well neither do we. However, it ca, be done, because as we shall see in Theorem 4.5, it is easy re> start with a DFA and constroct a DFA that accepts the complentent. Thus, starting with a regular expression, we could find a regular expression for its complement as follows: I. Convert the regnlar expression to an e-NFA. 2. Convert that e-NFA t.o a DFA by the subset coustructicn.

4.2. CLOSURE PROPERTIES OF REGULAR LANGUAGES 133 Closure Under Regular Operations The proof t. hat regular lmguages axe closed trader union was exceptionally easy because union is one of the three operations that define the regular expressions. The same idea as Theorem 4.4 applies to concatenation and closure as well. That is: � If L and M art: regulm- hmguages, then so is LM. � If L is a regular language, then so is 3. Complcnent the accepting states of that DFA. 4. Turn the complement DFA back into a regular expression using the con- struction of Sections 3.2.1 or 3.2.2. Theorem 4.5: If L is a regular language over alphabet Y., then  = * - L is also a regular language. PROOF: Let L = L(A) for some DFA A = (Q,E,5, qo, F). Then L = L(B), where B is the DFA (Q, ., 5, q0, Q - F). That is, B is exactly like A, but thc accepting states of A have become nonaccepting states of B, and vice versa. Then w is in L(B) if and only if (q0, w) is in Q - F, which occurs if and only ifw is not in L(A). [] Notice that it. is intportant for the above proof that (q0, w) is always some state; i.e., ttere are no missing transitions in A. If there were, then certain strings might lead neither to an accepting nor nonaccepting state of A, and those strings would be missing from both L.(A) and L(B). Fortunately, wc have defined a DFA to have a transition on every symbol of E from every state, so each string leads either to a state in F or a state i Q - F Example 4,6: Let A be the automaton of Fig. 2.14. Recall that DFA A ac- cepts all and only the strings of O's and l's that end in 01; in regular-exprsion terms, L(A) = (0 + 1)'01. The complement of L(A) is therefore all strings of O's and 1's that do not end in 01. Figure 4.2 shows the automaton for {0, 1}  - L(A). It is the same as Fig. 2.14 but with the accepting stae made nonaccepting and tt,e two nonaccepting states made accepting. [] Example 4.7: hL this example, we shall apply Theorem 4.5 to show a certain language not to be regular. In Example 4.:2 we showed that the language Leq consisting of strings with sm equal number of O's and l's and is not regular. This proof was a. straightforward application of the pumpivg lemma. Now consider

i34 CHAPTER 4. PROPERTIES OF REGULAR LANGUAGES Star[ 1 0 1 Figre 4.2: DFA accepting the complement of the language (0 + 1)'01 the language M consisting of those strings of O's ad l's that have an unequal number of O's and 1's. It would be hard to use the pumping lemma to show M is not regular. Intuitively, if we start with some string w in M, break it into w = xyz, mid "pump" y, we might find that y itself was a string like 01 that had an equal mmber of0:s md 1's. If so, then for no k will xyz have an equal number of O's and 1's, since xyz has an unequal number of 0s and 1's, and the numbers of O's and l's change equally as we "pump" y. Thus, we can never use the pumping lemma to contradict the assumption that M is regular. However, M is still not regular. The reason is that M -- . Since the complement of the complement is the set we started with, it also follows that L = M. If M is regular, then by Theorem 4.5, L is regular. But we know L is not regular: so we have a proof by contradiction that M is not regular. 2 Closure Under Intersecgion Now, let us consider the intersection of two regular languages. We actually have little to do, sirIce the three boolean operations are not independent. Once we have ways of pforming complementorion and union, we can obtain the intersection of languages L and ,� by the identity L n M = L u M (4.1) In general, the intersection of two sets is the set of elements that. are not in the complement of either set. That observation, which is what Equation (4.1) says: is one of DeMorgan's laws. The other law is the same with union and intersection intcrchaxged; that is, L U M = L n M. However we can al. so perform a direct construction of a DFA for the in- tersection of two regular languages. This construction, which essentially runs t, wo DFA's in parallel, is useful in its own right. For instance, we used it to construct the automaton in Fig. 2.3 that represented the "product" of what two participants -- the bank ad the store -- were doing. We shall make the product construction formal in the next theorem.

4.2. CLOSURE PROPERTIES OF REGULAR L.ANGUAGFS 135 Theorem 4.8: If L and M are r%mlar languages, then so is L  M. PR.OOP: Let L and M be the languages of automata AL ---- (Ql, E, 5L, qz-, FL) and AM ---- (Q.t, 52,5t, q, FM). Notice that. we are assuming that. the Mpha- bets of both automata are the same; that is, E is the union of the alphabets of L and M, if those alphabets are different. The product construction actu- ally works for NFA's as well as DFA's, but to make the argument as simple as possible, we e.qsume that Ai, and AM are DFA's. For L r M we shall construct m automaton A that sinrelates both A t. ad AM. The states of A are pairs of states, the first from Az and the second from A M. To design the transitions of A, suppose A is in state (p, q), where p is the state of At and q is the state of AM. If a is the input. symbol, we see what, A does on input a; say it goes to state s. , also see what A does on input a; say it makes a transition to state t. Then the nex state of A will be (s, t). In that manner, A has simulated the effect of both A and A,4. The idea is sketched in Fig. 4.3. input a Start Accept Figure 4.3: An automaton simulating two other automata and accepting if and only if both accept The remaining details are simple. The start state of A is the pair of start states of AL and A M. Since we want to accept if md only i� both automata accept, we select s the accepting states of .4 'all those pairs (p, q) such that p is an accepting state o� AL and q is an accepting state of Af. Formally, we define: where 5((p, q), a) = (6r.(p, a),54(q,a)}.

136 CHAPTER 4. PROPERTIES OF REGULAR LANGUAGES To see why L(A) = L(AL) r L(AM), first observe tha, t an easy induction on Iwl proves that 3((qL, q4),w) -- (3r.(qf., w), 3(qa4,w)). But .4 accepts w if and only if ((qL, qM), w) is a pai Of accepting states. That is, 3L(qt., w) must be in F�, and (qM W) must be in F2w. Put another way, w is accepted by A if md only ff both A and At accept w. Thus, A accepts the intersection of L and M. 12 Example 4.9: In Fig. 4.4 we see two DFA's. The automaton in Fig. 4.4(a) accepts all those strings that have a 0, while the automaton in Fig. 4.4(b) accepts all those strings that have a 1. We show in Fig. 4.4(c) the product of these two automata. Its states are labeled by the pairs o� states o{ the autornata iu (a) and (b). 1 Star__ 0 (0,1 (a) I =_(0,1 Start 1 0 1 = (0,1 (c) Figure 4.4: The product construction It is easy to argue that this automaton accepts the intersection of the first two languages: those strings that have both a 0 and a 1. State pr represents only the initial condition, in which wc have seen neither 0 nor 1. State qr means that we have seen only O's, while state ps represents the condition that we have

4.2. CLOSURE PROPERTIES OF REGULAR LANGUAGES 137 seen only 1's. The accepting state qs represents the condition where we have seen both O's and 1's. [] Closure Under Difference There is a fourth operation that is often applied to sets and is related to the boolcan operations: set difference. In terins of languages, L - M, the difference of L and M, is the set of strings that are in language L but not in language M. The regular languages are also closed under this opcration, and the proof follows easily from the theore,ns just proven. Theorem 4.10: If L and M axe regular languages, tixen so is L - M. PROOf: Observe that L - M = L fq 3. By Theorem 4.5, AW[ is regular, and by Theorem 4.8 L C M is regular. Therefore L - M is regular. [] 4.2.2 Reversal The reversal of a string att.z...a, is the string written backwards, that is, a,an_ - - - aa. We use w n for the reversal of st, ting w. Thus, 010 n is 0100, and The reversal of a language L, written L R', is the language consisting of the reversals of all its strings. For instance, if L = {001, 10,111}, then L n = {100,01,111}. Revers is mother operation that preserves redar languages; that is, if L is a regular language, so is e. There e two simple proofs, one based on automata and one bed on regular expressions. Wc shall give the automaton- based proof Nformally, and let you fill in the details if you like. We then prove the theorem formally using regular expressions. Given a language L that is (A) for some filfite automaton, perhaps with nondeterminism ad e-transitions, we may construct an automaton for B' by: 1. Reverse all the arcs in the transition diagram for A. 2. Make the start state of ,4 be the only accepting state for the new automa- ton. 3. Create a new- staxt state Po with transitions on e to all the accepting states of A. The resnit is an automaton that. simulates A "in reverse," and therefore accepts a string w if and only if ..4 ax:cepts w a. Now, we prove the reversal t. heorem formally. Theorem 4.11: If L is a regular langnage, so is L a.

138 CHAPTER 4. PROPERTIES OF REGULAR LANGUAGES PROOF: Assume L is defined by regular expression E. The proof is a structural induction on the size of E. We show that there is another regular expression E n such that L(E s) -- (L(E))a; that is, the language of E n is the reversal of the language of E. BASIS: If E is e, 0, or a, for some symbol a, then E n is the same as E. That is, we know {e} R -- {e}, 0 R = lb, and {a} n = {a}. INDUCTION: There are three cases, depending on the form of E. E -- E q- E2. Then E s = E + E2 . The justification is that the reversal of the union of two lasaguages is obtained by computing the reversals of the two languages and taking the union of those languages. E = EE. Then E s -- EE. Note that we reverse the order of the two languages, as well as reversing the languages themselves. For instance, if L(E) = (01,111} and L(Ea) = {00, 10}, then L(EF_) = {0100, 0110, 11100, 11110}. The reversal of the latter language is {0010,0110,00111,0111i} If we concatenate the reversals of L(E2) and L(E) in that order, we get {00,01}{I0,111} = {0010,00111,0110,01111} which is the same language as (L(EEa)} s. In general, if a word w in �(E) is the concatenation of w from L(E) and wa from L(E2), then 3. E = E'. Then E n = (E)*. The justification is that any string w in L(E) can be written as WlW2.--wn, where each wi is in L(E). But for R R R = WhY)n--1 '''Wl Each w/ is in L(Ei), so w a is in L((Ela)*). Conversely, any string in L((Ea) ') is of the form ww2 ...w,, where each wi is the reversal of a string in L(E1) The reversal of this string, a a --.w, is therefore ' Wn YJr -- 1 a string in L(E), which is L(E). We have thus shown that a string is in L(E) if and only if its reversal is in L((Et)*). Example 4.12: Let L be defined by the regular expression (0 + 1)0'. Then L a is the language of (0*)s(0 + I) a, by the rule for concatenation. If we apply the rules for closure and union to the two parts, and then apply the basis rule that says the reversals of 0 and 1 are unchanged, we find that L n has regular expression 0'(0 + 1). []

4.2. CLOSURE PROPERTIES OF REGULAR LANGUAGES 139 4.2.3 t:iomornorphisms A strbg homomovphism is a function on strings that works by substituting a particular string for each symbol. Example 4.13: The function h defined by h(0) -- ab and h(1) -- e is a homr- morphism. Given any string of O's and 1;s, it replaces all 0's by' the string ab and replaces all t's by the empty string. For example, h applied to the string 0011 is abab. n Formally, if h is a homomorphism on alphabet E, and w -- ala2"'an is a string of symbols in E, then h(w) = h(at)h(a).--h(a,). That is, we apply h to each symbol of w and concatenate the results, in order. For in- stance, if h is the homomorphism in Example 4.13, and w = 0011, then h(w) = h(O)h(O)h(1)h(1) = (ab)(ab)(e)(e) = ahab, as we claimed in t. hat ex- ample. Further, we can apply a homomorphism to a language by applying it to each of the strings in the language. That is, if L is a language over alphabet 52, and h is a homomorphism on E, then h(L) = {h(w) I w is in L}. For instance, if L is the language of regular exprsion 10'1, i.e., any nulnber o[ O's surrounded by single l's, then h(L) is the laguage (ab)*. The reason s that h of Example 4.13 effectively drops the Fs, since they are replaced by e, and turns each 0 into ab. Tim same idea, applying the homonlorphism directly to the regular expression, can be used to prove that the regular languages are closed under homomorphisms. Theorem 4.14: If L is a regular language over alphabet E, and h is a horno- morphism on , then h(L) is also regular. PROOF: Let L = L(R) for some regular expression R. hi general, if E is a regular expression with symbols in E, let h(E) be the expression we obtain by replacing each symbol a of E in E by h(a). We claim that h(R) defines tile language h(L). The proof is an easy structural induction that says whenever we take a subexpression E of R and apply h to it to get h(E), the language of h(E) is the same language we get if we apply h to the language L(E). FormaIly, (()): (()). BASIS: If E is e or 0, then h(E) is the same as E, since h does not affect the string e or the language �. Thus, L(h(E)) --- L(E). However, if E is { or e, then L(E) contains either no strings or a string with no symbols, respectively. Thus h(L(E)) = L(E) in either ce. We conclude L(h(E)) = L(E) : h(L(E)). The only other bis case is i E = a for some symbol a b E. h this case, L(E) = {a}, so h(L(E)) = {h(a)}. Also, h(E) is the reguI expression that is the string of symbols h(a). Thus, L(h(E)) is also {h(a)}, d we conclude

140 CHAPTER 4, PROPERTIES OF REGULAR LANGUAGES INDUCTION: There are three cases, each of them simple. We shall prove only the union cause, where E --- F + G. The way we apply homomorphisms to regfiar expressions assures us that h(E) -- h(F + G) -- h(F) + h(G). We Mso know that L(E) = L(F) U L(G) and by the defiuition of what :'+" means in regular expressions. Finally, (4.2) = u u because h is applied to a language by applicat, ion to each of its strings individ- ually. Now we may invoke the inductive hypothesis to 'assert that L(h(F)) -- h(L(F)) and L(h(G)) = h(L(G)). Thus, the final 'expressions in (4.2) and (4.3) are equivalent, and therefore so are their respective first terms; that is, (..()) = (r,(s)). We shall not prove the cases where expression E is a concatenation or clo- sure: the ideas are similar to the above in both t:ses. The conclusion is that L(h(R)) is indeed h(L(R)); i.e., applying the homomorphism h to the regu- tar expression for language L results in a regular expression that defines the language h( L ). [] 4.2.4 Inverse Homomorphisms Homomorphisms may also be applied "backwin'ds.." and in this mode they also preserve regular ]angnmges. Tha.t is, suppose h is a homomorphism from some alphabet E to strings in another (possibly the same) alphabet g,,2 Let L be a language over aiphabet T. Then h-'(L), read "h inverse of L," is the set of strings w iu Y:* such that h(w) is in L. Figure 4.5 suggests the effect of a homomorphism on a language L in part (a), md the effect of an inverse homomorphism in part (b). Example 4.15: Let L be the language of regular expression (00 + 1)*. That is, L consists of all strings of O's and i's such that all the O's occur in adjacent pairs. Thus, 0010011 and 10000111 are iu L, but 000 and 10100 are not. Let h be the homomorphism defined by h(a) = 01 and h(b): 10. We claim that h-(L) is the impgarage of regular expression (ha)', that is, all strings of repeating ba pairs. We shall prove that h(w) is in L if and only if w is of the form baba-.- ha. (If) Suppose w' is n repetitions of ba for some n _> 0. Note that h(ba) -- 1001, so h(w) is n rcpet. itions of 1001. Since I001 is composed of two l's and a pair of O's, wc know thai, 1001 is in L. Therefor('. any repetition of 1001 is also formed from 1 and 00 segments ad is in L. Thus, h(w) is in L. ''i'hal, "T" shmdd be thought of as a Greek capital tau, he letter following sigma.

4.2. CLOSURE PROPERTIES OF REGULAR LANGUAGES 141 (a) (b) Figure 4.5: A honomorphism applied in the forwaxd and inverse direction (Only-if) Now, we must assume that h(w) is in L and show that w is of the form baba--- ha. There are four conditions under which a string is not of that form, and we shall show that if any of them hold then h(w) is not in L. That is, we prove the contrapositive of the statement we set out to prove. If w begins with a, then h(w) begins with 01. It therefore has an isolated O, and is not in L. If w ends in b, then h(w) ends in 10, and again there is az isolated 0 in If w has two consecutive a's, then h(w) has a substring 0101. Here too, there is an isolated 0 in w. 4. Likewise, if w has two consecutive b's, then h(w) has substring 1010 and has an isolated O. Thus, whenever one of the above cases hold, h(w) is not in L. However, unless at least one of items (1) through (4) hold, then w is of the form baba--. ba.

142 CHAPTER 4. PROPERTIES OF REGULAR LANGUAGES To see why, assume none of (1) through (4) hold. Then (1) tells us w must begin with b, atd (2) tells us w ends with a. Statements (3) and (4) tell us that a's and b's must. alternate in w. Thus, the logical "OR" of (1) through (4) is equivalent to the statement "w is not of the form baba... ha." We have proved that the "OR" of (1) through (4) implies h(w) is not in L. That statement is the comra.positive of the statement we wanted: "if h(w) is in L, then w is of the form baba...ba." [] We shall next prove that the inverse homomorphism of a regular language is also regular, and then show how the theorem can be used. Theorem 4.16: If h is a homomorphism from alphabet 2 to alphabet T, and L is a regular language over T, then h-t (L) is also a regular language. PROOF: The proof starts wSth a DF'A A for L. We construct from A and h a DFA for h - (L) using the plan suggested by Fig. 4.6. This DFA uses the states of A but translates the input symbol according to h before deciding on the next state. Input Start (a put )to A A Accept/reject Figure 4.6: The DFA �or h-l(L) applies h t.o its input, and then simulates the D FA for L Formally, let L be L(A), where DFA A -- (QT, 5, qo,F). Define a DFA where transition function 7 is constructed by the rule ).(q, a) = (q, h{a)). That is, the transition B makes on input a is the result of the sequence of transitions that A makes on the string of symbols h(a). Reinember that h(a) could be e, it could be one symbol, or it could be many symbols, bnt  is properly defined to take care of all these cases.

4.2. CLOSURE PROPERTIES OF REGULAR LANGUAGES 143 It is an easy induction on Iwl to show that ?(qo,w) = (qo, h(w)). Since the accepting states of A and B are the same, B accepts w if and only if .4 accepts h(w). Put another way, B accepts exactly those strings w that are in h-l(L). Example 4.17': In this example we shall use inverse homomorphism and sev- eral other closure properties of regular sets to prove an odd fact about finite automata. Suppose we required that a DFA visit every state at least, once when accepting its input. More precisely, suppose A = (Q, 2, 5, q0, F) is a DFA, and we are interested in the language L of all strings w in 52* such that (q0, w) is in F, and also for every state q in Q there is some prefix Xq of w such that (qo, xq) = q. Is L regular? We can show it is, but the construction is conplex. First, start with the language M that is L(A), i.e., the set of strings that A accepts in the usual way, without regard to what states it visits during the processing of its input. Note that L C_ M, since the definition of L puts an additional condition on the strings of L(A). Our proof that L is regular begins by using m inverse homomorphism t.o, in effect, place the states of A into the input symbols. More precisely, let us define a new alphabet T consisting of synbols that we may think of as triples [paq], where: 1. p and q are states in Q, 2. a is a symbol in E, and 3. = q. That is, wc may think of the symbols in T as representing transitions of the automaton A. It is important to see that the notation [paq] is our way of expressing a single symbol, not the concatenation of three synbols. We could have given it a single letter as a name, but then its relationship to p, q, and a would be hard to describe. Now, define the homomorphism h([paq]) -- a for all p, a, and q. That is, h removes the state components from each of the symbols of T and leaves only the symbol from E. Our first stcp in showing L is regular is to construct the language L = h-(M). Since M is reguleu', so is L by Theorem 4.16. The strings of L are just the strings of M with a pair of states, represmtting a trmsition, attached to ea( symbol. As a very simple illustration, consider the two-stae automaton of Fig. 4.4(a). The alphabet E is {0, 1}, md the alphabet T consists of the four sym- bols [p0q], [q0q], [plp], and [qlq]. For instance, there is a transition from sate p to q on input 0, so [p0q] is one of the symbols of T. Since 101 is a string ac cepted by the automaton, h - applied to this string will give us 2 s = 8 strings, of which [plp][pOq][qlq] and [qlq][qOql[plp] are two examples. We shall now construct L from L by using a series of fur[her operations that preserve regular languages. Our first goal is to eliminate all those strings of L that deal incorrectly with states. That is, we can think of a symbol like

144 CttAPTER 4. PROPERTIES OF REGULAR LANGUAGES Lpaq] ms saying the autotnaton was in state p, read input a, and tluls entered state q. The sequence of symbols must satisS' three conditions if it is to be dmed an accepting computation of .4: 1. The first state in the first. symbol must be q0, the start state of A. 2. Each trmsition must pick up where the previous one left of[. That is, the first state in one symbol nust equal the second state of the previous symbol. 3. The second state of the last symbol must be in F. This coudition in fact will be guaranteed once we enforce (1) and (2), since we know that every string in L callle from a string accepted by ,4. Tim plan of the constr, ct. ion of L is shown in Fig. 4.7. The language of automaton A Inverse homomorphism Strings ot  M with state transitions embedded Intersection with a regular language Add condition that first state is the start state Difference with a regular language Add condition that adjacent states are equal Difference with regular languages Add condition that all states appear on the path Homornorphism Delete state components, leaving the symbols Figure 4.7: Constructing language L from language M by applying operations that preserve regafiarity of ]angmges We enforce (1) by intersecting L with the set of strings that begin with a symbol of the form [qoaq] for some symbol a and state q. That is, let El be the

4.2. CLOSURE PROPERTIES OF REGULAR LANGUAGES 145 expression [qot;lql] + [qoa2,] +---. where the pairs etiqi range over all pairs in Z x Q such that 5(qaai.) = qi. Then let L2 = L N L(ET'). Since E1T* is a regular expression denoting all strings in T* that begin with the start state (treat T in the regllar expression s the sum of its symbols), L2 is all strings that are formed by applying h-' to language M and that have the start state as the first component of its first symbol; i.e.. it meets condition (1). To enforce condition (2), it. is easicr to subtract from L2 (using the set.- difference operation) all those strings that. violate it. Let E_, be the regular expression consisting of the sum (union) of the concatenation of all pairs of symbols that fail to match; that, is, pairs of the form [paq][rbs] where q y r. Then T'EaT* is a regular expression denoting all strings that fail to meet condition (2). We may now define L3 = L2 - L(T*ET*). The strings of La satisfy condi- tion (1) because strings in L2 must begin with the start symbol. They satisfy condition (2) because the suhtractio,, of L(T*E2T*) removes any string that violates that condition. Finally, they satisfy condition (3), that the last. state is accepting, because wc start. cd with only strings in M, a.ll of which lead to acceptance by A. The eftcot is that L:., consists of tile strings in M with the states of the acc(.pting computation of that string embedded as part of each synlbol. Note that Lu is regular because it is the result of starting with the regulaa' lmguage M, and applying operations -- inverse homomo,'phism, int(r- section, and set differece -- that yield regular sets when applied to regular sets. Recall that our goal was to accept only thosx: strings in .'V/ that visited every state in their accepting computation. We may enforce this co,dition by additional applications of the set-difference operafor. That is, for each state q, let Eq be the regular expression that is the stla of all the symbols in T such that q appears in neither its first or last position. If we subtract L(E,) from L3 we have those strings that zze an accepting computation of A and that visit state q at least once. If we subtract from L: all the languages L(E) for q in Q, then we have the accepting comput. ations of A that visit all the states. Call this language L4. By Theorem 4.10 we know L4 is also regular. Our final step is to construct L from L4 by getting rid of the state co,n- portents. That is, L = h(L.). Now, L is the set, of string.s in Z* that are accepted by A and t, hat visit each arete of A at teast once during their accep- talice. Since regular languages arc closed under honomorptlisrns, we conchide tha., L is regular. [] 4.2.5 Exercises for Section 4.2 Exercise 4.2.1: Suppose h is the homomorphism from the alphabet {0, 1, 2} to the alphabet {a, b} defined by: h(0) = a; h(1) = zb, and h(2) = be. * a) What is h(0120)? b) What is h(21120)?

146 CHAPTER 4. PROPERTIES OF REG ULA R LA NG UAGES * c) If L is the language L(0i*2): what is h(L)7 d) If L is the language L(0 + 12), what is h(L)? * e) Suppose L is the language {ababa}, that is, the language consisting of only the one string ababa. What is h-(L)? ! f) If L is the language L(a(ba)*), what is h-(L)? *! Exercise 4.2.2: If L is a language, and a is a symbol, then L/a, the quotient of L and a, is the set of strings w such that wa is in L. For example, if L -- {a, aab, baa}, then L/a -- {e,ba}. Prove that if L is regular, so is L/a. Hint: Start with a DFA for .L and consider the set of accepting states. ! Exercise 4.2,3: Lf L is a lmgnage, and a is a symbol, then a\L is the sct of strings w such that aw is in L. For example, if L = {a, aab, baa}, then a\L = {e, ab}. Prove that if L is regular, so is a\L. Hint: Remember that the regular languages are closed under reversal and under the quotient operation of Exercise 4.2.2. ! Exercise 4.2.4: Which of the follovdng identities are true? a) (L/a)a -- L (the left side represents the concatenation of the lmguages ana {a)). h) a(a\L) = L (again, concatenation with {a}, this time on the left: is intended). c) = �. d) a\(aL) = L. Exercise 4.2.5: The operation of Exercise 4.2.3 is sometines viewed as a "der- d� These derivatives apply to regular expressions ivative," and a\L is written . in a manner similar to the way ordinary derivatives apply to arithmetic expres- sions. Thus, if/ is a regular expression, we shall use  to mean the same as L ifL=L(R) d'', ' ' *.* b) ' c) d) * e) Show that 4(n.s) 4n + ds da - d aa' Give the rule for the "derivative ' of RS. Hink You need to consider two cases: if L(R) does or does not contain e. This rule is not quite the same as the "product rule" for ordinary derivatives, but is similar. Give the rule for the "derivative" of a closure, i.e., da ' Use the rules from (a)- (c) to find the "derivatives" of regular expression (0 + 1)'011 with respect to 0 and 1. Characterize those languages L for which 4� = 0.

4.2. CLOSURE PROPERTIES OF REGULAR LANGUAGES 147 dL - L. *! f) Charterizc those languages L for which -6 ! Exercise 4.2.6: Show that the regular languages are closed under the follow- ing operations: a) rain(L) -- (w ] w is in L, but no proper prefix of w is in L}. b) max(L) -- {w ] w is in L and for no x other than e is wx in L}. c) init(L) = {w ] for some x, wx is in L}. Hint: Like Excrcisc 4.2.2, it is easiest to start with a DFA for L and perform a construction to get the desired language. ! Exercise 4.2.7: If w = aa2--.anand x = bb-.-b,, oze strings of the same Icngth, define air(w, x) to be the string in which the symbols of w and x altcrnatc, starting with w, that is, albta2b2 � ' � anbn. If L and M are languages, define air(L, M) to be the set of strings of the form air(w, x), where w is any string in L and x is any string in M of the same Iength. Prove that if L and /4 are regular, so is alt(L, M). *!! Exercise 4.2.8: Let L be a language. Define half(L) to be the set of first halves of strings in L, that is, {w t for some x such that Ix] ---- ]w], we have wx in L}. For example, if L ---- {e, 0010,011,010110} then half(L) --- {e, 00,010}. Notice that odd-length strings do not contribute to half(L). Prove that if L is a regular language, so is half(L). !! Exercise 4.2.9: We can generalize Exercise 4.2.8 to a number of fmlctions that determine how much of the string we take. If f is a function of integers, define f(L) to be {w [ for some x, with -- f(Iwl), we have wx in �}. For instance, the operation half corresponds to f being the identity function f(n) -- n, since half(L) is defined by having [x I = [w[. Show tha if L is a regular language, then so is f(L), if f is one of the following functions: a) f(n) = 2n (i.e., take the first thirds of strhlgs). b) fin) = n 2 (i.e., the amount we take has length equal to the square root, of what we do not take. c) f(n) = 2 n (i.e., what we take has length equal to the logarithm of what we leave). !! Exercise 4.2.10: Suppose that L is any language, not necessarily regular, whose alphabet is {0}; i.e., the strings of L consist of O's only. Prove that L* is regular. Hint: At first, this theorem sounds preposterous. However, an example will help you see why it is true. Consider the language L = {0 i ] i is prime}, which we know is not regular by Example 4.3. Strings 00 and 000 are in L, since 2 and 3 are both primes. Thus, if j _> 2, we can show lY is in L'. If j is even, use j/2 copies of 00, and if j is odd, use one copy of 000 and (j - 3)/2 copies of 00. Thus, L* = 000'.

148 CHAPTER 4. PROPERTIES OF REGULAR LANGUAGES !! Exercise 4.2.11: Show that the regular languages are closed under the fol- lowing operation: cycle(L) = {w I we cm write w as w = xy, such that yz is in L}. For example, ilL= {01,011},then cycle(L) = {01,10,011,110,101}. l-lint: Start with a DFA for L and construct an e-NFA for cycle(L). !! Exercise 4.2.12: Let wt = aoaoai, and wi = Wi-lWi-lai for all i > 1. For instance, wa = aoaoataoaoaa2oaoaaoaoaaaa. The shortest regular expression for the language L, = {wn }, i.e., the language consisting of the one string' wn, is the string Wn itself., and the length of this expression is 2 "+t - 1. However, if we allow the intersection operator we can write ax expression for L, whose length is O(n2). Find suck an expression. Hint: Find n languages, each with regular expressions of length O(n), whose intersection is ! Exercise 4.2.13: We cmt use closure properties to help prove certain lan- guages are not regular. Start with the fact that the language Lo,,., = {01 ** I n _> 0} is not a regular set. Prove the following languages not to be regular by trans- forming t. hem, using operations known to preserve regularity, to Lon,: * a) {0'il  l i g j}. b) {0"1"'2 "-'" I n _> m _> 0}. Exercise 4.2.14.' In Theorem 4.8, we described the "product cons�ruction" that took two DFA's and constructed one DFA whose language is the intersec- tion of the languages of the first two. a) Show how to perform the product construction on NFA's (without transitions). ! b) Show how to perform the product construction on e-NFA's. * c) Show how to modify the product construction so the resulting DFA cepts the difference of t, he languages of the two given DFA's. d) Show how to modif3' the product construction so the resulting DFA ac- cepts the union of the laz&tages of the two given DFA's. Exercise 4.2.15: In t}m proof of Theorem 4.8 we claimed that it could be proved by induction on the length of w that Give this inductive proof. Exercise 4.2.1(i: Complete the proof of Theorem 4.14 by considering [he cases where expression E is a concatenation (ff two subexpressions md where E is the closure of a.n expression. Exercise 4.2.17: In Theorem 4.16, we omitted a proof by induction on the length ofw that +(qo,w)= (qo, h(w)). Prove this statement.

4.3. DECISION PROPERTIES OF REGULAR LANG[L4GES 149 4.3 Decision Properties of Regular Languages In this section we consider how one answers important questi(ms about regular languages. First, we must consider what it means to ask a question about, a language. The typical language is infinite, so you cannot present the strings of the language to someone and ask a question that requires them to inspect the infinite set of strings. Rather, wc present a language by giving one of the finite representations for it t. hat we have devdoped: a DFA, an NFA, au e-NFA, or a regular expression. Of course the language so described will bc regular, and in fact there is no way at all to represent completely arbitrary lmguages. In later chapters we shall see finite ways to represent rnore than the regular languages, so we can consider questions about langnages in these more general classes. However, for many of the questions we ask, algorithms exist only for the class of regular languages. The same questions become "undecidabIe" (no algorithm to answer them exists) when posed using more "expressive" notations (i.e., notations that c'an be used to express a larger set of languages) than the representations we have developed for the regular Ianguages. We begin our study of algorithms for questions about regular languages by reviewing the ways we can convert one representation into another for the same language. In particular, we want to observe the time complexity of the algo- rithms that perform the conversions. We then consider some of the fundamental questions about languages: 1. Is the language described empty? 2. Is a particular string w in the described language? 3. Do two descriptions of a language actually describe the same language? This question is often called "equivalence" of languages. 4.3.1 Converting Among Representations ' know that we can convert any of the t?our representations for regular lan- guages to any of the other three representations. Figure 3.1 gave paths from any representation to my of the others. While there are algorithms for any of the conversions, sometimes we are interested not only in the possibility of making a conversion. but in the amount of time it takes. In particular, it is importsalt to distinguish between algorithms that take exponential time (as a timetlon of the size of their input), and therefore can be per'formed ouly for relatively small instances, �rom those that take time that is a linear, quadratic, or sr)me small-degree polynomial of their input size. The latter algorithms are "realistic," in the sense that we expect them to be executable for large instances of the problem. We shall consider the time complexity of each of the conversions we discussed.

150 CHAPTER 4. PROPBRTIES OF REGULAR LA,'\rGUAGtS Converting NFA's to DFA's When we start with either an NFA or and e-NFA and convert i; to a DFA, the time can be exponential in the number of states of the NFA. First, computing the e-closure of n states takes O(n s) time. We must search from each of the n states along all arcs labeled e.. If there are n states, there can be no n,ore than n  arcs. Judicious bookkeeping and well-designed data structures will make sure that we can explore from each state in O(n 2) time. In fact, a transitive closure algorithm such as Warsbali's algorithm can be used to compute ;he entire e-closure at once. 3 Once the e-closure is computed, we can compute the equixent DFA by the subset construction. The dominant cost is, in principle, the number of states of the DFA, which can be 2". For each state, we can compute he transitions in O(n :) tine by consulting the -closurc information and the NFA's transition table for each of the input symbols. That is, suppose wc want to computc 3({q,qa,... ,q},a) for tile DFA. There may be as many as  states reachable from each q. along e-labeled patIls, and each of those states may have up to n arcs labeled a. By creating an array indexed by states, we can compute tile union of up to n sets of up to n states in time proportional to n a. In this way, we cas conpute, for each qi: tile set of states reachable from qi along a path labeled a (possibly including e's). Since k < rt, there are at. most n states to deal with. We compute the reachable states for each in O(n a) time. Thus, the total time spent computing reachable statues is O(na). The union of the sets of reachable states requires ouly O(n a) additional time, and we conchide that the computation of one DFA transition takes O(n s) tittle. Note that the number of iuput symbols is assutned constant, and does not. depend ou n. Thus, in this and other estimates of running time, we do not consider the number of input symbols as a factor. Tile size of the input alpha- bet influences the constant factor that is hidden in tile "big-oh" notation, but nothing more. Our conclusion is that the running imc of NFA-to-DFA conversion, includ- ing the case where the NFA tlS e-transitions, is O(na2"'). Of course in practice it is common that the nuulber of states created is much less than 2", often only n states. We could state the hound on the running time as O(nas), where s is the number of states the DFA actually has. DFA-to-NFA Conversion This conversion is simple, and takes O(n) time on an -state DFA. All ttltt we need to do is modify the transition table for the DFA hy putting set-brackets around states and: if the ot, tput is an e-NFA, adding a column for . Since we treat the number of input symbols (i.e., the width of tile transition t. abh'.) as a consta.nt, copying and processing tile table takes O(n) time. al"'or a discussion of transil, iv closure algorithms, soe A, V, Aho, J. E. Hopcr0fL and .l, D. Uilntalt Data Structures and Al,qovithras, Addison-Wesley, 1984.

4.3. DECISION PROPERTIES OF REGULAR LANG [L4GES 151 Automaton-to-Regular-Expression Conversion If we examine the construction of Section 3.2.1 we observe titat at each of . rounds (where n is the mmber of states of the DFA) we caw quadruple the size of the regular expressions constructed, since each is built h'otn four expressions of the previous round. Thus, simply writing down the n s expressions can take time O(n*4). The improved construction of Section 3.2.2 reduces the constant factor, but does not affect the worst-case exponentiality of the problem. The sanle construction works in the same running time if the input is an NFA, or even an e-NFA, although we did not prove those facts. It is important to use those constructions for NFA's, however. If we first convert an NFA to a DFA and then convert the DFA to a regular expression, it could take time O(na4n*2), which is doubly exponential. Regular-l*,xpr esslon-to-Aut omatmn Conversion Conversion of a regular expression to all e-NFA takes linear time. We need to parse the expression efficiently, using a technique that takes only O(.) time on a regular expression of length n. q The result is a.n expression tree with one node for each symboI of the regular expression (ahhough parentheses do not have to appear in the treel they just guide the parsing of the expression). Ortce we have m expression tree for the regular expression, we crux work up the tree, building the e-NFA for each node. The construction rules for the conversion o� a regular expression that we saw in Section 3.2.3 never add more than two states and four arcs for any node of the expression tree. Thus, the numbers of states and arcs of the resulting e-NFA are both O0z). Moreover, the work a.t each node of the parse tree in creating these elements is constant, provided t-he function that processes each subtree returns pointers to the start and accepting states of its automaton. Is, re conclude that. construction of an e-NFA from a regular expression takes time that is linear in the size of the expression. We can eliminate e-transitions from an ,.-state e-NFA, to make an ordinary NFA, in O(n a) time, without increasing the nnmber of states. However, proceeding to a DFA can take expo- nential time. 4.3.2 Testing Emptiness of Regular Languages At first glance the answer o le qnestion "is regular language L ctnpty?" is obvious:  is etnpty, and all other regnlar languages are not. However, as we discussed at t. he beginning of Section 4.3, the problem is not stated with an explicit list of the strings in L. Rather, we are given some represm,tation for L and teed to decide whether that representation denotes the language 0. 4Parsing met}rods capable of doing this task in O(n) time are discussed in A. V. Aho, R. Sethi, and J. D. Ultman Compiler Desi.q: Principles, Tools, and Techniques, Add]son- \a?estey 1986,

152 CHAPTER 4. PROPERTIES OF REGULAR LANGUAGES If our representation is any kind of finite automaton. the emptiness questsion is whether there is any path whatsoever from Cite start state to some accepting state. If so, the language is nonempty, while if the accepting states are all separated from the start state, then the language is empty. Deciding whether we can reach an accepting state from the start state is a simple instance of graph-reachability, similar in spirit to the calculation of the e-closure that we discussed in Section 2.5.3. The algorithm can be summarized by this recursire process. BASIS: The start state is surely reachable from the start state. INDUCTION: If state q is reachable from the start state, and there is an arc from q top Mth any label (an input symbol, or e if the automaton is an e-NFA), then p is reachable. In that manner we can compute the set of reachable states. If ay accepting state is among them, we answer "no" (the language of the automaton is not empty), and otherwise we answer "yes." Note that the reachability calculation takes no more time that O(n ) if the automaton has n. states, and in fact it is no worse than proportional to the number of arcs in the automatoh's transition diagram, which could be less thaz n'-' and cannot be znore tt,an O(n'-'). If we are given a regular expression representing the language L, rather than an automaton, we could convert the expression to an e-NFA and proceed as above. Since the automaton that results from a regular expression of length n has at most O(n) states and transitions, the algorithm takes O() time. However, we can also inspect the regular expression to decide whether it is empty. Notice first that if the expression has no occurrence of �, then its language is surely not empty. If there are �'s, the language may or may not be empty. The following recursive rules tell whether a regular expression denotes the empty language. BASIS:  denotes the empty language; e and a for any inpnt syrnbola do not. INDUCTION: Suppose R is a regular expression. There are four cases to con- sider, corrcsponding to the ways that R could be constructcd. 1. R = R + N. Then L(R) is empty if mid only if both L(R) mid L(R) are empty. 2. R = R R_,. Then L(R) is empty i� and only if either L(R) or L(R) is empty. 3. R -- R.. Then L(R) is not empty; it always includes at least 4. R = (R). Then L(R) is empty if and only if L(R) is empty, since they are the same language.

4.3. DECISION PROPERTIES OF REGULAR LANGUAGES 153 4.3.3 Testing Membership in a Regular Language The next question of importance is, &Sven a strhg w md a regular langnagc L, is w in L. While w is represented explicitly, L is represented by an automaton or regular expression. If L is represented by a DFA, the algorithm is simple. Simulate the DFA processing the string of input symbols w, beginning in the start state. If the DFA ends in an accepting state, the answer is "yes"; othcrwise the answer is "no." This algorithm is extremely fast. If Iwl  n, and the DFA is represented by a suitable data structure, such as a two-dimensional array that is the transi- tion table, then each transition requires constant time, and the entire test takes O(n) time. If � has any other representation besides a DE:a., we could convert to a DFA and run the test. above. That approach could take time that is exponential in the size of the representation, althmgh it is linear in Il. However, if the representation is an NFA or -NFA, it is simpler and more efficiem to sinrelate the NF:\ directly. That is, wc process symbols of w one at a time, maintaining the set of states tim NFA can be in after following any path labeled with hat. prefix of w. The idea was presented in Fig. 2.10. If w is of leng;h n, and the NFA has s states, then the running time of this algorithm s 00152). Each input symbol can be processed by taking the previous set of states, which numbers at most s states, and looking a.t the successors of each of these states. We take the union of at most , sets of at most ,s states each, which requires O(s 2) time. If the NFA has e-transitions, then we must compute the e-closure before starting the simulation. Then the processing of ea(:l[ input symbol a has two stages, each of which requires O(. 2) thne. First, we take the previous set of states and find their successors on input symbol a..Next, we compute the e- closure of this set of states. The initial set of states for the simulation is the e-closure of the initial state of the NFA. Lastly-, if the representation o L is a regular expression of size ', we eau convert to an e-NFA with at most 2s states, in O(s) time. We then perform the simulation aboxe, taking O(ns ') time on as input w of length n. 4.3.4 Exercises for Section 4.3 * Exercise 4.3.1: Give an algorithm to tell whether a regular langua�e L is infinite. Hint: Use the pumping lemma to show that if the language conta/ns any sring whose length is above a certain lower limit, then the latgua.ge must be infinite. Exercise 4.3.2: Give an algorithm to tell whether a regular language L con- tains at Ieast 100 strings. Exercise 4.3.3: Suppose L is a regtlar language with alphabet E. Give at[ algorithm to tell whether L -- E*, i.e., all strings over its alphabet.

154 CHAPTER 4. PROPERTIES OF REGULAR LANGUAGES Exercise 4.3.4: Give an algorithm to tell whether two regular languages L and L.2 have at least one string in common. Exercise 4.11.5: Give an algorithm to tell, for two regular languages L1 and L2 over the same alphabet E, whether there is any string in 5' that is in neither L nor L_. 4.4 Equivalence and Minimization of Automata In contrast to the previous questions -- emptiness and membership -- whose algorithms were rather simple, the question of whether two descriptions of two regular lmlgages actuMly deiqne the same language involves considerable intel- lectual mechmics. In this section we discuss how to test whether two descriptors for regular ianguages are equivalent, in the sense that they define the same lan- guage. An important consequence of this test is that there is a way to minimize a DFA. That is, we can take any DFA and find m equivalent DFA that has the minimum number of states. In fact, this DFA is essentially unique: given any two minimum-state DFA's that are equivalent, we can always find a way to rename the states so that. the two DFA's become the same. 4.4.1 Testing Equivalence of States We shall beggn by asking a question about the states of a single DFA. Our goal is to mderstand when two distinct states p and q can be replaced by a single state that behaves like both p and q. We say that states p and q are equivalent if: � For all input strings w, (p, w) is an accepting state ff and only if (q, w) is an accepting state. Less formally, it is impossible to tell the difference between equivalent states p and q merely by starting in one of the states and asking whether or not a given input string leads to acceptance when the automaton is stared in this (unknown) state. Note we do not require that {p, w) and (q, w) are the .same state, only that either both are accepting or both are nonaccepting. If two states are not equivalent, then we say they are distinguishable. That is, state p is distinhmishable from state q if there is at ]east one string w such that one of (p, w) and (q, w) is accepting, and the other is not at:cepting. Example 4.18: Consider the DFA of Fig. 4.8, whose transition function we shall refer to as 5 in this example. Certain pairs of states are obviously not equivalent. For example, C and G are not equivalent because one is accepting and the other is not. That is, the empty string distingafishes these two states, because (C, e) is accepting and (G, e) is not. Consider states A and G. String e doesn't distinguish them, because they are both nonaccepting states. String 0 doesn't distinguish them betarise they go to

4.4. EQUIVALENCE AND MINIktlZATION OF AUTOMATA 0 1 0 Figure 4.8: An automaton with equivalent states 155 states � and G, respectively on input 0, and both these states axe nonaccepting. Likewise, string 1 doesn't distinguish A from C, because they go to F and E, respectiv?ly, and both axe nonaccepting. However, 01 distinguishes A from because 5(A, 01) = C, (G, 01) = E C is ccepting, nd E is not. Any inpu string that tes A d G to states only one of which s ccepting is sucient to prove that A and G are not equivent. In contrmt, consider states A and E. Neither is accepting, so e does not distinguish them. 0n input 1, they both go to state F. Thus, no itput string that begins with 1 c distinguish A from E, since for ly string x, 5(A, lx) = Now consider the behavior of states A and E on inputs that begin with 0. They go to states B and H, respectively. Since neither is accepting, strhg 0 by itself does not distinguish A from E. However, B and H are no help. 0n input 1 they both go t.o C, and on input 0 they both go to G. Thus, all inputs that begin with 0 will fail to distinguish A kom E. We conclude hat no input sring whatsoever will dist. ingnish A kom E; i.e., they are equivent states. To find states that are equivalent, wc m&e our best efforts to find pairs of sates that e dktguishabe. It. is perhaps sprising, but true, that if we try our best, according to the figorithm to be described below, then y pair of states that we do not find distinguishable are equivalent. The alg rithm, which we refer to as the table-filling algothm, is a recurslye discovery of distinguishable pairs in a DFA A = (Q, Z, 5, qc, F). BASIS: If p is an accepthg state d q is nonaccepting, then the pair {p, q} is distinguishable. INDUCTION: Let p and q be states such that for some input symbol a: r 5(p, a) and s = 5(q, a) are a pair of states known to be distinguishable. Then

156 CHAPTER 4. PR�PERTiES OF REGULAR LANGUAGES {p, q} is a pair of distinguishable states. The reason this rnle z, akes sense is that the'e m,st be some string w that distingnishes r from .st that is, exactly one of ('r, w) and (s, w) is accepting. Then string aw must disf, inguish p from q, since (p, aw) and 5(q, aw) is the same pair of states as (r, w) and (s, w). Example 4.19: Let us execute the table-filling algorithm on the DFA of k'ig 4.8. The final table is shown in Fig. 4.9, where an x indicates pairs of distingq,isbible states, and he blank squares indicate those pairs that have been found equivalent. Initially, tilere are no x's in the table. B C D E F G H X X X X x X x X x X x x x x x X x X X x X x x x x A B C D E F G Figure 4.9: Table of state inequivalcnces For the basis, since O is the only accepting state, we put x's in each pair that involves C. Now that we know some distinguishable pairs, we (:an discover othc,'s. For instance, since (C, H t is distiguishablc', and states E and F go to H and C, respectively, ou input 0, we kn()w that (E, F) is fiso a distinguishable pair. In fct, all the x's in Fig. 4.9 with the exception of the pair (A, G) carl be discovered simply by looking at the transitiotas from the pair of states on either 0 or on 1, a.nd observing that (for one of those inputs) one state goes to C and tile other does not. We can show (A,G) is dstinguishable on the next round, since on input 1 they go to F and E respectively, and we already established that the pah' (E,F t s distinguishable. However, then we cazi discover uo more distinguishable pairs. The three remaining' pairs, which m'e therefore equivalent pairs, are (A E), IB H}, and D, F. For example, consider why we cml not infer that (_4, E is a disim guishable pair. On input 0 A and E go to B and H, respectively, and (B, H) has riot yet been shown distiuguishable. On input 1, A and E both go to F, so there is no hope of distinguishing them that way. The other two pa/rs, t B H) mid (D F will never be distinguished because they each have identical tran- sitions on 0 and identical transitions ()n 1. Thus, the table-filling algorit, hm stops with the table as shown in Fig. 4.9, which is the correct determination of equiwalent and distinguishable states. []

4.4. EQUI�54LENCE AND MINIMIZATION OF AUTOMATA 157 Theorem 4.20: If two states are not distinguished by the table-filling algo- rithm, then the states are equivalent. PROOF: Let us again assume we are talking of the DFA A = (Q, E, 5: qo,F). Suppose the theorem is false; that is, there is at least one pair of states {p,q} such that 1. States p and q are distingni..shable, in the sense that there is some string w such that exactly one of 5(p, w) and (q, w) is accepting, and yet 2. The table-filling algorithm does not find p and q to be distinguished. Call such a pair of states a bad pair. If there are bad pairs, then there must be some that are distinguished by the shortest strings among all those strings that distinguish bad pairs. Lc; {p, q} be one such bad pair, and let w = aa....a, be a strin as short ks any' that distinguishes p from q. Then exactly one of 3(p, w) ad 5(q, w) is accepting. Observe first that w (:mmot be e, since if e distinguishes a pair of states, then that pair is marked by the basis part of the table-fillig algorittun. Thus, n>l. Considex the states r = 5(p, a) and s = 5(q, ). States r and s m'e distiu- [uished by the string %as...a,, since this string takes r and s to tim states (p, w) and (q, w). However, the string distinguishing r from s is shorter than any st. ring that distinguishes a bad pair. Thus, {r,s} cannot be a bad pair. Rather, the table-filling algorithm must have discovered that they axe distin- guishable. But the inductive part of the table-filling algorithm will not stop until it has also inferred that p and q are distinguishable, since it finds that 5(p, a ) = r is distinguishable from 5(q,a) -- s. We have contradicted our assumption that bad pairs exist. If there are no bad pairs, then every pair of distinguishable states is distinguished by the table-filling algorithm, and the theorem is true. 4.4.2 Testing Equivalence of Regular Languages The table-filling algorithm gives us a,, easy way ;o test if two regular languages are the sane. Suppose languages L and M are each represented in some way, e.g., one by & regular expression and one by an NFA. Convert eac2 represent- ation to a DFA. Now, imagine one DFA whose states are the union of the states of the DFA's for L and M. Technically: this DFA has two start states, but actually the start state is irrelevant as far as testing state equivalence is concerned, so inake any state the lone start state. Nov,', test i the start. states of the two original DFA's are equivalent, using the table-filling algorith,n. If they are equivalent, then L = M, and if not, then

158 CHAPTER 4. PROPERTIES OF REGULAR LANGUAGES 0 l o o Start 0 1 Figure 4.10: Two equivalent DFA's Example 4.21: Consider the two DFA's in Fig. 4.10. Each DFA accepts the empty string and all strings that end in 0; that is the language of regular expression e + (0 + 1)'0. We can imagine that Fig. 4.10 represents a single DFA, with five states A through E. If we apply the table-filling algorithm to that automaton, the result is as shown in Fig. 4.11. B C D E x x x x x x A B C D Figure 4.11: The table of distinguishabilities for Fig. 4.10 To see how the table is filled out, we start by placing x's in all pairs of states where exactly one of the states is accepting. It turns out that there is no more to do. The four remaining pairs, {A,G}, {A,D}, {C, D}, and {B,E} are all equivalent pairs. You shotfid check that no more distinguishable pairs are discovered in the inductive part of the table-filling algorithm. For instance, with the table as in Fig. 4.11, we cannot distinguish the pair {A: D} because on 0 they go to themselves, and on  they go to the pair {B, E}, which has

4.4. EQUIVALENCE AND MINI,'fflZATION OF AUTOMATA 159 not yet been distinguished. Siuce A and C are found equivalent by this test, and those states were the start states of the two original automata, we conclnde tha.t these DFA's do accept the same langnage. U The time to fill out the table, and thus to decide whether two st, ares are equi;qdent is polyno,ial in the r,umber of states. g there are n states, theta there are ('), or rt(.n - 1)/2 pairs of states. In one round, we consider all pairs of states, to see if one of their successor pairs has been found distinguishable, s a round srely takes no more than O(n ) time. Moreover, if ov some roumt, no additional x's are placed in the t. abte, then the algorithm ends. Thus, there can be no more than 0(, 2) rounds, and O()) is surely an upper bound on the running time of the table-filling algorithm. However, a more careful algorit, hm can fill the table in O(n") time. The idea is to initialize, for each pair of states {', .s'}, a list of those pirs {p, q} that "de:penal on" {r, s}. That is, if {r, s} is found distinguishable, then {p, q} is distingfist,able. We create the lists initially by examining each pair of states {p, q}, and for eact, of the fixed number of inpnt symbols a. we pt. {p, q} on the list for the pair of states {5(p, a), (q, a)}, which are tl, e snceessor states for pamd q on input a. If we ever find {r,s} to be distinguishable, then we go down the list for {r, s}. For each pair o,t tt,at list that is not ready distinguishable, we make ttmt pair distinguishable, and we put the pair on a queue of pairs whose lists we must d,eck similarly. The total rk of this algorithm is proportional to the sum of the lengths of the lists, since we are at all times eit},er addlug somett,ing to the lists (iui- tialization) or exam,,iug a member of the list for the first aud last time (when we go down the list for a pair tt,at has been found distinguishable). Since the size of the input alphabet is considered a coustant, each pair of states is put o, O(1) lists. As there are O(n 2) pairs, the total work is O02). 4.4.3 Minimization of DFA's Another important consequence of the test for equivalence of states is that we can "minimize" DFA's. That. is, �or each DFA we can find m equivalent DFA that has as few states as any DFA accepting the sne laguage. Moreover, except or our ability to call the states by whatever names we choose, this ininimnru-state DFA is unique for the language. Tt,e algorithm is as follows: 1. First, eliminate any state that eaunot be reached frOIil the star state. 2. Then, partition the remaining states int, o blocks, so that all states in the same bkck are eluivalcnt., and no pair o state. from different blocks are equivalent. Theorem 4.24, bctow. shows that. we can lways make such a part-tkm. Example 4.2: Consider the table of Fig. 4.9 where we determined the state eqoivalences and distinguishabilities for the states of Fig. 4.8. The partition

16(} CHAPTER 4. PROPERTIES OF REGULAR LANGUAGES of the states into equivalent blocks is ({.4, El, {B, H}, {C}, {D, F}, {G}). Notice that the three pairs of states that are equivalent are each placed in a block together, while the states that are distinguishable frown all the other states are each in a block alone. For the automaton of Fig. 4.10, the partition is ({A, C, D}, {B, El). This example shows that we can have more than two states in a block. It may appear fortuitous that A, C, and D can all live together in a block, because every pair of them is equivalent, and none of them is equivalent to any other state. However, as we shall see in the. next theorem to be proved, this situation is guaranteed by our definition of "equivalence" for states. [] Theorem 4.23: The equivalence of states is transitive. That. is, if in some DFA A = (Q, E, , q0, F) we find that states p and q are equivalent, and we also find that q and r az'e equivalent, then it. must be that p and r are eqt, ivalent. PROOF: Note that transitivity is a property we expec of any relationship called "equivalence." However, simply calling something "equivalence" doesn't make it transitive; we must prove that the name is justified. Suppose that the pairs {p, q} and {q, r} are equivalent, but pair {p, r} is distinguisha)le. Then there is some input string w such that exactly one of 6(p, w) and 5(r, w) is an ar..cepting state. Suppose, by synnnctry, that (p, w) is the accepting state. Now consider whether (q, w) is accepting or not. If it is accepting, then {q, r} is distinguishable, since 3(q, w) is accepting, and (r, w) is not. If 3(q, w) is nonaccepting, tten {p, q} is distinguishable for a similar reason. We conclude by contradiction that {p, r} was not distinguishable, and therefore this pair is equivalent.. [] We can use Theorem 4.23 to justify the obvious algorithm for partitioning states. For each state q, construct a block that consists of q aud all the states that a.re equivalet,t to q. We tr,ust show that the resulting blocks are a partit. ion; that is, no state is in two distinct blocks. First, observe tt,at all states in any block are mutually equivalent. That is, if p md r a'e two states in the block of states equivalent to q, then p and r are equivalent to each oher, by Theorem 4.23. Suppose that there are two overlapping, but not identical blocks. That is, there is a block B that includes states p and q, and another block C that includes p but not q. Since p and q are in a block together, they are equivalent. Consider how the block C was formed. If it was the block generated by p, then q would be in C, because those states are equivalent. Thus, it must be that there is some third state s that generated block C; i.e., C is the set of states equivalent to s. We kuow that p is equixmlent to s, because p is in block C. We also know that p is equivalent to q because they are together in block B. By the transitivity of Theorem 4.23, q is equivalent to s. But then q belongs in block C, a contradic- tion. We conclude that equivalence of states partitions the states; that is, two

4.4. EQUIVALENCE AND MINIMIZATION OF AUTOMATA 161 states either have the same set of equivalent states (including themselves), or their equivalent states are disjoint. To conclude the above analysis: Theorem 4.24: If we create for each state q of a DFA a block consisting of q and all the states equivalent to q, then the different blocks of states form a partition of the set. of statesfi Thai, is, each state is in exactly one block. All members of a block are equivalent, axid no pair of states chosen from different blocks are equivalent. We are now able to state succinctly the algorithm for minimizing a DFA A = 1. Use the table-filling algorithm to find all the pairs of equivalent states. 2. Partition the set of states Q into blocks of mntually equivalent states by the method described above. 3. Construct the minimum-state equivalent DFA /5' by using the blocks as its states. Let ? be the transition function of B. Suppose S is a set of equivalent states of A, md a is an input symbol Then them must exist one block T of states such that for all states q in $, 6(q, a) is a mernber of block T. For if not, hen input symbol a takes two states p and q of $ to st. ares in different blocks, and those states are distinguishable by Theorem 4.24. That fax:t les us conclude that p and q are not, equivalent, and they did not both belong in $. As a cmmequence, we can let ,.(S,a) = T. In addition: (a) The start. state of B is the block containing the start state of A. (b) The set of accepthtg states of B is the set of blocks contahfing ac- cepting states of A. Note that if one state of a block is accepting, then all the states of that block inust be acceptbig. The reason is that any accepting state is dist.nguishable from my nonaccepting state, so you can't have both accepting and nonaccepting st. ares in one block of equivalent states. Example 4.25: Let us minimize the DFA froill Fig. 4.8. We established the blocks of the state partition in Example 4.22. Figure 4.12 straws the minimum- state automaton. Its five states correspond to the five blocks of equivalent states for the automaton of Fig. 4.8. The start state is {A, E}, since A was the start state of Fig. 4.8. The only accepting state is {C}, since C' is the only accepting state of Fig. 4.8. Notice that the transitions of Fig. 4.12 properly reflect. the transitions of Fig. 4.8. For instance, Fig. 4.12 has a transition on input 0 from {A, E} to {B, H}. That r%'ou should remember that the same block may be formed several times, starting from different stacs. 1Iowever, the partition consists of the different blocks, so his block appears only once in the partition.

162 CHAPTER 4. PROPERTIES OF REGULAR LANGUAGES 1 0 Figure 4.12: Minimum-state DFA equivalent to Fig. 4.8 makes seqse. because in Fig. 4.8, A goes to B on input 0, and E goes to H. Likewise, on input 1, {A,E} goes to {D, F}. If we examine Fig. 4.8, we find that both A and E go to F on input 1, so the selection of the successor of {A, E} on input 1 is also correct. Note that the fact neither A nor E goes to D on input 1 is not important. You may check that al of the other transitions are Jso proper.  4.4.4 Why the Minimized DFA Can't Be Beaten Suppose we have a DFA A, and we mbfimize it to construct a DFA M, using the partitioning method of Theorem 4.24. That theorem shows that we can't �TOup the states of A into ewer groups and still have am equivalent DFA. However, could there be another DFA N, unrelated to A, that accepts the same language as A ad M, yet has fewer states than M? We can prove by contradiction that, N does not exist. First, run the state-distinguishability process of Section 4.4.1 on the states o� M and N together, as if they were one DFA. We may assume that the states of M and N have no names in common, so the transition functio of the combined automaton is the union of the transition rules of M and N, with no interaction. States are accepting in the combined DFA if and only if they are accepting in the DFA from which they come. The staxt states of M and N are indistinguishable because L(M) = L(N). Further, if (p, q) are indistinguishable, then their successors ou any one input

4.4. EQUI�[4LE.,�CE AND MINIMIZATION OF AUTOMATA 163 Minimizing the States of an NFA You might imagine that the same state-partition technique that minimizes the states of a DFA could also be used to find a minimum-state NFA equivalent to a given NFA or DFA. While we (:an, by a process of exhaustive enu,neration, find an NFA with as few stab, cs as possible accepting a given regular language, we cannot simply group the states of some given NFA for the Ianguage. An example is in Fig. 4.] 3. None of the three states are equiwalent. Surely accepting state B is distinguishable from nonaccepting states A and C. However, A and C' are distinguishable by input 0. The successors of C are A alone, which does not include an accepting state, while the successors of A are {A, B}, which does include an accepting state. Tires, grouping equivalent states does not reduce the number of states of Fig. 4.13. However, we can find a smaller NFA for the same language if wc simply remove state C. Note that A and B 'alone accept all strings ending in 0, whik' adding state C does not allow us to a:ccpt any or, her strings. symbol are also indistinguishable. The reason is that if we could distinguish the successors, then we could distinguish p from q. Neither M nor N could have an inaccessible state, or else we could eliminate that state and have an even smaller DFA for the same language. Thus, every state of M is indistinguishable froin at least one state of N. To see why, suppose p is a state of M. Then there is some string aia2...a, that. takes the start state of M to state p. This string also takes the start. state of N to some state q. Since wc know the start states are indi.qti,guishable, we also know that their successors nnder input symbol a are indistinguishahle. Then, the successors of those stat(,s on input a2 are indistinguishable, mid so on, until we conchide Start 0,1 Figure 4.13: An NFA theft cannot be minimized by state equivalence

164 CHAPTER 4. PROPERTIES OF REGULAR LANGUAGES that p and q are indistinguishable, Since N has fewer states than M, there e two states of M that are in- distinguishable from the same state of N, m{t therefore indistinguishable from each other. But M was designed so that all its states are distingfishable from each other. We have a contradiction, so the assumption that N exists is wrong, and M in fact has as fi:w states as any equivalent DFA for A. Formally, we have proved: Theorem 4.26: If A is a DFA, and M the DFA constructed from A by the algorithm described in the statement of Theorem 4.24, then M has as few stat as any DFA equivalent to .4. [] In fact we can say something even stronger than Theorem 4.26. There must be a. one-to-one correspondence between the states of any other minimum-state N and the DFA M. The reason is that we argucd above how each state of M must, be equivalent, to ore; state of N, and no state of M can be equivale,t to two states of N. We can similarly argue that no state of N can be equivalent to two states of M, although each state of N must be equivalent to one of M's states. Thus, the mlnhnum-state DFA equivalent to A is unique except for a possible renaming of the states. 0 1 -}A B A B A C C D B � D D A E D F F G E G F G H G D Figure 4.14: A DFA to be ninimized 4.4.5 Exercises for Section 4.4 * Exercise 4.4.1: In Fig. 4.14 is the trasition table o� a DFA. a) Draw the table of distinguishabilities for this automatore b) Construct the minimum-state equivalent DFA. Exercise 4.4.2: Repeat Exercise 4.4.1 for the DFA of Fig 4.15. !! Exercise 4.4.3: Suppose that p are q are distinguishable states o�a given DFA A with n states. As a function of n, what is the tightest npper bound on how long the shortest string that distinguishes p from q can be?

4.5. SUMMARY OF CHAPTER 4 t65 0 1 -A B E B C F � C D H D E H E F � F G B G B B H I C � I A E Figure 4.t5: Another DFA to minimize 4.5 Summary of Chapter 4 The Pumping Lemma: If a language is regular, then every sufciently long string in the langerage has a nonempty substring that can be "pumped," that is, repeated any number of times while the resulting strings are also in the language. This fact can be used to prove that many different languages are not regular. Operations Titat Preserve the Property of Being a Regular Language: There are many operations that, when applied to regulm' languages, yield a regulm' language as a resnlt. Among these are union, concatenation, clo- sure, intersection, complementat. ion, difference, reversal, homomorphism (replacement of each symbol by an associated string), and inverse horao- morphism. Testing Emptiness of Regular Langua.qes: There is an algorithm that, given a representation of a regular lastguage, such as an automaton or regular expression, tells whether or not the represented language is the empty set. Testing Membership in  Regular Language: There is an algorithm that, given a string and a representation of  regular language, tells whether or not the string is in the language. Testing Distinguishability of States: Two states of a DFA are distinguish- able if there is an input string that takes exactly one of the two states to an accepting state. By starting with only the fact that pairs consisting of one accepting and one nonaccepting state are distinguishable, asd trying to discover addition pairs of distinguishable states by finding pah's whose successors on one input symbol are distinguishable, we can discover all pairs of distinguishable states.

166 CHAPTER 4. PROPERTIES OF REGULAR LA,�GUAGES Minimizing Deterministic Finite Automata: We can partition the states of any DFA into groups of mutua[Iy indistinguishable states. Members of two different gn'oups are always distinguishable. If we replace each group bv a singIe state, we get an equivalent I)FA tett bas as few states as any DFA for the same langerage. 4.6 References for Chapter 4 Except for the obvious closure propert, ies of regfiar expressions -- union, con- catenation, and stm -- hat were shown by Kleene [6], almost all results abmt clsure ]>roperties of the regular Ianguages mimic similar results about, context- free languages (the class of lnguages we study in the next chapters). Tus, the pumping lemma for regular languages is a simplification of a correspond- ing result for context-free languages by Bar-Hillel Perles, and Sha.mir [lJ. The same paper indirectly gives us severaI of the other closun properties shown here. However, the closure under inverse homomorphism is fi'om [2]. The quotient operation introduced in Exercise 4.2.2 is from [3]. In fact, that paper taIks about a. more general operation where in place of a single symbol a ] a.ny regular language. The series of operations of the "partial removal" type, starting with Exercise 4.2.8 on the first halves of strings in a regular language, began with [8]. Selferas and McNaughton [9] worked out the general ease of when a removaI operation preserves regular lnguages. The original dec[sion algorithms, such as emptbess, finitehesS, m(1 member- ship fin' regtllar langnages, are from [7]. Algorithms for mifinfizing the states of a DFA appear there ad in [5]. The nost efficient algorithm 'or finding the minimum-st, ate DFA is in [4]. Y. Bar-Hillel, M. Perles, and E. Shanlir, "On formal properties of simple phrase-structure grammars," Z. Phogetik. $prachwiss. Kommunikations- for.s'ch. 14 (1961), pp. 143 172. 2. S. Ginsburg and G. Rose, "Operations which preserve definability in lan- guages," ,1. AGM 10:2 (19133), pp. 175-195. 3. S. Ginsburg and E. H. Spanier, "Qnotients of context-free I,mgalages," J. ACM 10:4 (1963), pp. 487-492. J. E. Hopcroft, "An 'n log n al�odthm for minimizing the states in a finite automaton," in Z. Kohavi (ed.) The Theory of Machiues and Computa- tions, Academic Press, New York, pp. 189-196. 5. D. A. Huffman, "The synthesis of sequential switching circuits," J. Frank- lin Inst. 2157:3-4 (1954), pp. 161 190 and 275-303. S.C. Kleene, "Representation of e'.nts in nerve nets and finite automata," in C. E. Shannon and J. McCarthy, Automata Studies, Princeton Univ. Press, 1956, pp. 3--42.

4.6. P, EFENCE$ FOR CHAPTER 4 167 7. E. F. Moore, "Gedanken experiments on sequential machines ' in C. E. Shannon and J. McCarthy, Aiomat Studies, Princeton Univ. Press= 1956, pp. 129153. 8. R, E. Stearns amd J. Hazanis, "Regularity-preserving modificagions of regular expressions," [rformation arid Co,trol 6:1 (1963) pp. 55-69. 9. J. I. Selferas and R. McNaughton, "Regularity-preserving modifications," Theoretical Computer Science 2:2 (1976), pp. 147-154.

Chapter 5 ContextsFree Grammars and Languages We now turn our attention away from the regular languages to a larger class languages, called t, he "cont. ext-free languages." These languages have a natu- ral, recursire notation, caJled "cont.exl.-free grammars." Context-free grammars have played a central role in compiler technology sirice the 1960's; they turned the implementation of parsers (timorions that discover the structure of a pro- gram) from a. time<onsuming, ad-hoc implementation task into a. routine job that can be done in an afternoon. More recently, the context-free grammar has been used t,o describe document. formats, via the so-called document-type defi- nition (DTD) that is used in the XML (extensible markp language) cornmnnity for information exchange on the Web. In this chapter, we introdnce the context-free grammar notation, and show how grammars define languages. We discuss the "parse tree." a picture of tim structure that a grammar pbmes on the st. rings of its language. The parse tree is the product. of a. parser fir a programming language and is the way that structure of prograins is normally captured. There is an automaton-like notation, called t.he "pushdown aur, omaton," that also describes a.ll axed only the context-free languages; we introduce the pushdown automaton in Chapt. er 6. While less imlmrtant than fiit automata, we shall find the pushdown automaton, especially its equivalem:e to context-ree grammars as a [a.nguage-defining mechanism, to be quite useful wher we explore the closure and decision properties of the �oatext-free languages in Chapt. er 7. 5.1 Context-Free Grammars We shall begin by introducing the con[ext-free grammar notation informally. Aftel' seeing some of the important capabilities of these grammars, we offer formal definitions. We show how to define a gl';umnar formally, arid introduce 169

170 CHAPTER 5. CONTEXT-FREE GRAIvlMARS AND LANGUAGES the process of ':deriwttion," whereby it is determined which strings are in the language of the grammar. 5.1.1 An Informal Example Let us consider the language of palindromes. A paIindrome is a string that reads the same forward and backward, such as otto or madamimadam ("Madam, I'm Adam," allegedly the first thing Eve heard in the Garden of Eden). Put another way, string w is a palindrolac if and only if w = w a. To make things simple, we shall consider describing only the patindromcs with alphabet {0, 1}. This languag( includes strings like 0110, 11011, and e, but not 011 or 0101. It is easy o vcrify that the language Lp of palindromes of O's and 1's is uot a regular la.nguagc. To do so, we use the pumping lemma. If Lrat is a rtgular language, let n be the associated constant, and considcr the palindrome w: 0 TM 10 'n. If Lpl is regular, then we can break w into w = xyz, such that y consists of one or more O's from the first group. Thus, xz, which would also h;;ve to be in Lr,,t if Lpat were regular, would have fewer O's to the left of the loe 1 th;m there are to the right of thc 1. Therefore xz cannot be a palindrome. We have now contradictcd the assumption hat Lr, is a regular language. There is  natural, rccurslve definition of when a string of O's and 1's is in Lrt. It starts with a basis saying that a few obvious strings are in Lpat, and then exploits the idea that if a string is st palindrome: it must begin and end with the same symbol. Further, when the first and last symbols are removed, the resulting string must also be a palindrome. That is: BASIS: 6, 0, and 1 are palindromes. INDUCTION: If w is a palindrome, so are 0w0 and lwl. No string is a palin- drome of O's asd l's. unless it follows frmn this basis and induction rule. A context-free gTammar is a formal notation for expressing such recurslye defiuitions of languages. A grammar consists of one or more variabIes that represent classes of strings, i.e., languages. In this example we have need for only one variable P, which represents the set of palindromes; that, is the class of strings forming the language Lpai. There are rules that say how the strings in cach class are const, ructcd. The construction can use symbols of the alphabet, strings that arc already known to be in one of the classes, or both. Example 5.1: The rules tha define the palindromes, expressed in the context- free grammar notation, are shown in Fig. 5.1. We shall see in Section 5.1.2 what the rules mean. The firs three rules form the basis. They tell us that the class of palindromes includes the strings e, 0, and 1. None of the right sides of these rules (the portions following the arrows) contains a variable, which is why they form a basis for the definition. The last two rules form the inductive part of the definition. For instance, rule 4 says that if we take stny string w from the class P, then 0w0 is also in class P. Rule 5 likewise tells us that lwl is also in P. []

5.1. CONTEXT-FREE GRAMMARS 171 1. P - e 2. P - 0 3. P - 1 4. P - OPO 5. P - 1P1 Figure 5.1: A context-free grammax for palindromes 5.1.2 Definition of Context-Free Grammars There are four important components in a grammatical description of a lan- guage: 1. There is a finite set of symbols that form the strings of the language being defined. This set was {0, 1} in the palindrome example we just Sw. VV'e call this alphabet the terminals, or terminal symbols. 2. There is a finite set of variables, also called sometimes nonterminals or syntactic categories. Each variable represents a language; i.e., a set of strings. In our example above, there was only one variable, P, which we used to represent the class of palindromes over alphabet {0, i}. One of the variables represents the language being defined; it is called the start symbol Other variables represent auxiliary classes of strings that are used to help define the language of the start symbol. h our example, P, the only variable, is the start symbol. There is a finite set of productions or rules that represent the rccursive definition of a laxguage. Esot, production consists of: (a) A variable that is being (partially) defined by the production. This variable is often called the head of the production. (b) The production symbol -. (c) A string of zero or more termiuals and variables. This string, called the body of the production, represents one way to form strings in the language of the variable of the head. In so doing, we leave terminals unchanged and substitute for each variable of the body any string that is known to be in the language of that, variable. We saw an example of productions in Fig. 5.1. Fhe four components just described form a context-free g,mmar, or just gram,- mar, or CFG. We shall represent a CFG G by its four components, that is, G = (V, T, P, S), where V is the set of variables, T the terminals, P the set ,f productions, and S the start symbol.

172 CHAPTER 5. CONTEXT-FREE GRAMMA RS AND LA�GUAGES Example 5.2: The grammar Gpt for the palindromes is represented by where A represents rite set of five productions that we saw in Fig. 5.1. [] Example 5.3: Let us explore a more complex CFG that represents (a simplific- ation of) expressions in a typical programming language. Frst, we shall limit ourselvcs to the operators + and., representing addition and multiplication. We shall allow arguments o be identifiers, but instead of allowing the full set of typical identifiers (letters followed by zero or more lctters axed digits), we shall allow only the letters a and b and the digits 0 and 1. Ewry identifier must begin with a or b, wlfich may bc followed by any string in {a, b, 0, 1}'. We need two variables in this gramrnar. One, which we call E, represents cxprcssions. It is the start symbol [Ii(l represent. s the language o exprcssions we arc defining. The other vriahh', I, represents identifiers. Its language is actually regular; it is the language of the regular expression (a+ b)(a+ b + 0 + 1)* However, we shall not use regular expressions directly in grammars. Rather, we use a set of productions tha; say essentially the same thffg as this regular expression. 1. E - I 2. E -> E + E 3. E -> E,E 4. E (s) 5. 1- --> a 6. I -> b 7. i --> Ia 8. i  lb 9. I - I0 10. I --> I1 Figure 5.2: A context-free grammar for simple expressions The grammar for expressions is st. atcd formally as G = ({E,I},T,P,E), where T is t. he set of symbols {% *, (,), a,b, 0, 1} md P is the set of productions shown in Fig. 5.2. We interpret the productions as follows. Rule (1.) is the basis rule for expressions. It says that an expression cart be a single idcntifie,'. Rules (2) through (4) describe the inductive case for expressions. Rule (2) says that an expression can be two expressions connected by a plus sign; rule (3) says the same with a muItiplicaion sign. Rule (4) says

5.1. CONTEXT-FREE GRAMMARS 173 Compact Notation for Productions It, is convenient to think of a production as %elonging" to the variable of its head. We shall often use rmnarks like "the productions for A" or "A-prodnctions" to refer to the productions whose head is variable A. We may write the productions for a grammar by listing each variable once, arid then listing all the bodies of the productions for that variable, separated by vertical bars. That is, the productions A  c. A -- a'2, .... A  ., can be replaced by the notation ,4 - a' 121''' 1,.. Far instance, the gTammar for palindromcs from Fig. 5.1 can be written as ? - e I 0 I 1 [ 0P(I I 1P1. that if we take any expression and put matching parentheses around it., the result is also an expression. Pules (5) through (10) describe identifiers I. The basis is ruh?s (5) and (6); they say that a aztd b are identifiers. The remaining four rules are the inductiw; case. They say that if we have any identifier, we can follow it by a, b, D, or 1., and the result. will be another identifier. [] 5.1.3 Derivations Using a Grammar We apply the productions of a CFG t, infer that certain strings are in the language of a certain variable. There are two approaches to ths inference. The more conventioml approach is to use the rules from body to head. That is, we take strings known to be in the language of each of the varia.bles of the body, concatenate them, in the proper order, wth any termin'als appearing in the body, and infer that the resulting string is in the language of the variable in the head. We shall refer to this procedure as recursive inference. There is another approach to defining the language of a grammar, in which we use the productions from head to body. We expmid the start symbol using one of its productions (i.e., using a production whose head is the start symbol). We further expmd the resulting string by replacing one of the variables by the body of one of its productions, .zmd so on, until we derive a string consisting entirely of terminals. The language of the grammar ts all strings of terminals titat we can obtain in this way. This use of grmnmars is called derivation. We shall begin with em example of the first. approach -- recursire inference. However, it is often more natm'al to think of gra.mmars ms used in derivations, and we shall next develop the notation for describing these derivations. Example 5.4: Let us consider some of the infereuces we can make using the grammar for expressions in Fig. 5.2. Figare 5.3 snmmarizes these inferences. For example, line (i) says that we can infer string a is in the language for I by using production 5. Lines (ii) through (iv) say we can infer that

174 CHAPTER 5. CONTEXT-FREE GRAMMARS AND LANGUAGES is an identifier by using production 6 once (to get the b) and then applying prodnotion 9 twice (to attach the two O's). (iii) (iv) (v (viii) (ix) String Inferred a I b I b0 I bOO I a E bOO E a + bOO E (a + 00) E a*(a+bO0) E For lang- uage of Production used String(s) uaed (ii) (iii) (i) (iv) �,), (vi) (v), (viii) Figure 5.3: Inferring strings using the grammar of Fig. 5.2 Lines (v) ad (vi) exploit production 1 to infer that, since any identifier is an expression, the strings a and bOO, which we inferred in lines (i) and (iv) to be identifiers, are also in the language of variable E. Line (vii) uses produc- tion 2 to infer that the sum of these identifiers is an expression; line (viii) uses production 4 to infer that the same string with parchtheses around it is also an expression, and line (ix) uses production 3 to multiply the identifier a by thc expression we had discovered in line (viii). [] The process of deriving strings by applying productions from head to body requires the dcfinition of a new relation symbol =. Suppose G = (V, T, P, $) is a CFG. Let crAB be a string of terminals and variables with A a variable. That is, et and . are strings in (V o T)*, and A is in V. Let A - 7 bc a production of G. Then we say earl = a?..2. If G is understood, we just say etA'3 = a%. Notice that one derivation step replaces any variablc anywhere in the string by the body of one of its productions. We may external the > relationship to represent zero, one, or mauy derivation steps, much as the transition function 5 of a finite automaton was extended to . For derivations, we use a * to denote "zero or more steps," as follows: BASIS: For any string c of terminals and variables, we say a = '. That is, my string derives itself. INDUCTION: If a  .53 and/5  7, then a  7- That is, if a can become fi G G C; by zero or more steps, and one more sep takes fl t.) 7, then  can become 7. Put another way, e  ;5 meas that there is a sequence of strings 7, ?,-. �, 7,, for some n. _> 1, such that

5.1. CONTEXT-FREE GRAMMARS 175 2..3 = %, and 3. For i = 1, 2 ..... n - 1, we have 7.i  i+. If grammar G is understood, then we use  in place of  . G Example 5,5: The inference that a * (a + bOO) is in the language of variable E can be reflected in a derivation of that string, starting with the string E. Here is one such deriwation: E E.E I.Ea.E= a*(E) a*(E+ E) a*([ + E) a.(a+ E) (a + r) a. + to) (a + oo) � (a + oo) At the first step, E is replaced by the body of production 3 (from Fig. 5.2). At the second step, production 1 is used to replace the first E by [, and so on. Notice that we have systematically adopted the policy of always replacing the leftmost variable in the string. Holdover, at each step we may ch.ose which variable to replace, and we can use any of the productions for that ariable. For instance, at the second step, we could have replaced the second E by (E), using production 4. In that case, we wofid say E * E = E * (E). We could also have chosen to make a replacement that would fail to lead to the same strin of terminals. A simple example would be if we used production 2 at the first step, and said E = E + E. No replacements for the two E's could ever turn E + E into a. (a + bOO). We can use the  relationship to codense the derivation. We know E  E by the basis. Repeated use of the inductive part gives us E = E.E, E = I,E, and so on, until finally E : a. (a + bOO). The two viewpoints -- recurslye inference and derivation - are equivalent. That is; a string (ff terminals w is inferred to be in the language of some variable A if and only if A  w. However, the proof of tiffs fact requires some work, and we leave it to Section 5.2. Cl 5.1.4 Leftmost and Rightmost Derivations In order to restrict the nmuber of choices we have in (leriving a strinp;: it is often usetiff to require that at each step we replace the leftmost variable by one of its productitm bodies. Such a derivation is called a h.ftmost derivation: and we indicate that a derivation is leftmost by using the relations = and , , for one or many steps, respectively. If the grammar G that is being used is not obvious we can place the name G below the arrow in either of these symbols. Similarly, it is possible to require that. at each sep the right. most sin'fable is replaced by one of its bodies. If so, we call the derivation rightmost and use

176 CHAPTER 5. CONTEXT-FREE GRAM_,VL4RS AND LANGUAGES Notation for CFG Derivations There are a number of couventions in common use t. hat help us remember the role of the symbols we use when discussing CFG's. Here are the conventions we shall use.: Lower-case letters near the beginning of the alphabet, a, b, md so on, are terminal symbols. We shall also assume that digits and other characters such as + or parentheses are terminals. Upper-case letters near the beginning of the alphabet, A, B, and so on, are variables. Lower-case letters near the end of the alphabet, such s w or z, arc st. rings of ternfinals. This convention reminds us that. the terminals are analogous [o the input symbols of 'am automaton. Upper-case letters near the end of the alphabet, such as X or Y, are either terminals or va. riables. Lower-cause Greek letters, such ms a' and ..3, are strings consisting of terminals and/or variables. There is no special not. at, ion for strings that consist of variables only, since this concept plays no important role. However, a string named r or an- other Greek letter might happen to have only variables. the synbols => and = to indicate one t.r marty rightmost derivation steps, respectively. Again, the name of the grmnmar may appear below these synbols if it is not clcax which grammar is bcing used. Example 5.6: The derivation of Example 5.5 was actually a leftmost deriva- tlon. Thus, we cn describe the same dm'ivat, i(m by: E E*E I*E- a*E a,(E)- a,(S+E) a,(I+E) a,(a+E) m t.m lm a, (-+ )   � (, + m) ,.Z a � (,, + m0)  a, (a + 00) We can also summarize the leftmost derivation by saying E  a, (a + bOO), or express several steps of the deriva.ton by expressions such ks E * �  a � (E). I m

5.1. CONTEXT-FREE GRAMMARS 177 There is a rightmost derivation ;hat uses the same replacements for each variable, although it makes the replacements in different. order. This rightmost derivation is: E E,Em E.(E) E.(E+E) E,(E+I) m E.(E+I0) E,(E+500) E,(E+b00) E � + b00) E, (a + boo) I � (a + b00) a � (a + b00) This derivation allows us to conclude E = a, (a + bOO). [] Any derivation has a.n equivalent leftmost and an equivalent rightmost der- ivation. That is, if w is a terminal string, and A a variable, then A  w ff and only if .4 = w, and A  w if and only if A : 'w. We shall also prove these claims hi Section 5.2. 5.1.5 The Language of a Grammar IfG(V,T,P,S) is a CFG, the la&guae of G, denoted L(G), is the set of tcrmilml strings tha have derivations from the start symbol. That is, L(G) = {w ia T* { S  w} If a language L is the language of some context-fi'ee grammar, then L s said o be a context-]re larigage, or CFL. For instance, we asserted that the graanmar of Fig. 5.1 defined the language of palindromes over alphabet {0, 1}. Thus, the set of palindromes is a context-free langnage. We can prove that sta. t. eulelt, a.s follows. Theorem 5.7: L(Cpt), where Gpt is the grammar of Example 5.1, is the set of palindromes over {0, 1}. PROOF: X�c shall prove that a string w in {0, I}* is in L(Grat) if and only if it is a palindrome; i.e., w = w a. (If) Suppose .u is a palindrome. We show by iaduction on [w I that w is in L(G,,). BASIS: %re use lengths 0 and 1 as the bis. If Iwl = 0 or Iwl: 1, then w is e, 0, or 1. Since there are productious P  �, P  0, and P  1, wc c(mclude that P   in any of these basis cases. INDUCTION: Suppose Iwl  2. Since w = w a, w must begin and end with the same symbol That is, w = 0x0 or w = txI. Moreover, x nust be a pindrome; that is, .z = x a. Note that we aced the fact t,ht I'w] k 2 to infer that there are two distinct O's or l's, at either end of w.

178 CHAPTER 5. CONTEXT-FREE GRAMMARS AND LANGUAGES If w: 0x0, then we invoke the inductive hypothesis to claim that P = x. Then there is a derivation of w from P, namely P ==> 0P0  0z0 = w. If w = Ixl, [hc argument is the san,e, but we use the production P  IP1 at the first step. In eit. l',cr case, wc conchide that 'to is in L(Oat) and complete tile proof. (Only-if) Now, we assume that w is in L(Ga); that is, P  w. We must conclude that w is a palindrome. The proof is an induction on the number of steps in a derivation of w from P. BASIS: If the derivation is one step, then it must use one of the three produc- tions that do not have P in the body. That is, tile derivation is P = e, P  0, or P ==> 1. Since e, 0, and 1 are all palindromes, the basis is proven. INDUCTION: Now, suppose t, hat the derivation takes n + 1 steps, where , _> 1, and the statement is true for all derix'aLiens of n steps. That is, if P  x in n steps, then x is a palindrome. Consider an (n. + 1)-stel) derivation of w, which must be of the form P=I, 0P0 0x0=w or P =1, iP1  lxl = w, since re + 1 steps is at least two steps, and tile productions P -4 0P0 and P -4 1 P1 are the only productions whose use 'allows additional steps of a derivation. Note that in either case, P  x in n steps. By the inductive hypothesis, we know that x is a palindrome; that is, x = x n. But if st), then 0x0 and 11 are also palindromes. For instance, (0x0) t = 0za0 = 0x0. We conclude tt,at w is a palindrome, which cmnpletcs the proof. 5.1.6 Sentential Forms Derix-ations froxn the start syxnbol produce strings that have a special role. We call these "scntentlal forms." That is, if G -- (V, T, P, $) is a CFG, then any string a in (V LIT)' such that $ : ct is a sentential orm. If S = a, then a is a left-sententiat form, and if S = a, then a is a vight-sentential form. Note that the language L(G) is those sentential forms that are in T'; i.e., they consist solely of erminals. Example 5.8: Consider the grammar for expressions fi'om Fig. 5.2. For ex- ample, E � (I + E) is a semential form, since tilere is a derivation E E,E E,(E)  E,(E+ E)  E*(I +E) However this deriwation is neither lefmost nor rightmost, since at the last step, the middle E is replaced. As an example of a left-sentential form, consider a � E, a4th the leftmost derivation

5.1. CONTEXT-FRBF.. GtL4MMARS 179 The Form of Proofs About Grammars Theorem 5.7 is typical of proofs that show a grammar defines a particular, informally defined language. We first develop an inductive hypothesis that states what properties the strings derived from each variable have. In this example, there was only one variable, P, so we had only to claim that its strings were palindromes. W prove the "if" part: that if a string w satisfies the informal state- ment about the strings of one of the variables A, then A : w. In our example, since/2 is the stazt symbol, we stated "P  w" by saying that w is in the language of the grammar. Typically, we prove the "if" part by induction on the length of w. If there are k variables, then the inductive statement to be proved has k parts, which must be proved as a mutual induction. We must 'also prove the "only-if" part, that if A  w, then w sat- isfics the informal statement zbout the strings derived from variable A. Again, in our example, since we had to dom only with the start symbol P, we assumed that w was in the laguagc of Gvt as an equivalent to P  w. The proof of this part is typically by induction on the nurnbcr of steps in the derivation. If the grammar has productions that 'allow two or more variables to appear in derived strings, ehen we shall have to break a derivation of n steps into several parts, one derivation from each of the variables. These derivations may have fewer than n steps, so we have to perform an induction assuming the statemeant for 'all values n or less, as discussed in Section 1.4.2. E*E t*E a*E Ira Additionally the derivation E E,E E,(E) E,(E+E} shows that E, (E + E) is a right-sentential form. [] 5.1.7 Exercises for Section 5.1 Exercise 5.1.1: Design context-free gramnars for the following languages: * a) The set {0 ?1 n 1 n >_ 1}, that is, the set of all strings of one or more O's followed by an equal nnmbcr of 1's. *! b) The set {aibc  ] 'i  j or j  k}, that is, the set of strings ofa's followed by b's followed by c:s, such that there are either a different number of a's and b's or a different nunber of b's and c's, or both.

180 CIL4PTER. 5. CONTEXT-FREE GRAMMARS AND LANGS4GES ! c) The set (ff all strings of a's and b's t, hat are not of the form ww, that is, not equal to an5: string repeated. !! d) The set of all strings with twice as mmxy O's as 1's. Exercise 5.1.2: Tm following grammar generates the language of regular expression 0'1(0 + 1)': $ --> A1B A -> 0AI  B - 0BI1BI Give leftmost md rightmost derivations of the following strings: * a) 00101. b) 11)01. c) 0O011. Exercise 5.1.3: Show that every regular language is a context-free language. Hint: Construct a CFG by induction on the number of operators in the regular expresskin. Exercise 5.1.4: A CFG is said to be ght-linear i[ each production body has at most one variable, and that. mriable is at the right. end. That is, atl productions of a right-linear grammar are of he form A  wB or A  w, where A and B are variM>les and w some string of zero or more terminals. a) Show that every right-line grammar generates a reguI' lguage. Hint: Construct an e-NFA that simulates lekmost derivations, using its slate to represent the lone variable in the current left-sententi form. b) Show that every regular language has a right-linear grinning. Hint: Stt wtb a DFA and let the variables of the gramm represent states. xerclse 5.1.5: Let T = {0, 1, (,), +,*,�,e}. We may thnk oft as the set of symbols nscd by regular expressions over alphabet {0, 1}; the only difference is tlmt we use c for sbol e, to avoid potential confusion in what follows. Your task is to design a CFG with set of terminals T that generates exactly the regular expressions with alphabet {O, 1}. Exercise 5.1.6: We defined the relation  witch a bsis   a" and an induction that says "a'   and .3  7 imply a  7. There are severat other ways to define  that also ha,e the effect of saying that " is zero or more  steps." Pro'e that the following are true: a) a  .d  and only if there is a sequence of one or more strings such that o = 7, . = %, and for/= 1,2, .... n - 1 we have   +.

5.2. PARSE TREES 181 b) If o'  ;?, and fi  % then cr  9'. Hint: use induction on the number of steps in the derivation/3 = 9'. ! Exercise 5.1.7; Consider the CFG G defined by productious: S - aS [ Sb l a ] b a) Prove by inductiou on the string length that no string in L(G) has ba as a substring. b) Describe L(G) informally. Justi' your answer using part (a). !! Exercise 5.1.8: Consider the CFG G defined by productions: S  aSbS I bSaS I e Prove that L(G) is the set of all strings with an equal number of a's and b's. 5.2 Parse Trees There is a tree representation for derivations titat has provcd extremely useful. This tree shows us clearly how the symbols of a terminal string are grouped into substrings, each of which belongs to the lmguage of one of the variables of the grammar. But perhaps more importantly, the tree, known as a "parse tree" when used in a compiler, is the data struct, ure of choice to represent the source progrant. In a compiler, the tree structure of the source program facilitates the translation of the source program into executable code by allowing natural, recursive fuxmtions to perform this translation process. In this section, we introduce the parse tree and show that the existence of parse trees is tied closely to the existence of derivations and recursire inferences. We shall later study the matter of ambiguity in grammars and languages, which is an important application of parse trees. Certain grammars allow a terminal string to have more than one parse tree. That situation makes the grazamar unsuitable for a programming laxguage, since the compiler could not tell the structure of certain source programs, and therefore could not with certainty deduce what the proper executable code for the program was. 5.2.1 Constructing Parse Trees Let us fix on a grammar G = (V, T, P, S). The parse trees for G are trees with thc following conditions: 1. Each interior node is labeled by a variable in V. 2. Each leaf is labeled by either a variable, a terminal, or e. However, leaf is labeled �, then it must be the only child of its parent.. if the

182 CHAPTER 5. CONTEXT-FRFE GRAMMARS AND LANGUAGES Review of Tree Terminology We assume you have been introduced to the idea of a tree and are familiar with the commonly used definitions for trees. However, the following will serve as a review. Trees are collections of nodes, with a parent-child relationship. A node has at most one parent, drawn above the node, and zero or more children, drawn below. Lines connect parents to their children. Figures 5.4, 5.5, asxd 5.6 axe examples of trees. There is one node, the root, that has no parent; this node appears at the top of the tree. Nodes with no children are called leaves. Nodes that are not leaves are interior nodes. A child of a child of a .-. node is a descendant of that node. A parent of a parent of a. � � is an ancestor. Trivially, nodes are ancestors and descendants of themselves. Tile children of a node are ordered "from the left," and drawn so. If node N is to tile left. of node M, then 'all the descend'az4ts of N axe considered to be to the left of all the descendants of M. 3. If an interior node is labeled A, uld its children are labeled X1, X9,... Xk respectively, from the left, then ,4 -> XXe-.-X} is a production in P. Note that the only time one of the X's can be e is if that is the label of the only child, and .4 - e is a production of G. Example 5,9: Figure 5.4 shows a parse tree that uses the expression gralnmar of Fig. 5.2. The root is labeled with the variable E. Wc sec' that the production useel at the root is E  E + E, since the three children of tim root have labels E, +, and E, respective]y, from the left.. At the leftmost child of the root, the production E  I is used, shce there is one child of that node, labeled I. [] Example 5.10: Figure 5.5 shows a parse tree for tile palindromt: grmmnar of Fig. 5.1. The production used at the root is P -} 0P0, and at the middle child of tile root it is P -> IP1. Note that at tle hottom is a use of the productkin P - . That use, where t. hc node labeled by the head [uks one child, labeled e, is the only time that a node labeled e can appear in a parse tree. [3

$.2. PARSE TREES 183 E E + E I I Figure 5.4: A parse tree skewing the derivation of 1 + E from P 0 P 0 1 P 1 I Figure 5.5: A parse trec showing the derivation P : Ol 10 5.2.2 The Yield of a Parse Tree If we look at the leaves of any parse tree and concat(mate them from the left., we get a string, called tht; lield of the tree, which is always a string that, is derived from the root variable. The fact that the yiekt is derived from the root will be proved shortly. Of special impotraduce are those parse trees such that.: 1. The yield is a terminal string. That is, all leaves arc labeled either with a t. ermimd or with e. 2. The root is labeled by t. he start symbol. These are the parse trees whose yields are strings ill the language of tim under- lying grammar. We sha21 also prove. shortly that another way ;o describe the language of a grammar is as tim set. of yields of those parse trees having the start synbol at the root and a terminal string as yield. Example 5.11: Figure 5.6 is a example o� a tree wi[h a. terminal string as yield and the start symbol at the root; it is b;med on the grammar k)r expressions that we [ntmduced in Fig. 5.2. This wee's yield is the swing a * (t; + bOO) that was derived in Example 5.5. in fac;, as wc shall see, this particular parse tree is a. representation of that derivation. 

184 CHAPTER 5. CONTEXT-FREE GRAMMARS AND LANGUAGES E E * E I ( E ) a E + E I I I /\ a I 0 /\ I o b Figure 5.6: Parse tree showing a. (a + bOO) is in the language of our expression grammar 5.2.3 Inference, Derivations, and Parse Trees Each of the ideas that we have introduced so far for describing how a grammar works gives us essentially the same facts about strings. That is, given a grammar G = (V, T, P, S), we shall show that the following are equivalent: 1. The recurslye inference procedure determines that terminal string w is in the Ianguage of variable A. 3. Aw. tm 5. There is a parse tree with root A and yield w. In fact, except for the use of recurslye inference, which we only defined for terminal strings, all the other conditions -- the existence of derivations leftmost or rightmost derivations, and parse trees -- are also equivalent if w is a string that has some variables.

5.2. PARSE TREES 185 We need to prove these equivalences, and we do so using the plan of Fig. 5.7. That is, each arc in that diagram indicates that we prove a theorem that says if w meets the condition at the tail, then it meets the condition at the head of the arc. For instance, we shall show in Theorem 5.12 that if w is inferred to be in the language of A by recursire inference, thin, there is a parse tree with root, A and yield w. Derivation - Parse Leftmost  tree derivation /  Rightmost derivation Recursive inference Figure 5.7: Proving the equivalence of certain statements about grammars Note that two of the arcs are very simple and will not be proved formally. If w has a leftmost derivation from A, then it surely has a derivation from A, since a leftmost derivation is a derivation. Likewise, if w has a rightmost derivation, then it surely has a derivation. We now proceed to prove the harder steps of this equivalence. 5.2.4 From Inferences to Trees Theorem 5.12: Let G = (t4 T,P,S) be a CFG. If the recnrsive iuference procednre tells us that terminal string w is in the language of variable A, then there is a parse tree with root A and yield w. :PROOf: The proof is an induction on the number of steps used to infer that w is in the language of A. BASIS: One step. Then only the basis of the inference procedure must ve been used. Thus, there must bca production A - w. The tree of Fig. 5.8, where there is one leaf for each position of w, meets the conditions to be a parse tree for grammar G, and it evidently has yield w and root A. In the special case that w = e, the tree has a single leaf labeled e and is a legal parse tree with root A }red yield w. INDUCTION: Suppose that the fact w is in the language of A is inferred aer n + 1 inference steps, and that the statenrant of the theorem holds for all strings x and variables B such that the membership of., in the language of B was inferred using n or fewer inference steps. Consider the last step of the inference that w is in the language of A. This inference uses some production for A, say A - X X ... X, where each X is either a variable or a terminal.

186 CHAPTER 5. CONTEXT-FREE GtL4MMARS AND LANGUAGES A .<z W > Figure 5.8: Tree constructed in the basis case of Theorem 5.12 We can break w up as w.w2 ".w, where: IfXi is a terminal, then wi = Xi; i.e., wi consists of only this one terminal from the production. If Xi is a variable, then wi is a string that was previously inferred to be in the language of Xi. That is this inference about wi took at most n of the n + 1 steps of the inference that w is in the language of A. It cannot take all n+ 1 steps, because the final step, using production A - XXe .--X&, is surely not part of the inference about wi. Consequently, we may apply the inductive hypothesis to wi and Xi, and conclude that, there is a parse tree with yield wi and root A w 1 w 2 �.. w k Figure 5.9: Tree used in the inductive part of the proof of Thcx)rcm 5.12 We then construct a tree with root A and yield w, as suggested in Fig. 5.9. There is a root labeled A, whose children axe Xt,X,..., X&. This choice is valid, since A -> Xx X. -.. Xe is a production of G. The node for each Xi is made the root of a subtree with yield wi. In case (1), where Xi is a erminal, this subtree is a trivial tree with a single node labeled Xi. That is, the subtree consists of only this child of the root. Since wi = Xi in case (1), we meet the condition that the yield of the subtree is wi. In case (2), Xi is a variable. Then, we invoke the inductive hypothesis to claim that there is some tree vAth root Xi and yield wi. Tkfis tree is attached to the node for Xi in Fig. 5.9. The tree so constructed has root A. Its yield is the yie}ds of the subtrees, concatenated from left to right. That string is wlwa ---w, which is w. []

5.2. PARSE TREES 187 5.2.5 From Trees to Derivations We shall now show how to construct a leftmost derivation from a parse tree. The method for constructhg a rightmost derivation uses the same ideas, and we shall not explore the rightmost-derivation case. In order to understand how derivations may be constructed, we need first to see how one derivation of a string from a variable can be embedded within another derivation. An example should illustrate the point. Example 5.13: Let us again consider the expression grammar of Fig. 5.2. It is easy to check that there is a derivation EIIbab As a result, for any strings a' and .3, it is also true that The justification is that we (:an make the same replacements of production bodics for heads in the context of a and [  we can in isolation.  For instance, if we have a derivation that begins E  E + E  E + (E), we could apply the derivation of ab front the second E by treating ':E + (" as a and ")" as B. This derivation would then continue E + (E)  E + (I)  E + (lb)  E+ (ab) We are now able to prove a theorem that lets us convert a parsc tree to a leftmost derivation. The proof is an induction on thc height of the tree, which is the maximum length of a path that starts at the root, and proceeds downward through descendants, to a leaf. For instance, the height of the tree in Fig. 5.6 is 7. The longest root-to-leaf path in tfis tree goes to the leaf labeled b. Note that path lengths conventionally count the edges, not the nodes, so a path consisthag of a single node is of length 0. Theorem 5.14: Let G = (� T, P, S) be a CFG, and suppose there is a parse tree with root labeled by vaxiable A and with yield w, where w is in T*. Then there is a leftmost derivation ,4  w in grammar G. PROOF: %�e perform an indnction on the height of the tree. 1In fact, it is this property of being able to make a string-for-variable substitution regard- less of context, that gave rise originally to the term "context-free." There is a more powerful classes of grammars, called "co.text-ensitive," where replacements are permitted onb' if cer- tain strings appear to the left and/or right. Context-sensitive gammars do not play & major role in practice today.

188 CHAPTER 5. CONTEXT-FREE GRAMM.4RS AND LANGUAGES BASIS: The basis is height 1, the least that a parse tree with a yield of terminals can be. In this case, the tree must look like Fig. 5.8, with a root. labeled A md children that read w, left, to-right. Since this tree is a parse tree, A - w must be a production. Thus, A = w is a one-step, Iemost derivation of w from A. INDUCTION: If the height of the tree is n, where n > 1, it must look like Fig 5.9. That is, there is a root labeled A, will, children labeled X, X2,..., Xt. from t}tc left. The X's may be either terminals or variables. 1. I� Xi is a terminal, define wi to be the string consisting of Xi alone. ff Xi is a variable, then it must be the root. of some subtree with a yield of termin's, which we shall call wi. Note that in this case, the subtree is of height less than n, so the inductive hypothesis applies to it. That is, there is a leftmost derivation X- * Note that w We construct a left, most derivation of w az follows. ][' begin with the step ,4 = X X2.--X.. Then, for each i = 1, 2 .... , k, in order, we show that A : w:tw... wXiq. lXi+2... X This proof is actually another butuction, this tine on i. For the basis, i = 0, we already know that A = XX2 - - - X. For the induction, asstame that ,4  wiw_,...wi_XiX,+ -.. a) If Xi is a terminal, do nothing. However, we shall subsequently think of X as the terminal string wi. Thus, we already have A = wwe'"wiXi+Xi.t. ...Xt Im b) If' Xi is a variable, continue with a derivation of wi from Xi, in the context of the derivation being constrncted. That is, if this derivation is l ,m l m l 'm. we proceed with


5.2. PARSE TREES 189 The result is a derivation .4 = uhw2 '- � wiXi+ '-- Xk. lm When i -- k,, the result is a leftmost derivation of w from .4. [] Example 5.15: Let us construct the leftmost derivation for the ree of Fig. 5.6. We sha show only the final sep, where we cons[ruc he derivation from the entire ree from derivations Chat correspond o tim subtrees of he root. Tha is, we shall assume Chat by recurslye ipplicafion of he technique in Theorem 5.14, we have deduced tha the subree rooted a the s[ child of the root has leamost derivation E  I m a, while tim sub[tee rooted a the third child of the root h leamost derivation E (E) (Eq-E) (I+E) (a+E) tm, lm. m lm. (. + _r) : ( + ro)  (, + .too)  ( + boo) To build a. leftmost derivation for the entire tree, we stm't with the step at the root: A  E * E. Then, we replace the first E according o its derix,a- tion, following each step by .E to account for the larger conte  which that derivation is used. The lcfiimost derivation so f is thus E E.E I.E a*E l m I m I m The * [n he production used ;t the root. requires no derivation, so he above leftmoat derivation also coms for the 's[ wo ddldren of he root. We conplete the lef[mos derivation by using the derivation of E  (a + bOO), in a conex where it is preceded by a* d followed by he empW string. This derivation actually appeared in Example 5.6; it is: E E*E I*E a*E 1,*, tm fm a.(E) a*(E+E) i a*(l+E) a.(a+E)= a, (z + I)  a � (a + I0)  a � (a + t00)  a * (a + bOO) A similar theorem lets us convert a trce t.o a righmost derivation. The construction of a rightmost derivation fi'om a free is almost the same as the construction of a leftmost derivation. However, after starting with the step A  XX2..X, we expand Xk first, using a rightmost derivation, then expand X_l, and so on. down to X. Thus. we shall state without further proof: Theorem 5.16: Let G = (V,T, P, S) be a CFG, and suppose there is a parse tree with root labeled by variable .4 and wit yield w, where w is in T*. Then there is a rightmost derivation A 1 w in grammar G. 71

190 CHAPTER 5. CONTEXT-FREE GRAMMARS AND LANGUAGES 5.2.6 From Derivations to Recursire Inferences ,. now complete the loop suggested by Fig. 5.7 by showing that whenever there is a derivation A = w for some CFG, then the fact that w is in t-he language of A is discovered in the recurslye inference procedure. Before giving the theorem and proof, let us observe something important about derivations. Suppose that we have a derivation A  XX2.-. X  w. Then we can break .'w into pieces w = wtwa-.-wt, such that. X  wi. Note that if -�i is a terminal, then wi = Xi, and the derivation is zero steps. The proof of this observation is not hard. You can show by indnc[ion on the number of steps of the derivation, that if XtX .-. X,  a-, then all the positions of a that come from expansion of Xi are to the left of all the positions that come from expansion of Xj, if i < j. If Xg is a variablc,=wc can obtain the derivation of Xi  Wi by starting with the deri,ation .4  w, and stripping away: a) All tile positions of the sentential forms that are either t.o the left. or right of the positions that are derived from Xi, and b) All the steps that are not relevant to the derivation of wi fi'om Xi. An example should make this process clear. Example 5.17: Using the expression gramrnar of Fig. 5.2, consider the derN,a- tion E E*E E*E+EI,E+EI.I+E 1.I+I  a*l+I  a* b+I  a*b+a Consider the third sentential form, E. E + E, and the middle E in this form.  Starting from E � E + E. we may follow the steps of the above derivation, but strip away' whatever positions are derived from the E* to the left of the central E or derived from the +E to its right. The steps of the deriva.tion then become E, E, I, I, I, b, b. That is, the next step does not change the central E, the step after that changes it to I, the next two steps ieave it as I, the next changes it to b, and the final step does not. change what. is derived from the ceutral E. If we take only the steps that change what comes from the central E, the sequence of strings E, E, I, I, I, b, b becomes the derivation E  I  b. That derivation correctly describes how the central E evol;.es during the complete derivation. [] Theorem 5.18: Let G -- (;' T, P, $) be a CFG, and suppose there is a deriva tion A : w, where w is in T*. Then the recursire inference procedure applied G to G determines that w is in t, he language of variable A. 2Our discussion of finding subderivations from larger derivations assumed we were con- reined with a variable iu the second sentential form of' some derivation. However, the idea applies 1,o a variable in any step of a derivation.

5.3. APPLICATIONS OF CONTEXT-FREE GRAMMARS 191 PROOF: The proof is an induction on [he length of the derivation A  w. BASIS: If the derivation is one-step, then A  w must be a production. Since w consists of terminals only, the fact that w is it, the laguagc of A will be discovered in the basis part of the recurslye inference procedure. INDUCTION: Suppose the derivation takes n. + 1 steps, and assume that fir any derivation of n or fewer steps, the statement holds. Write the derivation as A - XX.2--. X =% w. Then, as discussed prior to the theorem, we can break w as w = 'lt'2, � � wk, where: a) If Xi is a terminal, then w -- Xi. b) If Xi is a variable, then X.i =% w. Since the first, step of tbc derixtion A  w is surely not pm't of the derivation Xi =% wi, we know that this derivation is of n or fewer steps. Thus, the inductive bypot.hesis applies to it, and we know that w is inferred to bc in the language of Now, we have a f)roduction A  XXo_ � - - X, with wi either equal to Xi or known to bc it, the language of Xi. In the next round of the recurslye inference procedure, wc shall discover that ww2...w is in the language of A. Since w'w' ...w = w, we have shown that w is inferred to be in the language of A. 5.2.7 Exercises for Section 5.2 Exercise 5,2.1: For the grammar and each of the strings in Exercise 5.1.2, give parsc trees. Exercise 5.2.2: Suppose that G is a CFG without any productions that have � as the right side. If w is in L(G), the length of w is n, and w has a derivation of m. steps, show that w has a parse tree with n + m nodes. Exercise 5.2.3: Suppose all is as in Exercise 5.2.2, but G may have some productimps with e as the right side. Show that a parse tree [or a string w other than � nmy have as many as n + 2m - 1 nodes, but no more. Exercise 5.2.4: In Section 5.2.6 we mentioned that if X,X,.--. X;,  a, then all the positions of c that come from expansion of .� are to the left of all the positioos that come from expansion of .Yj, if i < j. Prove this fact. Hint: Perform an iduction on the ,umber of steps in the derivation. 5.3 Applications of Context-Free Grammars Context-free grammars were originally conceived by N. Chomsky as a way to describe natural languages. That promise has not been fulfilled. However, as uses for recurs,rely defined concepts in Computer Science have multiplied, st> ias the need for CFG's as a way to tiescribe instances of these concepts. shall sketch two of these uses, one old and one ew.

192 CHAPTER 5. CONTEXT-FREE GRAMMARS AND LANGUAGES Grammars are used to describe progrmnming languages. More impor- tantly, there is a mechanical way of turning the language description as a CFG into a parser, the cmnponent of the compiler that discovers structure of the source program and represents that structure by a parse tree. This application is one of the earliest uses of CFG's; in fact it is one of the first ways in which theoretical ideas in Computer Science found their way into practice. T-he development of XML (Extensible Markup Language) is widely pre- dicted to facilitate electronic commerce by allowing participants to share conventions regarding the format of orders, product descriptions, and many other kinds of documents. An essential part of XML is the Docu- ment Tpe Definition (DTD), which is essentially a context-free grammar that describes the allowable tags and the ways in which these tags may be nested. Tags are the familiar keywords wih triangnlar brackets that you may kmow fi'om HTML, e.g., <IiH> and </Elq> to snrround text that needs to be emphasized. However, XML tags deal not with the formatting of text, hut with the meaing of text. For instance, one could surround a sequence of characters that was intended to be interpreted as a phone number by <PItGNE> and </PHONE>. 5.3.1 Parsers Mmy aspects o� a prograannfing language have a structure that may be de- scribed by regular expressions. For instance, we discussed in Example 3.9 how identifiers could be represented by regular expressions. However, the_re are dso some very important aspects of typical programming lmtguages that cannot be represented by regular expressions alone. The following are two examples. Example 5.19: Typical laaiguages use parentheses and/or brackets in a nested and balanced fashion. That is, we must be able to match some left parenthesis against a right, parenthesis that appears immediately to its right, remove both of them, and repeat. If we eventually eliminate alt the parentheses, then the string was balanced, and if we cannot match parentheses in this way, then it is unbalanced. Examples of strings of balanced parentheses are (()), ()(), (()()), and e, while )( axed (() are not. A grammar Gt  ({B}, {(,)},P,B) generates all and only the strings of balanced parentt,eses, where P consists of the productions: B BB I (B) I The first production, B --> BB, says that the concatenation of two strings f balanced parentheses is balanced. That assertion makes sense, because we can match the parentheses in the two strings independently. The cond production, B -- (B), says that, if we place a pair of parentheses around a balanced string, then the rcsult is balanced. Again, this rule makes sense, because if we match

5.3. APPLICATIONS OF CONTEXT-FREE GRAMMARS 193 the parentheses in the inner string, then they are all eliminated and we are then allowed to match the first and last parentheses, which have become adjacent. The third production, B  e is the basis; it says that the empty string is balanced. The above informal arguments should convince us that Gbal generates 'all strings of balanced parentheses. We need a proof of the converse -- that every string of balauced parentheses is generated by this grammar. However, a proof by induction on the lengt, h of fie balanced string is not hard and is left as an exercise. We mentioned that the set of strings of balanced parentheses is not a regular language, and we sh'A1 now prove that [act;. If L(G) were regular, then there would be a constant n for this language from he pumping lemn,a for regnlar languages. Consider the balanced string w = ('')n, that is, n left parentheses followed by . matching rigkt parentheses. ff we break w = xyz according to the pmnping lemma, then  consists of only left parenth{:ses, and therefore zz h more right parentheses than left. This string is uo balaaced, contradicting the assmnpfion tha he language of balaxlced parentheses is regular. Programming languages consist of more than parentheses, of course, but parentheses are an essential part of arithmetic or conditional expressions. The grammar of Fig. $.2 is more gypical of the structure of arit;hme.ic expressions, although we used only two operators, plus and times, and we included the de- tailed structure of identifiers, which would more likely be handled by the lexical- analyzer portion of [he compiler, as we mentioned in Section 3.3.2. However, the language described in Fig. .2 is not regular eit. her. For instance, according to his gr,m,mar, (a) n is a legal expression. We can use the pumping lemma to show that if the language were regular, then a st;ring with some of the left. paremheses removed axed [tie a and all right parentheses intact would also be a legal expression, which it is not. There are numerous aspects of a typical prograrnming lmguage that behave like balamed parentheses. There will usually be parentheses themselves, in expressions of all types. Begtintings and endings of code blocks, such as begin and end in Pascal, or the. curly braces {... } of C, m'e examples. That is, whatever curly braces appear h a 12 program must form a balauced sequence, with { in place of the left parenthesis artd} in place of the righ parenthesis. There is a related patern that appears occasionally, where "parentheses" can be balanced with the exception hat there can be unbalmtced left parenthe- ses. An example is the treatment of if and else in C. An if-clause can appear unbalanced by any else-clause, or it may be balanced by a rnaching els_-clause. A grammar t, hat generat, es the possible sequences of if and else (represented by i and e, respectively) is: For instance, ieie, tie, and iei are possible sequences of ifs and else's, and each of these strings is generated by the above grmmnar. Some examples of illegal sequences, not generated by the grammar, are ei and ieii.

194 CHAPTER 5. CONTEXT-FREE GRAMMARS AND LANGUAGES A simple test (whose correctness we leave as an exercise), for whether a sequence of i's and e's is generated by the grammar is to consider each e, in turn from the left. Look for the first i to the left of the e being considered. If there is none, the string fails the test and is not in the language. If there is such an i, delete this i and the e being considered. Then, if there are no more e's the string passes the test and is in the language. If there arc more e:s, proceed to consider the next one. Example 5.20: Consider the string ice. The first e is matched with the i to its left. They are removed, leaving the string e. Since there are more e's we consider the next. However, there is no i to its left, so the test fails; ice is not in the language. Note that this conclusion is valid, since yon cannot have more else's than ifs in a C program. For another exmnplc, consider iieie. Matching the first e with the i to its left Leaves lie. Matching the remaining e with the i to its left leaves i. Now there axe uo more e's, so the test succeeds. This conclusion also makes sensty, because the sequence iieie corresponds to a C program whose structure is like that of Fig. 5.10. In fact, the matching algorithm also tells us (and the C compiler) which if matches any given else. That knowledge is essential if the compiler is to create the control-flow ]ogic intended by the programmer. [] if (Condition) { if (Condition) Statement; else Statement; if (Condition) Statement; else Statement; Figure 5.10: An if-else structure; the two else's match their previous ifs, and the first if is unmatched 5.3.2 The YACC Parser-Generator The generation of a parser (function that creates parse trees from source pro- grams) has been institutionalized in the YACC command that appears in all UNIX systems. The input to YACC is a CFG, in a notation that differs only in deta.ils from the one we have used here. Associated with each production is an action, which is a fragment of C code that is performed whenever a node of the parse tree that (with its chiIdren) corresponds to this production is created. Typically, the action is code to construct that node, although in some YACC

5.3. APPLICATIONS OF CONTEXT-FREE GRAMMARS 195 applications tile tree is not actually constructed, and the action does something else, such as emit a piece of object code. Example 5.21: In Fig. 5.11 is a sample of a CFG in the YACC notation. The grammar is the same as that of Fig. 5.2. We have elidcd the actions, just showing their (required) curly braces and their position in the YACC input. Exp Id .} .} .} .} .} .) .} .} Figure 5.11: An example of a grammar in tile YACC notation Notice the following correspondences between tile YACC notation for graxn- mars and ours: The colon is used as the production symbol, our -. All tile productions with a given head are grouped together, and their bodies are separated by the vertical bar. We also allow this convention, as an option. The list of bodies for a given head ends with a semicolon. We have not used a terminating synbol. 'Terminals are quoted with single quotes. Several characters can allpear withill a single pair of quotes. Although we have not shown it, YACC al- lows its user to define symbolic terminals as well. Tile occurrence of these terminals in the source program are detected by the lexical analyzer and signaled, through tile returnt-value of the lexical analyzer, to the parser. Unquoted strings of letters anti digits m'e variable names. We have taken advantage of this capability to give our two variables more descriptive names -- Exp and Id -- although E and I cmfid have been used.

196 CHAPTER 5. CONTEXT-FREE GRAMMARS AND LANGUAGES 5.3.3 Markup Languages We shall next consider a fanily of "languages" called markup languages. The "strings" in these languages are documents with certain marks (called tags) in them. Tags tell us something about tile semantics of various strings withiu the document. Tile markup language with which you are probably most fasnilim' is HTML (HyperText Markup Language). This language has two major functions: cre- ating links between documents and describing the format ("look") of the a document. We shall offer only a simplified view of the structure of HTML, but the following examples should suggest both its structure and how a CFG could be used both to describe the legal HTML documents and to guide the processing (i.e., the display on a monitor or printer) of a document. Exmmple 5.22: Figure 5.12 (a) shows a piece of t, ext, comprising a list of items, and Fig. 5.12(b) shows its expression n HTML. Notice from Fig. 5.12(b) that HTML consists of ordinary text, interspersed with tags. Matching tags are of the form <x> and </x> for some string x. sFor instance, we see the matching tags <E> and </ES>, which indicate that the t, ext between them should be emphasized, that is, pat in italics or another appropriate font. We also see the matching tags <eL> and </0L>, indicating an ordered list, i.e., an enumeration of list items. The things I hate: 1. Moldy bread. 2. People who drive too slow in the fast lane. (a) Tile text as viewed <P>The things I <EM>hate</EM>: <OL> <LI>Moldy bread. <LI>People who drive too slow in the fast lane. <10L> (b) Tile HTML source Figure 5.12: Au HTML document and its printed version We also see two examples of unmatched tags: <P> and <LI>, which introduce paragraphs and list items, respectively. HTML 'allows, indeed encourages, that '5Sometimes t'he ]ntrouc]ng tag <x> 'Ires more',n]ormaY0n 'in �t .han the tag. However. we shall no[ consider ha po.sibility in examples.

5,3. APPLICATIONS OF CONTEXT-FREE GRAMMARS 197 these tags be matched by </?> and </LI> at the ends of paragraphs aud list items, but it does not require the matching. We have therefore left the matching tags off, to provide some complexity to the sample HTML grammar we shall develop. [] There are a number of classes of strings that are associated with an HT'ML document. We shall not try to list them all, but here are the ones essential to the understanding of text like that of Example 5.22. For each class, we shall introduce a variablc with a descriptive name. Text is any string of characters that can be litcrally interpreted; i.e., it has no tags. An example of a Text element in Fig 5.12(a) is "Moldy bread." Char is any string consisting of a single character that is legal in HTML text. Note that blanks are included as characters. Doe represents documents, which are sequences of "elements." We define elements next, and that definition is mutually recursive with the definition of a Doe. Elemert is either a Text string, or a pair of mattiring tags ad the doe- umcnt between them, or an unmatched tag followed by a document. ListItem is the <LI> tag followed by a documcm. which is a single list item. 6. List is a sequence (ff zero or more list items. 1. C ho.r -* = [ A [ -.. 2. Text - � [ Char Text 3. Doe -> e ] Element Doc 4. Elemen. t -- Text[ <EM> Doc </EM> <?> Doc [ <OL> List </OL> 5, ListItem - <LI> Doc 6. List , e ] ListItem List Figure 5.13: Part of an HTML grammar

198 CHAPTER 5. CONTEXT-FREE GRAMMARS AND LANGUAGES Figure 5.13 is a CFG that describes as much of the structure of the HTML language as we have covered. In Iine (1) it is suggested that a character can be "a" or "A" or many other possible characters that are part, of the HTML character set. Line (2) says, using two productions, that Text can be either the empty string, or any legal character followed by more text. Put another way, Text is zero or more characters. Note that < and > are not, legal characters, although they can be represented by the sequences glt; and &gt ;, respectively. Thus, u-c, cannot accidentally go.t a tag into Te:rt. Liue (3) says that a document is a sequc',ce of zero or more ;'elements." An element in turn, we learn at line (,1), is either text, an emphasized dm:ument, a paragraph-beginning followed by a document, or a list.. We have also suggested that there are other productions for Element, corresponding to the other kinds of tags that appear in HTML. Then, i, line (5) we find that a list item is the <LI> tag followed by azy document, and line (6) tells us that a list is a sequence of zero or more list. elements. Some aspects of HTML do not require the power of contee:t-free grammars; regular expressions are adequate. For example, lines (1) and (2) of Fig. 5.13 simply say timt Text represents tile same 1,'raguage as does the regular expres- sion (a + A + ...)*. However, some aspects of HTML do require the power of CFG's. For instance, each pair of tags that are a corresponding begtinting and ending pair, e.g., <EI> and </EM>, are like balanced parentheses, which we already know are not regular. 5.3.4 XML and Document-Type Definitions Tile fact that HTML is described by a grammar is not in itself remarkablc. Essentially all programming languages can be ticscribed by their own CFG's, so it would be more surprising if w(., could not so describe HTML. However, when wc look at another important inarkup language, XML (eXtensible Markup Language), we find that the CFG's play a more vital role, a,s part of the process of using titat language. The purpose of XML is not to describe the fernrotting of the document; tl,at is the job for HTML. Rather, XML tries to describe the "semastics" of the text. For example, text like "12 Maple St." looks like an address, but is it? hi XML, tags would surround a phrase that represemted azl address; for example: <ADDR>12 Maple St.</ADDR> However, it is not immediately obvions that <ADDP> means the address of a building. For instance, if the document were about memory allocation, we might expect t. ha.t the <ADDR> tag would refer to a memory address. To make clear what. the different kinds of tags are, and what structures may appear between ma.tchi,g pairs of these tags, people with a common interest are expected to develop standards in the form of a DTD (Document-Type Definition).

5.3. APPLICATIONS OF CONTEXT-FREE GRAMMARS I99 A DTD is essentially a context-free grammar, with its own notation for describing the variables and productions. In the next example, we shall show a simple DTD and introduce some of the language used for describing DTD's. The DTD language itself has a context-free grammar, but it is not that gTa.mmaz we are interested in describing. Rather, the language for describing DTD's is esseutially a CFG notation, and we want to see how CFG's are expressed in this language. The form of a DTD is <!DOCTYPE name-of-DTD [ list of element definitions ]> Art element definition, in turn, has the form <!ELEMENT element-name (description of the element)> Element descriptions ae essentially regular expressions. The basis of these expressions are: 1. Other element names, representing the fact that elements of one type can appear within elemmts of another type, just as in HTML we might find emphasized text within a list. 2. The special term #PCDATA, standing for rely text that does not involve XML tags. This term plays the role of variable Text in Example 5.22. The allowed operators are: l. I stmding for union, as in the UNIX regular-cxprcssion notation discussed in Section 3.3.1. 2. A comma, denoting concatenation. Three variants of tire closure operator, as in Section 3.3.1. These 'are., the usual operator neaning "zero or more occurrences of," +, meaning "one or more occurrences of," and ?, meaning "zero or one occurrence Of." Parentheses rnay group operators to their arguments; otherwise, the usual prece- dence of regular-expression operators applies. Example 5.23: Let us imagine that computer vendors get together to create a standard DTD that they can use to publish, on the Web, descriptions of the various PC's that they currently sell. Each description of a PC will have a model number, and details about the features of the model, e.g., the amount of RAM, number and size of disks, and so on. Figure 5.14 shows a hypothetical, very simple, DTD for personal computers.

200 CHAPTER 5. CONTEXT-FREE GRAMMARS AND LANGUAGES <!DDCTYPE PcSpecs [ <!ELEMENT PCS (PC*)> <!ELEMENT <!ELEMENT <!ELEMENT <!ELEMENT <!ELEMENT <!ELEMENT <!ELEMENT <!ELEMENT <!ELEMENT <!ELEMENT <!ELEMENT <!ELEMENT <!ELEMENT PC (MODEL, PRICE, PROCESSSR, RAM, DISK+)> MSDEL (\#PCDATA)> PRICE (\#PCDATA)> PROCESSOR (MANF, MODEL, SPEED)> MANF (\#PCDATA)> MODEL (\#PCDATA)> SPEED (\#PCDATA)> RAM (\#PCDATA)> DISK (HARDDISK I CD f DVD)> HARDDISK (MANF, MODEL, SIZE) SIZE (\#PCDATA)> CD (SPEED)> DVD (SPEED)> ]> Figure 5.14: A DTD for personal computers The name of the DTD is PcSpecs. The first element, which is like the start syrnbol of a CFG, is PCS (list of PC specifications). Its definition, PC*, says that a PCS is zero or more PC entries. We then see the definition of a PC element. It consists of the concatenation of five things. The first. four are other elements, corresponding to the model, price, processor Wpe, and RAM of the PC. Each of these must appear once, in that order, .since the comma represents concatenation. The tast constituent, DISK+, tells t,s that tt,ere will be one or more disk entries for a PC. Mauy of the constituents are simply text,; MODEL, PRICE, and R/,M are of this type. However, PROCESSOR has more structure. We see from its definition that it, consists of a manufacturer, model, and speed, in that order; each of these element. s is sinple text. A DISK entry is the most complex. First, a disk is either a hard disk, CD, or DVD, as indicated by the rule for element DISK, which is the OR of three other elements. Hard disks, in turn,, have a structure in which the manufacturer, nodel, and size are specified, while CD's and DVD's are represented only by their speed. Figure 5.15 is m example of an XML document that conforms to the DTD of Fig. 5.14. Notice that each element is represented in the document by a tag with the name of that element and a matching tag at the end, with an extra slash, just. as in HTML. Thus, in Fig. 5.15 we see at the outermost level the tag <PCS>... </PCS>. Inside these tags appears a list of entries, one for each PC sold by this manufacturer; we have only shown one such entry explicitly-. Within the illustrated <PC> entry, we can easily see that the model number

5.3. APPLICATIONS OF CONTEXT-FREE GRAMMARS 201 <PCS> <PC> <MODEL>4560</MODEL> <PRICE>$2295</PRICE> <PROCESSOR> <MANF>Inel</MANF> <MDDEL>Pentium</MODEL> <SPEED>800MMz</SPEED> </PROCESSOR> <RAM>256</RAM> <DISK><HARDDISK> <MANF>Maxtor</MANF> <MDDEL>Diamond</MODEL> <$IZE>30.SGb</SIZE> </HARDDISK></DISK> <DISK><CD> <SPEED>32x</SPEED> </CD></DISK> </PC> <PC> </PC> </PCS> Figure 5.15: Part of a docnment obeying the structure of tim DTD in Fig. 5.14 is 4560, the price is $2295, and it has an 800MHz Intel Pentium processor. It has 256Mb of RAM, a 30.SGb Maxtor Diamond hard disk, and a 32x CD-ROM reader. What is impor[ant is not that we can read these facts, but that a program could read the document, and guided by the grammar in the DTD of Fig. 5.14 that it has also read, could interpret the numbers and nanms in Fig. 5.15 properly.  You nay have noticed that the rifles for the elements in DTD's like Fig. 5.14 are not quite like productions of context-free grammars. Many of the rules are of the correct form. For instance, <!ELEMENT PROCESSOR (MANF, MODEL, SPEED)> Is analogous to the productiov Processor - Manf Model Speed However, the rule

202 CHAPTER 5. CONTEXT-FREE GRAMMARS AND LANGUAGES <!ELEMENT DISK (HARDDISK ] CD [ DVD)> does not have a definition for DISK that is like a production body. In this case, the extension is simple: we may interpret this rule as three productions, with the vertical bar playing the same role  it, does in our shorthamd for productions having a cornnon head. Thus, this rule is equivalent to the three productions Disk -4 HardDisk I Cd ] Dvd The most difficult case is <]ELEMENT PC (MODEL, PRICE, PROCESSOR, RAM, DISK+)> where the "body" has a closure operator within it. The solution is to replace DISK+ by a new variable, say Disks, that generates, via a pair of productions, one or more instances of tbe variable Disk. The equivalent productions are thus: Pc-4 Model Price Processor Ram Disks Disks -4 Disk ] Disk Disks There is a general technique for converting a CFG with regular expressions as production bodies to an ordinary CFG. We shall give the idea informally; you may wish to forrealize both the meaning of CFG's with regular-expression productions and a proof that the extension yields no new languages beyond tire CFL's. We show, inductively, how to convert a production with a regular- expression body to a collection of equivalent ordinary productions. The induc- tion is on the size of the expression in the body. BASIS: If the body is the concatenation of elements, then the production is already in the legal form for CFG's, so we do nothing. INDUCTION: Otherwise, there are five cases, depending on the final operator used. 1. The production is of the form A - El, E2, where E and E2 are expres- sions permitted in the DTD language. This is the concatenation case. Introduce two new variables, B and C, that appear nowhere else in the grammar. Replace A  Et, E by the productions A -4 BC B - E C- E. The first production, A -4 BC, is legal for CFG's. The last two may or may not be legal. However, their bodies axe shorter than the body of the original production, so we may inductively convert them to CFG form.

5.3. APPLICATIONS OF CONTEXT-FREE GRAMMARS 203 2. The production is of the form A .4 El [ E.. For this union operator, replace this production by the pair of productions: AE A- E Again, these productions may or may not be legal CFG productions, but their bodies are shorter than the body of the original. We may therefore apply the rules recursively and eventually convert these new productions to CFG form. 3. The production is of the form A -> (El)*. Introduce a new variable B that appears nowhere else, and replace this production by: A-4 BA 4. The production is of the form A -4 (El) +. Introduce a new variable B that appears nowhere else, and replace this production by: A.4B B .4E 5. The production is of the form A .4 (E)?. Replace this production by: AE Example 5.24: Let us consider how to convert the DTD rule <!ELEMENTPC (MODEL, PRICE, PROCESSOR, RAM, DISK+)> to legal CFG productions. First, we can view the body of this rule as the con- catenation of two expressions, the first of which is MODEL, PRICE, PROCESSOR, RAM and the second of which is DISK+. If we create wariables for these two subexpressions, say A and B, respectively, then we can use the productions: Pc .4 AB A --} Model Price Processor Ram B .4 Disk + Only the last of these is not in legal form. %Ve introduce another variable C and the productions:

204 CHAPTER 5, CONTEXT-FREE GRAMMARS A_�D LANGUAGES B-qCB I C Disk In this special case, because the expression that A derives is just a concate- nation of vm'lablcs, and Disk is a single variable: we actually have no need for the variables A or C. We could use the following productions instead: Pc - Model Price Processor Ram B B -+ Disk B [ Disk 5.3.5 Exercises for Section 5.3 Exercise 5.3.1: Prove titat if a string of pm'entheses is halanted, in the sense given in Exmnple 5.19, then it is generated by tim grammar B - BB [ (B) ] e. Hint: Perform an induction on the length of the strk,g. * Exercise 5.3.2: Consider t. he set of all strings of balanced parentheses of two types, round and square. A, example of where t,hesc strings come kom is as follows. If wc take expressions in C, which use round parentheses for grouping and for arguments of function calls, and use square brackets for array indexes, and drop out evcrytt,ing but the parc;,tl,cscs, we get all strings of balanced parentheses of these two Wpes. For example, f(a[i]*(b[i] [j] ,c [g(x)]),d[i]) becomes the balanced-parenthesis string ([] ([] [] [()]) []). Design a gram- mar for all ;red only the strings of ronnd and square parentheses titat are bal- anced. Exercise 5.3.3: In Section 5.3.1, wc considcrcd the grammar S  � [ SS [ iS t iSeS and el;dined that we could test for membership in its language L by repeatedly doing the following, ,starting with a string w. The string w changes during repetitions. 1. If the current string begins with e, fail; w is not in L. 2. If the st.ring currently has no e's (it may have i's), succeed; w is in L. 3. Otherwise, delete the first e and the i immediately to its left. Then repeat these t. hree steps on he new string. Prove that this process correctly identifies the strings in L. Exercise 5.3.4: Add the following forms to the HTML grammar of Fig. 5.13:

* a) b) !c) AMBIGUITY I,� GRAMMARS AND LANGUAGES 2O5 A list item must be ended by a closing tag </LI>. An element can be an unordered list, as well as an ordered llst. Unordered lists are surrounded by the tag <UL> and its closing </UL>. An element can be a table. Tables are surrounded by <TABLE> and its closer </TABLE>. Inside these tags are one or more rows, each of which is sun'ounded by <TIt> astd </TIt>. The first row is the header, with one or more fields, each introduced by the <TH> tag (we'll assume these are :tot closed, although hey should be). Subsequent rows have their fields introduced by the <TD> tag. <!DOCTYPE CourseSpecs [ <!ELEMENT COURSES (COURSE+)> <!ELEMENT COURSE (CNAME, PROF, STUDENT*, TA?)> <!ELEMENT CNAME (#PCDATA)> <!ELEMENT PROF (#PCDATA)> <!ELEMENT STUDENT (#PCDATA)> <!ELEMENT TA (#PCDATA)> ]> Figure 5.t6: A DTD for courses Exercise 5.3.5: Convert the DTD of Fig. 5.16 to a contextsfree granunar. 5.4 Ambiguity in Grammars and Languages As we have seen, applications of CFG's often rely on the grasnlnfu' to provide the structure of files. For instance, we saw in Section 5.3 how granunars cm be used to put structure on programs and documents. The tacit assumption was that a grammar uniquely determines a structure for each string in its language. However, we shall see that not every grammar does provide unique structures. When a grtmmar fals to provide unique structures, it is sometimes possible to redesign the grammar to make the structure unique for each string in the language. Unfortunately, sometimes we cannot. do so. That is, there are some CF'L's that are "inherently aznbignous"; every grammar for the lmguage puts more than one structure on some strings in the language. 5.4.1 Ambiguous Grammars Let us return to our running example: the expression grammar of Fig. 5.2. This grammar lets us generate expressions with any sequence of * and + operators, and the productions E - E + E [ E. E allow us to generate these expressions in any order we choose.

206 CHAPTER 5. CONTEXT-FREE GRAMMARS AND LANGUAGES Example 5,25: For instance, consider the sentential form E + E � E. It. has two deriations from E: 1. EE+EE+E.E 2. EE,E-E+E.E Notice that in derivation (1), the second E is replaced by E � E, while in derivation (2), the first E is replaced by E + E. Figure 5.17 shows the two parse trees, which we should note are distinct trees. E E E + E E * E E * E E + E (a) (b) Figure 5.17: Two parse trees with the same yield The diiference between these two derivations is significant. As far as the structure of the expressions is concerned, derivation (1) says that the second and ttfird expressions are multiplied, and the result is added to the first expression, while derivation (2) adds the first two expressions and multiplies the result by the third. In more concrete terms, the first derivation suggests that 1 + 2 � 3 should be grouped 1 + (2 � 3) = 7, while the second derivation suggests the same expression should be grouped (1 + 2) * 3 = 9. Obviously, the first of these, aud not the second, matches our notion of correct grouping of rithmetic expressions. Since the grammar of Fig. 5.2 gives two different structures to any string of terminals that is derived by replacing the three expressions in E + E � E by identifiers, we see that this grammar is not a good one for providing unique structure. In particular, while it can give strings the correct grouping as arith- metic expressions, it also gives them incorrect groupings. To use this expression grammar in a compiler, we would have to modify it to provide only the correct groupings. [] On the other hand, the mere existence of different derivations for a string (as opposed to different parse trees) does not imply a defect in the grammar. The following is an example. Example 5.26: Using the same expression grammar, we find that the string a + b has many different derivations. Two examples are:

5.4. AMBIGUITY IN GfE4MMARS AND LANGUAGES 207 1. Em E+E I+ E-a+Ea+I:a+b 2. EE+E:E+II+II+ba+b However, there is no real difference between the structures provided by these derivations; they each say that a and b are identifiers, and that their values are to be added. In fact, both of these derivations produce the same parse tree if the construction of Theorems 5.18 and 5.12 are applied. [] The two examples above suggest that it is not a multiplicity of derivations that cause ambiguity, but rather the existence of two or more parse trees. Thus, we say a CFG G = (V, T, P, S) is ambiguous if there is a.t least one string w in T* for which we can find two different parse trees, each with root labeled $ and yield w. If each string has at most one parse tree in the grammar, then the grammar is unambiguous. For instance, Example 5.25 almost demonstrated the ambiguity of the gram- mar of Fig. 5.2. We have only to show that the trees of Fig. 5.17 can be com- pleted to have terminal yields. Figure 5.18 is an exmnple of that completion. E E E + E E * E I E * E E + E I a I 1 1 I a a a a a (a) (b) Figure. 5.18: Trees with yield a + a * a, demonstrating the a. mbiguity of our expression grammar 5.4.2 Removing Ambiguity From Grammars In an ideal workt, we would be able to give you an algorithm to remove ambi- guity from CFG's, much as we were able to show an algorithm in Section 4.4 to remove unnecessary states of a finite mtomat, on. However, the surprising fact is, as we shall show in Sect, ion 9.5.2, that there is no algorithm whatsoever that can even tell us whether a CFG is ambiguous in the first place. Moreover, we

208 CHAPTER 5. CONTEXT-FREE GRAMMARS AND LANGUAGES Ambiguity Resolution in YACC If the expression grammar we have been using is aznbiguous: we might wonder whether the sample YACC prograin of Fig. 5.11 is realistic. True, the underlying grammar is ambiguous, but much of the. power of the YACC paxset-generator comes from providing the user with simple mechanisms for resolving rnost of the common causes of ambigafity. For the expression grammar, it is sufficient to insist that: a) , takes precedence over +. That is, ,'s must be grouped before adjacent +'s on either side. This rule tells us to use derivation (1) in Example 5.25, rather than derivation (2). b) Both * and + are leR-associative. That is, group sequences of ex- pressions, all of wtfich are connected by ,, from the left, and do the stone for sequences connected by +. YACC allows us tt state the precedence of operators by listing them in order, from lowest to higl,est precedence. Technically, the precedence of an operator applies to the use of any prodnotion of which that operator is the rightmost terminal in the body. \rVe can also declare operators to be left- or right-associative with the. keywords .le:[' mid 7, right. For instance, to declare that + anti * were both left associative, with � taking precedence. over +, we would put ahead of the grammar of Fig. 5.tl the statertcnts: left left shall see in Section 5.4.4 that there are context-free langxtages that have nothing but anlt)guous CFG's; for these languages, rentoval of ambiguity is impossible. Fortunately, the situation in practice is not so grim. For the sorts of con- structs that appear in common programming languages, there are well-known techniques for eliminating ambiguity. The problem with the expression gram- max of Fig. 5.2 is typical, and we shall explore the elimination of its ambiguity s an important illustratk)n. First, let us note that there are two causes of ambiguity in the grammar of Fig. 5.2: 1. The precedence of operators is not respected. While Fig. 5.17(a) properly groups the * before the + operator, Fig 5.17(b) is also a valid parse tree and groups the + ahead of the ,. We need to force only the structure of Fig. 5.17(a) to be legal in an unambiguous grammar.

5.4. AMBIGUITY I.,� GRAMMARS AND LANGUAGES 209 2. A sequence of identical operators can group either from the left, or from the right. For example, if the .'s in Fig. 5.17 were replaced by +'s, we would see two different parse trees for the string E + E + E. Since addition arid multiplication are associative, it doesn't matter whether we group from the left or the right, but to eliminate ambiguiW, we mnst pick one. The conventional approach is to insist on grouping from the Ieft, so the structure of Fig. 5.17(b) is the only correcI, grouping of two +-signs. The solution to the problem of enforcing precedence is to introduce several different variables, each of which represents those expressions that share a level of "binding strength." Specifically: 1. A factor is an expression that cannot be broken apart by any adjacent. operator, either a * or a +. The only factors in our expression lmguage (a) Identifiers. It is not possible to separate the letters of an identifier by attaching an operator. (b) Any parenthesized expression, no matter what appears inside the parentheses. It is the purpose of parentheses to prevent what is inside from becoming the ()perand of any operator outside the parentheses. 2. A term is an expression that cannot be broken by the + operator. In our exampie, where + and � are the only operators, a term is a product, of one or more factors. For instance, the term a � b can be "broken" if we use ]eft associativity and place aI* to its left. That. is, al. a. b is grouped (el � a) * b, which breaks apart the a * b. However, placing an additive term, snch as el+, to its left or +el to its right cannot break a � b. The proper grouping of el. + a * b is al + (a * b), and the proper grouping of a.b+al is (a,b)+al. 3. An expression will hencefort. h refer to any possible expressiou, including those that can be broken by either an adjacent * or an adjacent +. Thus, an expression for our example is a sum of one or more terms. I  alblIa[IblIO[I1 T  F[T*F E  T[E+T Figure 5.19: An unambiguous expression grammar Example 5.27': Figure 5.19 shows an unambiguous grammar that generates the same language as the grammar of Fig 5.2. Think of F, T, and E as the

210 CHAPTER 5. CONTEXT-FREE GRAMMARS AND LANG[L4GES variables whose languages are the factors, terms, and expressions, ms defined above. For instance, this grammar Mlows only one parse trce for the string a + a * a; it is shown in Fig. 5.20. E E + T T T * F F F 1 I I I I a I I Figsarc 5.20: The sole parse tree for a + a � a The fact that this gramtnar is unambiguous may be far from obvious. Here are the key observations that explain why no string in the language can have two different parse trees. Any string derived from T, a term, must be a sequence of one or more factors, connected by .'s. A factor, as we have defined it, and as follows from the productions for F in Fig. 5.19, is either a single identifier or any parenthesized expression. Because of the brm of the two productions for T, the only parse tree for a sequence of factors is the one that breaks f � f ,--- � f, for n > 1 into a term f . ]2 * '" * f- and a factor fn- The reason is that F cannot derive expressions like f, * fn without introducing parentheses around them. Thus, it is not possible that when using the production T -- T* F, the F derives anything but the last of the factors. That is, the parse tree for a term can only look tike Fig. 5.21. Likewise, an expression is a sequence of terms connected by +. When we use the production E -4 E + T to derive t + t2 + -'- + t., the T must derive only t, and the E in the body derives t + The reason, again, is that. T camlot derive the sum of two or more terms without putting parentheses around t-hem.

5.4. AMBIGUITY IN GRAMMARS AND LANGUAGES 211 T T * F T * F T T * F I F Figure 5.21: The form of all parse trees for a term 5.4.3 Leftmost Derivations as a Way to Express Ambiguity While derivations are not necessarily unique, even if the grammar is unambigu- ous, it turns out that, in an unambiguous grammar, leftmost derivations will be unique, and rightmost derivations will be unique. We shall consider leftmost derivations only, and state the result for rightmost derivations. Example 5.28: As an example, notice the two parse trees of Fig. 5.18 that each yield E + E � E. If we construct leftmost derivations from them we get the following leftmost derivations from trees (a) and (b), respectively: a) E= E+E- I+E= a+E a+E,E= a+�*E: a+a*E: tm lm trn tm lm lm I m a+a,I a+a,a b) E. E,E E+E,E I+E,E=,. a+E,E. a+I*E= trn Im Ira fm lm lm a+a.E-'-'--y a+a,I=,-,-,- a+a,a ira Ira Note that these two leftmost derivations differ. This example does not prove the theorem, but demonstrates how the differences in the trees force different steps to be taken in the leftmost derivation. [] Theorem 5.29: For each grammar G: (V, T, P, S) and string w in T*, w has two distinct parse trees if and only if w has two distinct leftmost derivations from $.

212 CHAPTER 5 CONTEXT-FREE GRAMMARS AND LANGUAGES PROOF: (Only-if) If we examine the construction of a leftmost derivation from a parse tree in the proof of Theorem 5.t4, we see that wherever the two parse trees first have a node at which different productions are used, the leftmost derivations constructed will also use different productions and thus be different deriwt. ions. (If) While we have not previously given a direct construction of a parse tree from a leftmost derivation, the idea is not hard. Start constructing a tree with only the root, labeled $. Examine the derivation one step at a time. At each step, a variable will be replaced, and this variable will correspond to the leftmost node in the tree being constructed that has no children but that has a variable as its label. From the production used at this step of the leftmost derivation, determine what the children of this node should be. If there are two distinct derivations, then at the first step where the derivations differ, the nodes being constructed will get different lists of children, and this difference guarantees /,hat the parse trees are distinct. [] 5.4.4 Inherent Ambiguity A context-free language L is said to be inherently ambiguous if all its gram- mars are ambigamus. If even one grammar for L is unambiguous, then L is an Ullaln. l)igtlOUS language. We saw, for example, that the language of expressions generated by the gram,nat of Fig. 5.2 is actually unambiguous. Even though that, graznmar is ambiguous, there is another grammar for the same language that is unambiguous -- the grammar of Fig. 5.19. We shall not prove that thcrc arc inhcrcntly ambiguous Iangmgcs. Rather we shall discuss one exanple of a language that can be proved inherently am- biguous, and we shall explain intuitively why every grammar for the language must bc ambiguous. The language L in question is: L = {a'b"c"d "' I n _> 1,rs _> 1} Cl {a'b"c'd' I n _> 1,m >_ 1) That is, L consists of strings in a+b+c+d + such that either: 1. There are as many a's as b's and as many o's as d's, or There are as many a's as d's and as many b's as c's. L is a context-flee language. The obvious grammar for L is shown in Fig. 5.22. It uses separate sets of productions to generate the two kinds of strings in L. This grammar is ambiguous. For exampie, the string aabbccld has the two leftmost derivations:

5.4. AMBIGUITY IN GRAMMARS AND LANGUAGES 213 $  ABI C A  aAblab B  cBdl cd C - a'dl eeDd D  bDc I bc Figure 5.22: A grammar for an inherently ambiguous language S d A B a A b c B a b c d S a C d a D d b D c /\ b c (a) (b) Figure 5,23: Two parse trees for aabbccdd and the two parse trees shown in Fig. 5.23. The proof that all grammars for L must be axabiguous is complex. However, the essence is as follows. We need to argue that all but a finite number of the strings whose counts of the four symbols a, b, c, and d, are all equal must be generated in two different ways: one in which the as and b are generated to be equal and the cs and d's are generated to be equal, and a second way, where the a's and d's are generated to be equal and likewise the b's and For instance, the only way to generate strings where the a's and b's have the same number is with a variable like A in the grammar of Fig. 5.22. There are variations, of course, but these waxiations do not change the basic picture. For instance: Some small strings can be avoided, say by changing the basis production A  ab to A -,'. aaabbb, for instance.

214 CHAPTER 5. CONTEXT-FREE GRA�iMARS AND LANGUAGES We could arrange that A shares its job with some other variables, e.g., by using variables A and A2, with A, generating the odd numbers of a's and A2 generating the even numbers, as: A -> aA2b Iab; A2  aA b Iab. We could also arrange that the numbers of a's and b's generated by A are not exactly equal, but off by some finite number. For instance, we could start with a production like S  AbB and then use A  rtAb I a to generate one more a than b's. However, we cannot avoid some mechanism for generating a's in a way that matches the count of b's. Likewise, we can argue that there must be a variable like B that generates matching o's and d's. Also, variables that play the roles of C (generate match- ing a's and d's) and D (generate matching b's and c's) must be available in the grammar. The argument, when formalized, proves that no matter what modifications we make to the basic grammar, it will generate at. least some of the strings of the form anbnd'd  in the two ways that the grammar of Fig. 5.22 does. 5.4.5 Exercises for Section 5.4 * Exercise 5.4.1: Consider the grammar $ aS I aSbS I e This grammar is ambiguous. Show in particular that the string aab has two: a.) Parse trees. b) Left, most derivations. c) Rightmost derivations. Exercise 5.4.2: Prove that the grammar of Exercise 5.4.1 generates all and only the strings of a's and b's such that every prefix has at least as many a's as *! Exercise 5.4.3: Find an unambiguous grammar for the laguage of Exer- cise 5.4.1. Exercise 5.4.4: Some strings of a's and b's have a unique parse tree in the grammar of Exercise 5.4.1. Give an efficient test to tell whether a given string is one of these. The test "try all parse trees to see how many yield the given string" is not adequately efficient. ! Exercise 5.4.5: This question concerns the graminar from Exercise 5.1,2, which we reproduce here:

5.5. SUMMARY OF CttAPTER 5 215 S - AiB A - OA]e B - 0B] 1B]e a) Show that this grammar is unambiguous. b) Find a grammar for the same language that is ambiguous, and demon- strate its ambiguity. Exercise 5.4.6: Is your grammar from Exercise 5.1.5 unambiguous? If not, redesign it to be unambiguous. Exercise 5.4.7: The following grammar generates prefix expressions with operands x and y and bbary operators +, -, and *: E-+EEI ,EEl-Elxly a) Find leftmost and rightmost derivations, and a derivation tree for the string +*xyxy. ! b) Prove that this grammar is unambiguous. 5.5 Summary of Chapter 5 Context-?ree Grammars: A CFG is a way of describing languages by recursire rules called productions. A CFG consists of a set of variables, a set of terminal symbols, and a start variable: as well as the productions. Each production consists of a head variable and a body consisting of a string of zero or more variables and/or termin'ds. Derivations and Languages: Beginning with the sta.rt symbol, we derive terminal strings by repeatedly replacing a variable by the body of some production with that x-ariable in the head. The language of the CFG is the set of terminal strings we ca so derive; it is called a context-free language. Leftmost and Rghtmost Derivations: If we always replace the letrnost (:esp. rightmost) variable in a string, then the ,esulting derivation is a lef�most (resp. rightmost) derivation. Every string in the language of a CFG has at least one leftmost emd at least one rightmost derivation. $entental Forms: Any step in a derivation is a string of variables and/or terminals. We call such a string a sentential fo:m. If the derivation is ieftmost (rcsp. rightmost), then the string is a left- (resp. right-) sentential form.

216 CHAPTER 5. CONTEXT-FREE GRAMMARS AND LANGUAGES Parse Trees: A parse tree is a tree that shows the essentials of a derivation. Interion nodes are labeled by variables, and leaves axe labeled by terminals or e. For each internal node, there must be a production such that the head of the production is the label of the node, ad the labets of its children, read from left to right, form the body of that production. Equivalence of Parse Tes and Derivatios: A terminal string is in the language of a grammar if and only if it is the yield of at least one parse tree. Thus, the existence of leftmost derivations, rightmost derivations, and parse trees axe equivalent conditions that each define exactly the strings in the language of a CFG. Ambiguous Gummars: For some CFG's, it is possible to find a termin string with more thm one parse tree, or equivalently, more than one left- mot derivation or more than oe rightmost derivation. Such a grammar' is called ambiguous. Eliminating Ambiguit, y: For many usetiff gammars, such as those that describe the structure of programs in a typical programming language, it is possible to find an unambiguous grammar that gcncratcs the same language. Unfortunately, the unambiguous grammar is frequently more complex than the simplest ambiguous grammar for thc language. There are also some context-free languages, usually quite contrived that are inherently ambiguous, mereting that evcw grinmar for that language is ambiguous. Parsers: The context-free grammar' is an essential concept for the im- plementation of compilers and other programming-language processors. Tools such as YACC take a CFG as input and produce a parser, the com- ponent of a compiler that deduces the structure of the program being compiled. Document Type Definitions: The emerging XML standard for sharing information through Web documents has a notation, called the DTD, for describing the structure of such documents, through the nesting of semantic tags within the document. The DTD is in essence a context-free grammar whose language is a class of related documents. 5.6 References for Chapter 5 The context-free grammar was first proposed as a description method for nat- ural languages by Chomsky [4]. A similar idea was used shortly thereafter to describe computer languages -- Fortran by Backus [2] and Algol by Naur [7]. As a result, CFG's are sometimes referred to as ':Backus-Naur form grammars." Ambiguity in grammars was identified as a problem by Cantor I3] and Floyd [5] at about the same time. Inherent ambiguity was first addressed by Gross

5.6. REFERENCES FOR CHAPTER 5 217 For applications of CFG's in conpilers, see [1]. DTD's are dcfined in the standards document for XML [8]. 1. A.V. Aho, R. Sethi, and J. D. Ullman, Compilers: Pnciples, Techniques, and Tools, Addiso-Wesley, Reading MA, 1986. 2. J. W. Backus, "The syntax end semantics of the proposed international algebraic language of the Zur�ct ACM-GAMM conference," Proc. Intl. Conf. on Information Processin s (1959), UNESCO, pp. 125-132. 3. D. C. Cantor, "On the ambiguity problem of Backus systems," J. A CM 9:4 (1962), pp. 477-479. 4. N. Chomsky, "Three models for the description o� language," ItE Trans. on Infoynation Theory 2:3 (1956), pp. 113-124. 5. R.W. Floyd, "On ambiguity in phrasc-structure languages," Conira. A CM 5:10 (1962), pp. 526-534. 6. M. Gross, "Inherent ambiguity of minimal linear grammars," In[orm,,.tion and Control 7:3 (1964), pp. 366-368. 7. P. Naur et al., "Report on the algorithmic langmage ALGOL. 60," Uomm. ACM3:5 (1960), pp. 299-314. See also Uomra. AUM6:I (1963), pp. 1-17. 8. Vorld-Wide-Web Consortium, ht:p://wa.3. org/TR/ltEC-xml (1998).

Chapter 6 Pushdown Automata The eontext-free languages have a type of automaton that defines hem. This automaton, called a "pushdown automaton," is an extension of the nondeter- ministic finite automaton with e-transitions, which is one of tile ways to define the regular languages. The pushdown automaton is essentially an e-NFA with the addition of a stack. The stack can be read, pushed, and popped only at tile top, just like the "stack" data structure. hi this chapter, we define two differera versions of tile pushdown automaton: one that accepts by entering an accepting state, like finite automata do, and another version titat m:cep[s by emptying its stack, regardless of the state it is in. We show that these two variations accept exactly the context-fi'ee languages; that is, grintartars cm be converted to equivMent pushdown automata, and vice-versa. We also consider briefly the subclass of pushdown automata that is deterministic. These accept M1 the regular languages, but only a proper subset of the CFL's. Since they resemble closely the mechanics of the parser in a typical compiler, it is important to observe wha language constructs can 'and cannot be recogfized by deterministic pushdown automata. 6.1 Definition of the Pushdown Automaton In this sectkin we introduce the pushdown automaton, first inforinally, then as a formal construct. 6.1.1 Informal Introduction The pushdown automaton is in essence a nondetermhlistic finite automaton with e-transitions permitted and one additional capability: a stack on wtfich it can store a string of "stack symbols." The presence of a stack means that, unlike the finite automaton, the pushdown automaton can "remember" az infinite amount of information. However, unlike a generalsurpose computer, which also has the ability to remember arbitrarily large amounts of information, the 219

220 CtIAPTER 6. PUSHDOI.'Ifi� AUTOMATA pushdown automaton can only access the information on its stack in a last-in- first-out way. As a result, there are languages that could be recognized by some computer program. trot are not, recognizable by any pushdown automaton. In fact, push- down automata recognize all and oldy the context-free languages. While there are many languages that are contextfi'ce, including some we have seen that are not regular ianguages, there are also some simple-to-describe languages that are not context-free, as we shall see in Section 7.2. An example of a non-context- fi'ee language is {0"1"2 " I n _> 1}, the set of strings consisting of equal groups of O's, I's, and 2's. Input Finite state control Accept/reject Stack Fignre 6.1: A pushdown automaton is essentially a finite aut, omaton wit, h a st, ack dat, a structure We can view the pushdown automaton informally as the device suggested in Fig. 6.1. A "finite-state control" reads inputs, one symbol at a time. The pushdown automaton is allowed to observe the symbol at the top of the stack and to base its transition on its current state, the input symbol, and the symbol at the t. op of stack. Alternatively, it may make a "spont.'imeous" transition, using e as its input instead of an inpnt. syrnbol. In one transit. ion, the pushdown automaton: Consumes from the input the symbol that it uses in the transition. If e is used for the input, ;hen no input symbol is consumed. Goes to a new state, vhich may or may not be tile same as the previous st, ate. Replaces t. he symbot at, the top of the stack by ay string. The string could be e, which corresponds to a pop of the stack. It could be the same symbol tha[ appeared at the top of the stack previously; i.e., no change to the stack is made. It could also replace the top stack symbol by one other symbol, which in effect cha.nges the top of the stack but does not push or pop it. Finally, the top stack symbol could be replaced by- two or more sytnbols, which has the effect of (possibly) changing the top stack symbol, and then pushing one or more new symbols onto the stack.

6.1. DEFINITION OF THE PUSHDOWN AUTOMATON 221 Example 6.1: Let us consider the laaguage Lwu, -- { w wft I w is in (0 + This language, often referred to as "w-w-reversed," is the even-length palin- dromes over alphabet {0, 1}. It is a CFL, generated by the grammar of Fig. 5.1, with the productions P -4 0 and P -4 1 omitted. We can design an informal pus[down automaton accepting Lwwr, as fol- lows.  1. Start in a state q0 that represents a ':guess" that we have not yet seen the middle; i.e., we have not seen the end of the string w that is to be followed by its own reverse. While in state q0, we read symbols and store them on the stack, by pushing a copy of each input symbol onto the stack, in turn. 2. At any time, we may guess that we have seen the middle, i.e., the end of w. At this time, w will be on the stack, with the right end of w at the top and the left end at the bottom. We signify this choice by spontaneously going to state q. Since the automaton is nondeterministic, we actually make both guesses: we guess we have seen the end of w, but we also stay in state qo and continue to read inputs and store them on the stack. 3. Once in state q, we compare input symbols with the symbol at the top of the stack. If they match we consume the input symbol, pop the stack, and proceed. If they do not match, we have guessed wrong; our guessed w was not followed by w a. This branch dies, although other branches of the nondeterministic automaton may survive and eventually lead to acceptance. 4. If we empty the stack, then we have indeed seen some input w followed by w s. We accept the input that was read up to this point. 6.1.2 The Formal Definition of Pushdown Automata Our formal notation for a pushdown automaton (PDA) involves seven compo- nents. We write the spccification of a PDA P as folIows: p =- The components have the following meanings: Q: A finite set of states, like the states of a finite automaton. 1We could also design a pushdown automaton for Lra/, which is the language whose grammar appeared in Fig. ,5.1. tlowever, L. is slightly simpler and will allow ua o focus on the important ideas regarding pushdown automata.

222 CHAPTER 6. PUSHDOWN AUTOMATA No "Mixing and Matching" There may be several pairs that are options for a PDA in some situation. For instance, suppose 5(q,a,X) = {(p, YZ), (r, e)}. When making a move (ff the PDA, we have to chose one pair in its entirety; we cannot pick a state from one and a stack-replacement string from another. Thus, in state q, with X on the top of the stack, reading input a, we could go to state p and replace X by YZ, or we could go to state r and pop X, However, we calmot go to state p and pop X, and we cannot go to state r and replace X byYZ. A finite set of input symbols, also analogous to the corresponding compo- nent of a finite automaton. F: A finite stack alphabet. This component, which has no finite-automaton analog, is the set of symbols that we are allowed to push onto the stack. 5: The transition function. As for a finite automaton,  governs the behavior of the automaton. Formally, 5 takes as argument a triple 5(q, a, X), where: 1. q is a state in Q. 2. a is either an input snnbol in Z or a = e, the empty string, which is assumed not to be an input symbol. 3. X is a stack symbol, that is, a member of '. The output of 5 is a finite set of pairs (p, ?), where p is the ew state, and ? is the string of stack symbols that replaces X at the top of the stack. For instance, if 7 = e, then the stack is popped, if ? = X, then the stack is unchanged, and if O' = YZ, then X is replaced by Z; and Y is pushed onto the stack. qo: The start state. The PDA is in this state before makbg any transitions. Z0: The start symbol. Initially, the PDA's stack consists of one instance of this symbol, and nothing else. F: The set of accepting states, or final states. Example 6.2: Let us design a PDA P to accept the language Lwwr of Exam- ple 6.1. First, there are a few details not present in that example that we need to understand in order to manage the stack properly. We shall use a stack sym- bol Z0 to mark the bottom of the stack. We need to have this symbol present so that, after we pop w off the stack and realize that we have seen ww a ou the

6.1. DEFINITION OF THE PUSHDOWN AUTOMATON 223 input, we still have something on the stack to permit ns to make a transition to the accepting state, q.o. Thus, our PDA for Lw.r can be described as P -- ({qo,ql, qz}, {0, 1}. {0.1, Z,}, & qo, Zo, lqz}) where 5 is defined by the following rules: 5(qo.O, Zo) = {(q0,0zo))nd *(qo.l, Zo): {(q0,1Z0)}. One of these rules applies initially, when we are in state q0 and we see the start symbol Zo at the top of the stack. We read the first input, and push it. onto the stack, leaving Z0 below to mark the bottom. 8(qo,O,O) = {(qo, 00)}, 8(qo, 0, 1) -- {(qo,01)}, 8(q0, 1,0) = {(q0, 10)}, ,Tnd 8(q0, 1, 1) = {(qo, 11)}. These four+ similar rules allow ns to stay in state qo asd read inputs, pushing each onto the top of the stack and leaving the previous top stack symbol alone. 5(q0,*,Zo) = {(q,,Zo)}, (qo,,0): {(qi,0)}, arid 6(qo,�, 1) -- {(q,l)}. These three rules allow P t.o go from state q0 to state q spontaneously (on � input). leaving intact whatever symbol is at. the top of the stack. /qql,0,0) = and (ql. 1.1) = {(q,�)}. Now, in styate q, we eau match input symbols against the top symbols ell the stack, mid pop when the symbols match. ii(q. e, Zo) = {(qz, Zo)}. Finally, if we expose the bottom-of-stack narker Zo axed we are in state q. then we have found an input of the form ww n. We go to state q2 and accept. 6.1.3 A Graphical Notation for PDA's The list of  facts, a.s in Example 6.2, is not too eaqy to follow. Seinetimes. a diagram, generalizing the transition diagram of a finite automaton, will make aspects of the behavior of a given PDA clearer. We shall therefore introduce and subsequently use a transition diagram for PDA's in which: a) The nodes correspond to the states of the PDA. b) An arrow labeled Start indicates the start state. and doubly circled states are accepting, as for finite automata. c) The arcs correspond to trmsitions of the PDA in the following sense. AiI arc labeled a, X/a' from state q to state p means timt 5(q. a. X) contains the pair (p, a), perhaps among other pairs. That is, the arc label tells what input is used, and also gives the old and now tops of the stack.

224 CHAPTER 6. PUSHDOWN AUTOMATA Start o 1 o o I 1 z o/o z o z o I1 z o 0/oo 1/Ol o/1 o o, o/ � I/I 1 1, 1/ e e, Z o/Z o �,0/0 e, 1/l �, Zo/L Figure 6.2: Representing a PDA as a generalized transition diagram The only thing that the diagram does not tell us is which stack sytnbol is the start symbol. Conventionally, it. is Z0, unless we indicate otherwise. Example 6.3: The PDA of Example 6.2 is represented by the diagram shown in Fig. 6.2. [] 6.1.4 Instantaneous Descriptions of a PDA To this point, we have only an informal notion of how a PDA "computes." Intu- itively, the PDA goes from configuration to configuration, in response to input symbols (or sometimes e), but unlike the finite automaton, where the state is the only thing that we need to know about the automaton, the PDA's uration iuvolves both tlc state and the contents of the stack. Being arbitrarily large, the stack is often the more important part of the total configuration o� the PDA at any time. It is also useful to represent as part of the configuration the portion of the input that remains. Thus, we shall represent the configuration of a PDA by a triple (q, w, where 1. q is the state, 2. iv is the remning input, and 3.  is the stack contents. Conventionally, we show the top of the stack at the left end of 7 and the bottom at the right end. Such a triple is called an instantaneous alescripto'on, or ID, of the pushdown automaton. For finite automata, the 3 notation was sufficient to represent sequences of instantaneous descriptions through which a finite antomaton moved, since

6.1. DEFINITION OF THE PUSHDO'2� AUTOMATON 225 the ID for a finite automaton is just its state, However for PDA's we need notation that describes changes in the state, the input, and stack. Thns, we adopt the ::turnstile ' notation for connecting pairs of ID's that. represent one or many moves of a PDA. Let P = (Q, I3. F, 5, qo, Zo, F) be a PDA. Define; -, or just, I- when P is , p understood, as follows. Suppose 5(q, a, X) contains (p, a). Then fox' 11 strings w in E* and/ h F*: (q, aw, X,.3) 1- (p, .w, This move reflects the idea that, by consuming a (which mw be e) from the input and replacing X on tup of t, he stack by a, we (: go from state q to p. Note that what remains on the input, w, aid what is below the top of the stack, fi, do not influence the action of the PDA; they are merely carried along, pertlaps to influence events later. We also use the symbol , or - when the PDA P is understood, o represext zero or more moves of the PDA. That is: BASIS: I 7 I for any ID I. INDUCTION: I [Y- J if there exists some ID K such that I - Kamt K  J. That is, I  J if tilere is a sequence of ID's K,/i'2,..., K such that i -- J= K, and for all i --- t,2,... ,n.- 1, we have Ki t- Example 6.4: Let us consider the action of the PDA of Example 6.2 on the input 1111. Since q0 is the start state and Zo is the start symbol, the initial ID is (qo, 1111, Z). On this input, the PDA has an opportuniW to guess wrongly several times. The entire sequence of ID's that the PDA (:m reach from the initial ID (qo, 1111, Zo) is shown in Fig. 6.3. Arrows represent, the I- re]at. ion. From the initial ID, there are two choices of muve. The first. ;uesses that the middle has not been seen and leaAs to ID (q0,111, 1Z)). In effect,, a 1 has been removed from the inptt and pushed onto the st. ack. The second choice from the initial ID guesses that the middle has hcen reached. Wichont consuming input, the PDA goes to state q, leading to the ID (q, 1111, Zo). Since the PDA may accept if it is in state q and sees Zo on top of its stack, the PDA goes from there to ID (q2, 1111, Zo). That ID is not exactly an acceptixg ID, since; the input has not been completely consumed. Had the input been e rather than 1111., the same sequence of moves would have led to ID (qz,e, Zo), which would show that e is accepted. The PDA my also guess that it has seen the middle after rl;ading one 1, that is, when it is in tile ID (qo, 111, 1Zo). That. guess also leads to failure, since the entire input cannot be consumed. The correct guess, tha.t the middle is reached after reading two l's, gives us the sequence of ID's (qo, 1111, Zo) (qt,,lll,lZ0) 1- (q0:ll,llZo) - (q,ll, llZ0) [- (q,l,IZ0) [- (q,r, Zo) (q.,, e, Z0). [] There are three important principles about ID's and their transitions that wc shall need in order to reason about PDA's:

226 CHAPTER 6. PUSHDOWN AUTOMATA (qo (% (% (q0 ( qt 1111, z 0 ) 111, lZ 0) ( q! , II,11z 0) ( ql ' 1,111z 0) ( ql ' e, 1111z o ) 1111, Zo) -- ( q2, llll,Zo) 111, 1Z Zo) 11, 11Z 0 ) ( q2 ,11, Z 0 ) ( qI ' 1,111Z o) ( ql � 0) 1111Z o ) ( ql , 1,1Z t,llZ o) (q, , Z o) ( q2, ,'Zo) Figure 6.3: ID's of the PDA of Example 6.2 on input 1111 If a sequence of ID's (computation) is legal for a PDA P, then the com- putation formed by adding the same additional input string to the end of the input, (second component) in each ID is also legal. If a computation is legal for a PDA P, then the computation formed by adding the same additional stack symbols below the stack in each ID is also legal. If a computation is legal for a PDA P, and some tail of the input is not consumed, then we can remove this tail from the input in each ID, and the resulting computation will still be Iegal. Intuitively, data that P never looks at cannot affect its computation. We for- realize points (1) and (2) in a single theorem.

6.1. DEFINITION OF THE PUSHDO� AUTOMATON 227 Notational Conventions for PDA's We shall continue using conventions regarding the use of syxnbols that we introduced for finite automata and grammars. In carrying over the notation, it is useful to realize that the stack symbols play a role analogous to the union of the terminals and variables in a GFG. Thus: 1. Symbols of the input alphabet will be represented by lower-case let- ters near the beginning of the alphabet, e.g., a, b. 2. States will be represented by q and p, typically, or other letters that are nearby in alphabetical order. 3. Strings of input symbols will be represented by lower-case letters near the end of the alphabet, e.g., w or z. 4. Stack symbols will be represented by capit'd letters near the end of the alphabct e.g., X or Y. 5. Strings of stack symbols will be represented by Greek letters, e.g., a or Theorem 6.5: If P -- (Q, Z, F, 6, q0, Zo, F) is a PDA, and (q, z, a) f (p, y, fl), P then for any strings w in Z* and "7 in r*, it is alto true that (q, xw, av) (p, yw, ,3v) P Note that if  = e, then we have a formal statement of principle (1) above, and if w = e, then we have the second principle. PROOF: The proof is actually a very simple induction on the number of steps in the sequence of ID's that take (q, xw, a?') to (p, yw, ?). Each of the moves in the sequence (q, x, a)  (p, y, fi) is justified by the transitions of P without using w and/or ? in any way. Therefore, each move is still justified when these strings are sitting on the input and stack. I2 Incidentally, note that the converse of this theorem is false. There are things that a PDA might be able to do by popping its stack, using some symbols of % and then replacing them on the stack, that it couldn't do if it never looked at % However, as principle (3) states, we can remove unused input, since it is not possible for a PDA to consume input symbols and then restore those symbols to the input. We state principle (3) formally as:

228 CHAPTER 6. PUSHDOWN AUTOMATA ID's for Finite Automata? One might wonder why we did not introduce for finite automata a notation like the ID's we use for PDA's. Although a FA has no stack, we could use a pair (q, w), wtmre q is the state and w the renaining input, as the ID of a finite automaton, While we could have done so, we would not glean any more informa- tion from reachability among ID's than we obtain from the S notation. That is, for any finite automaton, we could show [hat (q,w) = p if and only if (q, wx)  (p, x) for all strings x. The fact that x can be anything we wish without influencing the behavior of the FA is a theor(,m analogous to Theorems 6.5 and 6.6. Theorem 6.6: If P = (Q, , F, 5, qo, Zo, F) is a PDA, and (q, x, .) g (p, yw, ,') then it is also true that (q,x:() I  (p, y, fi). [2 6.1.5 Exercises for Section 6.1 Exercise ..1: Suppose the PDA P -- ({q,p}:{0,1}, {Zo, X},d,q, Z0, {p}) has the following transition function: . 5(q,O, Zo): 2. (q, 0, x) = a. 5(q, , x) = {(q, x)}. 4. 5(q,,x) = 5. (p,,x): {(p,)}. 6. a(, , x) = {(p, xx)}. 7'. 5(p, 1, Z0): {(p, e)}. St. aring frown the initial iD (q, w, Zo), show 'all the reachable ID's when the input w is: *a) 01. b) 00.. c) 010.

6.2. THE LANGUAGES OF APDA 229 6.2 The Languages of a PDA We have assumed that a PDA accepts its input by constuning it and entering an accepting state. We call this approach "acceptance by final state." There is a second approach to defining t},e language of a PDA that has important applications. We may also define for any PDA the language "accepted by empty stack," that. is, the set of strings that cause the PDA to empty its stack, staxting from the initial ID. These two methods axe equivalent, in the sense that a language L has a PDA that accepts it by final state if and only if L has a PDA that accepts it by empty stack. However, for a given PDA P, the languages that P accepts by final state and by empty stack are usually different. We shall show in this section how to convert a PDA accepting L by final state into another PDA that accepts L by empty stack, and vice-versa. 6.2.1 Acceptance by Final State Let P = (Q,E,F,6, qo, Zo,F) be a PDA. Then L(P), the language accepted by P by final state, is {w[ (qo,w, Zo)  (q,e,a)} for some state q in F and any stack string a. That is, starting in the initial ID with w waitkg on the input, ? consumes w from the input and enters an accepting st, ate. The contents of the stack at that time is irrelevant. Example 6.7: We have claimed that the PDA of Exanple 6.2 accepts the language Lww,, he lan�uage of strings in {0, 1* that have the form ww . Let us see why that statement is true. The proof is an if-and-only-if statement: the PDA P of Example 6.2 accepts string  by final state if and only if x is of the form ww . (H) This part is easy; we have ouly to show the accepting computation of P. If x -- ww R, then observe that (qo,wwn,Zo) ' (qo,wn,wZo) - (q,wn,wnZo) [ (q,�,Zo) - (q,e, Zo) That i, one optiou tke PDA has is to read w from its input and store it on its stack, in reverse. Next, it goes spt)ntaneously to state q and matches w n on the input with the same string on its stack, and finally goes spontaneously to state q.. (Only-if) This part is haxder. First, observe that the only way to enter accepting state q is to be in state q and trove Z0 at the top of the stack. Also, any accepting computation of P will start in state q0, make one transition to q, and never rcturn to qo. Thus, it is snfficient to find the conditions on x such that (qo:x, Zo) - (q, e: Z0); these will be exactly the strings x that P accepts by final state. We shall show by induction on [x] the slightly more general statement:

230 CftAPTER 6. PUSHDOWN AUTO,'qATA � If (q0, x, )  (q, e, a-), then x is of the form ww . BASIS: x = e then x is of the form ww  (with w = e). Thus, the conclusion is true, so he statement is true. Note we do not have o are that the hypothesis (q0, e, it)  (ql e, ) is true, although it is. INDUCTION: Suppose x  ata.-.a for some n  0. There e two moves that P can make from ID (q0, x, 1. (qo,x,a)  (q, x, a). Now P can only pop the stack when it is in state q. P must pop the stack with every input symbol it reads, Thus, if (qt, x, a)  (q, e, ), then  will be shorter th a and cannot be eqmfi to a-. 2. (qo,ata "-an, a)  (q0,a.z ...a,aa). Now the only way a sequence of moves can end in (q, e, a) is if he last move is a pop: In that case, it must be that ai = a,. We also know that (qo, a2... a,, a a)  (ql, an, a l ) By Theorem 6.6, we can remove the symbol a from the end of the input, since it is not used. Thus (qo,a2'"an-l,aa)  (ql,e,aia) Since the inpu for this sequence is shorter th n, we may apply the indnctive hypothesis and conclude that a, - .. an- is of the form yy for some y. Since x: a yya and we know a = an, we conclude that x is of the form wtJ; specifically w = aiy. The above is the heart of the proof that the only way to acccp x is for x to be equal to ww  for some w. Thus, we have the "onlyqf" part of the proof, which, with he "if" part proved clier, tells us that P accepts exactly those strings in Lwwr. 6.2.2 Acceptance by Empty Stack For each PDA P = (Q, E,F,J, qo, Zo, F), we also define for any state q. That is, N(P) is the set of inputs w that P can consume and a.t the sc time empty its stack? 2The N in N(P) stands or ':naZI stk,:' a synonym for "empty

6.2. THE LANGUAGES OF APDA 231 Example 6.8: The PDA P of Example 6.2 never empties its stack, so N(P) ---- 0. Howeer, a small modification will allow P to accept L,,,,,,r by empty stack as well as by final state. Instead of the transition 5(qi,e, Zo) = ((q.), Z0)), use 6(ql,e, Ze) -- ((q,, e)}. Now, P pops the last symbol off its stack as it accepts, and L(P) = .N(P) = L,,.wr. [] Since the set of accepting states is irrelevant, we shall sometimes leave off the last (seventh) component from the specification of a PDA P, if all we care about is the langamge that P accepts by empty stack. Thus, we would write P as a six-tuple (Q, E, F, 5, qo, Z0). 6.2.3 From Empty Stack to Final State We shall show that the closes of languages that are L(P) for some PDA P is the same as the class of languages that are N(P) for some PDA P. This class is also exactly the context-free languages, as we shall see in Section 6.3. Our first construction shows how to take a PDA Pr that accepts a language L by empty stack ad construct a PDA Pr that accepts L by final stae. Theorem 6.9: ff L = N(Pv) for some PDA P- = (Q, E, F, J.~, qo, Zo), then there is a PDA P such that L -- L(Pr). PlOOF: The idea behind the proof is in Fig. 6.4. We use a new symbol which must not be a symbol of F; X0 is both the start symbol of P and marker on the bottom of the stack that lets us know when P: ha reached an empty stack. That is, if PF sees Xo on top of its stack, then it knows that would empty its stack on the same input.  k.j  X o / Z Start & XO/e oXo & Xo/ Figure 6.4: PF simulat .es P,. and accepts if P, empties its stack We also need a new star state, P0, whose sole fi,ction is to push Zo, the start symbol of P:, onto the top of the stack and enter state qo, t.h(: start.

232 CHAPTER 6. PUSHDOWN AUTOMATA state of P:. Then, P simulates PN, until the stack of Pr, is empty, which PF detects because it sees Xo on the top of the stack. Finally, we need another new state, Pt, which is the accepting state of PF; this PDA transfers to state Pl whenever it discovers that Pv would have emptied its stack. The specification of Pt is as follows: % = (Q u s, r u where 5b, is defined by: 1. 5,'(po, e, Xo) = {(q0, ZoXo)}. hi its staxt state, PF makes a spontaneous transition to the start state of P-, pushing its start symbol Zo oilto the stack. 2. For all states q iu Q, inputs a in ]E or a = e, and stack symbols Y in r', st.. (q, a, Y) contains all the pairs in f2v (q, a, Y). 3. In addition to rule (2), 5r(q, e, Xo) contains (Pf, e) for every state q in Q. We must show that w is in L(PF) if and only if w is in N(Pv). (If) We are given that. (qo, w, Z0) r (q' e, e) for some state q. Theorem 6.5 lets us insert Xo at the bottom of the stack md conclude (qo, w, ZoXo) ,,. (q, e, Xo). Since by rule (2) above, Pr has all the moves of Pa,, we may also conclude that (qo, w, ZoXo)  (q, e, Xo}. If we put this sequence of moves together with the initial a.nd final moves from rules (1) stud (3) above, we get: (po, w,Xo) rr(qo,w, ZoXo) 12 (q,e, Xo) p,.(pl,e,e) (6.1) Pr Thus, PF accepts w by final state. (Only-if) The converse requires only that we observe the additional transitions of rules (1) and (3) give us very limited ways to accept w by final state. We must use rule (3) at the last step, and we can only use that rule if the stack of contains only X0. No X0's ever appear on the stack except at the bottommost position. Further, rule (1) is only used at the first step, and it must be used at the first step. Thus, any computation of P that accepts w must look like sequence (6.1). Moreover, the middle of the computation -- all but the first and last steps -- must also be a computation of Pn with Xo below the stack. The reason is that, except for the first and last steps, Pr cannot use an)- transition that is not also a transition of Ps,, and Xo cannot be exposed or the computation would end at the next step. We conclude that (qo,W, Zo) (q,�,e). That is, w is in N(Pv).

6.2. TIlE LANGUAGES OF APDA 233 Example 6.10: Let us design a PDA that processes sequences of �:'s and else's in a C program, where i stands for if aud e stands for else. Recall from Section 5.3.1 that there is a problem whenever the number of e:l. se's in any prefix exceeds the mmber of ii's, because then we cannot match each else against its previous �i. Thus, we shall use a stack symbol Z o cmmt the difference between the nnmber of i's seen so far md the number of e's. This simple, one-state PDA, is suggested by the transit. ion diagram of Fig. 6.5. Start e,Z/g Figure 6.5: APDA that accepts the if/else errors by empty stack We shall pusfi mother Z whenever we see a.n i and pop a Z whenever we see an e. Since we start with one Z on the stack, we actually follow the rule that if the stack is Z ', then there have been n - 1 more i's than o's. lu particular, if the stack is empty, than we have seen one more e than i, m,d the input read so far has just become itlegal for the first time. It is these strings that. our PDA accepts by empty stack. The formal specification of P,- is: -- ({q}, {i, e}, {z}, q, z) where 55, is defined by: 1. 5,; (q, i, Z} = { (q, ZZ)}. This rule pushes a Z wfien we see an i. 2. 5;q(q,e,Z) = {(q,e.)}. This rule pops a Z when we see an e.' e, 7ffe i, ZZZ Start a Xo/7_Xo   Xo /  Figure 6.6: Const-ruction of a PDA accepting by final state from the PDA of Fig. 6.5 Now, let us construct from P..� a PDA ? that accepts the same language by final state; the transition diagram for Pj,. is shown in Fig. 6.6fi We int. roduce ado not be concerned that we are using new states p and r here, while the e, onsWucion in Theorem 6.9 used Po and pf, Names of ates are arbitrary, of course.

234 CHAPTER 6. PUSHDOWN AUTOMATA a new start state p and an accepting state r. We shall use Xo as the bottom-of stack marker. P,, is formally defined: PF = ({p,q,r}, {i,e}, {Z, Xo},F,p, Xo, {r}) where 5F consists of: 1. 5F(p, e, Xo) = {(q, ZXo)}. This rule starts PF simulating Pv, with X0 as a bottom-of-stack-marker. 2. 5F(q,i, Z): {(q, ZZ)}. This rule pushes a Z when we see an i; it simu- lates P. 3. 5,(q,e,Z) -- {(q,e)}. This rule pops a Z when we see an e; it also simulates P,.. 4. 5F(q,e.,Xo) = {(r,e,e)}. That is, PF accepts when the simulated Pjv would have emptied its stack. 6.2.4 From Final State to Empty Stack Now, let us go in the opposite direction: take a PDA Pr that accepts a language L by final state and construct another PDA Pie that accepts L by empty stack. The construction is simple and is suggested in Fig. 6.7. From each accepting state of PF, add a transition on e to a new state p. When in state p, Pv pops its stack and does not consume any input. Thus, whenever Pr enters an accepting state after consuming input w, ]>N will empty its stack after consuming w. To avoid simulating a situation where PF accidentally empties its stack without accepting, ]>iv must also use a marker X0 on the bottom of its stack. The marker is PN'S start symbol, and like the construction of Theorem 6.9, PN must start in a new state P0, whose sole function is to push the start symbol of ?F on the stack and go to the start, state of Pv. The construction is sketched in Fig. 6.7, and we give it formally in the next theorem. Start any/� e, any/ Figure 6.7: P. simulates PF and empties its stack when and only when Pv enters az accepting state Theorem 6,11: Let L be L(PF) for some PDA PF = (Q,E,F,5v,qo, Zo,F). Then therc is a PDA P such that L = N(P).

6.2. THE LANGUAGES OF APDA 235 PROOF: The construction is as suggested in Fig. 6.7. Let where 5 is defined by: 1. 5N(, e, Xo) = {(q0, ZoXo)}- We start by pushing the start symbol of PF onto the sta d going to the start state of PF. 2. For l states q in Q, input sbols a in E or a = e, and Y in F, J,(q, a, Y) contMns every pair that is in 5F(q, a, Y). That is, P simulates 3. For all cepting states q in F d stack symbols Y in r or Y = xo, 5(q,e,Y) contains (p,e). By this ruIc, whenever Pr cepts, P c start emptying its stack thout consuming y more put. 4. For all stack symbols Y  F or Y = Xo, 5.,e,Y) = {,e)}. Once in state p, which only occs when Pe h accepted, P pops ew,ry symbol on its stack, until the stack is empty. No further inpu is consumed. Now, we must prove that w is in N(P) if and only if w is in L(PF). The ide are similar to the proof for Theorem 6.9. The 'if" pt is a direct simulation, and the 'only-if" part requires that  examine the limited number of things that the construct PDA P, can do. (if) Suppose (qo,w, Zo)  (q,ea) for some accepting state q d stack string P a. Using the ft that every trsition o[ P is a move of P, d invoking Theorem 6.5 to low us to keep X0 below the symbols of F on the stack, we know that (qo, w, ZoXo) (q,e, aXo). Then P can do the folloSng: The first, move is by role (1) of the construction of  while the lt sequence of moves is by rules (3) d (4). Thus, w is accepted by P, by empty stack. (Only-if) The only way P- c empty its st is by entering state p, since Xo is sitting at the hottoni of stk and Xo is not a symbol on which Pe h y moves. The only way P c enter state p is if the simulated P,, enters  accepting state. The first move of PN is surely the move given in rnlc (1). Thus, every accepting computation of P loo like ,w, Xo) (qo,w, ZoXo)  (q,e, oXo) where q is an accepting state of Pr. Moreover, betwn ID's (qo,w, ZoXo) d (q,e, aXo), a}l the moves moves of PF. In particular, X0 w never the top stack symbol prior to reaching ID (q, e, aX0). a Thus, we conclude that the same computation can occur in without the Xo on the stk; that is, (qo,w, Zo)  (q,e,o'). Now we see that P accepts w by fin state, so w is in L(P). 4Although a could be ,, in which ce PF h emptied its atack at the same time i[ accepts.

236 CHAPTER 6. PUSHDOWN AUTOMATA 6.2.5 Exercises for Section 6.2 Exercise 6.2.1: Design a PDA to accept each of the following languages. You may accept either by final state or by empty stack, whichever is more convenient. *a) {0nln[ n> I). b) The set of all strings of O's and l's such that no prefix has more I's than O's. c) The set, of 1 strings of 0's and 1 's with an equal number of O's and l's. Exercise 6.2.2: Design a PDA to accep each of the following languages. * a) {siNe  I i: j or j = k}. Note that this language is different from that of Exercise 5.1.1 (b). h) The set of all strSngs with twice as many O's  l's. xercise 6.2.8: Dign a PDA to accept, eack of the following lguages. a) {a'ic  l i  j �r j  k}. b) The set of fil strings of a's and b's that are not of the form ww, that is, not equal to y string repealed. Exercise 6.2.4: Let P be a PDA with empty-stack lguage L = N(P), md suppose that e is hog in L. Describe how you would modify P so that it accepts L U {e} by empty sta. has the following rules defining : 5(qo, a, Zo) = (qi, AAZo) 5(qt, a, A) = (qx, A.4A) 5(q.2, (, B) = (q, ) (q,, , B) = (q.,, ) 6(qe, o, zo) = (q, Bzo) 5(q, b, A) = (q, e) 6(q, t, B) = (q, ss) 6(qz,e, Zo) = (q, AZo) ((qo, e, Zo) = (f, e) 6(q, , zo) = (qo, 6(q, e, 0 = (qo, Note that, since each of the sets above hms only one choice of move, we have omitted the set brackets from each of the rules. * a) Give an execution trace (sequence of ID's) showing that string bab is in L(?). b) Give an execution trace showing that abb is in L(P). c) Give the contents of the sack after P has read b7a 4 froIn its input. ! d) Informally describe L(P). Exercise 6.2.6: Consider the PDA ,P from Exercise 6.1.1.

6.3. EQUIVALENCE OF PDA'S AND CFG'S 237 a) Convert P to another PDA P that accepts by empty stack t, he same language tha,t P accepts by final state; i.e.. N(P) = L(P). b) Find a PDA P.> suc2 that L(P2) = N(P); i.e., P2 accepts by final state what ? accepts by empty stack. ! Exercise 6,2.7: Show that if P is a PDA, then there is a PDA 1[ with only two stack symbols, such that L(P2) = L(P). Hint: Binary-code the stock alphabet of P. *! Exercise 6.2.8: APDA is called restricted if oi1 any transition it can increase the height of the stack by at, most one symboh That is, for any rule 5(q, a, Z) contains (p, 7), it mnst he that ]^/I <- 2. Show t, hat if P is a PDA, then there is a restricted PDA Pa such that L(P) = L(P:. 0. 6.3 Equivalence of PDA's and CFG's Now, we shall demonstrate that t. he languages defined by PDA's are exactly context-free languages. The plan of attack is suggested by Fig. 6.8. The goal is to prove that. the following three classes of languages: 1. The context,-free languages, i.e., the lazguages defined by CFG's. 2. The languages that are accepted by final state by some PDA. 3. The languages that are accepted by empty stack by some PDA. m'e all the same class. We have already sln>w, that (2) and (3) are the same. It turns out t.o be easiest next to show that (1) md (3) are the saint. , [hLi8 inlplying the equivalence of all three. Figure 6.8: Organlzatiot of constructions showing equivalence of thr(x! ways of defining the CFL's 6.3.1 From Grammars to Pushdown Automata Given a CFG G, we constrnct a PDA that simulates the leftmost derivatiots of G. Any ]eft-sent. ent. ial form that is not a terminal string can be writt, en as xAa, whe,'e A is the leftmost variable, x is whatever terminals appear to left, and a is the string of terminals and variables that appear to the right of

238 CttAPTER 6. PUSHDOWN AUTOMATA We call Aa the tail of this left-sentential form. If a left-sentential form consists of terminals only, then its tail is e. The idea behind the construction of a PDA from a grammar is to have the PDA simulate the sequence of left-sentential forms that the gammar uses to generate a given terminal string w. The tail of each sentential form appears on the st. ack, with A at the top. At that time, x will be "represented" by our having consumed x from the input, leaving whatever of w follows its prefix x. That is, if w = xy, then y will remain on the input. Suppose the PDA is in an ID (q,y Aa), representing left-sentential form xAc. It guesses the production to use to expand A, say A - fl. The move of the PDA is to replace A on the top of the stack by fi, entering ID (q,y,rio). .Note that there is only one state, q, for this PDA. Now (q, y, .a') may not be a representation of the next left-sentential form, because .5 may have a prefix of terminals. In fact, .5 may have no variables at all, and a may have a prefix of terminals. Whatever terminals appear at the beginning of .Sa need to be removed, to expose the next variable at the top of the stack. These terminals are compared against the next input symbols, to make sure our guesses at the leftmost derivation of input string w are correct; if not, this branch of the PDA dies. If wc succeed in this way to guess a leftmost derivation of w, then we shall eventually reach the left-scntcntial form w. At that. point, all the symbols on the stack have either been expanded (if they are variables) or matched against the input (if they are terminus). The stack is empty, and we accept by empty stack. The above informal construction can be made precise as follows. Let G = (V, T, Q, S) be a CFG. Construct the PDA P that accepts L(G) by empty stack as follows: P = ({q},T,V U where transition function 5 is defined by: 1. For ead variable A, 6(q, e, A) = {(q, ) I A -}  is a production of G} 2. For ead terminal a, 5(q, a, a) = { (q, e) }. Example 6.12: Let us convert the expression grammar of Fig. 5.2 to a PDA. Recall this grammar is: The set of termhmls for the PDA is {a, b, 0, 1, (,), +, ,}. These eight symboIs and the symbols I and E form the stack alphabet. The tra.nsition function for the PDA is:

6.3. EQUIVALENCE OF PDA 'S AND CFG'$ 239 a) b) c) (q, {(q, (q, e,I) = {(q,a), (q,b), (q, Ia), (q, Ib), (q, IO), (q, I1)}. ,E) ={(q,Z), (q,E+), (q,E,E), (q,(E))). a,a) = {(q,e)}; tS(q,b,b) = {(q,�)}; $(q,O,O) = {(q,e)}; (q,l, 1) = )}; (q,(,0 = {(q,)}; (q,),)) = {(q,)); ,(q,+,+) = {(q,)); � , ,) = ((q, )}. No[e that (a) and (b) come from rule (1), while the eight transitions of (c) come from rule (2). Also, 6 is empty except as defined by (a) through (c). [] Theorem 6.13: If PDA P is constructed from CFG G by the construction above, then N(P) = L(G). PIOOF: We shall prove that w is in _N-(P) if and only if w is in L(G). (If) Suppose w is in L(G). Then w has a leftmost derivation fm lm lm We show by induction on i gha (q,w,S)  (q, yi,i), where Yi aud ai are a representation of [he lef-aenenfial form ffi- Tha is, let a. be d let 7i = ii. Then i is tha aring such gha ii = W; i.e., it is wha remns when xi is removed om he pu. BASIS: For i = 1,  = S. Thus, x = e, and  = w. Since (q, w, S) by 0 moves, the bis is proved. INDUCTION: Now we consider tim case of he second and subsequent lef- sent. iM forms. We assume (q, w, S)  (q, y, and prove (q, w, S)  (q, yi+, ai+). Sincc ai is a tail, it' beans with a variable A. Moreover, the scep of the derivation 7i  7i+ involves replacing A by one of its production bodies, say . Rue (1) of the construction of P lets ns replace A at the top of the stack by .B, d rule (2) then allows us to match any tcrninals on top of the stack with the next input symbols. As a result, we rmh the ID (q,Yi+, a+), which represents the next left-sententi form i+1. To complete the proof, we note thai a: , sim:e the tl of is empty. Thus, (q,w,S)  (q, e, e), which proves that P accepts w by empty stack. (Only-if) We need to prove something more general: that ff P executes a se- quence of moves hat h the net effect of popping a variable A from thc top of its s[ack, without ever going below A on the stack, then A dcrivcs, in G, what- ever input string w consumed from the input during this process. Precisely: � If(q,x,A) (q, e, e), then A  z. P The proof is an induction on the number of moves ten by P.

240 CHAPTER 6 PUSHDOWN AUTOMATA BASIS: One move. The only possibility is that A --> e is a production of G, and this production is used in a rule of type (1) by the PDA P. In this case, x = , a,d we know that A =y e. INDUCTION: Suppose P takes n moves, where n > 1. The first move must be of type (1), where A is replaced by one of its production bodies on the top of the stack. The reason is that a rule of type (2) can only be used when there is a terminal on top of the stack. Suppose the production used is A  �Y .-- Y, where each Y/. is either a terminal or variable. The next n - 1 moves of P must consume x from the input and have the net effect of popping each of Y, Y, and so on from the stack, one at a time. We can break  into xx2 - -. x, where x is the portion of the input consumed until Y is popped off the stack (i.e., the stack 6rst is as short as k - 1 symbols). Then x is the next portion of the input that is consumed while popping Y off the stack, and so on. Figure 6.9 suggests how the input x is broken up, and the corresponding effects on the stack.. There, we suggest that  was BaC, so :c is divided into three parts xxxs, where x2 = a. Note that in general, if Y/is a terminal, then xi must be that terminal. B C 1 2 3 Figure 6.9: The PDA P consumes x and pops BaC from its stack Formally, we can conclude that (q, xixi+ .--x, Y) f- (q, xi+ ...xa, e) for all i = 1, 2 .... , k. Moreover, none of these sequences can be more than n - 1 moves, so the inductive hypothesis applies if Y/ is a variable. That is, we may conclude Yi =% xi. If Y/is a terminal, then there must be only one move involved, and it matches the one symbol of x against Y, which are the same. Again, we can conclude

6.3. EQUIVALENCE OF PDA 'S AND CFG'S 241 Iq  xi; this time, zero steps are used. Now we have the derivation A  Y Y2 ' " Y:  x  � ' " Yk  " ' - That is, A  x. To complete the proof, we let A = $ and x = w. Since we are given that w is in N(P), we know that (q,w,S)  (q,e,e). By what we have just proved inductively, we have $ : w; i.e., w is in L(G). [] 6.3.2 From PDA's to Grammars Now, we complete the proofs of equivalence by showing that for every PDA P, we can find a CFG G whose language is the same language that P accepts by empty stack. The idea behind the proof is to recognize that the fundamcntal event in the history of a PDA's processing of a given input is the net popping of one symbol off the stack, while consuming some input. APDA may change state as it pops stack symbols, so we should also note the state that it enters when it finally pops a level off its stack. x 1 x 2 xk Figure 6.10: APDA makes a sequence of moves that have the net effect of popping a symbol off the stack Figure 6.10 suggests how we pop a sequence of symbols Y,Y2,... Yk off the stck. Some input xl is read while Y is popped. We should emphasize that this "pop" is the net effect of (possibly) many moves. For example, the first move may change Y to some other symbol Z. The next move may replace Z by UV, later moves have the effect of popping U, and then other moves pop V.

242 CHAPTER6. PUSHDOWN AUTOMATA The net effect is that Y has been replaced by nothing; i.e., it has been popped, and all the input symbols consumed so far constitute Xl. We also show in Fig. 6.10 the net change of state. We suppose that the PDA starts out in state P0, with Y at the top of the stack. After all the moves whose net effect is to pop Y, the PDA is in state p. It then proceeds to (net) pop Y2, while reading input string x2 and winding up, perhaps after many moves, in state p2 with Y off the stack. The computation proceeds until each of the symbols on the stack is removed. Our construction of an equivalent grammar uses variables each of which represents an "event" consisting of: 1. The net popping of some symbol X from the stack, and 2. A change in state fYom some p at the beginning to q when X has finally been replaced by e on the stack. We represent such a.variable by the composite symbol [pXq]. Remember that this sequence of characters is our way of describing one variable; it is not five grammar symbols. The formal construction is given by the next theorem. Theorem 6.14: Let P = (Q, , F, 5, q0, Z0) be a PDA. Then there is a context- free grammar G such that L(G) -- N(P). PROOf: We shall construct G = (V, Y., R, S), where the set of variables V consists of: 1. The special symbol $, which is the start symbol, and 2. All symbols of the form [pXq], where p and q are states in Q, nd X is a stack symbol, in F. The productions of G are as follows: a) For all states p, G has the production S - [qoZoP]. Recall our intuition that a symbol Iike [qoZoP] is intended to generate all those strings w that cause P to pop Z0 from its stack while going from state qo to state p. That is, (qo, w, Zo)  (p, e,e). If so, then these productions say that start symbol $ will generate all strings w that cause P to empty its stack, after starting in its initial ID. b) Let 5(q,a, X) contain the pair (r, YY2' "Y), where: 1. a is either a symbol in E or a = e. 2. k can be any number, including 0, in which case the pair is (r, e). Then for all lists of states rt, r2,..., r, G has the production [qXr ] - a[rYi rl ][rl Yr;t] - - - [r-l Ykr ]

6.3. EQUIVALENCE OF PDA 'S AND CFG'S 243 This production says that one way to pop X and go from state q to state r, is to read a (which may be e), then use some input to pop Y off the stack while going from state r to state rl, then read some more input that pops Y2 off the stack and goes from state r to r2, and so on. We shall now prove that the informal interpretation of the variables [qXp] is correct: � [qXpl  w if and only if (q, w, X)  (p, e, e). (If) Suppose (q, w, X)  (p, e, e). We shall show [qXp]  w by induction on the number of moves made by the PDA. BASIS: One step- Then (p,e) must be in 3(q,w,X), and w is either a sin- gle symbol or e. By the construction of G, [qXp] - w is a production, so [qXp]  w. INDUCTION: Suppose the sequence (q,w,X) - (p,e,e) takes n steps, and n > 1. The first move must look hke (q,w,x) �1Y" .�k) where w = ax for some a that is either e or a symbol in Y.. It follows that the paff (to, YY2 ..' Yk) must be in d(q, a, X). Further, by the construction of G, there is a production [qXrk] - a[roYlr][rY2r2]'" [ra_lYara], where: 1. rk=p, and 2. r,r...,r_ are any states in Q. In particular, we may observe, as was suggested in Fig. 6.10, that each of the symbols Y, Y2,..., Yk gets popped off the stack in turn and we may choose Pi to be the state of the PDA when Y/ is popped, for i = 1, 2,..., k - 1. Let x = ww2..-w,, where wi is the input consumed while Y is popped off the stack. Then we know that (r/--1 ,wi,r) As none of these sequences of moves can take as many as n moves, the inductive hypothesis applies to them. We conclude that [ri-Yiri] = wi. We may put these derivations together with the first production used to conclude: [qXr]  a[roYrl][rt Yr21' " [r_l Yr] awlw2 '''qJJk  W where rk ---- P. (Only-if) The proof is an induction on the number of steps in the derivation.

244 CHAPTER 6. PUSHDOWN AUTOMATA BASIS: One step. Then [qXp]  w must be a production. The only way for this production to exist is if there is a transition of P in which X is popped and state q becomes state p. That is, (p,e) must be in (5(q,a,X), and a = w. But then (q, w, X) - (p, �, e). INDUCTION: Suppose [qXp] = w by n steps, where n > 1. Consider the first sentential form explicitly, w must look like [qX]  [or,][,r=,]... [_]   where r = p. TNs production must come from the aet that (r0, Y.-. Y) is in a(q, =, x). We c bre w into w = aww=...w such that [ri-lUri]  wi for all i = I, 2,..., k. By the inductive hypothesis, we know that for all i, (r._ , w. )  (, , ) If we use Theorem 6.5 to put the correct strin beyond wi on the input and below 15 on the stack, we also know that (ri-l,W.iWi+l '"Wk,+l '" Yk)  (ri,Wi+l ...Wk,+l '"Yk) If we put all these sequences together, we see that (q,=..-, x)  (0,=... , vY2... Y)  (r,w2wa-.-wt,,Y2Ya.-.Yi) (r=,wa-.-wt.,.--Y) ... Since r = p, we have shown that (q, w, X)  (p, e, e). We complete the proof as follows. S :Sz w if and only if [qoZoP]  w for some p, because of the wa, y the rules for start symbol S are constructed. We just proved that IqoZoP]  w if and only if (q,W, Zo) [ {p,e,e), i.e., if and only if P accepts x by empty stack. Thus, L(G) = N(P).  Example 6.15: Let us convert the PDA PN ---- ({q}, {i, e}, {Z}, 6/v, q, Z) from Examplc 6.10 to a grammar. Recall that Pv accepts all strings that violate, for the first time, the rule that every e (else) must correspond to some preceding i (if). Since P:q has only one state and one stack symbol, the construction is particularly simple. There are only two variables in the grammar G: a) S, the start symbol, which is in every grammar constructed by the method of Theorem 6.I4, and b) [qZq], the only triple that can be assembled from the states and stack symbols of PN. The productions of grammar G are as follows:

6.3. EQUIVALENCE OF PDA 'S AND CFG'S 245 The only production for S is S - {qZq]. However, if there were n states of the PDA, then there would be n productions of this type, since the last state could be any of the n states. The frst state would have to be the start state, and the stack symbol would have to be the start symbol, as in our production above. From the fact that 5N(q,i, Z) contains (q, ZZ), we get the production [qZq] - i[qZq][qZq]. Again, for this simple example, there is only one production. However, if there were n states, then this one rule would produce n 2 productions, since the middle two states of the body could be any one state p, and the last states of the head and body could also be any one state. That is, if p and r were any two states of the PDA, then production [qZp] - i[qZr][rZp] would be produced. 3. F�om the fact that 5N(q, e, Z) contains (q, e), we have production [qZq] - e Notice that. in this case, the list of stack symbols by which Z is replaced is empty, so the only symbol in the body is the input symbol that caused the move. We may, �or convenience, replace he triple [qZq] by some less complex symbol, say A. If we do, then the complete grammar consists of the productions: $A A , iAA I e In fact, if wc notice that A and $ derive exactly the same strings, we may identify them as one, and wrkc the complete grammar as G -- ({S}, {i,,), {S- iSS I e},S) 6.3.3 Exercises for Section 6.3 * Exercise 6.3.1: Convert the grammar S - 0SllA A -> 1AOISle to a PDA that accepts the same language by empty stack. Exercise 6.3.2: Convert the grammar S -> aAA A -> aS I bSla

246 CHAPTER 6. PUSHDOWN AUTOMATA to a PDA that accepts the same language by empty stack. * Exercise 6.3.3: Convert the PDA P = ({p, q}, {0, 1}, {X, Z0}, 5, q, Z0) to a CFG, if  is given by: 1. 5(q, 1, Zo) -- {(q, XZo)}. 2. (q, 1, x) = {(q, xx)}. 3. (q,o,x)= {rio x)}. 4. ,(q,,x) = {(q,)}. 5. (p,l,X) = {(p,). 6. (p, 0, zo) = {(q, Zo)}. Exercise 6.3.4: Cohvert the PDA of Exercise 6.1.1 to a context-ree grammar. Exercise 6.3.5: Below are some context-free languages. For each, devise a PDA that accepts the language by empty stack. You may, if you wish, first construct a grammar for the language, and then convert to a PDA. a) {a"b"c ("+") l" > 0, m > o). b) {aibJc/' [ i = 2j or j = 2k}. !c) {0nl m In-<m-<2n}- *! Exercise 6.3.6: Show that if P is a PDA, then there is a one-state PDA P such that N(P1) = N(P). ! Exercise 6.3.7: Suppose we have a PDA with s states, t stack symbols, and no rule in which a replacement stack string has length greater than u. Give a tight upper bound on the number of variables in the CFG that we construct for this PDA by the method of Section 6.3.2. 6.4 Deterministic Pushdown Automata While PDA's are by definition allowed to be nondeterministic, the determin- istic subcase is quite important. In particular, parsers generally behave like deterministic PDA's, so the class of languages that can be accepted by these automata is interesting for the insights it gives us into what constructs are suitable for use in programming languages. In this section, we shall define deternfinistic PDA's and investigate some of the things they can and cannot do.

6.4. DETERMINISTIC PUSHDOWN AUTOMATA 247 6.4.1 Definition of a Deterministic PDA Intuitively, a PDA is deterministic if there is never a choice of move in any situation. These choices axe of two kinds. If 5(q, a, X) contains more than one pair, then surely the PDA is nondeterministic because we can choose among these pairs when deciding on the next move. However, even if 5(q, a, X) is al- ways a singleton, we could still have a choice between using a real input symbol, or making a move on e. Thus, we define a PDA P = (Q, , F, 5, qo, Zo, F) to be deterministic (a deterministic PDA or DPDA), if and only if the following conditions are met: 1. 6(q,a,X) has at most one member for any q in Q, a in Z or a -- e, and Xinr. 2. If 5(q, a, X) is nonempty, for some a in E, then 5(q, e, X) must be empty. Example 6.16: It turns out that the language L,wr of Example 6.2 is a CFL that has no DPDA. However, by putting a "center-marker" c in the middle, we can make the language recognizable by a DPDA. That is, we can recognize the language Lwcwr ={wcw R I w is in (0 + 1)*) by a deterministic PDA. The strategy of the DPDA is to store O's and 1's on its stack, until it sees the center marker c. it then goes to another state, in which it matches input symbols against stack symbols and pops the stack if they match. If it ever finds a nonmatch, it dies; its input cannot be of the form wcw R. If it succeeds in popping its stack down to the initial symbol, which marks the bottom of the stack, then it accepts its input. The idea is very much like the PDA that we saw in Fig. 6.2. However, that PDA is nondeterministic, because in state q0 it always has the choice of pushing the next input symbol onto the stack or making a transition on � to state q; i.e., it has to guess when it has reached the middle. The DPDA for Lwcwr is shown as a transition diagram in Fig. 6.11. T'his PDA is clearly deterministic. It never has a choice of move in the seane state, using the same input and stack symbol. As for choices between using a real input symbol or e, the only e-transition it makes is from q to q2 with Ze at thc top o[ the stack. Howcver, in state q, there are no other moves when Zo is at the stack top. D 6.4.2 Regular Languages and Deterministic PDA's The DPDA's accept a class of languages that is between the regular languages and the CFL's. We shall first prove that the DPDA languages include all the regular languages. Theorem 6.17: If L is a regular language, then L = L(P) for some DPDA P.

248 CHAPTER 6. PUSHDOWN AUTOMATA Start o 1 o o 1 1 z o/o z o z o tl z o o/oo 1/Ol 0/1 0 O, O/  1111 1, 1/ e c, Z o/Z;  c,O/O e, 1/1 e, Zo/Z Figure 6.11: A determhfistic PDA accepting PROOF: Essentially, a DPDA can simulate a deterministic finite automaton. The PDA keeps some stack symbol Zo on its stack, because a PDA has to have a stack, but really the PDA ignores its stack and just uses its state. Formally, let A = (Q, P,SA,qo, F) be a DFA. Construct DPDA P = ((2, Y:, {Zo}, 6, qo, Zo, F) by defining 5,o(q,a, Zo) = {(p, Z0)} for all states p and q in Q, such that (q, a) = p. i t (iv, e, Z0) if and only if A (q0, w) = p. That is, We claim that (q0, w, Z0) P P simulates A using its state. The proofs in both directions are easy inductions on [w[, a-nd we leave them for the reader to complete. Since both A and P accept by entering one of the states of F, we conclude that their languages axe the same. [] If we want the DPDA to accept by empty stack, then we find that our languagerecognlzing capability is rather limited. Say that a language L has the prefix property if there axe no two different strings x and y in L such that x is a prefix of y. Example 6.18: The language Lwc of Example 6.16 has the prefix property. That is, it is not possible for there to be two strhtgs wcw  and xcx ft, one of which is a prefix of the other, unless they axe the same string. To see why, suppose wcw ft is a prefix of xcx , and w  x. Then w must be shorter than x. Therefore, the c in wcw a comes in a position where xcx  has a 0 or 1; it is a position in the first x. That point contradicts the assumption that wcw  is a prefix of xcx . On the other hand, there axe some very simple languages that do not have the prefix property. Consider {0}', i.e., the set of all strings of O's. Clearly,

6.4. DETERMINISTIC PUSHDOWN AUTOMATA 249 there are pairs of strings in this language one of which is a prefix of the other, so this language does not have the prefix property. In fact, of any two strings, one is a prefix of the other, although that condition is stronger than we need to establish that the prefix property does not hold. [] Note that the language {0}* is a regular language. Thus, it is not even true that every regular language is N(P) for some DPDA P. We leave as an exercise the following relationship: Theorem 6.19: A language L is N(P) for some DPDA P if and only if L has the prefix property and L is L(P ) for some DPDA P. [] 6.4.3 DPDA's and Context-Free Languages We have already seen that a DPDA can accept languages like Lwc,r that are not regular. To see this language is not regular, suppose it were, and use the pumping lemma. If n is the constant of the pumping lemma, then consider he string w = 0'c0 n, which is in Lwcwr. However, when we "pump" this string, it is the first group of O's whose length must change, so we get in L.cwr strings that have the "center" marker not in the center. Since these strings are not in Lwca, r, we have a contradiction and conclude that Lwcwr is not regular. On the other hand, there are CFL's like Lww that cannot be L(P) for any DPDA P. A formal proof is complex, but the intuition is transparent. If P is a DPDA accepting L,., hen given a sequence of O's, it must store them on the stack, or do something equivalent to count an m'bitrary number of O's. For instance, it could store one X for every two O's it sees, and use the state to remember whether the number was even or odd. Suppose P has seen n O's and then sees 110 . It must verify that there were n O's after the 11, and to do so it must pop its stackfi Now, P has seen 0'110 n. If it sees an identical string next, it must accept, because the complete input is of the form ww , with w = 0nll0 n. However, if it sees OmllO m for some m  n, P must not accept. Since its stack is empty, it cmnot remember what arbitrary integer n was, and must fail to recognize L., correctly. Our conclusion is that: The languages accepted by DPDA's by final state properly include the regular languages, but are properly included in the CFL's. 6.4.4 DPDA's and Ambiguous Grammars We can refine the power of the DPDA's by noting that the languages they accept all have unambiguous grammars. Unfortunately, the DPDA languages are not This s[atement is the intuitive part thai requires a (h,rd) formal proof; could here be some other way for P to compare equal blocks of

250 CHAPTER 6. PUSHDOWN AUTOMATA exactly equal to the subset of the CFL's that are not inherently ambiguous. For instance, Lwwr has an unambiguous grammar 05'0[ 1Sll even though it is not a DPDA language. The following theorems refine the bullet point above. Theorem 6.20: If L -- N(P) for some DPDA P, then L has an unambiguous context-free grammar. PROOF: We claim that the construction of Theorem 6.14 yields an unambiguous CFG G when the PDA to which it is applied is deterministic. First recall from Theorem 5.29 that it is sufficient to show that the grammar has mfique leftmost derivations in order to prove that G is unambiguous. Suppose P accepts string w by empty stack. Then it does so by a unique sequence of moves, because it is deterministic, and cannot move once its stack is empty. Knowing this sequence of moves, we can determine the one choice of production in a leftmost derivation whereby G derives w. There can never be a choice of which rule of P motivated the production to use. However, a rule of P, say (q, a, X) -- {(r, YY.... Y)} might cause many productions of (7, with different states in the positions that reflect the states of P after popping each of Y, Y2-.-, Yk-1. Because P is deterministic, only one of these sequences of choices will be consistent with what P actually does, and therefore, onIy one of these productions will actually lead to derivation of w. [2 However, we can prove more: even those languages that DPDA's accept by final state have unambiguous grammars. Since we only know how to construct grammars directly from PDA's that accept by empty stack, we need to change the language involved to have the prefix property, and then modi the resulting grammar to generate the original language. We do so by use of an "endmarker" syrnbol. Theorem 6.21: If L = L(P) for some DPDA P, then L has an unambiguous CFG. PROOF: let $ be an "endmarker" symbol that does not appear in the strings of L, and let L  = L$. That is, the strings of L  are the strings of L, each followed by the symbol $. Then L t surely has the prefix property, and by Theorem 6.19, L  -- N(P ) for some DPDA p.0 By Theorem 6.20, there is an unambiguous grammar G  generating the language N(P'), which is L'. Now, construct from G  a grammar G such that L(G) = L. To do so, we have only to get rid of the endmarker $ from strings. Thus, treat $ as a variable SThe proof of Theorem 6.t9 appears in Exercise 6.4,3, but we can easily see how to construct P from P. Add a new state q that P enters whenever P is in an accepting state and he next input is $. In state q, P' pops all symbols off its stack. Also, pt needs its own bottom-of-sack marker to avoid accidentaI]y emptying its stax:k as it simulates P.

6.4. DETERMINISTIC PUSHDOWN AUTOMA'TA 251 of G, and introduce production $ -} e; otherwise, the productions of G  and G are the same. Since L(G ) = L t, it follows that L(G) = L. We claim that G is unambiguous. In proof, the leftmost derivations in G are exactly the same as the leftmost derivations in G , except that the derivations in G have a final step in which $ is replaced by e. Thus, if a terminal w string had two leftmost derivations in G, then w$ would have two leftmost derivations in Gt. Since we know G  is unambiguous, so is G. [] 6.4.5 Exercises for Section 6.4 Exercise 6.4.1: For each of the following PDA's, tell whether or not it is deterministic. Either show that it meets the definition of a DPDA or find a rule or rules that violate it. a) Tle PDA of Example 6.2. * b) The PDA of Exercise 6.1.1. c) The PDA of Exercise 6.3.3. Exorcise 6.4.2: Give deterministic pushdown automata to accept the follow- ing languages: a) {01TM I n <_ b) {0r'l m I n _> m}. c) {0"1"0 'l I n and m are arbitrary}. Exercise 6.4.3: We can prove Theorem 6.19 in three parts: * a) Show that if L --- N(P) for some DPDA P, then L.has the prefix property. : b) Show that if L = N(P) for some DPDA P, then there exists a DPDA P such that L = L(P). *! c) Show that if L has the prefix property and is L(P') for some DPDA P, then there exists a DPDA P such that L = N(P). Exercise 6.4.4: Show that the language L = {0'1 ' I n _> I} kJ {0"12n In _> 1) is a context-free language that is not accepted by any DPDA. Hint: Show that there must be two strings of the form On1 n for different values of n, say n and ns that cause a hypothetical DPDA for L to enter the same ID after reading both strings. Intuitively, the DPDA must erase from its stack almost everything it placed there on reading the O's, in order to check that it has seen the same number of 1's. Thus, the DPDA cannot tell whether or not to accept next after seeing  l's or a2ter seeing n2 l's.

252 CHAPTER 6. PUSttDOWN AUTOMATA 6.5 Summary of Chapter 6 Pushdown Automata: APDA is a nondeterministic finite automaton cou- pled with a stack that can be used to store a string of arbitrary length. The stack can be read and modified only at its top. Moves of a Pushdown Automata: APDA chooses its next move based on its current state, the next input symbol, and the symbol at the top of its stack. It may also choose to make a move independent of the input symbol and without consuming that symboI from the input. Being nondeterministic, the PDA may have some finite number of choices of move; each is a new state and a string of stack symbols with which to replace the symbol currently on top of the stack. Acceptance by Pushdown Automata: There are two ways in which we may allow the PDA to signal acceptance. One is by entering an accepting state; the other-by emptying its stack. These methods are equivalent, in the sense that any language accepted by one method is accepted (by some other PDA) by the other method. Instantaneous Descriptions: We use an ID consisting of the state, re- maining input, asd stack contents to describe the "current condition" of a PDA. A transition function - between ID's represents single moves of a PDA. Pushdown Automata and Grammars: The languages accepted by PDA's either by- final state or by empty stack, axe exactly the context-free Ian- guages. Deterministic Pushdown Automata: APDA is deterministic if it never has a choice of move for a given state, input symbol (including e), and stack symbol. Also, it never has a choice between making a move using a true input and a move using e input. Acceptance by Deterministic Pushdown Automata: The two modes of ac- ceptance -- final state and empty stack -- are not the same for DPDA's. Rather, the languages accepted by empty stack are exactly those of the languages accepted by final state that have the prefix property: no string in the language is a prefix of another word in the language. The Languages Accepted by DPDA 's: All the regulax languages are ac- cepted (by final state) by DPDA's, and there are nonregular languages accepted by DPDA's. The DPDA languages are context-free ]anguages, and in fact are languages that have unambiguous CFG's. Thus, the DPDA languages lie strictly between the regutax languages and the context-free languages.

6.6. REFEtNCES FOR CHAPTER 6 253 6.6 References for Chapter 6 The idea of the pushdown automaton is attributed independently to Oettinger [4] and Schutzenberger [5]. The equivalence between pushdown automata and context-free languages was also the result of independent discoveries; it appears in a 1961 MIT technical report by N. Chomsky but was irst published by Evey The deterministic PDA was first introduced by Fischer [2] and Schutzen- berger [5]. It gaired significance later as a model for parsers. Notably, [3] introduces the "LR(k) grammars," a subclass of CFG's that �erierate exactly the DPDA languages. The LR(k) grammars, in urn, form the basis for YACC, the parser-generating tool discussed in Section 5.3.2. 1. J. Evey, "Application of pushdown store machines," Proc. Fall Joint Com- puter Conference (1963), AFIPS Press, Montvale, N J, pp. 215-227. 2. P. C. Fischer, "On computability by certain classes of restricted Turing machines," Proc. Fo,h Annl. Symposium on Switching Circuit Theory and Logical Design (1963), pp. 23-32. 3. D. E. Knuth, "On the translation of languages from left to right," Infor- mation and Control 8:6 (1965), pp. 607-639. 4. A. G. Oct finger, ':Automatic syntactic analysis and the pushdown store," Proc. Symposia on Applied Math. 12 (1961), American Mathematical Society, Providence, 5. M. P. Schutzenberger, ':On context-free languages and pushdown au- tomata," Information and Control 6:3 (1963), pp. 246-264.

Chapter 7 Properties of Context-Free Languages We shall complete our study of context-free languages by learning some of their properties. Our first task is to simplify context-ree grainmars; these simplifications make it easier to prove facts about CFL's. since we can claim that if a language is a CFL, then it has a grammax in some special form. We then prove a "pumping lemma" for CFL's. This theorem is in the same spirit as Theorem 4.1 for regular languages, but can be used to prove a language not to be context-free. Next, we consider the sorts of properties that we studied in Chapter 4 for the regular languages: closure properties and decision properties. Vre shall see that some, but not all, of the closure properties that the regular languages have are also possessed by the CFL's. Likewise, some questions about CFL's can be decided by algorithms that generalize the tests we developed for regular languages, but there are also certain questions about CFL's that we cannot amwer. 7.1 Normal Forms for Context-Free Grammars The goal of this section is to show that every CFL (without e) is generated by a CFG in which all productions are of the form A - BC or A - a, where A, B, and C are variables, and a is a terminal. This form is called Chomsky Normal Form. To get here, we need to make a number of preliminary simplifications, which are themselves useful in various ways: 1. We must eliminate useless symbols, those warlables or terminals that do not appear in any derivation of a terminal string from the start symbol. 2. We must eliminate e-productions, those of the form A - e for some vari- able A. 255


256 CHAPTER 7. PROPERTIES OF CONTEXT-FREE LANGUAGE$ 3. We must eliminate unit productions, those of the form A - B for variables A and B. 7.1.1 Eliminating Useless Symbols Ve say a symbol X is useful for a grammar G = (V, T, P, S) if there is some derivation of the form $ = aX  w, where w is in T*. Note that X may be in either V or T, and the sentential form aXt might be the first or last in the derivation. If X is not useful, we say it is useless. Evidently, omitting useless symbols from a grammar will not change the language generated, so we may as well detect and eliminate all useless symbols. Our approach to eliminating useless symbols begins by identifying the two things a symboI has to be able to do to be useful: 1. We say X is generating if X : w for some terminal string w. Note that every terminal is generating, since w ca be that terminal itself, which is derived by zero steps. 2. We say X is reachable if there is a derivation S  ctX for some ct and 3. Surely a symbol that is useful will be both generating and reachable. If we eliminate the symbols that are not generating first, and then eliminate from the remaining grammar those symbols that axe not reachable, we shall, as will be proved, have only the useful symbols left. Example 7.1: Consider the grammar: $- AB ]a A -- b All sqnbols but B are generating; a and b generate themselves; S generates a, and A generates b. If we eliminate B, we must eliminate the production $ - AB, leaving the grammax: Now, we find that only S and a are reachable from $. Eliminating A and b leaves only the production $ - a. That production by itself is a gra.mmar whose langnlage is {a}, just as is the language of the original grammar. Note that if we start by checking for reachability first, we find that all symbols of the grammar S- AB]a A - b

7.1, NORMAL FOIlMS FOR CONTEXT-FRJEE GRAMMARS 257 are reachable. If we then eliminate the symbol B because it is not generating, we are left with a grammar that stilI has useless symbols, in particular, A and b. [] Theorem 7.2: Let G = (V, T,P,$) be a CFG, and assume that L(G)  0; i.e., G generates at least one string. Let G1 = (Vx,T1, P1, $) be thc grammar we obtain by the following steps: 1. First eliminate nongenerating symbols and all productions involving one or more of those symbols. Let G2 = (V2, T9., P2, S) be this new grammar'. Note that $ must be generating, since we assume L(G) has at least one string, so S has not been eliminated. 2. Second, eliminate all symbols that are not reachable in the grammar G2. Then G has no useless symbols, and L(G) -- L(G). PROOF: Suppose X is a symbol that remains; i.e., X is in Vx U Tt. We know that X  w for some w in T*. Moreover, every symbol used in the derivation G of w from X is also generating. Thus, X : w. G Since X was not eliminated in the second step, we also know that there are a and/2 such that S  ctX/. Further, every symbol used in this derivation is G2 reachable, so $ : X. GI We know that every symbol in ctX/ is reachable, and we also know that all these sytnbols are in V U T.2, so each of them is generating iu G. The derivation of some terminal string, say tX * . xwy, involves only symbols G that axe reachable from S, because they are reached by symbols in aX[:i. Thus, this derivation is also a derivation of G1; t. hat is, We conclude that X is useful in G. Since X is an arbitrary symbol of G, we conclude that G has no useless symbols. The last detail is that we must show L(G) = L(G). As usual, to show two sets the sm, xve show each is contned in the other. L(Gi)  L(G): Since we have only eliminated symbols and productions kom G to get G1, it follows that L(G)  L(G). L(G)  L(G): We must prove that if w is in L(G), then w is in L(G). If w is in L(G), then S  w. gh symboI in this derivation is evidently both reachable and generating, so it is so a derivation of G. That is, S  w, and thus w is in L(G). 

258 CHAPTER 7. PROPERTIES OF CONTEXT-FREE LANGUAGES 7.1.2 Computing the Generating and Reachable Symbols Two points remain. How do we compute the set of generating symbols of a grammar, and how do we compute the set of reachable symbols of a grammar? For both problems, the algorithm we use tries its best to discover symbols of these types. We shll show that if the proper inductive constructions of these sets fails to discover a symbol to be generating or reachable, respectively, then the symbol is not of these types. Let G -- (V, T, P, S) be a grammar. To compute the generating symbols of G, we perform the following induction. BASIS: Every symbol of T is obviously generating; it generates itself. INDUCTION: Suppose there is a production A - a, and every symbol of  is eftready known to be generating. Then A is generating. Note that this rule includes the case where  = e; all variables that have e as a production body are surely generating. Example 7.3: Consider the grammar of Exampie 7.1. By the basis, a and b are generating. For the induction, we can use the production A - b to conclude that A is generating, and we can use the production S  a to conclude that S is generating. At that point, the induction is finished. We cannot use the production S  AB, because B has not been established to be generating. Thus, the set of generating symbols is {a, b, A, S}. [] Theorem 7.4: The algorithm above finds all and only the generating symbols of G. PROOF: For one direction, it is an easy induction on the order in which symbols are added to the set of generating symbols that each symbol added really is generating. We leave to the reader this part of the proof. For the other direction, suppose X is a generating symboI, say X = w. We prove by induction on the length of this derivation that X is found to be generating. BASIS: Zero steps. Then X is a terminal, and X is found in the basis. INDUCTION: If the derivation takes n steps for n > 0, then X is a variable. Let the derivation be X = a = w that is, the first production used is X - a. Each symbol of a derives some terminal string that is a part of w, and that derivation must take fewer than n steps. By the inductive hypothesis, each symbol of a is found to be generating. The inductive part of the algorithm allows us to use production X  a to infer that X is generating. [ Now, let us consider the inductive algorithm whereby we find the set of reachable symbols for the grammar G = (V, T, P, S). Again, we can show that by trying our best to discover reachable symbots, any symbol we do not add to the reachable set is really not reachable.

7.1. NORMAL FORMS FOR CONTEXT-FREE GRAMMARS 259 BASIS: $ is surely reachable. INDUCTION: Suppose we have discovered that some variable A is reachable. Then for all productions with A in the head, all the symbols of the bodies of those productions are also reachable. Example 7.5: Again start with the grammax of Example 7.1. By the basis, S is reachabIe. Since $ has production bodies AB and a, we conclude that A, B, and a axe reachable. B has no productions, but A has A - b. We therefore conclude that b is reachable. Now, no more symbols can be added to the reachable set, which is iS, A, B, a, b}. [] Theorem 7.6: The algorithm above finds all and only the reachable symbols of G. PROOF: This proof is another pair of simple inductions akin to Theorem 7.4. We leave these arguments as an exercise. [3 7.1.3 Eliminating e-Productions Now, we shall show that e-productions, while a convenience in many grammar- design problems, are not essential. Of course without a production that has an e body, it is impossible to generate the empty strng as a member of the language. Thus, what we actually prove is that if language L has a CFG, then L - {e} has a CFG without e-productions. If � is not in L, then L itself is L - e), so L has a CFG with out �-productions. Our strategy is to begin by discovering which variables are "nullable." A variable A is nullable if A : e. If A is nullable, then whenever A appears in a production body, say B  CAD A might (or might not) derive e. We make two versions of the production, one without A iti the body (B  CD), which corresponds to the case where A would have been used to derive , and the other with A still present (B  CAD). However, if we use the version with A presert, then we cannot allow A to derive e. That proves not to be a problem, since we sh'11 simply elbninate all productions with e bodies, thus preventing any variable from deriving e. Let G -- (V, T, P, $) be a CFG. We can find all the nullable symbols of G by the following iterative algorithm. We shall then show that there are no nullable symbols except what the algorithin finds. BASIS: If A - e is a production of G, then A is nullable. INDUCTION; If there is a production B -- C C2'-' C, where each Ci is nullable, then B is nullable. Note that each Ci must be a variable to be nullable, so we only have to consider productions with all-vaxiable bodies. Theorem 7.7: In any grammar G, the only nullable symbols are the variables found by the algorithm above.

26(I CHAPTER 7. PROPERTIES OF CONTEXT-FREE LANGUAGES PROOF: FOr the "if" direction of the implied "A is nullabIe if and only if the algorithm identifies A as nullable," we simply observe that, by an easy induction on the order in which nullable symbols are discovered that the each such symbol truly derives e. For the "only-ifj' part, we can perform an induction on the length of the shortest derivation A = �. BASIS: One step. Then A .% � must be a production, and A is discovered in the basis part of the algorithm. INDUCTION: Suppose A  e by n steps, where n > 1. The first step must look like A  CiCe--. C = e, where each Ci derives e by a sequence of fewer than n steps. By the inductive hypothesis, each Ci is discovered by the algorithm to be nullable. Thus, by the inductive step, A, thanks to the production A .% CsC2--. Ck, is found to be nullable. [] Now we give the construction of a grammar without �-productions. Let G = (V,T,P,S) be a CFG. Determine alI the nuIlable symbols of G. We construct a new grammar Gi = (V, T, P1, S), whose set of productions P is determined as follows. For each production A .% X1Xa... Xk of P, where k >_ 1, suppose that m of the k Xi's are nullable symbols. The new grammar G will have 2 " versions of this production, where the nullable Xi's, in all possible combinations are present or absent. There is one exception: if m = k, i.e., all symbols are nullable, then we do not include the case where all Xi's are absent. Also, note that if a production of the form A .4 � is in P, we do not place this production in P. Example 7.8: Consider the grammar S - AB A - aAA I e B -- bBB I � First, let us find the nullable symbols. A and B are directly nullable because they have productions with � as the body. Then, we find that S is nullable, because the production $ -4 AB has a body consisting of nullable symbols only. Thus, all three variables axe nullable. Now, let us construct the productions of grammar G. First consider S -% AB. All symbols of the body are nullable, so there are four ways we could choose present or absent for A and B, independently. However, we are not allowed to choose to make all symbols absent, so there are only three pro- ductions: Next, consider production A -% aAA. The second and third positions hold nullable symbols, so a�ain there are �our choices of present/absent, n this case,

7.1. NORMAL FORMS FOR CONTEXT-FREE GRAMMARS 261 all four choices are allowable, since the nonnullabte symbol a will be present in any case. Our four choices yield productions: A --> aAA [ aA l aA [ a Note that the two middle choices happen to yield the same production, since it doesn't matter which of the A's we eliminate if we decide to eliminate one of them. Thus, the final grammar G1 will only have three productions for A. Similarly, the production B yields for G: B--> bBB I bB l b The two e-productions of (7 yield nothing for G. Thus, the following produc- tions: S-B I AIB A--> aAA I aA I a B -> bBB I bB l b constitute G1. We conclude our study of the elimination of e-productions by proving that the construction given above does not change the language, except that e is no longer present if it was in the language of G. Since the construction obviously eliminates e-productions, we shall have a complete proof of the claim that for every CFG G, there is a grammar G1 with no e-productions, such that L(G) = L(G) - Theorem 7.9: If the grammar G is constructed from G by the above con- struction for eliminating e-productions, then L(C ) = L(C) - {e}. PROOf: We must show that if w  e, then w-is in L(G) if and only if w is in L(G). As is often the case, we find it easier to prove a more general statement. In this case, we need to talk about the terminal strings that each variable generates, even though we only care what the start symbol $ generates. Thus, we shall prove: � A= w if and only if A  wandwe. In each case, the proof is an induction on the length of the derivation. (Only-if) Suppose that A  w. Then surely w  e, because G has no pro. ductions. We must show by induction on the length of the derivation that Aw. G BASIS: One step. Then there is a production A - w in G. The construction of G tells us that there is some production A --  of G, such that ct is w, with zero or more nullable vriables interspersed- Then in G, A  a  w, where G G the steps after the first, if any, derive e from whatever variables there are in

262 CHAPTER 7. PROPERTIES OF CONTEXT-FREE LANC UAGES INDUCTION: Suppose the derivation takes n > I steps. Then the deriwation looks like A  XX2 -.- X  w. The first production used must come from a production A - YY2,.. Y,, where the Y*s are the X's, in order, with zero or more additional, nullable variables interspersed. Also, we c bre w into ww...w where X  wi for i  1,2,...,k. If Xi is a tn, then G w  Xi, and ff Xi is  variable, then the derivation X  w takes fewer than G n steps. By the inductive hypothesis, we can conclude X  G Now, we construct  corresponding derition in G  follows: A Y...Y XX...X ww.--w,=w The first step is application of the production A  Y,.. Yk that we ow exists in G. The next group of steps represents the derivation of e from ea of the .'s that is not one of the Xs. The fin group of steps represents the derivations of the wfs from the X's, which we know exist by the inductive hypothesis. (if) Suppose A  w d w  e. We show by induction on the lenh n of the derivation, that A  w. G BASI: One step. Then A  w is a production of G. Since w  e, this production is also a production of G, and A  w. INDUCTION: Suppose he derivation aes n > i steps. Then the derivation Iookslike.4 Y -Y * -.  w. We c break w = ww.--wm, such that G G  wi for i = 1,2,...,m. Let X,X,.. ,X be those of the 's, in order, such that w  e. We must have k  1, since w  e. Thus, A  XX... is a production of  w, since the only 's that are not present We clam that XX...X  ong the Xs were used to derive e, d thus do not contribute to the deriv  wj tes fewer thn n steps, we tion of w. Since each of the deflations .  may apply the inductive hypothesis d conclude that, if w  e, then . Thus, A  XX2 ... X  w. Gt Now we complete the proof  follows. We know  is in L(G) if nd only if S  . Letting A = S n the bove, we know that  s in L(G) if nd vnly ifS d. That s, isinL(G) donlyffisinL(G) d 7.1.4 Eliminating Unit Productions A unit production is a production of the form A -+ B, where both A and B are variables. These productions can be useful. For instance, in Example 5.27, we

7.1. NORMAL FORMS FOR CONTEXT-FREE GRAMMARS 263 saw how using unit productions E - T and T - F allowed us to create an unambiguous grammar for simple arithmetic expressions: I a[bIla F --+ I[(E) T - F[T,F E - TIE+T However, unit productions can complicate certain proofs, and they also in- troduce extra steps into derivations that technically need not be there. For instance, we could expand the T in production E - T in both possible ways, replacing it by tile two productions E -- F [ T � F. That change still doesn't eliminate unit productions, because we have introduced unit production E - F that was not previously part of the grammax. Further expanding E - F by the two productions for F gives us E -- I [ (E) ] T � F. We still have a unit production; it is E - I. But if we further expand this I in all six possible ways, we get E-a I b I Ia lib[ I0 I 11[ (E) I T * F Now the unit production for E is gone. Note that E - a is not a unit production, since the lone symbol in the body is a terminal, rather than a variable as is required for unit productions. The technique suggested above -- expand unit productions until they disap- pear -- often works. However, it can fail if there is a cycle of unit productions, such as A - B, B  C, and C - A. The technique that is guaranteed to work involves first finding all those pairs of variables A and B such that A : B us- ing a sequence of unit productions only. Note that it is possible for A  B to be true even though no unit productions are involved. For instance, we might have productions A - BC and C - e. Once we have determined all such pairs, we can replace any sequence of derivation steps in which A = B = B2 = -" = B, =:, a by a production that uses the nonunit production B - a directly from A; that is, A - a. To begin, here is the inductive construction of the pairs (A, B) such that A = B using only unit productions. Call such a pair a unit pair. BASIS: (.4, A) is a unit pair for any variable A. That is, A  A by zero steps. INDUCTION: Suppose we have determined that (A,B) is a unit pair, and B - C is a production, where C is a variable. Then (A, C) is a unit pair. Exnrnple 7.10: Consider the expression grammar of Example 5.27, which we reproduced above. The basis gives us the unit pairs (E,E), (T, T), (F, F), and (I, I). For the inductive step, we can make the following inferences: 1. (E, E) and the production E - T gives us unit pair (E, T). 2. (E, T) and the production T - F gives us unit pair (E, F). 3. (E, F) and the production F - I gives us unit pair (E,I).

264 CHAPTER 7. PROPERTIES OF CONTEXT-FREE LANGUAGES 4. (T, T) and the production T -4 F gSves us unit pair (T, F). 5. (T, F) and the production F -4 I gives us unit pair (T, I). 6. (F, F) and the production F - I gives us unit pair (F, I). There are no more pairs that can be inferred, amd in fact these ten pairs repre- sent all the derivations that use nothing but unit productions. The pattern of development should by now be familiar. There is an easy proo� that our proposed algorithm does get all the pairs we want. We then use the kzowledge of those pairs to remove unit productions from a grammar and show that the language of the two grammars is the same. Theorem 7.11: The algorittan above finds exactly the unit pairs for a CFG G. PROOF: In one direction, it is an easy induction on the order in which the pairs are discovered, that if {A, B) is found to be a unit pair, then A  B using only unit productions. We leave this part of the proof to you. In the other direction, suppose that A = B using unit productions only. We can show by induction on the length of the derivation that the pair (A, B) will be fomd. BASIS: Zero steps. Then A = B, and the pair (A, B) is added in the basis. INDUCTION: Suppose A : B using n steps, for some n > 0, each step being the application of a unit production. Then he derivation looks like A CB The derivation A  C takes n - 1 steps, so by the inductive hypothesis, we discover the pair (A, C). Then the inductive part of the algorithm combines the pair (A, C) with the production C -- B to infer the pair (A, B). [] To eliminate unit productions, we proceed as follows. Given a CFG G (rk T, ?, S), construct GFG Gt = (V,T, P1,S): 1. Find l the unit pairs of G. 2. For each unit pair (A, B), add to P all the productions A -> a, where B -4 c is a nonunit production in P. Note that A = B is possible; in that way, P contains all the nonunit productions in P. Example 7.12: Let us continue with Example 7.10, which performed step (1) of the construction above for the expression grammar of Example 5.27. Fig- ure 7.1 summarizes step (2) of the algorithm, where we create the new set of productions by using the first member of a pair as the head and all the nonunit bodies for the second member of the pair as the production bodies. The final step is to eliminate the unit productions from the grammar of Fig. 7.1. The resulting grammar:

7.1. NORMAL FOEMS FOR CONTEXT-FREE GRAMIVlARS 265 Pair (E,E) (E,T) (E,F) (E,) (T,T) (T, F) (r,) (F,F) (F, ) Productions E- E+T E-T,F E  (E) E,a[b[Ia[Ib T-T,F T  (E) T - a l b l la l Ib r - (E) F -> , I ' I - I '' I .0 I n I a lbl lal Ib l IO Ill Figure 7,1: Grammar constructed by step (2) of the unit-production-elimination algorithm E- E+ T] T , F i (E) Ia I b IIa l Ib l IOl/1 T --> T � F I (E) [ a [ b I In I b I ro t I1 F --> (E) I a I b I ta] Ib I0 [ I1 l a bl Ial lb1101 I1 h no unit productions, yet generat the sine set of expressions as the am- mar of Fig. 5.19. Theorem 7.1:  grmm G is constructed from ammar G by the alg rithm described above for eliminatiug uni productions, then L(G) = L(G). PROOF: Ve show that w is in L(G) if and only if w is  L(G). (If) Suppose S  w. Since every production of G is equivalent [o a sequence of zero or more unit productions of G followed by a nonunit production of we ow that a  3 implies a  . That is, every step of a derivation in G can be replaced by one or more derivation seps in G. If we put these sequences of steps together, we conclude tha S  w. (Only-if) Suppose now Chat w is in L(G). Then by he equilences in Sec- tion 5.2, we know that w h a lemt derivation, i.e., S  w. Whenever a hn uniC production is us iu a leftmos derivation, the mriable of the body comes he lemost mriable, d so is immediately replied. Thus, he leftmost derimtion in grammar G can be broken into a quence of steps in whid zero or more unit productions are followed by a nonut production. Note that any nonunit production that is not preceded by a ut production is a "step" by iself. Each of tte steps c be performed by one production of G, because he construction of Gt created exacfiy the productions tha reflect zero or more unit productions foilowed by a nonut production. Thus, S  w.

266 CHAPTER 7. PROPERTIES OF CONTEXT-FREE LANGUAGES We can now summarize the various simplifications described so far. We want to convert any CFG G into an equivalent CFG that has no useless symbols, e-productions, or unit productions. Some care must be taken in the order of application of the constructions. A safe order is: 1. Eliminate e-productions. 2. Elinfinate unit productions. 3. Eliminate useless symbols. You should notice that, just as in Section 7.1.1, where we had to order the two steps properly or the result might have useless symbols, we must order the three steps above as shown, or the result might still have some of the features we thought we were eliminating. Theorem 7.14: If G is a CFG generating a language that contains at least one string other than e, then there is another CFG Gx such that L(G) = L(G)-{e}, md G has no e-productions, unit productions, or useless symbols. PROOf': Start by eliminating the e-productions by the method of Section 7.1.3. If we then eliminate unit productions by the method of Section 7.1.4, we do not introduce any e-productions, since the bodies of the new productions are each identical to some body of an old production. Finally, we eliminate useless symbols by the method of Section 7.1.1. As this transformation only eliminates productions and symbols, never introducing a new production, the resulting grammar will still be devoid of e-productions and unit productions. [] 7.1.5 Chomsky Normal Form We complete our study of grammatical simplifications by showing that every nonempty CFL without e has a grammar G in which all productions are in one of two simple forms, either: 1. A --> BC, where A, B, and C, are each variables, or 2. A -> a, where A is a variable and a is a terminal. Further, G has no useless symbols. Such a grammar is said to be in Chomsky Normal Form, or CNF. 1 To put a grammar in CNF, start with one that satisfies the restrictions of Theorem 7.14; that is, the grammar has no e-productions, unit productions, or useless symbols. Every production of such a grammar is either of the form A -> a, which is already in a form allowed by CNF, or it has a body of length 2 or more. Our tasks are to: N. Chomsky is the linguist who first proposed context-free grammars as a way to de- scribe natural languages, and who proved that every CFG cotfid be converted to this form. Interestingly, CNF does not appear to have important uses in natural linguistics, although we shall see it has everal other uses, such as an efficient test for membership of a string in a context-free language ($ecgion 7.4.4).

7.1. NORMAL FORMS FOR CONTEXT-FREE GRAMMARS 267 a) Arrange that all bodies of length 2 or more consist only of variables. b) Break bodies of length 3 or more into a cascade of productions, each with a body consisting of two variables. The construction for (a) is as follows. For every terminal a that appears in a body of length 2 or more, create a new variable, say A. This variable has only one production, A - a. Now, we use A in place of a everywhere a appears in a body of length 2 or more. At this point, every production has a body that is either a single terminal or at least two variables and no terminals. For step (b), we must break those productions A  B B2--. B, for k _ 3, into a group of productions with two variables in each body. We introduce k- 2 new variables, C,C, ...,C_2. The original production is replaced by the k - I productions Example 7.15: Let us convert the grammar of Example 7.12 to CNF. For part (a), notice that there are eight terminals, a, b, 0, 1, +, ,, (, and ), each of which appears in a body that is not a single terminal. Thus, we must introduce eight new variables, corresponding to these terminals, and eight productions in which the new variable is replaced by its terminal. Using the obvious initials as the new variables, we introduce: Aa Bb ZO 0-1 P-* + M- , L-* ( If we introduce these productions, and replace every terminal in a body that is other than a single terminal by the corresponding variable, we get the grammar shown in Fig. 7.2. Figure 7.2: Making all bodies either a single terminal or several variables

268 CHAPTEl1 7. PROPERTIES OF CONTEXT-FREE LANGUAGES Now, all productions are in Chomsky Normal Form except for those with the bodies of length 3: EFT, TMF, and LER. Some of these bodies appear in more than one production, but we can deal x;4th each body once, introducing one extra riable for each. For EFT, we introduce new wariable C, and replace the one production, E --> EFT, where it appears, by E --} EC1 and C1 - PT. For TMF we introduce new variable C2. The two productions that use this body, E -o TMF and T --> TMF, are replaced by E - TC.2, T -4 TC2, and C -4 MF. Then, for LER we introduce new variable C and replace the three productions that use it, E --} LER, T -o LER, and F --} LER, by E --> T -4 LCu, F -} LCa, and C3  ER. The final grammar. which is in CNF, is shown in Fig. 7.3. [] E -- T F I A B Z O P -+ L R C --> C. C. --> EG I T, I L I a] 1 IA I IB �z I tO LG I1 1 A I B I Z f O b 0 1 + ) PT MF ER Figure 7.3: Making all bodies either  single terminal or two x-ariables Theorem 7.16: If G is a CFG whose language contains at least one string other than e, then there is a grammar G in Chomsky Normal Form, such that L(G) = L(G) - {e}. PROOF: By Theorem 7.14, we can find CFG (72 such that L(Ga) = L(G) - {e}, and such that (2 has no useless symbols, e-productions, or unit productions. The construction that converts G?. to CNF grammar Gt changes the produc- tions in such a way that each production of G can be simulated by one or more productions of Ga. Conversely, the introduced variables of Ga each have only one production, so they can onIy be used in the manner intended. More formall>.-, we prove that w is in L(G2) if and only if w is in L(G ).

7.1. NORMAL FORMS FOR CONTEXT-FREE GRAMMARS 269 (Only-if) If w has a derivation in Gs, it is easy to replace each production used, say A -- XX2---X, by a sequence of productions of Gr. That is, one step in the derivation in G2 becomes one or more steps in the derivation of w using the productions of Gr. First, ff any Xi is a terminal, we know G has a corresponding variable B. and a production B -- _�i. Then, if k > 2, Gi has productions A -- BCi, C -4 BaC2, and so on, where Bi is either the introduced variable for terminal Xi or Xi itself, if Xi is a variable. These productions simulate in G one step of a derivation of G2 that uses A - XXa.--Xk. We conclude that there is a derivation of w in G, so w is in L(Gi). {If) Suppose w is in L(G). Then there is a parse tree in Gt, with S at the root and yield w. We convert this tree to a parse tree of G that also has root S and yield w. First, we "undo" part (b) of the CNF construction. That is, suppose there is a node labeled A, with two children labeled B1 and C, where C is one of the variables introduced in part (b). Then this portion of the parse tree must look like Fig. 7.4(a). That is, because these introduced variables eacIx have only one production, tl:ere is only one way that they can appear, and all the variables introduced to handle the production A  BtB... B, must appear together, as shown. Any such cluster of nodes in the parse tree may be replaced by the pro- duction that they represent. The parse-tree transformation is suggested by Fig'. 7.4(b). The resulting parse tree is still not necessarily a parse tree of G. The reason is that step (a) in the CNF construction introduced other variables that derive single terminals. However, we cam identify these in the current parse tree and replace a node labeled by such a variable A and its one &fild labeled a, by a single node labeled a. Now, every interior node of the parse tree forms a production of G2. Since w is the yield of a parse tree in Ga, we conclude that w is in L(G2). [] 7.1.6 Exercises for Section 7.1 : Exercise 7.1,1: Find a grammar equivalent to S --> AB l CA A --+ a B --> BCIAB C --> aBIb with no useless symbols.

7.1. NORMAL FORMS FOt CONTEXT-FREE Ci4MMARS Greibach Normal Form There is another interesting normal form for grammars that we shall not prove. Every nonempty language without � is L(G) for some grammar each of whose productions are of the form A -- act, where a is a termina2 ad cr is a string of zero or more variables. Gonverting a grammar to this form is complex, even if we simplify the task by, say, starting with a Chomsky-Normal-Form grammar. Roughly, we expand the first variable of each production, until we get a terminal. However, because there can be cycles, where we never reach a terminal, it is necessary to "short- circuit" the process, creating a production that introduces a terminal as the first symbol of the body and has variables following it to generate the sequences of variables that might have been generated on the way to generation of that terminal. This form, called Greibach Normal Form, after Sheila Greibach, who first gave a way to construct such grammars, has several interesting con- sequences. Since each use of a production introduces exactly one ternfinal into a sentential form, a string of length n has a derivation of exactly n steps. Also, if we apply the PDA construction of Theorem 6.13 to a Greibach-Normal-Form grammar, then we get a PDA with no -rules, thus showing that it is always possible to eliminate such transitions of a PDA. * Exercise 7.1.2: Begin with the grammar: S - ASBle A - aASla a) Elirninzxte -productions. b) Eliminate any unit productions in the resulting grmnmar. c) Eliminate any useless symbols in the resulting grammar. d) Put the resulting grmnmar into Chomsky normal form. Exercise 7.1.,3: Repeat Exercise 7.1.2 for the following grammar: ,5' --,'- OAOII�11BB B - $1A C - SI Exercise 7.1.4: Re. peat Exercise 7.1.2 for the following grammar:

272 CHAPTER 7. PROPERTIES OF CONTEXT-FREE LANGUAGES S --> AAA[B A --> aA[B B --> e Exercise 7.1.5: Repeat Exercise 7.1.2 for the following grammar: S - aAal bBb I e A - B - CIb C - CDEle D - AlBlab Exercise 7.1.6: Design a CNF grammar for the set of strings of balanced parentheses. You need not start from any particular non-CNF grammar. !! Exercise 7.1.7: Suppose G is a CFG with p productions, and no production body longer than n. Show that if A  e, then there is a derivation of e from G A of no more than (np - 1)/(n - 1) steps. How close can you actually come to this bound? ! Exercise 7.1.8: Suppose we have a grammar G with n productions, none of them e-productions, and we we convert this grammar to CNF. a) Show that the CNF grammar has at most O(n 2) productions. b) Show that it is possible for the CNF grammar to have a number of produc- tions proportional to n '. Hint: Consider the construction that eliminates unit productions. Exercise 7.1.9: Provide the inductive proofs needed to complete the following theorems: a) The part of Theorem 7.4 where we show that discovered symbols really are generating. b) Both directions of Theorem 7.6, where we show the correctness of the algorithm in Section 7.1.2 for detecting the reachable symbols. c) The part of Theorem 7.11 where we show that all pairs discovered really are unit pairs. *! Exercise 7.1.10: Is it possible to find, for every context-free language witlout e, a grammar such that all its productions are either of the form A - BCD (i.e., a body consisting of three variables), or A - a (i.e., a body consisting of a single terminal)? Give either a proof or a counterexample. Exercise 7.1.11: In this exercise, we shall show that for every context-free lan- guage L containing at least one string other than e, there is a CFG in Greibach normal form that generates L- {e}. Recall that a Greibach normal form (GNF) grammar is one where every production body starts Mth a terminal. The con- struction will be done using a series of lemmas and constructions.

7.1. NORMAL FORMS FOR CONTBXT-FREE GRAMMARS 273 a) Suppose that a CFG G has a production A -- abe?, and all the produc- tions for B are B -+ ? I " I '" ] %. Then if we replace A - aBfi by all the productions we get by mbstituting some body of a B-production for B, that is, A -} a7? I a7. I "' I o%fl, the resulting gTammar generates the same laaguage as G. In what. follows, assume that the grammar G for L is in Chomsky Normal Form, and that the variables are called A, A.,..., A. *! b) Show that, by repeatedly using the transformation of part (a), we convert G to an equivalent grammar in which every production body for Ai either starts with a terminal or starts with Aj, for some j _> i. In ell, her case, all symbols after the first in any production body are variables. Suppose G. is the grammar that we get by performing step (b) on G. Suppose that Ai is any variable, and let A - Aal I '" I Aiam be all the Ai-productions that have a body beginning with Ai. Let be all the other A-productions. Note that each j must start with either a terminal or a variable with index higher than j. Introduce a new variable Bi, and replace the first group of m productions by *! d) Prove that the resulting grammar generates ;tie stone language as G and Let G_o be the grmmar that results from step (c). Note that all the A. productions have bodies that begin with either a terminal or an Aj for j > i. Also, all the Bi productions have bodies that begin with either a terminal or some Aj. Prove that G has a.n equivalent grmnmar in GNF. Hint: First fix the productions or A, then A:_i? and so on, down to A, using par[ (a). Then fix the Bi productions in any order, again using part (a). Exercise 7.1.12: Use the constntction of Exercise 7.1.11 to convert the gram- mar $ - AAIO to GNF.

274 CHAPTBR 7. PROPERTIES OF CONTBXT-FRBB LANGUAGES 7.2 The Pumping Lemma for Context-Free Languages Now, we shall develop a tool for showing that certain languages are not context- free. The theorem, called the "pumping lcmma for context-free languages,': says that in any sufficiently long string in a CFL, it is possible to find at most two short, nearby substrings, that we can "pump" in tandem. That is, we may repeat both of the strings i times, for any integer i, and the resulting string will still be in the language. We may contrast this theorem with the analogous pumping lemma for regular lar4guagcs, Theorem 4.1, which says we can always find one small string to pump. The difference is seen when we consider a language like L --- {0nl  I n _> 1}. We can show it is not regular, by fixing n and pumping a substring of O's, thus getting a string with more O's than 1's. However, the CFL pumping lemma states only that we can find two small strings, so we might be forced to use a string of O's and a string of 1's, thus generating only strings in L when we "pump." That outcome is fortunate, because L is a CFL, and thus we should not be able to use the CFL pumping lemma to construct strings not in L. 7.2.1 The Size of Parse Trees Our first step in deriving a pumping lemma for CFL's is to examine the shape and size of parse trees. One of the uses of CNF is to turn parse trees into binary trees. These trees have some convenient properties, one of which we exploit here. Theorem 7.17: Suppose we have a parse tree according to a Chomsky-or- mal-Form grammar G -- (V, T, P, $), and suppose that the yield of the tree is a terminal string w. If the length of the longest path is n, then [w[ _ 2 n-. PROOF: The proof is a simple induction on n. BASIS: r  1. Recall that the length of a path in a tree is the number of edges, i.e., one less than the number of nodes. Thus, a tree with a maximum path length of I consists of only a root and one leaf labeled by a terminaI. String w is this terminal, so [w[ = 1. Since 2 - -- 2 0 -- 1 in this Case, we have proved the basis. INDUCTION: Suppose the longest path has length n, and n > 1. The root of the tree uses a production, which must be of the form A -- BC, since n > 1; i.e., we could not start the tree using a production with a terminal. No path in the subtrees rooted at B and C can have length greater thaxt n - 1, since these paths exclude the edge from the root to its child labeled B or C. Thus, by the inductive hypothesis, these two subtrees each have yieIds of length at most 2 '-2. The yield of the entire tree is the concatenation of these two yields,

7.2. THE PUMPING LEMMA FOR CONTEXT-FREE LANGUAGES 275 and therefore has length at most 2 n-e + 2 n-e = 2 n-x � Thus, the inductive step is proved. D 7.2.2 Statement of the Pumping Lemma The pumping lemma for CFL's is quite similar to the pumping lemma for regular languages, but we break eaclx string z in the CFL L into five parts, and we pump the second and fourth, in tandem. Theorem 7.18: (The pumping lemma for context-free languages) Let L be a CFL, Then there exists a constant n such that if z is any string in L such that Iz[ is at least n, then we can write z -- uvwxy, subject to the following conditions: 1. [vwx I < n. That is, the middle portion is not too long. 2. vx  e. Since v and x are the pieces to be "pumped," this condition says that at least one of the strings we pump must not be empty. 3. For all i > O, uviwxigl iS in L. That is, the two strings v and x may be "pumped" any number of times, including 0, and the resulting string witl still be a member of L. PROOF: Our first step is to find a Chomsky-Normal-Form grammar G for L. Technically, we cannot find such a grammar if L is the CFL 0 or {e}. However, if L = � then the statement of the theorem, which talks about a string z in L surely cannot be violated, since there is no such z in 0. Also, the CNF grammar G will actually generate L - {e}, but that is again not of importance, since we shall surely pick n > 0, in which case z cannot be e anyway. Now, starting with a CNF grammar G = (V,T,P,S) such that L(G} = L - {e}, let G have m variables. Choose n = 2 ". Next, suppose that z in L is of length at least n. By Theorem 7.17, any parse tree whose longest path is of length m or less must have a yield of length 2 m-x = n/2 or less. Such a parse tree cannot have yield z, because z is too long. Thus, any parse tree with yield z has a path of length at least m + 1. Figure 7.5 suggests the longest path in the tree for z, where k is at least re and the path is of length k+ 1. Since k > re, there are at least re+ 1 occurrences of variables Ao, Ax,..., Ak on the path. As there are only re different variables in V, at least two of the last ra + 1 variables on the path (that is, Ak-m through Ak, inclusive} must be the same variable. Suppose Ai = Ai, where k- ra _< i < j _< k. Then it is possible to divide the tree as shown in Fig. 7.6. String w is the yield of the subtree rooted at A. Strings v and x are the strings to the left and fight, respectively, of w in the yield of the larger subtree rooted at Ai. Note that, since there are no unit productions, v and x could not both be e, although one could be. Finally, u and y are those portions of z that are to the left and right, respectively, of the subtree rooted at A i.

276 CHAPTER 7. PROPERTIES OF CONTEXT-FREE LANGUAGES A o Figure 7.5: Every sufficiently long string in L must have a long path in its parse tree If Ai - Aj = A, then we can construct new parse trees from the original trec, as suggested in Fig. 7.7(a). First, we may replace thc subtree rooted at Ai, which has yield vwx, by the subtree rooted at Aj, which has yield w. The reason we can do so is that both of these trees have root labeled A. The rcsultig tree is suggested in Fig. 7.7(b); it has yield uwy and corresponds to the case i -- 0 in the pattern of strings uvwxiy. Another option is suggested by Fig. 7.7(c). There, we have replaced the subtree rooted at Aj by the entire subtree rooted at A i. Again, the justification is that we are substituting one tree with root labeled A for another tree with the same root label. The yield of this tree is uv'wxy. Were we to then replace the subtree of Fig. 7.7(c) with yield w by the larger subtree with yield vwx, we would have a tree with yield uvSwx3y, and so on, for any exponent i. Thus, there are parse trees in G for all strings of the form uViv3xiy,and we have almost proved the pumping lemma. The remaining detail is condition (1), which says that Ivwxl _ n. However, we picked A to be close to the bottom of the tree; that is, k - i _ m. Thus the longest path in the subtree rooted at Ai is ro greater than m-t- 1. By Theorem 7.17, the subtree rooted at Ai has a yield whose length is o greater than 2 m  n. (D 7.2.3 Applications of the Pumping Lemma for CFL's Notice that, like the earlier pumping lemma for regular languages, we use the CF1 pumping lemma as an "adversary game, as follows." 1. We pick a language L that we want to show is not a CFL.

7.2. :277 THE PUMPING LEMMA FOR CONTEXT-FREE LANGUAGES s u v w x y Figure 7.6: Dividing the string w so it can be pumped 2. Our "adversary" gets to pick n, which we do not know, and we therefore must plan for any possible n. 3. We get to pick z, and may use n as a parameter when we do so. 4. Our adversary gets to break z into uvwxy, subject only to the constraints that Ivwxl _< n and vx  e. 5. We "win" the game, if we can, by picking i and showing that uviwzciy is not in L. We shall now see some examples of languages that we can prove, using the pumping lemma, not to be context-free. Our first example shows that, while context-free languages can match two groups of symbols for equality or inequal- ity, they cannot match three such groups. Example 7.19: Let L be the language {0nln2 n I n _> 1}. That is, L consists of all strings in 0+1+2 + with an equal number of each symbol, e.g., 012, 001122, and so on. Suppose L were context-free. Then there is an integer n given to us by the pumping lemma. 2 Let us pick z = 0nln2 n. Suppose the "adversary" breaks z as z -- uvwxy, where Ivwxl _< n axtd v and x are not both e. Then we know that vwx cannot involve both O's and 2's, since the last 0 and the first 2 are separated by n + 1 positions. We shall prove that L contains some string known not to be in L, thus contradicting the assumption that L is a CFL. The cases axe as follows: 2Remember that this n is the constant provided by the pumping lemma, and it has nothing to do with the local vrible n used in the definition of L itself.

278 CHAPTER 7. PROPERTIES OF CONTEXT-FREE LANGUAGES S u v w x y (a) u y Co) s (c) Figure 7,7: Pumping strings v and x zero times and pumping them twice 1. vwx has no 2's. Then vx consists of only O's and l's, and has at least one of these symbols. Then uwy, which would have to be in L by the pumping lemma has n 2's, but has fewer than n O's or fewer than n 1's, or both. It therefore does not belong in L, and we conclude L is not a CFL in this case. vwx has no O's. Similazly, uwy has n O's, but fewer l's or fewer 2's. It therefore is not in L. Whichever case holds, we conclude that L has a string we know not to be in L. This contradiction allows us to conclude that our assumption was wrong; L is nota CFL. (2

7.2. THE PUMPINC LEMMA FOR CONTEXT-FREE LANCUACE$ 279 Another thing that CFL's cannot do is match two pairs of equal numbers of symbols, provided that the pairs interleave. The idea is made precise in the following example of a proof of non-context-freeness using the pumping lemma. Example 7.20: Let L be the language {OilJ2i3 j [ i _> 1 and j _ 1}. If L is context-free, let n be the constant for L, and pick z = 012'3 ". We may write z = uvwxy subject to the usual constraints [vwx[ _ n and vx  e. Then vwx is either contained in the substring of one symbol, or it straddles two adjacent symbols. If vwzc consists of only one symbol, then uwy has n of three different symbols and fewer than n of the fourth symbol. Thus, it cannot be in L. Ifvwx straddles two symbols, say the l's and 2's, then uwy is missing either some 1's or some 2's, or both. Suppose it is missing 1's. As there are n 3's, this string cannot be in L. Similarly, if it is missing 2's, then as it has n O's, uwy cannot be in L. We have contradicted the assumption that L is a CFL and conclude that it is not. [] As a final example, we shall show that CFL's cannot match two strings of arbitrary Iength, if the strings are chosen from an aJphabet of more than one symbol. An implication of this observation, incidentally, is that grammars are not a suitable mechanism for enforcing certain '*semantic" constraints in programming languages, such as the common requirement that an identifier be declared before use. In practice, another mechanism, such as a "symbol tabIe" is used to record declared identifiers, and we do not try to design a parser that, by itself, checks for "definition prior to use." Example 7.21: Let L -- {ww [ w is in {0, 1}*}. That is, L consists of repeating strings, such as e, 0101, 00100010, or 110110. If L is context-free, then let n be its pumping-lemma constant. Consider the string z = 0'ln0nl n. This string is Onl nrepeated, so z is in L. Following the pattern of the previous examples, we can break z = uvwxy, such that Ivwxl _ n and vx  e. We shall show that uwy is not in L, and thus show L not to be a context-free language, by contradiction. First, observe that, since [vwx I _ n, luwyl _ 3n. Thus, if uwy is some repeating string, say tt, then t is of length at least 3n/2. There are several cases to consider, depending where vwz is within z. Suppose vw:r is within the first n O's. In particular, let vz consist of k O's, where k  0. Then uwy begins with Onl n. Since [uwy[ -- 4n - k, we know that if uwy = tt, then [tl -- 2n - k/2. Thus, t does not end until after the first block of 1's; i.e., t ends in 0. But uwy ends in 1, and so it cannot equal tt. Suppose vwx straddles the first block of O's and the first block of 1's. It may be that vx consists only of O's, if x = �. Then, the argument that uwy is not of the form tt is the same as case (1). If vx has at least one

280 CHAPTER 7. PROPERTIES OF CONTEXT-FREE LANGUAGES 1, then we note that t, which is of length at least 3n/2, must end in 1 n, because uwy ends in 1 ': However, there is no block of n 1's except the final block, so t cannot repeat in uwy. 3. If vwx is contained in the first block of 1's, then the argument that uwy is not in L is like the second part of case (2). Suppose vwx straddles the first block of l's and the second block of O's. If vx actually has no O's, then the argument is the same as if vwx were contained in the first block of 1's. Ifvx has at least one 0, then uwy starts with a block of n 0's, and so does t if uwy -- tt. However, there is no other block of n O's in uwy for the second copy of t. We conclude in this case too, that uwy is not in L. 5. In the other cases, where vwx is in the second half of z, the argument is symmetric to the cases where vwx is contained in the first half of z. Thus, in no case is uwy in L, ad we conclude that L is not context-free. [] 7.2.4 Exercises for Section 7.2 Exercise ?.2.1: Use the CFL pumping lemma to show each of these languages not to be context-free: b) {a"bc  l i < n}. c) {0 p [ p is a prime}. Hint: Adapt the same ideas used in Example 4.3, which showed this language not to be regular. *! d) {Oq-/ I j = is}. ! e) {a"b'c  I n < i < 2n}. {wwaw [ w is a string of O's and l's}. That is, the set of strings consisting of some string w followed by the same string in reverse, and then the string w again, such as 001100001. Exercise 7.2.2: When we try to apply the pumping lemma to a CFL, the "adversary wins," and we ca-not complete the proof. Show what goes wrong when we choose L to be one of the following languages: a) {00, * b) In _> x}. * c) The set of palindromes over alphabet {0, 1}.

7.3. CLOSURE PROPERTIES OF CONTEXT-FREE LANGUAGES 281 [ Exercise 7.2.3: There is a stronger version of the CFL pumping lemma known as Ogden's letarea. It differs from the pumping lemma we proved by allowing us to focus on any n "distinguished" positions of a string z and guaranteeing that the strings to be pumped have between I and n distinguished positions. The advantage of this ability is that a language may have strings consisting of two parts, one of which can be pumped without producing strings not in the language, while the other does produce strings outside the language when pumped. Without being able to insist that the pumping take place in the latter part, we cannot complete a proof of non-context-freeness. The formal statement of Ogden's lemma is: If L is a CFL, then there is a constant n, such that if z is any string of length at least n in L, in which we select at least n positions to be distinguished, then we can write z = uvwxy, such that: 1. vwx has at most n distinguished positions. 2. yx has at least one distinguished pos)tion. 3. For all i, uvwxiy is in L. Prove Ogden's letomo. Hint: The proof is really the same os that of the pump- ing lemma of Theorem 7.18 if we pretend that the nondistinguished positions of z are not present as we select a long path in the parse tree [or z. * Exercise 7.2.4: Use Ogden's lemma (Exercise 7.2.3) to simplify the proof in Example 7.21 that L = {ww 1 w is in {O, 1}*} is not a CFL. Hint: With z = 0101 n, make the two middle blocks distinguished. Exercise 7.2.5: Use Ogden's lemma (Exercise 7.2.3) to show the following languages are not CFL's: ! a) {0ilJ0 k I J = nax(i,k)}. !! b) {a'b  I i  n}. Hint: If n is the constant for Ogden's lcmma, consider the string z -- a%nc !. 7.3 Closure Properties of Context-Free Languages We shall now consider some of the operations on context-free laxtguages that are guaranteed to produce a CFL. Many of these closure properties will parallel the theorems we had for regular languages in Section 4.2. However, there are some differences. First, we introduce an operation called substitution, in which we replace each symbol in the strings of one language by n entire language. This operation, a generalization of the homomorphism that we studied in Section 4.2.3, is useful in proving some other closure properties o CFL's, such as the regularsexpression operations: union, concatenation, and closure. We show that CFL's are closed

282 CHAPTER 7. PROPERTIES OF CONTEXT-FREB LANGUAGES under homomorphisms and inverse homomorphisms. Unlike the regular lan- gxmges, the CFL's are not closed under intersection or difference. However, the intersection or difference of a CFL and a regular language is always a CFL. 7.3.1 Substitutions Let. E be an alphabet, and suppose that for every symbol a in , we choose a language La. These chosen languages can be over any alphabets, not necessarily E and not necessarily the s,ane. This ctoicc of Inngarages defines a function s (a substitution) on Y:., and we shall refer to La as s(a) for each symbol a. If w = aa. ...an is a string in E*, then s(w) is the language of alI strings xx -.. :r,,. such that string xi is in the language s(ai), for i = 1,2,...,n. Put another way, s(w) is the concatenation of the languages s(at)s(a)...s(an). We can further extend the definition of s t.o apply to languages: s(L) is the union of s(w) for all strings 'w in L. Example 7.22: Suppose s(0): {a% " [ .. > 1} and s(1) --- {aa,bb}. That is, s is a substitution on alphabet E = {0, 1 }. Lungarete s(0) is the set of strings with one or more a's followed by a equal number of b's, while s(1) is the finite language consisting of the two strings aa and Let w = 01. Then s(w) is the concatenation of the languages ,(0)s(1). To be exact, s(w) consists of all strings of the forms ab'aa and anbn+2; where r>l. Now, suppose L = L(0*), that is, the set of all strings of O's. Then s(L) = (s(0))*. This lungarete is the set of all strings of the form a TM bn n bn .. an ln for some k _> 0 and my sequence of choices of positive integers n, It includes strings such x e, aabbaaabbb, and abaabbabab. [] Theorem 7.23: If L is a context-free language over aIphabet r, and s is a substitution on Z such that s(a) is a CFL for each a in , then ,(L) is a CFL. PROOF: The essential idea is that wc may take a CFG for L and replace each terminal a by the start symbol of a CFG for language s(a). The result is a single CFG that generates s(L). However, there are a few details that must be gotten right to make this idea work. More formally, start with grammars for each of the relevant languages, say G : (V,E,P,$) for L and G, = (I,Ta,P,S) for each a in r.. Since we cal choose any names we wish for variables, let us make sure that the sets of vaxiables are disjoint; that is, there is no symbol A that is in two or more of V and any of the V's. The purpose of this choice of umnes is to make sure that when we combine the productions of the various grammars into one set of productions, we cannot get accidental mixing of the productions from two grammars and thus have derivations that do not resemble the derivations in any of the given grammars. We construct a new grammar G' - (V', T', P', S) for s(L), as follows:

7.3. CLOSURE PROPERTIES OF CONTEXT-FREE LANGUAGES 283 � V  is the union of V and all the V,'s for a in E. � T  is tlxe union of all the T's for a in 5]. � P consists of: 1. All productions in any P, for a in Z. 2. The productions of P, but with each terminal a in their bodies re- placed by $, everywhere a occurs. Thus, 'all parse trees in grammar G' start out like paxse trees in G, but instead of generating a yield in 51', there is a frontier in the tree where all nodes have labels that are So for some a in E. Then, dangling from each such node is a paxse tree of Go, whose yield is a terminal string that is in the language s(a). The typical parse tree is suggested in Fig. 7.8. S X 1 X'2 Xn Figure 7.8: A parse tree in G' begins with a parse tree in G and finishes with many parse trees, each in one of the grammars G Now, we must prove that this construction works, in the sense that G' generates the language s(L). Formally: � A string w is in L(G') if and only if w is in s(L). (If) Suppose w is in s(L). Then there is some string x = aa2-.. a, in L, and strings x in s(ai) for i = 1,2,...,n, such that w = xza...x,. Then the portion of G' that comes from the productions of G with S= substituted for each a will generate a string that looks llke x, but with $ in place of each a. This string is Sa Sa= "' S,. This part of the derivation of w is suggested by the upper triangle in Fig. 7.8. Since the productions of each Ga are also productions of G t, the derivation of xi from S is a/so a derivation in Gt. The parse trees for these derivations are suggested by the lower triangles in Fig. 7.8. Since the yield of this parse tree of G' is xx ...xn = w, we conclude that w is in L(G').

284 CHAPTER 7. PROPFRTIES OF CONTEXT-FREE LANGUAGES (Onlyqf) Now suppose w is in L(G'). We claim that the parse tree for w must look like the tree of Fig. 7.8. The reason is that the variables of each of the grammars (7 and G for a in E are disjoint. Thus, the top of the tree, starting from ;riable S, must use only productions of G until some symbol $a is derived, and below that Sa only productions of grammar G, may be used. As a result, whenever w has a parse tree T, we can identify a string ala.) �. � an in L(G), and strings xi in language s(ai), such that 1. w=xlx2...xn, and 2. The string $a $a2 "' San is the yield of a tree that is formed from T by deleting some subtrees (as suggested by Fig. 7.8). But the string x] x2 --.x is in s(L), since it is formed by substituting strings xi for each of the ai's. Thus, we conclude w is in s(L). [] 7.3.2 Applications of the Substitution Theorem There are several familiar closure properties, which we studied for regular lan- guages, that we can show for CFL's using Theorem 7.23. We shall list them all in one theorem. Theorem 7.24: The context-free languages are closed under the following operations: 1. Union. 2. Concatenation. 3. Closure (*), and positive closure (+). 4. Homomorphism. PPOOF: �,ach requires only that we set up the proper substitution. The proofs below each involve substitution of context-free languages into other context-free languages, stud therefore produce CFL's by Theorem 7.23. Union: Let L and La be CFL's. Then L tO La is the language s(L), where L is the language {1,2}, and s is the substitution defined by s(1) = L axtd s(2) = L2. Concatenation: Again let L and La be CFL's. Then L La is the language .s(L), where L is the language {12}, and s is the same substitution as in case (1). Closure and positive closure: If L is a CFL, L is the language {1}*, and s is the substitution s(1) = L, then L -- s(L). Similarly, if L is instead the language {1} +, then L + = s(L).

7.3. CLOSURB PROPERTIES OF CONTBXT-FREB LANGUAGB$ 285 4. Suppose L is a CFL over alphabet ,, and h is a homomorphism on 5]. Let s be the substitution that replaces each symbol a in 52 by the language consisting of the one string that is h(a). That is, a(a) = {h(a)}, for all a hi Y,. Then h(L) = s(L). 7.3.3 Reversal The CFL's are also closed under reversal. We cannot use the substitution theorem, but there is a simple construction using grammars. Theorem 7.25: If L is a CFL, then so is L f. PROOF: Let L --- L(G) for some CFL G = (V,T,P,S). Construct G R = (V, T, Pa, S), where pa is the "reverse" of each production in P. That is, if A -4 c is a production of G, then A - c l is a production o� GR. It is an easy induction on the lengths of derivations in G and G l to show that L(G R) = L a. Essentially, all the sentential forms of G J are reverses of sentential forms of G, and vice-versa. We leave the formal proof as an exercise. [] 7.3.4 Intersection With a Regular Language The CFL's are not closed under intersection. Here is a simple example that proves they are not. Example 7.26: We learned in Exaanple 7.19 that the language L = {0"12" I, > 1} is not a context-free language. However, the following two languages are con- text-free: L -- {0"1"2  I n > ],i _> 1} La={Oiln2 n I n_>l,i>l} A graJnmar for L is: S-> AB A --> 0A1 I 01 B- 2B I2 In this grammar, A generates all strings of the form 0'1% and B generates all strings of 2's. A grammar for L) is: S - AB A-0A l0 B -4 1/92 1 12

286 CHAPTER 7. PROPERTIES OF CONTEXT-FREE LANGUAGES It works similarly, but with A generating any string of O's, and B generating matching strings of i's and 2's. However, L = L n L2. To see why, observe that L requires that there be the sin'he number of O's and l's, while Le requires the numbers of l's and 2's to be equal. A string in both languages must have equal numbers of all three symbols and thus be in L. If the CFL's were closed under intersection, then we could prove the false statement that L is context-free. We conclude by contradiction that the CFL's are not closed under intersection. [] On the other hand, there is a weaker claim we can make about intersection. The context-free languages axe closed under the operation of "intersection with a regular language." The formal statement and proof is in the next theorem. Theorem 7.27: If L is a CFL and R is a regular language, then L ( R is a CFL. PROOF: This proof requires the pushdown-automaton representation of CFL's, as well as the finite-automaton representation of regular languages, and gener- alizes the proof of Theorem 4.8, where we ran two finite automata "in parallel" to get the intersection of their languages. Here, we run a finite automaton "in parallel" with a PDA, and the result is another PDA, as suggested in Fig. 7.9. Input Stack Accept/ reject Figure 7.9: APDA and a FA can run in parallel to create a new PDA Formally, let P = (Qp, z, r, qr, z0,

7.3. CLOSURE PROPERTIES OF CONTEXT-FREE LANGUAGES 287 be a PDA that accepts L by final state, and let 2t = (QA, r., 5A, FA) be a DFA for R. Construct PDA P = (Qp x QA, Z,F,J,(qp,qA),Zo,Fp X FA) where J((q,p),a,X) is defined to be the set of all pairs ((r,s),?) such that: 1. s -- A (P, a), and 2. Pair (r, 7) is in 5p(q, a, X). That is, for each move of PDA P, we can make the same move in PDA P', and in addition, we carry along the state of the DFA A in a second component of the state of P'. Note that a may be a syn)bol of , or a = e. In the former case, 3(p, a) = 5 (p), while if a = e, then 5(p, a) -- p; i.e., A does not change state while P makes moves on e input. It is an easy induction on the numbers of moves made by the PDA's that (qp,w, Zo)  (q,e,7)if and only if ((qp,qz),w, Zo)  ((q,p),e, 7) where P p = (pA, w). We leave these inductions as exercises. Since (q, p) is an accepting state of P' if and only if q is an accepting state of P, and p is an accepting state of A, we conclude that P' accepts w if and only ff both P and A do; i.e., w is in L C R. [] Example 7.28: In Fig. 6.6 we designed a PDA called F to accept by final state the set of strings of i's and e's that represent minimal violations of the rule regarding hog' if's and else's may appear in C programs. Call this language L. The PDA F was defined by Pr = ({pq,r}, {i,e}, {Z, Xo},r,pXo {r}) wilere  consists of the rules: Now, let us introduce a finite automaton that accepts the strings in the language of i'e*, that is, all strings of i's followed by e's. Call this language R. Transition function 5A is given by the rules:

288 CHAPTER 7. PROPERTIES OF CONTEXT-FREE LANGUAGES a) A (s, i) = s. b) aA(, ) = t. c) aA(t,e) = t. Strictly speaking, A is not a DFA, as assumed in Theorem 7.27, because it is missing a dead state for the case that we see input i when in state t. However, the same construction works even for an NFA, since the PDA that we construct is allowed to be nondeterministic. In this case, the constructed PDA is actually deterministic, although it will "die" on certain sequences of input. We shall construct a PDA y = ({p, q, r} x {s, t}, {i, e}, {z, x0}, a, (v, s), Xo, (r} x {s, The transitions of 5 are listed below and indexed by the rule of PDA F (a number from 1 to 4) and the rule of DFA A (a letter a, b, or c) that gives rise to the rule. In the case that the PDA F makes an -transition, there is no rule of A used. Note that we construct these rules in a "lazy" way, starting with the state of P that is the start states of F and A, and constructing rules for other states only if we discover that P can enter that pair of states. : ,((p,,),,Xo) = {((q,s),zxo)}. 2a: J((q,z),i,Z) = ab: (Iq,),e,Z)= {((q, 0,)}. 4: J((q,s),,Xo) = { ((r, s), e) }. Note: one can prove that this rule is never exercised. The reason is that it is impossible to pop the stack without seeing an e, and as soon as P sees an e the second component of its state becomes t. 4: J((q,t),e,Xo)= The language L lq R is the set of strings with some number of i's followed by one more e, that is, ine "+ I n _ 0. This set is exactly those if-else violations that consist of a block of if's followed by a block of else's. The language is evidently a CFL, generated by the grammar with productions S - iSe I e. Note that the PDA P accepts this language L  R. After pushing Z onto the stack, it pushes more Z's onto the stack in response to inputs i, staying in state (q, s). As soon as it sees and e, it goes to state (q, t) and starts popping the stack. It dies if it sees an i until X0 is exposed on the stoxzk. At that point, it spontaneously transitions to state (r, t) and accepts. 12

7.3. CLOSURE PROPERTIES OF CONTEXT-FREE LANGUAGES 289 Since we know that the CFL's are not closed under intersection, but are closed under intersection with a regular language, we also know about the set- difference and complementorion operations on CFL's. We summarize these properties in one theorem. Theorem 7.29: The following are true about a CFL's L, L, and L, and a regular language R. 1. L - R is a context-free language. 2.  is not necessarily a context-free language. 3. L - L2 is not necessarily context-free. fROOt: For (1), note that L - R = L n . If R is regular, so is R regular by Theorem 4.5. Then L - R is a CFL by Theorem 7.27. For (2), suppose that  is always context-free when L is. Then since L  L2 -- Lx t2 L2 and the CFL's are closed under union, it would follow that the CFL's are closed under intersection. However, we know they are not from Example 7.26. Lastly, let us prove (3). We know * is a CFL for every alphabet .; de- signing a grmnmar or PDA for this regular language is easy. Thus, if L - L were aJways a CFL when L and L2 axe, it would follow that .* - L was always a CFL when L is. However, * - L is  when we pick the proper alphabet . Thus, we would contradict (2) and we have proved by contradiction that L - Lz is not necessarily a CFL. [] 7.3.5 Inverse Homomorphism Let us review from Section 4.2.4 he operation called "inverse homomorphism." If h is a homomorphism, and L is any language, then h -a (L) is the set of strings w such that h(w) is in L. The proof that regular languages are closed under inverse homomorphism was suggested in Fig. 4.6. There, we showed how to design a finite automaton that processes its input symbols a by applying a homomorphism h to it, and simulating another finite automaton on the sequence of inputs h(a). We can prove this closure property of CFL's in much the same way, by using PDA's instead of finite automata. However, there is one problem that we face with PDA's that did not arise when we were dealing with finite automata. The action of a finite automaton on a sequence of inputs is a state transition, and thus looks, as far as the constructed automaton is concerned, just like a move that a finite automaton might make on a single input symbol. When the automaton is a PDA, in contrast, a sequence of moves might not look like a move on one input symbol. In particular, in n moves, the PDA can pop r symbols off its stack, while one move can only pop one symbol. Thus,

290 GHAPTBR 7. PROPERTIES OF CONTEXT-FREE LANGUAGES the construction for PDA's that is analogous to Fig. 4.6 is somewhat more complex; it is sketched in Fig. 7.10. The key additional idea is that after input a is read, h(a) is placed in a "buffer." The symbols of h(a) are used one at a time, and fed to the PDA being simulated. Only when the buffer is empty does the constructed PDA read another of its input symbols and apply the homomorphism to it. We shall formalize this construction in the next theorem. Input h(a) Buffer Stack Accept/ reject Figure 7.10: Constructing a PDA to accept the inverse homomorphism of what a given PDA accepts Theorem ?.30: Let L be a CFL and h a homomorphism. Then h - (L) is a CFL. PROOl*: Suppose h applies to symbols of alphabe E and produces strings in T*. We also assume that L is a language over alphabet T. As suggested above, we start with a PDA P -- (Q, T, F, , q0, Z0, F) that accepts L by final state. We construct a new PDA P'---- (Q',P,,',(qo,e),Zo,F x {,}) where: 1. Q is the set of pairs (q, x) such that: (a) q is a state in Q, and (b) x is a suffix (not necessarily proper) of some string h(a) for some input symbol a in E.

7.3. CLOSURE PROPERTIES OF CONTEXT-FREE LANGUAGES 291 That is, the first component of the state of P is the state of P, and the second component is the buffer. We assume that the buffer will period- ically be loaded with a string h(a), and then allowed to shrink from the front, as we use its symbols to feed the simulated PDA P. Note that since U is finite, and h(a) is finite for all a, there arc only a finite number of states for P'. 2. 5 is defined by the following rules: (a) ('((q,e),a,X) = {((q,h(a)),X)} for all symbols a in P,, all states q in Q, and stack symbols X in F. Note that a cannot be e here. When the buffer is empty, P can consume its next input symbol a and place h(a) in the buffer. (b) If 5(q, b, X) contains (p, 7), where b is in T or b -- e, then contains ((p, x), 7). That is, P' always has the option of simulating a move of P, using the front of its buffer. If b is a symbol in T, then the buffer must not be empty, but if b -- e, then the buffer can be empty. 3. Note that, 's defined in (7.1), the start state of P is (qo, e); i.e., P starts in the start state of P with an empty buffer. 4. Likewise, the accepting states of P', as per (7.1), are those states (q, e) such that q is an accepting state of P. The following statement characterizes the relationship between P and P:  (p, , ) if ad only if ((q0, ), , Z0)  ((p, ), , V). � (qo,h(w),Zo) r The proofs in both directions are indnctions on the number of moves made by the two automata. In the "if" portion, one needs to observe that once the buffer of P' is nonempty, it cannot read another input symbol and must simulate P, until the buffer has become empty (although when the buffer is empty, it may still simulate P). We leave further details as an exercise. Once we accept this relationship between P' and P, we note that P accepts h(w) if and only i[P' accepts w, because of the way the accepting states of P are defined. Thus, L(P ) = h - (L(P)). [] 7.3.6 Exercises for Section 7.3 Exercise 7.3.1: Show that the CFL's are closed under the following opera- tions: * a) init, defined in Exercise 4.2.6(c). Hint: Start with a CNF grammar for the language L.

292 CHAPTER 7. PROPERTIES OF CONTEXT-FREE LANGUAGES *! b) The operation L/a, defined in Exercise 4.2.2. Hint: Again, start with a CNF grammar for L. !! c) cycle, defined in Exercise 4.2.11. Hint: Try a PDA-based construction. Exercise 7.3.2: Consider the following two languages: : {a%2"c TM ] n,m > O) L_,= {aabrac TM In, m > 0} Show that each of these languages is context-free by giving grammars for each. ! b) Is L rq L2 a CFL? Justify your answer. Exercise ?.3.3: Show that the CFL's are not closed under the following op- erations: * a) rain, as defined in Exercise 4.2.6(a). b) max, as defined in Exercise 4.2.6(b). c) half, as defined in Exercise 4.2.8. d) alt, as defined in Exercise 4.2.7. Exercise 7.3.4: The shuffle of two strings w and x is the set of all strings that one can get by interleaving the positions of w and x in any way. More precisely, shuffle(w, x) is the set. of strings z such that 1. Each position of z can be assigned to w or x, but not both. 2. The positions of z assigned to w form w when read from lef to right. 3. The positions of z assigned to x form x when read from left to right. For example, if w = 01 and x = 110, then shuffle(01,110) is the set of strings {01110, 01101, 10110, 10101, 11010, 11001}. To illustrate the necessary reason- ing, the third string, 10110, is justified by assigning the second and fifth posi- tions to 01 and positions one, three, and four to 110. The first string, 01110 has three justifications. Assign the first position and either the second, third, or fourth to 0I, and the other three to 110. We caza also define the shuffle of languages, shuffie(L, La) to the the union over all pairs of strings, w from L and x from L, of shuffle(w, x). a) What is shuffle(00, 111)? * b) What is shuffle(L, L2) if L = L(0*) and La = {0"1 a I n _> 0}, *! c) Show that if L and L2 are both regular languages, then so is

7.4. DECISION PROPERTIES OF CFL 'S 293 shuffle( L  Hint: Start with DFA's for L1 ar_d L2. ! d) Show that if L is a CFL and R is a regular language, then shue(L, R) is a CFL. Hint: start with a PDA for L and a DFA for R. !! e) Give a counterexample to show that if L and L2 are both CFL's, then shuffle(L, L2) need not be a CFL. *!! Exercise 7.3.5: A string y is said to be a permutation of the string x if the symbols of y can be reordered to make x. For instance, the permutations of string x --- 011 are 110, 101, and 011. If L is a language, then peem(L) is the set of strings that are permutations of strings in L. For example, if L -- {0"1  [ n > 0}, then perre(L) is the set of strings with equal numbers of O's and 1's. a) Give an example of a regular language L over alphabet {0, I} such that perre(L) is not regular. Justify your answer. Hint: Try to find a regular language whose permutations axe all strings with an equal number of O's and 1's. b) Give an example of a regular language L over alphabet {0, 1,2} such that perm(L) is not context-free. c) Prove that for every regular language L over a two-symbol alphabet, perm(L) is context-free. Exercise 7.3.6: Give the formal proof of Theorem 7.25: that the CFL's are closed under reversal. Exercise 7.3.7: Complete the proof of Theorem 7.27 by showing that Zo) (q, P if and only if ((qp, q,), w, Z0)  ((q, p), e, ?) and p -- 3(p, w). 7.4 Decision Properties of CFL's Now, let us consider what kins of questions we can answer about context-free languages. In analog- with Section 4.3 about decision properties of the regular languages, our starting point for a question is always some representation o� a CFL -- either a grammar or a PDA. Since we know from Section 6.3 that we can convert between grammars and PDA's, we may assume we are given either representation of a CFL, whichever is more convenient. We shall discover that very little can be decided about a CFL; the major tests we are able to make axe whether the language is empty and whether a given

294 CHAPTER 7. PROPERTIES OF CONTEXT-FREE LANGUAGES string is in the language. We thus close the section with a brief discussion of the kinds of problems that wc shall later show (in Chapter 9) are "undecidable," i.e., they have no algorithm. We begin this section with some observations about the complexity of converting between the grammar and PDA notations for a language. These calculations enter into any question of how efficiently we can decide a property of CFL's with a given representation. 7.4.1 Complexity of Converting Among CFG's and PDA's Before proceeding to the algorithms for deciding questions about CFL's, let us consider the complexity of converting from one representation to another. The running time of the conversion is a component of the cost o� the decision algorithm whenever the language is given in a form other than the one for which the algorithm is designed. In what follows, we shall let n be the length of the entire representation of a PDA or CFG. Using this parameter as the representation of the size of the grammar or automaton is "coarse," in the sense that some 'algorithms have a running time that could be described more precisely in terms of more specific parameters, such as the number of variables of a grammar or the sum of the lengths of the stack strings that appear in the transition function of a PDA. However, the total-length measure is sufficient to distinguish the most im- portant issues: is an algorithm linear in the length (i.e., does it take little more time than it takes to read its input), is it exponential in the length (i.e., you can perform the conversion onIy for rather small examples), or is it some nonlinear polynomial (i.e., you cart run the algorithm, even for large examples, but the time is often quite significant). There are several conversions we have seen so far that are linear in the size of the input. Since they take linear time the representation that they produce as output is not only produced quickly, but it is of size comparable to the input size. These conversions are: 1. Converting a CFG to a PDA, by the algorithm of Theorem 6.I3. 2. Converting a PDA that accepts by final state to a PDA that accepts by empty stack, using the construction of Theorem 6.11. 3. Converting a PDA that accepts by empty stack to a PDA that accepts by final state, using the construction of Theorem 6.9. On the other hand, the running time of the conversion from a PDA to a grammar (Theorem 6.14) is much more complex. First, note that n, the total length of the input, is surely azq upper bound on the number of states and stack s:qnbols, so there cannot be more than n 3 variables of the form [pXq] constructed for the grammar. However, the running time of the conversion can be exponential, if there is a transition of the PDA that puts a large number of symbols on the stack. Note that one rule could place almost n symbols on the stack.

7.4. DECISION PROPERTIES OF CFL 'S 295 If we review the construction of grammar productions from a rule like "5(q,a,X) contains (ro,YY2'"Y)," we note that it gives rise to a collec- tion of productions of the form [qXrk] - [roYrl][rY2r]-" [rk_Yr] for all lists of states rx, r, .... r. As k could be close to n, and there could be close to n states, the total number of productions grows as n . We cannot carry out such a construction for reasonably sized PDA's if the PDA has even one long stack string to write. Fortunately, this worst case never has to occur. As was suggested by Ex- ercise 6.2.8, we can break the pushing of a long string of stack symbols into a sequence of at most n steps that each pushes one symbol. That is, if 5(q, a, X) contains (ro,YY'" Y), we may introduce new states P,p3,... ,P-l- Then, we replace (to, YY'" Y) in 5(q, a, X) by (p_, Y-Y), and introduce the new transitions {Pk-1, Yk-I): {(.Pk-2, rk-2rk-1) }, [Pk-2, rk-2) -- {(Pk-3, rk-3rk-2) } and so on, down to 5(p,Y2) = {(to, YY)}. Now, no transition has more than two stack symbols. We have added at most n new states, and the total length of all the transition rules of  has grown by at most a constant factor; i.e., it is still O{n). There are O(n) transition rules, and each generates O(n 2) productions, since there are only two states that need to be chosen in the productions that come from each rule. Thus, the constructed grammar has length O(n ) and can be constructed in cubic time. We summarize this informal analysis in the theorem below. Theorem 7.31: There is an O(n s) algorithm that takes a PDA P whose representation has length n and produces a CFG of length at most O(n3). This CFG generates the same language as P accepts by empty stack. Optionally, we can cause G to generate the language that P accepts by final state. [] 7.4.2 Running Time of Conversion to Chomsky Normal Form As decision algorithms may depend on first putting a CFG into Chomsky Nor- mal Form, we should also look at the running time of the various algorithms that we used to convert an arbitrary grammar to a CNF grammar. Most of the steps preserve, up to a constant factor, the length of the grammar's description; that is, starting with a grammar of length n they produce another grammar of length O(n). The good news is summarized in the following list of observations: 1. Using the proper algorithm (See Section 7.4.3), detecting the reachable and generating symbols of a grammar can be done in O(n) time. Elimi- nating the resulting useless symbols takes O(n) time and does not increase the size of the grammar. 2. Constructing the unit pairs and eliminating unit productions, as in Sec- tion 7.1.4, takes O(n ) time and the resulting grammar has length O(n2).

296 CHAPTER 7. PROPERTIES OF CONTEXT-FREE LANGUAGES 3. The replacement of terminals by variables in production bodies, as in Section 7.1.5 (Chomsky Normal Form), takes O(n) time and results in a grammar whose Iength is O(n). 4. The breaking of production bodies of length 3 or more into bodies of lengtb 2, as carried ont in Section 7.1.5 also takes O(rt) time and results in a grammar of lengt, h O(n). The bad news concerns the construction of Section 7.1.3, where we eliminate e-productions. If we have a production body of length k, we could construct from that one production 2  - 1 productions for the new grammar. Since k could be proportional to n, this part of the construction could take O(2 " time and result in a grammar whose length is O(2n). To avoid this exponential blowup, we nced onIy to bound the length of production bodies. The trick of Section 7.1.5 can be applied to any production body, not just, to one without terminals. Thus, we recommend, as a preliminary step before eliminating e-productions, the breaking of all long production bodies into a sequcm'.c of productions with bodies of length 2. This step takes O(n) time and grows the grammar only linearly. The construction of Section 7.1.3, to eliminate e-productions, will work on bodies of length at most 2 in such a way that the running time is O(n) asld the resulting grammar has length O(n). With this modification to the overall CNF construction, the only step that is not lineea' is the elimination of unit productions. As that step is O(n), we conclude tile following: Theorem 7.32: Given a grammar G of length n, we can find an equivalcnt Chonsky-Normal-Form grammar for G in time O(n); the resulting grammar }LS length O(n2). [] 7.4.3 Testing Emptiness of CFL's We have already seen the algorithm for testing whether a CFL L is empty. Given a granlmar G for the language L. use tim algorithm of Section 7.1.2 to decide whether the start symbo} S of G is generating, i.e., whether $ derives at least one string. L is mnpty if and only if $ is not generating. Because of the importance of this test, we shall consider in detail how much time it takes to find all the generating symbols of a grammar G. Suppose the length of G is n. Then there could be on the order of n variables, and each pass of the inductive discovery of generating variables could take O(n) time to examine all the productions of G. If only one new generating variable is discovered on each p.qs, then there could be O(n) passes. Thus, a naive implementation of the generating-symbols test is O(n'). However, there is a more careful algorithm that sets up a data structure in advance to make our discovery of generating symbols take O(n) time only. The data structure, suggested in Fig. 7.11, starts with an array indexed by the vari- ables, ,is shown on the left, which tells whether or not we have established that

7.4. DECISION PROPERTIES OF CFL 'S 297 the variable is generating. In Fig. 7.11, the array suggests that we have discov- ered B is generating, but we do not know whether or not A is generating. At the end of the algorithm, each question mark will become "no" since any wriable not discovered by the algorithm to be generating is in fact nongenerating. A B Generating? Figure 7.11: Data structure for the linear-time emptitess test The productions are preprocessed by setting up several kinds of useful link.q. First, for each variabIe there is a chain of all the positions in which that vari- able appears. For instance, the chain for variable B is suggested by the solid lines. For each production, there is a count of the number of positions holding variables whose ability to generate a terminal string has not yet been taken into account. The dashed lines suggest links from the productions to their counts. The counts shown in Fig. 7.11 suggests that we have not yet taken any of the variables into account, even though we just established that B is generating. Suppose that we have discovered that B is generating. We go down the list of positions of the bodies holding B. For each such position, we decrement the count for that production by 1; there is now one fewer position we need to find generating in order to conclude that the variable at the head is also generating. If a count reaches 0, then we know the head ,xiable is generating. A link, suggested by the dotted lines, gets us to the variable, and we may put that variable on a queue of generating variables whose consequences need to be explored (as we just did for variable B). This quenc is not shown. Ve must argue that this algorithm takes O(r,) time. The important points are as follows: � Since there are at most n variables in a grammar of size n, creation and initialization of the array takes O(n) time. � There are at most n productions, and their total length is at most n, so initialization of the links and counts suggested in Fig. 7.11 can be done in O(n) time. � When we discover a production has count 0 (i.e., all positions of its body are generating), the work involved coa be put into two categories:

298 CHAPTER 7. PROPERTIES OF CONTEXTsFREE LANGUAGES Other Uses for the Linear Emptiness Test The same data structure and accounting trick that a used in Section 7.4.3 to test whether a waftable is generating can be used to make some of the other tests of Section 7.1 linear-time. Two important examples are: 1. Which symbols are reachable? 2. Which symbols are ntfilable? 1. 'k)rk done for t},at production: discovering thc count is 0, finding which variable, s&v ,4, is at the head, checking whether it is already known to be generating, and putting it on the queue if not. All these steps are O(t) for each pruduction, and so at most O(rt) work of this type is done in total. 2. Work done when visiting the positions of the production bodies that have the head variable A. This work is proportional to the number of positions with A. Therefore, the aggregate amount of work done processing all generating symbols is proportional to the sum of the lengths of the production bodies, and that is O(n). We conclude that. the total work done by this algorithm is O(n). 7.4.4 Testing Membership in a CFL We can also decide membership of a string w in a CFL L. There are several inefiicient ways to make the test; they take time that is exponential in assuming a grammar or PDA for the language L is given and its size is treated as a constant, independent uf w. For instance, start by converting whatever representation of L we arc given into a CNF grammax for L. As the parse trees of a Chomsky-Normal-Form grammar are binary trees, if w is of length n then there will be exactly 2n - 1 nodes labeled by variables in the tree (that result has an easy, inductive proof, which we leave to you). The number of possible trees and node-labelings is 0ms "only" exponential in n, so in principle we can list thc,n all and check to see if any of them yields w. There is a much more efficient techrfique based on the idca of "dynamic programning," which may also be known to you as a "table-filling algorithm" or "tabulation." This algorithm, known as the CYK Algorithm, s starts with a CNF grammar G = (V, T, P, $) for a language L. The input to the algorithm is a string w = ata � .- a in T'. In O(n 3) time, tim algorithm constructs a table sit i.u named after three people each o[ whom independently discovered essentially the same idea: J. Gecko, D. Younger, and T. Kasami.

7.4. DECISION PROPERTIES OF CFL 'S 299 that tells whether w is in L. Note that when computing this running time, the grammar itself is considered fixed, and its size contributes only a constant factor to the running time, which is measured in terms of the length of the string w whose membership in L is being tested. In the CYK algorithm, we construct a triangular table, as suggested in Fig. 7.12. The horizontal axis corresponds to the positions of the string w = aa2...an, which we have supposed has length 5. The table entry Xij is the set of variables A such that A  aiai-! ...aj. Note in particular, that we are interested in whether S is in the set Xn, because that is the same as saying $  w, i.e., w is in L. X15 x x 14 25 x x 13 24 Xt2 X23 x x ] 1 22 X35 X 34 X33 X45 X44 X 55 al 'h a3 a4 Figure 7.12: The table constructed by the CYK algorithm To fill the table, we work row-by-row, upwards. Notice that each row cor- responds to one length of substrings; the bottom row is for strings of length 1, the second-from-bottom row for strings of length 2, asd so on, until the top row corresponds to the one substring of length n, which is w itself. It takes O (n) time to compute any one entry of the table, by a method we shall discuss next. Since there axe n(n + 1)/2 table entries, the whole table-construction process takes O(n 3) time. Here is the algorithm for computing the Xij's: BASIS: We compute the first row as follows. Since the string beginning and ending at position i is just the terminal ai, and the grammar is in CNF, the only way to derive the string ai is to use a production of the form A - ai. Thus, Xil is the set of variables A such that A - ai is a production of G. INDUCTION: Suppose we want to compute Xij, which is in row j - i -I- 1, and we have computed all the X's in the rows below. That is, we know about all strings shorter than aiai+ ...a j, and in particular we know about all proper prefixes and proper suffixes of that string. As j - i  0 may be assumed (since the case i = j is the basis), we know that any derivation A  aiai+ "-ay must

300 CHAPTER 7. PROPERTIES OF CONTEXT-FREE LANC UACES star out with some step A  BC. Then, B derives some prefix ofaiai+ ...a, say B  aiai+ ... a, for some k < j, Also, C must then derive the remainder of aia.i+" .aj, that. is, C We conclude that in order for A to be in Xi.i, we must find variables B and C, and integer k such that: 1. i_<k<j. 2. B is in Xi.. 3. C is in Xk+ 4. A --> BC is a production of C. Finding such variables A requires us to compare at most n pairs of previously computed sets: (Xii,Xi+,j), (Xi,i+,Xi+2,i), and so on, until (Xi,y_,Xj). The pattern, in which we go up the column below- Xi.i at the same time we go down the diagonal, is suggested by Fig. 7.13. Figure 7.13: Computation of Xiy requires matching the column below with the diagonal to the right Theorem 7.33: The algorithm described above correctly computes Xij for all i and j; thus w is in L(C) if and only if S is in Xtn. Moreover, the running time of the algorithm is O(na). PROOf: The reason the algorithm finds the correct sets of variables was plained as we introduced the basis and inductive parts of the algorithm. For the running time, note that there axe O(n 2) entries to compute, and each involves comparing and computing with n pairs of entries. It is important to remember tha, although there can be many vaxiables in each set XO, the grammar (7 is fixed and the number of its variables does not depend on n, the length of the string w whose membership is being tested. Thus, the time to compare two entries Xi and X+l,y, and find variables to go into Xij is O(1). As there are at most n such pairs for each Xi/, the total work is O(na). []

7.4. DECISION PROPERTIES OF CFL 'S 301 Example 7.34: The following are the productions of a CNF grammar G: 5' - AB [BC A - BAla B CCI b C - ABta We shall test for membership in L(G) the string baaba. Figure 7.14 shows the table filled in for this string. - (S,A,C} - {$,A} {B) ($,C} {$.A} {A, c3 b a a b a Figure 7.14: The table for string baaba constructed by the CYK algorithm To construct the first (lowest) row, we use the basis rule. Ve have only to consider which variables have a production body a (those variables are A and C) and which variables have body b (only B does). Thus, above those positions holding a we see the entry {A, C), and above the positions holding b we scc {B}. That is,Xx = X44 --' {B}, and X'2 = Xa3 = Xss = {A, C}. In the second row we see the values of Xr, X23, X34, and X4. For instance, let us see how X is computed. There is only one way to break the string from positions 1 to 2, which is ba, iuto two nonenpty substrings. The first must be position 1 and the second must bc position 2. In order for a variable to generate ha, it must have a body whose first variable is in Xlt = {B} (i.e., it generates the b) and whose second variable is in X.a = {A, C} (i.e., i generates the a). This body can only be BA or BC. If we inspect the grammar, we find that the productions A -+ BA and $ -) BC are ;he only ones with these bodies. Thus, the two heads, A and $, constitute Xla. For a more complex example, consider the computation of Xa4. We can break the string aab that occupies positions 2 through 4 by ending the first. string after position 2 or position 3. That is, we may choose k = 2 or k = 3 in the definition of X4. Thus, we must consider all bodies in X2._,X3 O XX44. This set of strings is {A, C}{$,C} U {B}{B} = {AS, AC, CS, CC, BB}. Of the

302 CHAPTER 7. PROPERTIES OF CONTEXT-FREE LANGUAGES five strings in this set, only CC is a body, and its head is B. Thus, 7.4.5 Preview of Undecidable CFL Problems In the next chapters we shall develop a remarkable theory that lets us prove formally that there are problems we cannot solve by any algorithm that can run on a computer. We shall use it to show that a number of simple-to-state questions about grammars and CFL's have no algorithm; they are called "un- decidable problems." For now, we shall have to content ourselves with a list of the most significant undecidable questions about context-free grammars and languages. The following are undecidable: 1. Is a given CFG C ambiguous? 2. Is a given CFL inherently ambiguous? 3. Is the intersection of two CFL's empty? 4. Are two CFL's the same? 5. Is a given CFL equal to E*, where E is the alphabet of this language? Notice that the flavor of question (1), about ambiguity, is somewhat different from the others, in that it is a question about a grammar, not a language. All the other questions assume that the language is represented by a grammar or PDA, but the question is about the language(s) defined by the grammar or PDA. For instance, in contrast to question (1), the second question asks, given a grammar G (or a PDA, for that matter), does there exist some equivalent grammar G  that is unambiguous. If G is itself unambiguous, then the answer is surely "yes," but if G is ambiguous, there could still be some other grammar G ' for the same language that is unambiguous, as we learned about expression grammars in Example 5.27. 7.4.6 Exercises for Section 7.4 Exercise 7.4.1: Give algorithms to decide the following: * a) Is L(G) finite, for a given CFG G? Hint: Use the pumping lemma. ! b) Does L(G) contain at least 100 strings, for a given CFG G? !! c) Given a CFG G and one of its variables A, is there any sentential form in which A is the first symbol. Note: Remember that it is possible for A to appear first in the middle of some sentential form but then for all the symbols to its left to derive e. Exercise 7.4.2: Use the technique described in Section 7.4.3 to develop linear- time algorithms for thc following questions about CFG's:

7.5. SUMMARY OF CHAPTER 7 303 a) Which symbols appear in some sentential form? b) Which symbols are nullable (derive e)? Exercise 7.4.3: Using the grammar G of Example 7.34, use the CYK algo- rithm to determine whether each of the following strings is in L(G): * a) ababa. b) baaab. c) aabab. Exercise 7.4.4: Show that in any CNF grammar, all parse trees for strings of length n have 2n - 1 interior nodes (i.e., 2n - 1 nodes with variables for labels). Exercise 7.4.5: Modify the CYK algorithm so can report the number of dis- tinct parse trees for the given input, rather than just reporting membership in the language. 7.5 Summary of Chapter 7 Eliminating Useless Symbols: A variable can be eliminated from a CFG unless it derives some string of terminals and also appears in at least one string derived from the start symbol. To correctly eliminate such useless symbols, we must first test whether a variable derives a terminal string, and eliminate those that do not along with all their productions. Only then do we eliminate variables that are not derivable from the start symbol. Eliminating e- and Unit-productions: Given a CFG, we can find another CFG that generates the same language, except for string e, yet has no e- productions (those with body e) or unit productions (those with a single waftable as the body). Chomsky Normal Form: Given a CFG that derives at least one nonempty string, we can find another CFG that generates the same laxaguage except for e, and is in Chomsky Normal Form: there are no useless symbols, and every production body consists of either two variables or one terminal. The Pumping Lemma: In any CFL, it is possible to find, in any sufficiently long string of the language, a short substring such that the two ends of that substring can be "pumped" in tandem; i.e., each can be repeated any desired number of times. The strings being pumped are not both e. This lemma, and a more powerful version called Ogden's lemma mentioned in Exercise 7.2.3, allow us to prove many languages not to be context-free.

304 CttAPTER 7. PROPERTIES OF CONTEXT-FREE LANGUAGES Operations That Preserve Context-Free Languages: The CFL's are closed under substitution union, concatenation, closure (star), reversal, and in- verse homomorphisms. CFL's are not closed mder intersection or com- plementation, but the intersection of a CFL and a regular language is always a CFL. Testing Emptiness of a CFL: Given a CFG, there is an algorithm to tell whether it generates any strings at all. A careful implementation allows this test to be conducted in time that is proportional to the size of the grammar itsel� Testing Membership in a CFL: The Cocke-Younger-Kasami algorithm tells whether a given string is in a given context-free language. For a fixed CFL, this test takes time O(nS), if n is the length of the string being tested. 7.6 References for Chapter 7 Chomsky normal form comes from [2]. Greibach normal form is from [4], al- though the construction outlined in Exercise 7.1.11 is due to M. C. Paull. Many of the fundamental properties of context-free languages come rom [1]. These ideas include the pumping lemma, basic closure properties, and tests for simple questions such as emptiness and finitehess of a CFL. In addition [6] is the source for the nonclosure under intersection and complementation, and [3] provides additional closure results, including closure of the CFL's under inverse homomorphism. Ogden's lemma comes from [5]. The CYK algorithm has three known independent sources. J. Cocke's work was circulated privately and never published. T. Kasarni's rendition of essen- tiaIly the seine algorithm appeared only in an internal US-Air-Force memoran- dum. However, the work of D. Younger was published conventionally [7]. Y. Bar-I-Iillel, M. Perles, and E. Shamir, "On formal properties of simple phrase-structure grammars," Z. Phonetik. Sprachwiss. Kommunikations- forsch. 14 (1961), pp. 143-172. 2. N. Chomsky, "On certain formal properties of grammars," Information and Control 2:2 (1959), pp. 137-167. 3. S. Ginsburg and G. Rose, "Operations which prerve definabitity in lan- guages," J. ACM 10:2 (1963), pp. 175-195. 4. S. A. Greibach, "A new normal-form theorem for context-free phrase structure grammars," J. ACM 12:1 (1965), pp. 42-52. 5. W. Ogden, "A helpful result for proving inherent ambiguity," Mathemat- ical Systems Theory 2:3 (1969), pp. 31-42.

7.6. REFERENCES FOR CHAPTER 7 3O5 6. S. Sche'mberg, "Noe on the booleam properties of context-free languages," Information and Contrvl 3:4 (1960), pp. 372-375. 7. D. H. Younger, *'Recognition and parsing of context-free languages in time ns," InJorrnatio and Control 10:2 (1967), pp. 159-208.

Chapter 8 Introduction to Turing Machines In this chapter we change our direction significantly. Until now, we have been interested primarily in simple classes of languages and the ways that they can be used for reIatively constra/ned problems, such as analyzing protocols, search- ing text, or paxsing programs. Now, we shall staxt looking at the question of what languages can be defined by any computational device whatsoever. This question is tantamount to the question of what computers can do, since recog- nizing the strings in a language is a formal way of expressing any problem, and solving a problem is a reasonable surrogate for what it is that computers do. We begin with an informal argument, using an assumed knowledge of C programming, to show that there are specific problems we cannot solve using a computer. These problems are called L'undecidable." We then introduce a venerable formalism for computers, called the Turing machine. While a Turing machine looks nothing like a PC, and would be grossly inefficient should some startup company decide to manufacture and sell them, the Turing machine long has been recognized as an accurate model for what any physical computing device is capable of doing. In Chapter 9, we use the Turing machine to dcvelop a theory of "undecid- able" problems, that is, problems that no computer can solve. We show that a number of problems that axe easy to express axe in fact undecidable. An ex- ample is telling whether a given grammax is ambiguous, and we shall see many others. 8.1 Problems That Computers Cannot Solve The purpose of this section is to provide an informal, C-programming-based introduction to the proof of a specific problem that computers cannot solve. The particular problem we discuss is whether the first thing a C program prints 307

308 CHAPTER 8. INTRODUCTION TO TURiNG MACHINES is hello, world. Although we might imagine that simulation of the program would allow us to tell what the program does, we must in reality contend with programs that take an unimaginably long time before making any output at all. This problem -- not knowing when, if ever, something will occur -- is the ultimate cause of our inability to tell what a program does. However, proving formally that there is no program to do a stated task is quite tricky, and we need to develop some formal mechanics. In this section, we give the intuition behind the formal proofs. 8.1.1 Programs that Print "Hello, World" In Fig. 8.1 is the first C program met by students who read Kernighan and Ritchic's classic book. 1 It is rather easy to discover that this program prints hello, world and terminates. This program is so transparent that it has become a common practice to introduce languages by showing how to write a program to print hello, world in those languages. main() { printl ("hello, world\n"); } Figure 8.1: Kernighan and Ritchie's hello-world program However, there are other programs that also print hello, world; yet the fact that they do so is far from obvious. Figure 8.2 shows another program that might print hello, world. It takes an input n, and looks for positive integer solutions to the equation x" + y" = z n. If it finds one, it prints hello, world. If it never finds integers z, y, and z to satisfy the equation, then it continues searching forever, and never prints hello, world. To understand what this program does, first observe that exp is an auxiliary function to compute exponentials. The main program needs to search through triples (x, y, z) in an order such that we are sure we get to every triple of positive integers eventually. To organize the search properly, we use a fourth variable, total, that starts at 3 and, in the while-loop, is increased one unit at a time, eventually reaching any finite integer. Inside the while-loop, we divide total into three positive integers x, y, and z, by first allowing x to range from 1 to total-2, and within that for-loop allowing y to range from 1 up to one less than what x has not 'already taken from total. What remains, which must be between 1 and total-:2, is given to z. In the innermost loop, the triple (x, y, z) is tested to see if x n + y" = z n. If so, the program prints hello, world, and if not, it prints nothing. 'B. W. Kernighan and D. M. Ritchie, The C Progmrnmin9 Lan#uage, I978, Prentice-Hall, Englewood Cliffs, NJ.

8.1. PROBLEMS THAT COMPUTERS CANNOT SOLVE 309 int exp(int i, n) /* computes i to the power n */ { int aris, j; /)_ns = l] for (j=l; j<=n; j++) ans *= i; retuzn(ans); main () { int n, total, x, y, z; scanf ("7, d", m); total = B; while (1) { for (x=l; x<=total-2; x++) for (y=l; y<=total-x-1; y++) { z = total - x - y; if (exp(x,n) + exp(y,n) == exp(z,n)) printf ("hello, world\n") } total++; Figure 8.2: Fermat's last theorem expressed as a hello-world program If the value of n that the program reads is 2, then it will eventually find combinations of integers such as total = 12, x = 3, y = 4, and z = 5, for which x n + yn = z n. Thus, for input 2, the program does print hello, world. However, for any integer n > 2, the program will never find a triple of positive integers to satisfy x  + yn = z n, and thus will fail to print hello, world. Interestingly, until a few years ago, it was not known whether or not this program would print hello, world for some large integer n. The claim that it would not, i.e., that there are no integer solutions to the equation x n + yn __ z n if n > 2, was made by Format 300 years ago, but no proof was found until quite recently. This statement is often referred to as "Fermat's last theorem." Let us define the hello-world problem to be: determine whether a given C program, with a given input, prints hello, world as the first 12 characters that it prints. In what follows, we often use, as a shorthand, the statement about a program that it prints hello, world to mean that it prints hello, world as the first 12 characters that it prints. It seems likely that, if it takes mathematicians 300 years to resolve a question

310 CHAPTER 8. INTRODUCTION TO TURING MACHINES Why Undecidable Problems Must Exist While it is tricky to prove that a specific problem, such as the "hello- world problem" discussed here, must be undecidable, it is quite easy to see why almost all problems must be undecidable by any system that involves programming. Recall that a "problem" is really membership of a string in a language. The number of different languages over any alphabet of more than one symbol is not countable. That is, there is no way to assign integers to the languages such that every language has an integer, and every integer is assigned to one language. On the other hand programs being finite strings over a finite alphabet (typically a subset of the ASCII alphabet), are countable. That is, we can order them by Iength, and for programs of the same length, order them lexicographically. Thus, we can speak of the first program, the second program, and in general, the ith program for any integer i. As a result, we know there are infinitely fewer programs than there are problems. If we picked a language at random, almost certainly it would be an undecidable problem. The only reason that most problems appear to be decidable is that we rarely are interested in random problems. Rather, we tend to look at fairly simple, well-structured problems, and indeed these are often decidable. However, even among the problems we are interested in and can state clearly and succinctly, we find many that are undecidable; the hello-world problem is a case in point. about a single, 22-1ine program, then the general problem of telling whether a given program, on a given input, prints hallo, orld must be hard indeed. In fact, any of the problems that mathematicians have not yet been able to resolve can be turned into a question of the form "does this program, with this input, print hello, eorld? Thus, it would be remarkable indeed if we could write a program that could examine any program P and input I for P, and tell whether P, run with I as its input, would print hello, world. We shall prove that no such program exists. 8.1.2 The Hypothetical "Hello, World" Tester The proof of impossibility of making the hello-world test is a proof by contra- diction. That is, we assume there is a program, call it H, that takes as input a program P and an input I, and tells whether P with input I prints wor].d. Figure 8.3 is a representation of what H does. In particular, the only output H makes is either to print the three characters yes or to print the two characters no. It always does one or the other. If a problem has an algorithm like H, that always tells correctly whether an instance of the problem has answer ';yes" or "no," then the problem is said to

8.1. PROBLEMS THAT COMPUTERS CANNOT SOLVE 311 P Hello-world tester H yes no Figure 8.3: A hypothetical program H that is a helloworld detector be "decidable." Otherwise, the problem is "undecidable." Our goal is to prove that H doesn't exist; i.e., the hello-world problem is undecidable. In order to prove that statement by contradiction, we are going to make several changes to H, eventually constructing a related program called H2 that we show does not exist. Since the changes to H are simple transformations that can be done to any C program, the only questionable statement is the existence of H, so it is that assumption we have contradicted. To simplify our discussion, we shall make a few assumptions about C pro- grams. These assumptions make H's job easier, not harder, so if we can show a "hello-world tester" for these restricted programs does not exist, then surely there is no such tester that could work for a broader class of programs. Our assumptions are: 1. All output is character-based, e.g., we are not using a graphics package or any other facility to make output that is not in the form o� characters. 2. All character-based output is performed using printf, rather than put- chax() or another character-based output function. We now assume that the program H exists. Our first modification is to change the output no, which is the response that H makes when its input program P does not print hello, world as its first output in response to input I. As soon as H prints "n," we know it will eventually follow with the "0. "2 Thus, we can modify any pr�n:f statement in H that prints "n" to instead print hello, eorld. Another prin:f statement that prints an "o" but not the "n" is omitted. As a result, the new program, which we call H, behaves like H, except it prints hello, orld exactly when H would print no. H is suggested by Fig. 8.4. Our ext transformation on the program is a bit trickier; it is essentially the insight that allowed Alan Turing to prove his undecidability result about Turing machines. Since we are really interested in programs that take other programs as input and tell something about them, we shall restrict H so it: a) Takes only input P, not P md I. 2Most likely, th, program would put no in one priat, but it could print the "n" in one prin and the %" in another.

312 CHAPTER 8. INTRODUCTION TO TUPJNG MACHINES H i yes hello, world Figure 8.4: H behaves like H, but it says hello, world instead of no b) Asks what P would do if its input were its own code, i.e., what would H do on inputs P as program and P as input I as ;veil? The modifications we must perform on Ht to produce the program Ha sug- gested in Fig. 8.5 are as follows: 1. Ha first reads tile extire input P and stores it in em array A, which it "malloc's" for the purpose. 3 2. Ha then simulates H, but whenever H1 would read input from P or I, Ha reads from the stored copy in A. To keep track of how much of P and I H has read, Ha can maintain two cursors that mark positions in A. p  //2 yes hello, world Figure 8.5:H2 behaves like H, but uses its input P as both P and � We axe now ready to prove Ha cannot exist. Thus, H does not exist, and likewise, H does not exist. The heart of the axgument is to envision what H2 does when given itself as input. This situation is suggested in Fig. 8.6. Recall that Ha, given any program P as input, makes output yes if P prints hello, world when given itself as inpnt. Also, Ha prints helio, world if P, given itself as input, does not print hello, world as its first output. Suppose that the Ha represented by the box in Fig. 8.6 makes the output yes. Then the H in the box is saying about its input Ha that Ha, given itself 3The UNIX malioc system function allocates a block of memory of a size speclfied in the call to reallot. This function is used when the amount of storage needed cannot be determined until the program is run, as would be the case if an input of arbitrary length were read. Typically, reallot would be called several times, as more and more input is read and progressively more space is needed.

8.1. PROBLEMS THAT COMPUTERS CANNOT SOLVE 313 H 2 --*- H 2 yes hello, world Figure 8.6: What does H2 do when given itself as input? as input, prints hello, world as its first output. But we just supposed that the first output /-/ makes in this situation is yes rather than hello, world. Thus, it appears that in Fig. 8.6 the output of the box is hello, world, since it must be one or the other. But if H, given itself as input, prints hello, world first, then the output of the box in Fig. 8.6 must be yes. Whichever output we suppose H makes, we can argue that it makes the other output. This situation is paradoxical, and we conclude that H2 cannot exist. As a result, we have contradicted the assumption that H exists. That is, we have proved that no program H can tell whether or not a given program P with input I prints hello, world as its first output. 8.1.3 Reducing One Problem to Another Now, we have one problem -- does a gSven program with given input print hello, world as the first thing it prints? -- that we know no computer prograph can solve. A problem that cannot be solved by computer is called undecidable. We shall give the formal definition of "undecidable" in Section 9.3, but for the moment, let us use the term informally. Suppose we want to determine whether or not some other problem is solvable by a computer. We can try to write a program to solve it, but if we cannot figure out how to do so, then we might try a proof that there is no such program. Perhaps wc could prove this new problem undecidable by a technique similar to what we did for the hello-world problem: assume there is a program to solve it and develop a paradoxical program that nust do two contradictory things, like the program H. However, once wc have one problem that we know is undecidable, we no longer have to prove the existence of a paradoxical situation. It is sufficient to show that if we could soIvc the new problem, then we could use that solution to solve a problem we already know is undecidablc. The strategy is suggested in Fig. 8.7; the technique is called the reduction of P1 to P. Suppose that we know problem P is undecidablc, and P'2 is a new problem that we would like to prove is undecidable as well. We suppose that there is a program represented in Fig. 8.7 by the diarnond labeled "decide"; this program prints yes or no, depending on whether its input instance of problem P2 is or is not in the language of that problernfi 4Recall that  problem is relly a language. When we talked of the problem of deciding

314 3VTRODUCTION TO TURING MACHINES CHAPTER 8. PI nc-e Consmet insta stance 13_0 Figure 8.7: If we could solve problem P, then we could use its solution to solve problem P In order to make a proof that problem P2 is undecidable, we have to invent a construction, represented by the square box in Fig. 8.7, that converts instances of P to instances of P2 that have the same answer. That is, any string in the language Pt is converted to some string in the language P2, and any string over the alphabet of P1 that is not in the language P is converted to a string that is not in the language Pe. Once we have this construction, we can solve Px as follows: 1. Given an instance of P1, that is, given a string w that may or may not be in the language P, apply the construction algorithm to produce a string 2. Test whether x is in P2, and give the same answer about w and Pt. If w is in P, then x is in Pa, so this algorithm says yes. If w is not in Pt, then x is not in P2, and the algorithm says no. Either way, it says the truth about w. Since we assumed that no algorithm to decide membership of a string in Pt exists, we have a proof by contradiction that the hypothesized decision algorithm for Pa does not exist; i.e., P9. is undecidable. Example 8.1: Let us use this methodoIogy to show that the question "does program Q, given input y, ever call kmction foo" is undecldable. Note that Q may not have a function foo, in which case the problem is easy, but the hard cases are when Q has a function foo but may or may not reach a call to foo with input y. Since we only know one undecldable probIem, the role of P in Fig. 8.7 wiI1 be played by the hello-world problem. P2 will be the cdls-foo problem just mentioned. We suppose there is a program that solves the calls-foo problem. Our job is to design an algorithm that converts the hello-world problem into the calls-foo problem. That is, given program Q and its input y, we must construct a program R and an input z such that/, with input z, calls foo if and only if Q with input y prints hello, world. The construction is not hard: whether a given program and input results in hello, orld as the first output, we were really talking about strings consisting of a C source program followed by whatever input file(s) the program reads. This set of strings is a language over the alphabet of ASCii characters.

8.1. PROBLEMS THAT COMPUTERS CANNOT SOLVE 315 Can a Computer Really Do All That? If we examine a program such as Fig. 8.2, we might ask whether it really searches for counterexamples to Fermat's last theorem. After all, integers are only 32 bits long in the typical computer, and if the smallest counterex- ample involved integers in the hillions, there would be an overflow error before the solution was found. In fact, one could argue that a computer with 128 megabytes of main memory and a 30 gigsbyte disk, has "only" 256 �'2s������ states, and is thus a finite automaton. However, treating computers as finite automata {or treating brains as finite automata, which is where the FA idea originated), is nnproduc- tire. The number of states involved is so large, and the limits so unclear, that you don't draw any useful conclusions. In fact, there is every reason to believe that, if wc wanted to, we could expand the set of states of a computer arbitrarily. For instance, we can represent integers as linked lists of digits, of arbitrary length. If we run out of memory, the program can print a request for a hutann to dismount its disk, store it, and replace it by an empty disk. As time goes on, the computer could print requests to swap among as many disks as the computer needs. This program would be far more complex than that of Fig. 8.2, but riot beyond our capabilities to write. Similar tricks would allow any other program to avoid finite limitations on the size of memory or on the size of integers or other data items. 1. If Q has a function called 500, rename it and 'all calls to that function. Clearly the new program Q does exactly what Q does. 2. Add to Q a function 500. This function does nothing, and is not called. The resulting program is 3. Modify Q to remember the first 12 characters that it prints, storing them in a global array A. Let the resulting program be 4. Modify Q3 so that whenever it executes any output statement, it then checks in the array A to see if it has written 12 characters or more, and if so, whether hello, orld are the first 12 chaxacters. In that case, call the new function 500 that was added in item (2). The resulting program is R, and input z is the same as y. Suppose that Q with input y prints hetZo, orq-d as its first output. Then R as constructed will call 5oo. Howevex, if Q with input y does not print hello, orld as its first output, then R will never call foo. tf we can decide whether R with input z calls 500, then we also know whether Q with input y (remember y = z) prints hell. o, orld. Since we know that no algorithm to

316 CHAPTER 8. INTRODUCTION TO TURING MACHINES The Direction of a Reduction Is Important It is a common mistake to try to prove a problem P. undecidable by reducing Pe to some known undecidable problem P1; i.e., showing the statement "if P is decidable, then Pa is decidable." That statement.. Mthough surely true, is useless, since i,s hypothesis "P is decidable" is false. The only way to prove a new problem Pa to be undecidable is reduce a known undecidable problem P1 to Pa. That way, we prove the statement "if P.o is decidable, then Pl is decidable." The contrapositive of that statement is "if P1 is undecidable, then P2 is undecidable." Since ve know that P undecidabte, we can deduce that P is undecidable. decide the hello-world problem exists, and MI four steps of the construction of R from Q could be carried out by a program that edited the code of programs, our assumption that there was a calts-foo tester is wrong. No such program exists, and the calls-foo problem is undecidable. [] 8.1.4 Exercises for Section 8.1 Exercise 8.1.1: Givc reductions from thc hcllo-world problem to each of the problems below. Use the informal style of this section for describing plausi- ble program transformations, and do not worry about the real limits such as maximum filc size or memory size that real cmnputers impose. *! a) Given a program and an input, does the program evcntuMly halt; i.e., does the program not loop forever on the input? b) Given a program and an input, does the program ever produce any out- put? ! c) Given two programs and an input, do the programs produce the same output for the given input? 8.2 The Turing Machine The purpose of the theory of undecidable problems is not only to establish the existence of such problems -- an intellectually exciting idea in its own right -- but to provide guidance to programmers about what they might or might not be able to accomplish through programming. The theory also has great pragmatic impact, when we discuss, as we shall in Chapter 10, problems that although decidable, require large amounts of time to solve them. These problems, called "intragtable problems," tend to present greater difficulty to the programmer

8.2. THB TURING MACHINE 317 and system designer than do the undccidable problems. The reason is that, while undecidable problems are usually quite obviously so, and their solutions are rarely attempted in practice, the intractable problems are faced every day. Moreover, they often yield to small modifications in the requirements or to heuristic solutions. Thus, the designer is faced quite frequently with having to decide whether or not a problem is in the intractable class, and what to do about it, if so. We need tools that will allow us to prove everyday questions undecidable or intractable. The technology introduced in Section 8.1 is useful for questions that deal with programs, but it does not translate easily to problems in unrelated domains. For example, we would have great difficulty reducing the hello-world problem to the question of whether a grammar is ambiguous. As a result, we need to rebuild our theory of undecidability, based not on programs in C or another language, but based on a very simple model of a com- puter, called the Turing machine. This device is essentially a finite automaton that has a single tape of infinite length on which it may read and write data. One adwntage of the Turing machine over programs as representation of what can be computed is that the Turing machine is sufficiently simple that we can represent its configuration precisely, using a simple notation much like the ID's of a PDA. In comparison, while C programs have a state, involving all the wetri- ables in whatever sequence of function calls have been made, the notation for describing these states is far too complex to allow us to nakc understandabIe, formal proofs. Using the Turing machine notation, we shall prove undccidable certain prob- lems that appear unrelated to programming. For instance, we shall show in Section 9.4 that "Posts Correspondence Problem," a simple question involving two lists of strings, is undecidablc, and this problem makes it easy to show questions about grammars, such as ambiguity, to be undecidablc. Likewise, when we introduce intractable problems we shall find that certain questions, seemingly having little to do with computation (e.g., satisfiability of boolean formulas), are intractable. 8.2.1 The Quest to Decide All Mathematical Questions At the turn of the 20th century, the mathematician D. Hilbert asked whether it was possible to find an algorithm for determining the truth or falsehood of any mathematical proposition. In paicular, he asked if there was a way to determine whether any formula in the first-order predicate calculus, applied to integcrs, was true. Since the first-order predicate calculus of integers is sufficiently powerful to express statements like "this grammar is ambiguous," or "this program prints lxeXlo, world," had Hilbert been successful, these problems would have algorithms that we now know do not exist. However, in 1931, K. GSdel published his famous incompleteness theorem. He constructed a formula in the predicate calculus pplied to integers, which asserted that the formula itself could be neither proved nor disproved within

318 CHAPTER 8. INTRODUCTION TO TURING MACHINES the predicate calculus. G'cktel's technique resembles the construction of the self-contradictory program H2 in Section 8.1.2, but deals with functions on the integers, rather than with C programs. The predicate calculus was not the only notion that mathematicians had for "any possible computation." In fact predicate calculus, being declarative rather than computational, had to compete with a variety of notations, including the "partial-recursive functions," a rather programming-language-like notation, and other similar notations. In 1936, A. M. Turing proposed the Turing machine as a model of ::any possible computation." This model is computer-like, rather than program-like, even though true electronic, or even electromechanical com- puters were several years in the future (and Turing himself was involved in the construction of such a machine during World War II). Interestingly, 'all the serious proposals for a model of computation have the same power; that is, they compute the same functions or recognize tile same languages. The unprovable assumption that any general way to compute will allow us to compute only the partial-recursive ftmctions (or equivalently what Turing machines or modern-day computers can compute) is known as Church's hypothesis (after the logician A. Church) or the Church-Tuqng thesis. 8.2.2 Notation for the Turing Machine We may visualize a Turing machine as in Fig. 8.8. The machine consists of a finite control, which can be in ay of a finite set of states. There is a tape divided into squares or cells; each celt can hold any one of a finite number of symbols. Finite conlxol Figure 8.8: A 7bring machine Initially, the input, which is a finite-length string of symbols chosen from the input alphabet, is placed on the tape. All other tape cells, extending infinitely to the left and right, initially hold a special symbol called the blank. The blank is a tape symbol but not an input symbol, and there may be other tape symbols besides the input symbols and the blank, as well. There is a tape head that is always positioned at one of the tape cells. The Turing machine is said to be scanning that cell. Initially, the tape head is at

8.2. THE TURING MACHINE 319 the leftmost cell that holds the input. A move of the Turing machine is a function of the state of the finite control and the tape symbol scanned. In one move, the Turing machine will: 1. Change state. The next state optionally may be the same as the current state. Write a tape symbol in the cell scauned. This tape symbol replaces what- ever symbol was in that cell. Optionally, the symbol written may be the same as the symbol currently there. Move the tape head left or right. In our formalism we require a move, and do not allow the head to remain stationary. This restriction does not constrain what a Turing machine can compute, since any sequence of moves with a stationary head could be condensed, along with the next tape-head move, into a single state change, a new tape symbol, and a move left or right. The formal notation we shall use for a Turing machine (TM) is similar to that used for finite automata or PDA's. We describe a TM by the 7-tuple M = 5, qo,B,F) whose components have the following meanings: Q: The finite set of states of the finite control. The finite set of input symbols. r: The complete set of tape symbols;  is always a subset of F. 5: The transition function. The arguments of 5(q, X) are a state q and a tape symbol X. The value of 5(q, X), if it is defined, is a triple (p, Y, D), where; 1. p is the next state, in Q. 2. Y is the symbols in F, written in the cell being scanned, replacing whatever symbol was there. 3. D is a direction, either L or R, standing for "left" or "right," respec- tively, and telling us the direction in which the head noves. q0: The start state, a member of Q, in which the finite control is found initially. B: The blank symbol. This symbol is in r but not in E; i.e., it is not an input symbol. The blank appears initially in all but the finite number of initial cells that hold input symbols. F: The set of final or accepting states, a subset of Q.

320 CHAPTFR 8. INTR�DUCTION TO TURING MACttlNtS 8.2.3 Instantaneous Descriptions for Turing Machines In order to describe formally what a Turing machine does, we need to develop a notation for configurations or instantaneous descriptions (ID's), like the tatlon we developed for PDA's. Since a TM, in principle, has an infinitely long tape, we might imagine that it is impossible to describe the configurations of a TM succinctly. However, a/tar any finite number of moves, the TM can have visited only a finite number of cells, even though the number of cells visited ca eventually grow beyond any finite limit. Thus, in every ID there is an infinite prefix and an infinite suffix of cells that have never been visited. These cells must all hold either blanks or one of the finite number of input symbols. We thus show in an ID only the ceils between the leftmost and the rightmost non- blanks. Under specia conditions, when the head is scanning one of the leading or trai/ing blanks, a finite number of blanks to the left or right of the nonblank portion of the tape must also be included in the ID. In addition to representing the tape, we must represent the finite control and the tape-head position. To do so, we embed the state in the tape, and place it immediately to the left of the cell scanned. To disambiguate the tape-plus-state string, we have to make sure that we do not use as a state any symboI that is also a tape symbol. However, it is easy to change the names of the states so they have nothing in common with the tape symbols, since the operation of the TM does not depend on what the states are called. Thus, we shall use the string XiX2... Xi-lqXiXi+l '" Xn to represent an ID in which 1. q is the state of the Turing machine. 2. The tape head is scanning the ith symbol from the left. 3. X X.-- X is the portion of the tape between the leftmost and the right- most nonblank. As an exception, if the head is to the left of the leftmost nonblank or to the right of the rightmost nonblank, then some prefix or sufFtx of X X -.- X, will be blank, and i will be i or n, respectively. We describe moves of a Turing machine M -- (Q, E,F, 5, qo, B,F) by the notation that was used for PDA's. When the TM M is understood, we shall use just I- to reflect moves. As usual 12- or just  will be used to indicate zero, one, or more moves of the TM M. Suppose 5(q, Xi) = 09, Y, L); i.e., the next move is leftward. Then XX2.-. Xi-qXiXi+ "'Xn - XX2" 'Xi-pX-YXi+ -. Notice how this move reflects the change to state p and the fact that the tape head is now positioned at cell i - 1. There are two important exceptions: 1. If i -- 1, then M moves to the blank to the left of X. In that case, qX X2..- X, ' pBYX.-. X, M

8.2. THE TURING MACHINE 321 2. If i = n and Y = B, then the symbol B written over X, joins the infinite sequence of trailing blanks and does not appear in the next ID. Thus, XX.. 'Xr,-qXn l- XX2--' Xn-2pXn- M Now, suppose 5(q, Xi) = (p, Y, R); i.e., the next move is rightward. Then XtX... Xi-tqXX+ ... Xn - XX2... Xi_YpXi+! ..' Xn Here, the move reflects the fact that the head has moved to cell i + 1. Again there are two important exceptions: 1. If i -- n, then the i + 1st cell holds a blank, alld that ceil was not part of the previous ID. Thus, we instead have XXe... Xn-iqXn  X1X:'" Xn-IYpB 2. If i = I and Y = B, then the symbol B written over X joins the infinite sequence of leading blanks and does not appear in the next ID. Thus, qXX.... Xn  pX... Xn Example 8.2: Let us design a Turing machine and see how it behaves on a typical input. The TM we construct wiI1 accept the language {0"1 n [ n _> 1). Initially, it. is given a finite sequence of O's and 1's on its tape, preceded and followed by an infinity of blanks. Alternately, the TM will change a 0 to an X and then a 1 to a Y, until all O's and 1's have been matched. In more detail, starting at the left end of the input, it repeatedly changes a 0 to an X and moves to the right over whatever O's and Y's it sees, until it comes to a 1. It changes the I to a Y, and moves left, over Y's and O's, until it finds an X. At that point, it looks for a 0 immediately to the right, and if it finds one, changes it to X and repeats the process, changing a matching 1 to a Y. If the nonblak input is not in 0'1' then the TM will eventually fail to have a next move and will die without accepting. However, if it finishes changing all the O's to X's on the same round it changes the last 1 to a Y, then it has found its input to be of the form 0nl" and accepts. The formal specification of the TM M is M = ({qo,q,q,qs,q4]-,{O, 1),{O, 1, X,Y,B},J, qo, B,{q4}) where 5 is given by the table in Fig. 8.9. As M performs its computation, the portion of the tape, where M's tape head has visited, will always be a sequence of symbols described by the regular expression X'0*Y*I'. That is, there will be some O's that have been changed

322 CHAPTER 8. INTRODUCTION TO TURING MACHiNES State Symbol 0 1 X Y B (q, x, R) - - (qs, ', R) - (q, 0, R) (q, �, L) - (q, Y, R) - (q2,0, L) - (qo, X, ) (q, Y, L) - - - - (q,Y,R) Figure 8.9: A Turing machine to accept {0'1 ' I n _> 1} to X's, followed by some O's that have not yet been changed to X's. Then there are some 1's that were changed to Y's, and 1% that have not yet been changed to �'s. There may or may not be some O's and 1% following. State q0 is the initial state, and M also enters state qo every time it returns to the leftmost remaining 0. If M is in state qo ad scanning a 0, the rule in the upper-left corner of Fig. 8.9 tells it to go to state q, change the 0 to an X, and move right. Once in state q, M keeps moving right over all O's and Y's that it finds on the tape, remaining in state q. If M sees an X or a B, it dies. However, if M sees a 1 when in state qz, it changes that 1 to a Y, enters state q, and starts moving left. In state q, M moves left over O's and Y's, remaining in state q2. When M reaches the rightmost X, which marks the right end of the block of O's that have already been changed to X, M returns to state q0 and moves right. There are two cases: 1. If M now sees a 0, then it repeats the matching cycle we have just de- scribed. 2. If M sees a Y then it has changed all the O's to X's. If all the 1's have been changed to Y's, then the input was of the form 0" n, and M should accept. Thus, M enters state qa, and starts moving right, over Y's. If the first symbol other than a Y that M sees is a blank, then indeed there were an equal number of 0% and 1%, so M enters state q4 and accepts. On the other hand, if M encounters another 1, then there are too many 1's, so M dies without accepting. If it encounters a 0, then the input was of the wrong form, and M also dies. Here is an example of an accepting computation by M. Its input is 0011. Initially, M is in state qo, scanning the first 0, i.e., M's initial ID is q00011. The entire sequence of moves of M is: qo0011 I- Xq011 - XOq 11 I- Xq20Y1 - q2XOY1 - XqoOY1 - XXqY1 - XXYq I t- XXq2YY t- XqeXYY - XXqoYY - XXYqaY - XXYYq.aB t- XXYYBqaB

8.2. THE TURING MACHINE 323 For another example, consider what M does on the input 0010, which is not in the language accepted. q00010 k Xq, 010 k X0q 10  XqaOYO [- q2XOYO [- XqoOYO k XXqYO [- XXYqO k XXYOqB The behavior of M on 0010 resembles the behavior on 0011, until in ID XXYqO M scans the final 0 for the first time. M must move right, staying in state qt, which takes it to the ID XXYOqB. However, in state q M has no move on tape symbol B; thus M dies and does not accept its input. [] 8.2.4 Transition Diagrams for Turing Machines We can represent, the transitions of a Turing machine pictorially, much as we did for the PDA. A transition diagram consists of a set of nodes corresponding to the states of the TM. An arc from state q to state p is labeled by one or more items of the form X/YD, where X and Y are tape winbols, and D is a direction, either L or R. That is, whenever 5(q, X) = (p, Y, D), we find the label X/YD on the arc from q to p. However, in our diagrams, the direction D is represented pictorially by <-- for "left" and - for "right." As for other kinds of transition diagrams, we represent the start state by the word "Star" and an arrow entering that state. Accepting states are indicated by double circles. Thus, the only information about the TM one cannot read directly from the diagram is the symbol used for the blank. We shall assume that symbol is B unless we state otherwise. Example 8.3: Figure 8.10 shows the transition diagram for the Turing ma- chine of Example 8.2, whose transition function was given in Fig. 8.9. [] Example 8.4: While today we find it most co,veuient to think of Turing ma- chines as recognizers of languages, or equivalently, solvers of problems, Turings original view of his machine was as a computer of integer-valued functions. In his scheme, integers were represented in unary, as blocks of a single character, and the machine computed by changing the lengths of the blocks or by con- structing new blocks elsewhere on the tape. In this simple example, we shall show how a Turing machine might compute the 5unction -', which is called monus or proper subtraction and is defined by m -' n = max(m - n, 0). That is, m - n is m - n if m >_ n and 0 if m < n. A TM that performs this operation is specified by M = ({qo,q,-..,q}, {0, 1}, {0, 1,B},5, qo, B) Note that, since this TM is not used to accept inputs, we have omitted the seventh component, which is the set of accepting states. M will start with a tape consisting of 0'10 = surrounded by blanks. M halts with 0 "n on its tape, surrounded by blanks.


324 CHAPTER 8. INTRODUCTION TO TURING MACHINES Start OtX  y/ y-- y/ y- Figure 8.10: Transition diagram for a TM that accepts strings of the form 01  M repeatedly finds its leftmost remaining 0 and replaces it by a blank. It then searches right, looking for a 1. After finding a 1, it continues right, until it comes to a 0, which it replaces by a 1. M then returns left, seeking the leftmost 0, which it identifies when it first meets a blank and then moves one cell to the right. The repetition ends if either: Searching right for a 0, M encounters a blank. Then the n O's in 0ml0  have all been changed to 1's, and n + 1 of the m 0's have been changed to B. M replaces the n + 1 1's by one 0 and n B's, leaving rn,- n 0's on the tape. Since m _> n in this case, m - n - m -' n. Beginning the cycle, M cannot nd a 0 to change to a blank, because the first m O's already have been changed to B. Then n _> m, so m '- n -- 0. M replaces all remaining 1's and O's by B and ends with a completely blank tape. Figure 8.11 gives the rules of the transition function 5, and we have also represented 5 as a transition diagram in Fig. 8.12. The following is a summary of the role played by each of the seven states: qo: This state begins the cycle, and also breaks the cycle when appropriate. If M is scanning a 0, the cycle must repeat. The 0 is replaced by B, the head moves right, and state q is entered. On the other hand, if M is

8.2. THE TURING MACHINE 325 State Symbol 0 1 B (q,, B,/t) (qs,B,/t) - (a,o, a) (q, ,s) - (q3, , L) (q2, ,t) (q4, B,�) (qs, 0, L) (q3, 1, L) (qo, S,/) (q4,0, L) (q4, B, L) (q6, 0, (qa,B,R) (q,B,R) (q,,S, irt) Figure 8.11: A Turing machine that computes the proper-subtraction function Stagt B/ B -->- O 1 l/B:" B '->' B/ 0 ->' f o B/ O/ B TM i/B--->- Bf B -'<-- liB-r- Figure 8.12: Transitlon diagram for the TM of Example 8.4 01 0 1t 1 '--

326 CHAPTER 8. INTRODUCTION TO TURING MACttlNES scanning 1, then all possible matches between the two groups of O's on the tape have been made, and M goes to state q, to make the tape blank. qt: In this state, M searches rigtit, through the initial block of 0's, looking for the leftmost 1. When found, M goes to state q2: AI moves right, skipping over 1's, until it finds a 0. It changes that 0 to a 1, turns leftward, and enters state qa. However, it is also possible that there are no more O's left after the block of 1's. hi that case, M in state q encounters a blank. We have case (1) described above, where n O's in the second block of O's have been used to cancel n of the rn O's in the first block, and the subtraction is complete. M enters state q4, whose purpose is to convert the 1's on the tape to blanks. qa: A! moves left, skipping over O's and 1's, until it finds a blank. When it finds B, it moves right and returns to state q0, begimping the cycle again. q4: Here, the subtraction is complete, but one unmatched 0 in the first block was incorrectly changed to a B. M therefore moves left, changing l's to B's, until it encounters a B on the tape. It changes that B back to 0, and enters state qo, wherein M halts. qs: State q, is entered from qo when it is found that all O's in the first block have been changed to B. In this case, described in (2) above, the result of the proper subtraction is 0. M changes all remaining O's and 1's to B and enters state qc. qo: The sole purpose of this state is to allow M to halt when it has finished its task. If the subtraction had been a subroutine of some more complex function, then qa would initiate the next step of that laxget computation. 8.2.5 The Language of a Turing Machine We have intuitivcly suggested the way that a Turing madfine accepts a lan- guage. The input string is placed on the tape, and the tape head begins at the leftmos input synbol. If the TM eventually enters an accepting state, then the input is accepted: and otherwise not. More formally, let A4 = (Q, E, F, 5, qo, B, F) be a Turing macjine. Then L(M) is the set. of strings w in I]* such that qow k  ap for some state p in F and any tape strings a and/. This definition was assumed when we discussed the Turing machine of Example 8.2, which accepts strings of the form The set of languages we can accept using a Turing machine is often called the recursively enumerable languages or RE languages, The term "recursively enumerable" comes from computational formalisms that predate the Turing machine but that define the same clmss of languages or arithmetic functions. We discuss the origins of the term as an aside (box) in Section 9.2.1.

8.2. THE TURING MACHLNE 327 Notational Conventions for Turing Machines The symbols we normally use for Turing machines resemble those for the other kinds of automata we have seen. 1. Lower-case letters at the beginning of the alphabet stand �or input symbols. 2. Capital letters, typically near the end of the alphabet, are used for tape symbols that may or may not be input symbols. However, B is generally used for the blank symbol. 3. Lower-case letters near the end of the alphabet are strings of input symbols. 4. Greek letters are strings of tape symbols. 5. Letters such as q, p, and nearby letters are states. 8.2.6 Turing Machines and Halting There is another notion of "acceptance" that is commonly used for Turing machines: acceptance by halting. We say a TM halts if it enters a state q, scanning a tape symbol X, and there is no move in this situation; i.e., (q, X) is undefined. Example 8.5: The Turing machine M of Example 8.4 was not designed to accept a language; rather we viewed it as computing an arithmetic function. Note, however, that M halts on all strings of O's and l's, since no matter what string M finds on its tape, it will eventually cancel its second group of O's, if it can find such a group, against its first group of O's, and thus must reach state qs and halt. We can always assume that a TM halts if it accepts. That is, without changing the language accepted, we can make (q, X) undefined whenever q is an accepting state. In general, without otherwise stating so: � We assume that a TM always halts when it is in an accepting state. Unfortunately, it is not always possible to require that a TM halts even if it does not accept. Those languages with Turing mechines that do ht eventualIy, regardless of whether or not they accept, are called recurslye, ad we shall consider their mportant properties starting in Section 9.2.1. Turing machines that always halt, regardless of whether or no they accep[, are a good model of an "algorithm." If an algorithm to solve a given problem exists, then

328 CHAPTER 8. INTRODUCTION TO TURING MACHINES we say the problem is "decidable," so TM's that always halt figure importantly into decidabiIity theory in Chapter 9. 8.2.7 Exercises for Section 8.2 Exercise 8.2.1: Show the ID's of the TUring machine of Fig. 8.9 if the input tape contains: * a) 00. b) 00011. c) oo1_. Exercise 8.2.2: Design Turing machines for the following ia,nguages: * a) The set of strings with an equal number of O's and 1 b) {a%'c" I n _> 1}. c) {w'w tt I w is any tring of O's md l's}. Exercise 8.2.3: Design a Turing machine that takes as input a number N mtd adds 1 to it in binary. To be precise, the tape initially contains a $ followed by N in binary. The tape head is inltial]y scanning the $ in state q0- Your TM sttould halt with N+i, in binary, on its tape, scanning the leftmost symbol of N + 1, in state qf. You may destroy the $ in creatb,g N + 1, if necessary. For instance, q0510011  $q/10100, and q0511111 [ qf100000. a) Give the transitions of your Turing machine, and explain the purpose of each state. b) Show the sequence of ID's of your TM when given input $111. *'! Exercise 8.2.4: In this exercise we explore the equivalence between function computation and language recognition for Turing machines. For simplicity, we shall consider only functions fi'om nonnegative integers to nonnegative integers, but the ideas of this problem apply to any computable functions. Here are the two central definitions: Define the graph of a function f to be the set of all strings of the form Ix, f(x)], where x is a nonnegative integer in binary, and f(x) is the value of function f with argument x, also written in binary. � A Turing machine is said to compute function f if, started with any non- negative integer x on its tape, in binary, it halts (in any state) with f(x), in binary, on its tape. Answer the following, with informal, but (:lear constructions.

8.3. PROGRAMMING TECHNIQUES FOR TURING MACItlNES 329 a) Show how, given a TM that computes f, you can construct a TM that accepts the graph of f as a language. b) Show how, given a TM that accepts the graph of f, you can construct a TM that computes f. c) A function is said to be partial if it may be undefined for some arguments. If we extend the ideas of this exercise to partial functions, then we do not require that the TM computing f halts if its input x is one of the integers for which .f(x) is not defined. Do your constructions for parts (a) and (b) work if the function jr is partial? If not, explain how you could modify the construction to make it work. Exercise 8.2.5: Consider the Turing machine M = ({qo, ql,q2,qf},{O, 1),{O, 1, B},5, qo, B,{qI}) Informally but clearly describe the language L(M) if 5 consists of the following sets of rules: * a) ((q0,0) = (ql, 1, tr); (ql,1) = (q0,0,/{); 5(q,,B) --(qf,B,R). b) ((q0, 0) -- (qo,B,/:); ((q0, 1) -- (ql,B,/); ((ql, 1) = (ql,B,R); 5(qx,B) -- (q.t,B,). !c) (qo,0)= (ql, l,R); (q,,1)= (q2,0, L); 6(q2,1)----(qo,l,R); 6(ql,B)= (q, B, 8.3 Programming Techniques for Turing Machines Our goal is to give you a sense of [tow a flitring machine can be used to compute in a mamner not unlike that of a conventional computer. Eventually, we want to convince you that a TM is exactly as powerful as a conventional computer. In particular, we shall learn that the Turing machine cem perform the sort of calculations on other Turing machines that we saw performed in Section 8.1.2 by a program that examined other programs. This "introspective" ability of both Turing machines and computer programs is what enables us to prove problems undecidable. To make the ability of a TM clearer, we shall present a number of examples of how we might think of the tape and finite control of the Turing machine. None of these tricks extend the basic model of tile TM; they are only notational conveniences. Later, we shall use them to simulate extended Turing-machine models that have additional features -- for instance, more than one tape -- by the basic TM model.

330 CHAPTER 8. INTRODUCTION TO TURING MACHINES 8.3.1 Storage in the State We can use the finite control not only to represent a position in the "program" of the Turing machine, but to hold a finite amount of data. Figure 8.13 suggests this technique (as well as another idea: multiple tracks). There, we see the finite control consisting of not only a "control" state q, but three data elements A, B, and C. The technique requires no extension to the TM model; we mereIy think of the state as a tuple. In the case of Fig. 8.13, we should think of the state as [q, A, B, C]. Regarding states this way allows us to describe transitions in a more systematic way, often making the strategy behind the TM program more transparent. Track 1 Track 2 Track 3 State Storage q A B C X Y Z Figure 8.13: A Turing machine viewed as having finite-control storage and multiple tracks Example 8.6: We shall design a TM M = (Q, {0, 1}, {0, 1, B},5, [qo, Bl,(lq,B]) ) that remembers in its finite control the first symbol (0 or 1) that it sees, and checks that it does not appear elsewhere on its input. Thus, M accepts the language 01'+ 10'. Accepting regular languages such as this one does not stress the ability of Turing machines, but it will serve as a simple demonstration. The set of states Q is {q0, qt} x {0, I, B}. That is, the states may be thought of as pairs with two components: a) A control portion, qo or q, that remembers what the TM is doing. Con- trol state q0 indicates that M has not yet read its first symbol, while q indicates that it has read the symbol, and is checking that it does not appear elsewhere, by moving right and hoping to reach a blank cell. b) A data portion, which remembers the first symboI seen, which must be 0 or 1. The symbol B in this component means that no symbol has been read.

8.3. PROGRAMMING TECHNIQUES FOR TURING MACHINES 331 The transition function 5 of M is as follows: 1. 5([qo, B], a) = ([q, a], a, R) for a = 0 or a = 1. Initially, qo is the control state, and the data portion of the state is B. The symbol scantted is copied into the second component of the state, and M moves right, entering control state q as it does so. 2. (([ql,a],) = ([ql, a],, J) where  is the "complement" of a, that is, 0 if a = 1 and 1 if a = 0. In state q, M skips over each symbol 0 or 1 that is different from the one it has stored in its state, and continues moving right. 3. a], B) = ([ql, B], B, R) for a = 0 or a = 1. If M reaches the first blank, it enters the accepting state [q, B]. Notice that M has no definition for 5([q, a], a) for a = 0 or a = 1. Thus, if M encounters a second occurrence of the symbol it stored initially in its finite control, it halts without having entered the accepting state. [] 8.3.2 Multiple Tracks Another useful ':trick" is to think of the tape of a Turing machine as composed of several tracks. Each track can hold one symbol, and the tape alphabet of the TM consists of tuples, with one component for each "track." Thus, for instance, the cell scanned by the tape head in Fig. 8.13 contains the symbol IX, Y, Z t. Like the technique of storage in the finite control, using multiple tracks does not extend what the Turing machine can do. It is simply a way to view tape symbols and to imagine that they have a useful structure. Example 8.7: A common use of multiple trcks is to treat one track as holding the data and a second track as holding a mark. We can check off each symbol as we "use" it, or we can keep track of a small number of positions within the data by marking only those positions. Examples 8.2 and 8.4 were two instances of this technique, but in neither example did we think explicitly of the tape as if it were composed of tracks. In the present example, we shall use a second track explicitly to recognize the non-context-free language Lwcw= {wcw lwisin (0+1) +} The Turing machine we shall design is: M = (q, Z, r, , [q,, B], [S,B], where: Q: The set of states is {ql,q2,...,qo} x {0,1, B}, that is, pairs consisting of a control state qi and a data component: 0, 1, or blank. We again use tle technique of storage in the finite control, as we allow the state to remember an input symbol 0 or 1.

332 CHAPTER 8. INTRODUCTION TO TURING MACHINES F: The set of tape symbols is {B,,} x {0, t, c, B}. The first component, or track, can be either blank or "checked," represented by the symbols B and *, respectively. We usc thc� to check off symbols of the first and second groups of O's and I's, eventually confirming that the string to the left of the center marker c is the same as the string to its right. The second component of the tape symbol is what we think of as the tape symbol itself. That is, we may think of the symbol lB, X] as if it were the tape symbol X, for X = 0, i, c, B. E: The input symbols are [B, 0] and [B, 1], which, as just mentioned, we identify with 0 and 1, respectively. 5: The trmsit. ion filnction 5 is defined by the following rules, in which a and b each may stand for either 0 or 1. 1. 5([q,B], [B,a]) -- ([q2,a], [,,a],R). In the initial st, ate, M picks up the symbol a (which can be either 0 or 1), stores it in its finite control, goes to control state q2, "checks off" the symbol it just scanned, and moves right. _Notice that by changing the first component of the tape symbol from B to ,, it performs the cheek-off. 2. 5([q2, a], lB, b]) -- ([q, a], lB, b], R). M moves right, looking for the symbol c. Remember that a and b can each be either 0 or 1, inde- pendently, but cannot be c. 3. 5([q2, a], [B, c]) -- ([q, a], lB, el, R). When M finds the c, it continues to move right, but changes to control state qa. 4. 5([qs, a], [,, = a], [,, hi, R). In state qa, M continues past all checked symbols. 5. 5([qa, aI, lB, a]) = ([qa, B], [*, a], L). If the first unchecked symbol that M finds is the saxne as the symbol in its finite control, it checks this symbol, because it has matched the corresponding symbol from the first block of O's and i's. 3I goes to control state q4, dropping the symbol from its finite control, and starts moving left. 6. ([q4, B], [*, a D = (Iq, B], [,, a], L). M moves left over checked sym- bols. 7. 5(Iq4, B], lB, cJ) -- ([qs, BI, lB, el, L). When M encounters the sym- bol c, it switches to state qa and continues left. In state qa, M must make a decision, depending on whether or not the symbol immedi- ately to the left of the c is checked or unchecked. If checked, then we have already considered the entire first block of O's and 1's -- those to the left of the c. We must make sure that all the O's and 1's to the right of the c are also checked, and accept if no unchecked symbols remain to the right of the c. If the symbol immediateIy to the left of the c is unchecked, we find the leftmost unchecked symbol, pick it up, and start the cycle that began in state ql.

8,3, PROGRAMMING TECHNIQUES FOR TURING MACHINES 333 8. 6([qs, B], lB, a]) ---- ([qs, Bt, {B, a], L). This [)ranch covers the case where the symbol to the left of c is unchecked. M goes to state qo and continues left, looking for a checked symbol. O. 5(lq,,B], lB, a]) = ([q6, B], [B,a], L). As long  symbols e un- checked, M remas in sgate qa d procds left.. 10. 5([q6, B], [*,a]) = ([q,,B],[*, al, R). When the checked symbol is found, M enters state q d moves right to pick up the first un- dueeked sbol. 11. 5([qs, B], [*, a]) = ([q7, B], [*, a], R). Now, let us pick up the brallC}l from state qa where we have just noved left from the c d find a check symbol. We stt mog right ain, entering state qt. 12. 5([qT, B], lB, c]) = ([qs, B], lB, c], R). In state qz we shall surely see the c. We enter state qs  we do so, and proceed right. 13. 5([qs B], [., a]) = ([qs, B], [., a] R). M moves right in state qs, skip- ping over any ked O's or l's hat it finds. 14. 5([qs, B], lB, B]) = ([q, B], lB, B], R). If M reaches a blank cell is state qs without encountering any unchecked 0 or l, then M accepts. If M first finds an unchecked 0 or 1, then the blocks before d after the c do not match, and M halts without accepting. 8.3.3 Subroutines As with programs in general, it helps to think of Turing nachines as built frmn a collection of interacting compouents, or "subroutines." A Turing-nachine subroutine is a set of states that perform some useful process. This set of states includes a start state and another state that temporarily has no moves, and that serves as the "return" state to pass control to whatever other set of states called the subroutine. The "call" of a subroutine occurs whenever there is a transition to its initial state. Since the TM has no mechanism for remembering a "return address," that is, a state to go to after it finishes, should our desigu of a TM call for one subroutine to be called from several states, we can make copies of the subroutine, using a new set of states for each copy. The "calls;; are made to the start states of different copies of the subroutine, and each copy "returns" to a different state. Example 8.8: We shall design a TM to implement the function "multiplica- tion." That is, our TM will start with 0m]0nl on its tape, and will end with 0 m" on the tape. An outline of the strategy is: 1. The tape will, in general, have one nonblank string of the form 010"10 n for some k.

334 CHAPTER 8. INTRODUCTION TO TURINC MACHINES 2. In one basic step, we change a 0 in the first group to B and add n O's to the last group, giving us a string of the form 0 -x 1010 (k+t). 3. As a result, we copy the group of n O's to the end m times, once each time we change a 0 in the first group to B. When the first group of O's is completely changed to blanks, there will be ran O's in the last group. 4. The final step is to change the leading I0nl to blanks, and we are done. The heart of this algorithm is a subroutine, which we call Copy. This sub- routine implements step (2) above, copying the block of n O's to the end. More precisely; Copy converts an ID of the form 0m-klq0"10 (k-)n to ID om-klq5OnlO ks. Figure 8.14 shows the transitions of subroutine Copy. This subroutine marks the first 0 with an X, moves right in state q2 until it finds a blank, copies the 0 there, and moves left in state qs to find the ,narker X. It repeats this cycle until in state q it finds a I instead of a 0. At that point, it uses state q4 to change the X's back to O's, and ends in state qs. Tt,e complete multiplication Turing machine starts in state q0. The first thing it. does is go, in several steps, from ID q00ra10 n to ID 0rn-lq0al. The transitions needed are shown in the portion of Fig. 8.15 to the left of the sub- routine call; these transitions involve states q0 and qa only. Then, to the right of the subroutine call in Fig. 8.15 we see states q through qx. The purpose of states q?, qs, and q, is to take control after Copy has just copied a block of n O's, and is in ID Om-klqsOnlO kn. Eventually, these states bring us to state q00 "-10'10 kn. At that point, the cycle starts again, and Copy is called to copy the block of n O's again. As an exception, in state qs the TM may find that all ra O's have been changed to blanks (i.e., k = rs). In that case, a transition to state q0 occurs. This state, with the help of state q, changes the leading 10"1 to blanks and enters the halting state qr. At this point, the TM is in ID q120mn and its job is done. El 8.3.4 Exercises for Section 8.3 Exercise 8.3.1: Redesign your Turing machines from Exercise 8.2.2 to take advantage of the programming techniques discussed in Section 8.3. ! Exercise 8.3.2: A common operation in "luring-machine programs involves "shifting over." Ideally, we would like to create an extra cell at the current head position, in which we could store some character. However, we cann,t edit the tape in this way. Rather, we need to move the contents of each of the cells to the right of the current head position one cell right, and then find oar way back to the current head position. Show how to perform this operatim. Hint: Leave a special symbol to mark the position to which the head must return.

8.3, PROGRAMMING TECHNIQUES FOR TuILrNG MACHINES 335 Start , O/X '-'- 111  1tl -- 111  010 ::" 0/0  XI X ---. X/O  Start O/B TM Figure 8.14: The subroutine Copy B/ B--:"- o,o I 0t0 < 1/I-.,- B/B lib   Figure 8.15: The complete multiplication program uses the subroutine Copy

336 CHAPTER 8. INTRODUCTION TO TURING MACHINES * Exercise 8.3.3: Design a subroutine to move a TM head from its current position to the right, skipping over all O's, until reaching a 1 or a blank. If the current position does not hold 0, then the TM should halt. You may assume that there are no tape symbols other than 0, 1, and B (blank). Then, use this subroutine to design a TM that accepts all strings of O's and 1's that do not have two 1's in a row. 8.4 Extensions to the Basic Turing Machine In this section we shall see certain computer models that. axe related to Turing machines and have the same language-recognizing power as the basic model of a TM with which we have been working. One of these, the multitape Turing machine, is important because it is much easier to see how a multitape TM can simulate real computers (or other kinds of Turing machines), compared with the single-tape model we have been studying. Yet the extra tapes add no power to the model, as far as the ability to accept languages is concerned. We then consider the nondeterministic Turing machine, an extension of the basic model that is allowed to make any of a finite set of choices of move in a given situation. This extension also mkes "programming" Turing machines easier in some circumstances, but adds no language-defining power to the basic model. 8.4.1 Multitape Turing Machines A multitape TM is as suggested by Fig. 8.16. The device has a finite control (state), and some finite number of tapes. Each tape is divided into cells, and each cell can hold any symbol of the finite tape alphabet. As in the single-tape TM, the set of tape symbols includes a blank, and has a subset caIled the input symbols, of which the blank is not a member. The set of states includes an initial state and some accepting states. Initially: 1. The input, a finite sequence of input symbols, is placed on the first tape. 2. All other cells of all the tapes hold the blank. 3. The finite control is in the initial state. 4. The head of the first tape is at the left end of the input. 5. All other tape heads are at some arbitrary cell. Since tapes other than the first tape are completely blank, it does not matter where the head is placed initially; all cells of these tapes "look" the same. A move of the multitape TM depends on the state and the symbol scanned by each of the tape heads. In one move, the multitape TM does the following:

8.4. EXTENSIONS TO THE BASIC TUPdNG MACHINE 337 Figure 8.16: A multitape Turing machine 1. The control enters a new state, which could be the same as the previous state. On each tape, a new tape symbol is written on the cell scanned. Any of these symbols may be the same as the symbol previously there. Each of the tape heads makes a move, which can be either left, right, or stationary. The heads move independently, so different heads may move in different directions, and some may not move at all. We shall not give the formal notation of transition rules, whose form is a straightforward generalization of the notation for the one-tape TM, except that directions are now indicated by a choice of L, R, or $. For the one- tape machine, we did not allow the head to remain stationary, so the $ option was not present. You should be able to imagine an appropriate notation for instantaneous descriptions of the configuration of a multitape TM; we shall not give this notation formally. Multitape Turing machines, like one-tape TM's, accept by entering an accepting state. 8.4.2 Equivalence of One-Tape and Multitape TM's Recall that the recursively enumerable languages axe defined to be those cepted by a one-tape TM. Surely, multitape TM's accept all the recursively enumerable languages, since a one-tape TM is a multitape TM. However, are there languages that are not recursively enumerable, yet are accepted by mul- titape TM's? The answer is "no," and we prove this fact by showing how to simulate a multitape TM by a one-tape TM.

338 CHAPTER 8. INTRODUCTION TO TURING MACHINES Theorem 8.9: Every language accepted by a multitape TM is recursively enumerable. PROOF: The proof is suggested by Fig. 8.17. Suppose language L is accepted by a k-tape TM M. We simulate M with a one-tape TM N whose tape we think of as having 2k tracks. Half these tracks hold the tapes of M, and the other half of the tracks each hold only a single marker that indicates where the head for the corresponding tape of M is currentIy located. Figure 8.17 assumes k = 2. The second and fourth tracks hold the contents of the first and second tapes of M, track 1 holds the position of the head of tape 1, and track 3 holds the position of the second tape head. X A A A A X B  8 2 B i Bj Figure 8.17: Simulation of a two-tape Turing machine by a one-tape Turing machine To simulate a move of M, N's head must visit the k head markers. So that N not get lost, it must remember how many head markers are to its left at all times; that count is stored as a component of N's finite control. After visiting each head marker and storing the scanned symbol in a component of its finite control, N knows what tape symbols are being scanned by each of M's heads. N also knows the state of M, which it stores in N's own finite control. Thus, N knows what move M will make. N now revisits each of the head markers on its tape, changes the symbol in the track representing the corresponding tapes of M, and moves the head markers left or right, if necessary. Finally, N changes the state of M as recorded in its own finite control. At this point, N has simulated one move o[ M. We select as N's accepting states all those states that record M's state as one of the accepting states of M. Thus, whenever the simulated M accepts, N also accepts, and N does not accept otherwise. O

8.4. EXTENSIONS TO THE BASIC TURING MACHINE 339 A Reminder About Finitehess A common fallacy is to con{use a value that is finite at ay time with a set of values that is finite. The many-tapes-to-one construction may help us appreciate the difference. In that construction, we used tracks on the tape to record the positions of the tape heads. Why could we not store these positions as integers in the finite control? Carelessly, one could argue that after n moves, the TM can have tape head positions that must be within n positions of original head positions, and so the head only has to store integers up to n. The problem is that, while the positions are finite at any time, the complete set of positions possible at any time is infinite. If the state is to represent any head position, then there must be a data component of the state that has any integer as value. This component forces the set of states to be infinite, even if only a finite number of them can be used at any finite time. The definition of a Turing machine requires that the set of states be finite. Thus, it is not permissible to store a tape-head position in the finite control. 8.4.3 Running Time and the Many-Tapes-to-One Construction Let us now introduce a concept that will become quite important later: the "time complexity" or "running time" of a Turing machine. We say the running time of TM M on input w is the number of steps that M makes before halting. If M doesn't halt on w, then the running time of M on w is infinite. The time complexity of TM M is the function T(n) that is the maximum, over all inputs w of length n, of the running time of M on w. For Turing machines that do not halt on all inputs, T(n) may be infinite for some or even all n. However we shall pay special attention to TM's that do halt on all inputs, and in particular, those that have a polynomial time complexity T(n); Section 10.1 initiates this study. The construction of Theorem 8.9 seems clumsy. In fact, the constructed one tape TM may take much more running time than the multitape TM. However, the amounts of time taken by the two Turing machines are commensurate in a weak sense: the one-tape TM takes time that is no more than the square of the time taken by the other. While "squaring" is not a very strong guarantee, it does preserve polynomial running time. We shall see in Chapter 10 that: a) The difference between polynomial time and higher growth rates in run- ning time is really the divide between what we can solve by computer and what is in practice not solvable. b) Despite extensive research, the running time needed to solve many prob-

340 CttAPTER 8. INTRODUCTION TO TURING MACItlNB$ lems has not been resolved closer than to within some polynomial. Thus, the question of whether we are using a one-tape or multitape TM to solve the problem is not crucial when we examine the running time needed to solve a particular problem. The argument that the running times of the one-tape mid multitape TM's are within a square of each other is as follows. Theorem 8.10: The time taken by the one-tape TM N of Theorem 8.9 to simulate n moves of the k-tape TM M is PROOF: After n moves of M, the tape head markers cannot have separated by more than 2n cells. Thus, if N starts at the leftmost marker, it has to move no more them 2n cells right, to find all the head markers. It can then make an excursion leftward, changing the contents of the simulated tapes of M, and moving head markers left or right as needed. Doing so requires no more than 2n moves left, plus at most 2k moves to reverse direction and write a marker X in the cell to the right (in the case that a tape head of M moves right). Thus, the number of moves by N needed to simulate one of the first n moves is no more than 4n + 2k. Since k is a constant, independent of the number of moves simulated, this number of moves is O(n). To simulate n moves requires no more than n times this amount, or O(n2). [] 8.4.4 Nondeterministic Turing Machines A nondeterministic Turing machine (NTbO differs from the deterministic vari- ety we have been studying by having a transition function 5 such that for each state q and tape symbol X, 5(q, X) is a set of triples ((q,Y,D), (q2,Y2,D2),..., (q,Y,D)} where k is any finite integer. The NTM can choose, at each step, any of the triples to be the next move. It cannot, however, pick a state from one, a tape symbol from another, and the direction from yet another. The language accepted by an NTM M is defined in the expected manner, in analogy with the other nondetern/mistic devices, such as NFA's and PDA's, that we have studied. That is, M accepts an input w if there is any sequence of choices of move that leads from the initial ID with w as input, to an ID with an accepting state. The existence of other choices that do not lead to an accepting state is irrelevant, as it is for the NFA or PDA. The NTM's accept no languages not accepted by a deterministic TM (or DTM if we need to emphasize that it is deterministic). The proof involves showing that for every NTM Mv, we can construct a DTM Mr) that explores the ID's that 3/lv can reach by any sequence of its choices. If kid finds one that has an accepting state, then MD enters an accepting state of its own. MD must be systematic, putting new ID's on a queue, rather them a stack, so that after some finite time M has simulated all sequences of up to k moves of for k = 1, 2, ....

8.4. EXTENSIONS TO THE BASIC TURING MACHINE 341 Theorem 8.11: If My is a nondeterministic Turing machine, then there is a deterministic Turing machine MD such that L(_MN) = L(Mr)). PROOF: Mr> will be designed as a multitape TM, sketched in Fig. 8.18. The first tape of MD holds a sequence of ID's of My, including the state of MN. One ID of MN is marked as the "current" ID, whose successor ID's are in the process of being discovered. In Fig. 8.18, the third ID is marked by an x along with the inter4D separator, which is the ,. All ID's to the left of the current one have been explored and can be ignored subsequently. Queue IDI oflD's Scratch tape Finite control x *ID2 *ID3 Figure 8.18: Simulation of an NTM by a DTM To process the current ID, MD does the following: MD examines the state and scanned symbol of the current YD. Built into the finite control of MD is the knowledge of what choices of move MN has for each state and symbol. If the state in the current ID is accepting, then MD accepts and simulates My no further. However, if the state is not accepting, and the state-symbol combination has k moves, then MD uses its second tape to copy the ID and then make k copies of that ID at the end of the sequence of ID's on tape 1. MD modifies each of those k ID's according to a different one of the k choices of move that Mv has from its current ID. MD returns to the marked, current ID, erases the mark, and moves the mark to the next ID to the right. The cycle then repeats with step (1). It should be clear that the simulation is accurate, in the sense that Mr w/tl only accept if it finds that My can enter an accepting 1-D. However, we need to confirm that if MN enters an ccepting ID after a sequence of n of its own moves, then Mr) will eventually make that ID the current ID and will accept.

342 CHAPTER 8. INTRODUCTION TO TURING MACHINES Suppose that m is the maximum number of choices MN has in any configu- ration. Then there is one initial ID of M/v at most rn ID's that MN can reach after one move, at most ra 2 ID's MN can reach after two moves, and so on. Thus, after n moves, MN can reach at most 1 + ra + m  + ... + m n ID's. This number is at most nm" ID's. The order in which MD explores ID's of Mzv is ':breadth first"; that is, it expIores all ID's reachable by 0 moves (i.e., the initial ID), then all ID's reach- able by one move, then those reachable by two moves, and so on. In particular, Mz> will make current, and consider the successors of, all ID's reachable by up to n moves before considering any ID's that axe only reachable by more than n moves. As a consequence, the accepting ID of Mv will be considered by MD among the first nm n ID's that it considers. We only caxe that /D considers this ID in some finite time, and this bound is sufficient to assure us that the accepting ID is considered eventually. Thus, if MN accepts, then so does MD. Since we already observed that if MD accepts it does so only because Mv accepts, we conclude that L(Mv) = L(MD). [] Notice that the constructed deterministic TM may take exponentially more time than the nondeterministic TM. It is unknown whether or not this expo- nential slowdown is necessary. In fact, Chapter 10 is devoted to this question and the consequences of someone discovering a better way to simulate NTM's deterministically. 8.4.5 Exercises for Section 8.4 Exercise 8.4.1: Informally but clearly describe multitape Turing machines that accept each of the languages of Exercise 8.2.2. Try to make each of your Turing machines run in time proportional to the input length. Exercise 8.4.2: Here is the transition function of a nondeterministic TM M = ( {qo,q,q2}, {0, 1}, {0, 1,B},,qo, B, {q.}): 510 I B q0 I ((q0, l, R)} 0, n)) 0 q ((q,0, R), (qo,O,L)} {(q,l,R), (q0,1, L)} ((q2,B,n)) Show the ID's reachable from the initial ID if the input is: *a) 01. b) 011. ! Exercise 8.4.3: Informally but clearly describe nondeterministic Turing ma- chines -- multitape if you like -- that accept the following languages. Try to

8.4. EXTENSIONS TO THE BASIC TURING MACHINE 343 take advantage of nondeterminism to avoid iteration and save time in the non- deterministic sense. That is, prefer to have your NTM bramch a lot, while each branch is short. * a) The language of all strings of O's and l's that have some string of length 100 that repeats, not necessarily consecutively. Formally, this Ianguage is the set of strings of O's and l's of the form wxyxz, where Ixl ---- 100, amd w, y, and z are of arbitrary length. b) The language of all strings of the form ww2... #w,, for any n, such that each wl is a string of O's and 1's, and for some j, wj is the integer j in binary. c) The language of all strings of the same form as (b), but for at least two values of j, we have wj equal to j in binary. ! Exercise 8.4.4: Consider the nondeterministic Turing machine M -- ((qo,qt,q2, q.},{O, 1)-, {0, 1,B},&qo, B, {qf}) Informally but clearly describe the language L(M) if 5 consists of the following sets of r,les: (qo, o) = {(qo, x, n)}; = 5(q, = {(qo, 1, n)}; 5(q,B) = {(q,,B, R)}. * Exercise 8.4.5: Consider a nondeterministic TM whose tape is infinite in both directions. At some time, the tape is completely blank, except for one cell, which holds the symbol $. The head is currently at some blank cell, and the state is q. a) Write transitions that will enable the NTM to enter state p, scanning the $. ! b) Suppose the TM were deterministic instead. How would you enable it to find the $ and enter state p? Exercise 8.4.6: Design the following 2-tape TM to accept the language of all strings of O's and 1's with an equal number of each. The first tape contains the input, and is scanned from ]eft to right. The second tape is used to store the excess of O's over 1's, or vice-versa, in the part of the input seen so far. Specify the states, transitions, and the intuitive purpose of each state. Exercise 8.4.7: In this exercises, we shall implement a stack using a special 3-tape TM. 1. The first tape will be used only to hold and read the input. The input alphabet consists of the symbol ?, which we shall interpret as "pop the stack," and the symbols a and b, which axe interpreted as "push an a (respectively b) onto the stack."

344 CHAPTER 8. LNTRODUCTION TO TUttlNG M'ACHINES The second tape is used to store the stack. 3. The third tape is the output tape. Every time a symbol is popped from the stack, it must be written on the output f,pe, following all previously written symbols. The Turing machine is required to start with an empty stack and implement the sequence of push and pop operations, as specified on the input, reading from left to right. If the input causes the TM to try to pop and empty stack, then it must halt in a special error state qe- If the entire input leaves the stack empty at the end, then the input is accepted by going to the final statc qf. Describe the transition fi, nction of the TM informally but clearly. Also, give a summary of the purpose of each state you use. Exercise 8.4.8: In Fig. 8.17 we saw an example of the general simulation of a k-tape TM by a one-tape TM. * a) Suppose this technique is used to simulate e; 5-tape TM that had a tape alphabet of seven symbols. How many- tape symbols would the one-tape TM have? * b) c) An alternative way to simulate k tapes by one is to use a (k + I)st track to hold the head positims of eli k tapes, wtfile the first k tracks simulate the k tapes in the obvious manner. Note that in the (k + 1)st track, we must be careful to distinguish among the tape heads ad to allow- for the possibility that two or more heads are at the same cell. Does this method reduce the number of tape symbols needed for the one-tape TM? Another way to simulate k tapes by 1 is to avoid storing the head positions altogether. Rather, a (k + 1)st track is used only to mark one cell of the tape. At all times, each simulated tape is positioned on its track so the head is at the marked cell. If the k-tape TM moves the head of tape i, then the simulating one-tape TM slides the entire nonblank contents of the ith track one cell in the opposite direction, so the marked cell continues to hold the cell scanned by the ith tape head of the k-tape TM. Does this method help reduce the munber of tape symbols of the one-tape TM? Does it have any drawbacks compared with the other methods discussed? Exercise 8.4.9: A k-ead Turing machine has k heads reading cells of one tape. A move of this TM depends on the state and on the symbol scanned by each head. In one move, the TM can change state, write a new symbol on the cell scanned by each head, and can move each head left, right, or keep it stationary. Since several heads may be scanning the same cell, we assume the heads are numbered 1 through k, and the symbol written by the highest numbered head scanning a given cell is the one that actually gets written there. Prove that the languages accepted by' k-head Tnring machines are the same as those accepted by ordinary TM's.

8.5. RESTRICTED TUllINC MACItlNES 345 Exercise 8,4.10: A two-dimensional Turing machine has the usual finite-state control but a tape that is a two-dimensional grid of cells, infinite in all directions. The input is placed on one row of the grid, with the head at the left end of the input and the control in the start state, as usual. Acceptance is by entering a final state, also as usual. Prove that the languages accepted by two-dimensional Turing machines are the same as those accepted by ordinary TM's. 8.5 Restricted Turing Machines We have seen seeming generalizations of the Turing machine that do not add any languagesrecognizing power. Now, we shall consider some examples of apparent restrictions on the TM that also give exactly the same language-recognizing power. Our first restriction is minor but useful in a nmnber of constructions to be seen later: we replace the TM tape that is infinite in both directions by a tape that is infinite ofiy to the right. We also forbid this restricted TM to print a blank as the replacement tape symbol. The value of these restrictions is that we can assume ID's consist of only nonblank symbols, mid that they always begin at the left end of the input. We then explore certain kinds of multitape Turing machines that are gen- eralized pushdown automata. First, we restrict the tapes of the TM to beha-e like stacks. Then, we further restrict the tapes to be "counters," that is, they can only represent one integer, and the TM can only distinguish a count of 0 from any nonzero count. The impact of this discussion is that there are several very simple kinds of automata that have the full power of any computer. More- over, undecidable problems about Turing machines, which we see in Chapter 9, apply as well to these simple machines. 8.5.1 Turing Machines With Semi-infinite Tapes While we have allowed the tape hcad of a Turing machine to move either left or right from its initial position, it is only necessary that the TM's head be allowed to move within the positions at and to the right of the initial head position. In fact, we can assume the tape is semi-infinite, that is, there are no cells to the left of the initial head position. In the next theorem, we shall give a construction that shows a TM with a semi-infinite tape can simulate one whose tape is, like our original TM model, infinite in both directions. The trick behind the construction is to use two tracks on the semi-infinite tape. The upper track represents the cells of the original TM that are at or to the right of the initial head position. The lower track represents the positions left of the initial position, but in reverse order. The exact arrangement is suggested in Fig. 8.19. The upper track represents cells X0,X,... , where Xo is the initial position of the head; X, X2, and so on, are the cells to its right. Cells X-z, X-2, and so on, represent cells to the left of the initial position. Notice the * on the leftmost cell's bottom track. This symbol serves as an

346 CHAPTER 8. INTRODUCTION TO TURLNG MACHINES endmarker and prevents the head of the semi-infinite TM from accidentally falling off the left end of the tape. X o X X 2 ... � X_ 1 X_ 2 ... Figure 8.19: A semi-infinite tape can simulate a two-way infinite tape We shall make one morc restriction to our Turing machine: it never writes a blank. This simple restriction, coupled with the restriction that the tape is only semi-infinite means that the tape is at all times a prefix of nonblank symbols followed by an infinity of blanks. Further, the sequence of nonblanks always begins at the initial tape position. We shall see in Theorem 9.19, and again in Theorcm 10.9, how useful it is to assume ID's have this form. Theorem 8.12: Every laaguage accepted by a TM M is also accepted by a TM M with the following restrictions: 1. M 's head never moves left of its initial position. 2. Mt never writes a blank. PROOF: Condition (2) is quite easy. Create a new tape symbol B t that func- tions as a blank, but is not the blank B. That is: a) If M2 has a rule 52(q,X) -- (p,B,D), change this rule to 52(q,X)  (p,B',D). b) Then, let d2(q, B') be the same as 52(q, B), for every state q. Condition (1) requires more effort. Let be the TM M as modified above, so it never writes the blank B. Construct where: Q: The states of M axe {q0, q } U (Q x {U, L}). That is, the states of M are the initial state q0 another state qa, and all the states of M with a second data component that is either U or L (upper or lower). The second component tells us whether the upper or lower track, as in Fig. 8.19 is being scanned by M. Put another way, U means the head of M2 is at or to the right of its initial position, and L means it is to the left of that position.

8.5. RESTRICTED TURING MACHINES 347 F: The tape symbols of M1 are all pairs of symbols from F2, that is, F2 x F2. The input symbols of M1 are those pairs with an input symbol of M2 in the first component and a blank in the second component, that is, pairs of the form in, B], where a is in E. The blank of M1 has blanks in both components. Additionally, for every symbol X in F., there is a pair iX, *] in Fl. Here, * is a new symbol, not in F, and serves to mark the left end of M,'s tape. 61: The transitions of M1 are as follows: 1. 51 (q0, in, B]) = (ql, In, ,], R), for any a in . The first move of Mt puts the * marker in the lower track of the Ieftmost cell. The state becomes ql, and the head moves right, because it cannot move left or remain stationary. 2. 5t (ql, iX, B]) = ([q, U], iX, B], L), for any X in F2. In state ql, establishes the initial conditions of M, by returning the head to its initial position and changing the state to [q2, U], i.e., the initial state of M, with attention focused on the upper track of Mi. 3. If 52(q,X) = (p,�,D), then for every Z in F: (a) a, ([q, v], ix, z]) = ([p, v], [Y, z], D) and (b) 51 ([q, L], [Z, X]) = ([p, L], [Z, Y], ), where  is the direction opposite D, that is, L if D = R and R if D = L. If M is not at its leftmost cell, then it simulates M.z on the appropriate track -- the upper track if the second component of state is U and the lower track if the second component is L. Note, however, that when working on the lower track, Ms moves in the direction opposite that of M. That choice makes sense, because the left half of M's t-ape has been folded, in reverse, along the lower track of M, 's tape. 4. If 52 (q, X) - (p, Y, R), then 5 ([q, L], IX, ,]) = a ([q, U], IX, .1) = ([p, U], [Y, *],R) This rule covers one case of how the left endmarker * is handled. If M2 moves right rom its initial position, then regardless of whether it had previously bn to the left or the right of that position (as reflected in the fact that the second component of Ml'S state could be L or U), M must move right and focus on the upper track. That is, M will next be at the position represented by X in Fig. 8.19. 5. If 52(q,X) = (p,Y,L), then 51 ([q, L], IX, .]) = 5x ([q, U], IX, .]) = ([p, L], [Y, *l, R) This rule is similar to the previous, but covers the case where moves left from its initial position. M must move right, from its

348 CHAPTER 8, INTRODUCTION TO TURING MACHINES endmarker, but now focuses on the lower track, i.e., the cell indicated by X-1 in Fig. 8.19. F: The accepting states F are those states in Fax {U,L}, that is all states of g,l whose first component is an accepting state of M2. The attention of M may be focused on either the upper or lower track at the time it accepts. The proof of the theorem is now essentially complete. We may observe by induction on the number of movcs made by Me that Mt will mimic the ID of Me on its own tape, if you take the lower track, reverse it-, and follow it by the upper track. Also, we note that M enters one of its accepting states exactly when M.2 does. Thus, L(M1) = L(M2). [] 8.5,2 Multistack Machines We now consider several computing models that are based on generalizations of the pushdown automaton. First, we consider what happens when we give the PDA several stacks. We already know, from Example 8.7, ,hat a Turing nachine can accept languages that are not accepted by any PDA with one stack. It turns out that if we give the PDA two stacks, then it can accept any language that a TM can accept. We shall then consider a class of machines called "counter machines." These machines have only the ability to store a finite number of integers ("counters"), and to make different moves depending on which if any- of the counters are currently 0. The counter machine can only add or subtract one from the counter, and cannot tell two different nonzero counts from each other. In effect, a counter is like a stack on which we can place only two symbols: a hottom-of-stack marker that appears only at the bottom, and one other symbol that may be pushed and popped from thc stack. _ Finite  Input state Accept/reject control Figure 8.20: A machine with three stacks

8.5. RESTRICTED TURING MACHINES 349 We shall not give a formal treatment of the multistack machine, but the idea is suggested by Fig. 8.20. A k-stack machine is a deterministic PDA with k stacks. It obtains its input, like the PDA does, from an input source, rather than having the input placed on a tape or stack, as the TM does. The multistack machine has a finite control, which is in one of a finite set of states. It has a finite stack alphabet, which it uses for all its stacks. A move of the multistack machine is based on: 1. The state of the finite control. 2. The input symbol read, which is chosen from the finite input alphabet. Alternatively, the multistack machine can make a move using e input, but to make the machine deterministic, there cannot be a choice of an e-move or a non-e-move in any situation. 3. The top stack symbol on each of its stacks. In one move, the multistack machine can: a) Change to a new state. b) Replace the top symbol of each stack with a string of zero or more stack symbols. There can be (and usually is) a different replacement string for each stack. Thus, a typical transition rule for a k-stack machine looks like: 5(q,a, Xt, X.,... ,Xk) = (p,'n,ff,... ,') The interpretation of this rule is that in state q, with Xi on top of the ith stack, for i = 1,2, .... k, the machine may consume a (either an input symbol or e) from its input, go to state p, and replace Xi on top of the ith stack by string 7i, for each i = 1, 2,..., k. The multistack machine accepts by entering a final state. We add one capability that simplifies input processing by this deterministic machine: we assume there is a special symbol $, called the endmarker, that appears only at the end of the input and is not part of that input. The presence of the endmarker allows us to know when we have consumed all the available input. We shall see in the next theorem how the endmarker makes it easy for the multistack machine to simulate a Turing machine. Notice that the conventional TM needs no special endmarker, because the first blmk serves to mark the end of the input. Theorem 8.13: If a lanbmage L is accepted by a Taring machine, then L is accepted by a two-stack machine.

350 CHAPTER 8. INTRODUCTION TO TURING MACHINES PROOF: The essential idea is that two stacks can simulate one Turing-machine tape, with one stack holding what is to the left of the head and the other stack holding what is to the right of the head, except for the infinite strings of bIanks beyond the leftmost and rightmost nonblanks. In more detail, let L be L(M) for some (one-tape) TM M. Our two-stack machine $ will do the following: 1. S begins with a bottom-of-stack marker on each stack. This marker can be the start symbol for the stacks, and must not appear elsewhere on the stacks. In what foltows, we shalI say that a "stack is empty" when it contains only the bottom-of-stack marker. 2. Suppose that w$ is on the input of S. S copies w onto its first stack, ceasing to copy when it reads the endmarker on the input. 3. $ pops each symbol in turn from its first stack and pushes it onto its second stack. Now, the first stack is empty, and the second stack holds w: with the left end of w at the top. 4. $ enters the (simulated) start state of M. It has a empty first stack, representing the fact that M has nothing but blanks to the left of the cell scanned by its tape head. $ has a second stack holding w, representing the fact that w appears at and to the right of the cell scanned by head. 5. S simulates a move of M as follows. (a) S knows the state of M: say q, because $ simulates the state of M in its own finite control. (b) $ knows the symbol X scanned by M's tape head; it is the top of $'s second stack. As an exception, if the second stack has only the bottom-of-stack marker, then M has just moved to a blank; S interprets the symbol scanned by M as the blank. (c) Thus, $ knows the next move of M. (d) The next state of M is recorded in a component of S's finite control, in place of the previous state. (e) If M replaces X by Y and moves right, then S pushes � onto its first stack, representing the fact that Y is now to the left of M's head. X is popped off the second stack of $. However, there are two exceptions: i. If the second stack has only a bottom-of-stack marker (and there- fore, X is the blank), then the second stack is not changed; M has moved to yet another blank further to the right. if. IfY is blank, and the first stack is empty, then that stack remains empty. The reason is that there are still only blanks to the left of M's head.

8.5. RESTRICTED TURING MACHINES 351 (f) If M replaces X by Y and moves left, $ pops the top of the first stack, say Z, then replaces X by ZY on the second stack. This change reflects the fact that what used to be one position left of the head is now at the head. As an exception, if Z is the bottom-of-stack marker, then M must push BY onto the second stack and not pop the first stack. 6. S accepts if the new state of M is accepting. Otherwise, S simulates another move of M in the same way. 8.5.3 Counter Machines A counter machine may be thought of in one of two ways: 1. The counter machine has the same structure as the multistack machine (Fig. 8.20), but in place of each stack is a counter. Counters hold any nonnegative integer, but we can only distinguish between zero and nonzero counters. That is, the move of the counter machine depends on its state, input symbol, and which, if any, of the counters are zero. In one move, the counter machine can: (a) Change state. (b) Add or subtract i from any of its counters, independently- However, a counter is not allowed to become negative, so it cannot subtract 1 from a counter that is currently O. 2. A counter machine may also be regarded as a restricted multistack ma- chine. The restrictions are as follows: (a) There are only two stack symbols, which we shall refer to as Zo (the bottom-of-stack marker), and X. (b) Zo is initially on each stack. (c) We may replace Zo only by a string of the form XiZo, for some i _> 0. (d) We may replace X only by X i for some i _> 0. That is, Z0 appears only on the bottom of each stack, and all other stack symbols, ff any, are X. We shall use definition (1) for counter machines, but the two definitions clearly define machines of equivalent power. The reason is that stack Xi7,o can be identified with the count i. In definition (2), we can tell count 0 from other counts, because for count 0 we see Z0 on top of the stack, and otherwise we see X. However, we cannot distinguish two positive counts, since both have X on top of the stack.

352 CHAPTER 8. INTRODUCTION TO TURING MACHINES 8.5.4 The Power of Counter Machines There are a few observations about the languages accepted by counter machines that are obvious but worth stating: � Every language accepted by a counter nachine is recursively enumcrable. The reason is that a counter machine is a special case of a stack machine, and a stack machine is a special case of a multitape Turing machine, which accepts only recursively enumerable languages by Theorem 8.9. � Every language accepted by a one-counter machine is a CFL. Note that a counter, in point-of-view (2), is a stack, so a one-counter machine is a special case of a one-stack machine, i.e., a PDA. In fact, the languages of one-counter machines are accepted by deterministic PDA's, although the proof is surprisingly complex. The difficulty in the proof stems from the fact that the multistack and counter machines have an endmarker $ at the end of their input. A nondeterministic PDA can guess that it has seen the last input symbol and is about to see the $; thus it is clear that a nondeterministic PDA without the endmarker can simulate a DPDA with the endmarker. However, the hard proof, which we shall not attack, is to show that a DPDA without the endmarker can simulate a DPDA with the endmarker. The surprising result about counter machines is that two counters are enough to simulate a Turing machine and therefore to accept every recursively enumerable language. It is this result we address now, first showing that three counters are enough, and then simulating three counters by two counters. Theorem 8.14: Every recursively enumerable language is accepted by a three- counter machine. PROOF: Begin with Theorem 8.13, which says that every recursivcly enumer- able language is accepted by a two-stack machine. We then need to show how to simulate a stack with counters. Suppose there axe r - 1 tape symbols used by the stack machine. We may identify the symbols with the digits 1 through r - 1, and think of a stack XX2 "' X, as an integer in base r. That is, this stack (whose top is at the left end, as usual) is represented by the integer X,.r '- + Xn_r a-a + ... + Xar + X. We use two counters to hold the integers that represent each of the two stacks. The third counter is used to adjust the other two counters. In particular, we need the third counter when we either divide or multiply a. count by r. The operations on a stack can be broken into three kinds: pop the top symbol, change the top symbol, and push a symbol onto the stack. A move of the two-stack machine may involve several of these operations; in particular, replacing the top stack symbol X by a string of symbols must be broken down into replacing X and then pushing additional symbols onto the stack. perform these operations on a stack that is represented by a count i, as follows.

8.5. RESTRICTED TURING MACHINES 353 Note that it is possible to use the finite control of the multistack machine to do each of the operations that requires counting up to r or Iess. 1. To pop the stack, we must replace i by i/v, throwing away any remainder, which is X1. Starting with the third counter at 0, we repeatedly reduce the count i by r, and increase the third counter by 1. When the counter that originally held i reaches 0, we stop. Then, we repeatedly increase the original counter by I and decrease the third counter by 1, until the third counter becomes 0 again. At this time, the counter that used to hold i holds i / r. 2. To change X to Y on the top of a stack that is represented by count i, we increment or decrement i by a small amount, surely no more than r. If Y ; X, as digits, increment i by Y - X; if Y  X then decrement i by X-Y. 3. To push X onto a stack that initially holds i, we need to replace i by ir + X. We first multiply by r. To do so, repeatedly decrement the count i by 1 and increase the third counter (which starts from 0, as ways), by r. When the original counter becomes 0, we have ir on the third counter. Copy the third counter to the original counter and make the third counter 0 again, as we did in item (1). Finally, we increment the original counter byX. To complete the construction, we must initialize the counter to simulate the stacks in their initial condition: holding only the start symbol of the two-stack machine. This step is accomplished by incrementing the two counters involved to some small integer, whichever integer from I to r - 1 corresponds to the start symbol. [] Theorem $.15: Every recursively enumerable language is accepted by a two- counter machine. lPOOF: With the previous theorem, we only have to show how to simulate three counters with two counters. The idea is to represent the three counters, say i, j, and k, by a single integer. Tle integer we choose is m -- 2i3J5 . One counter will hold this number, while the other is used o help multiply or divide m by one of the first three primes: 2, 3, and 5. To simulate the three-counter machine, we need to perform the following operations: 1. Increment i, j, and]or k. To increment i by 1, we multiply m by 2. We already saw in the proof of Theorem 8.14 how to multiply a count by any constant r, using a second counter. Likewise, we increment j by multiplying m by 3, and we increment k by multiplying m by 5. 2. Tell which, if any, of i, j, and k are 0. To tell if i -- 0, we must determine whether m is divisible by 2. Copy m into the second counter, using the state of the counter machine to remenber whether we have decremented

354 CHAPTER 8. INTRODUCTION TO TURING MACHINES Choice of Constants in the 3-to-2 Counter Construction Notice how important it is in the proof of Theorem 8.15 2, 3, and 5 are distinct primes. If we had chosen, say m  2i3J4 , then m - 12 could represent either i = 0, j  1, and k  1, or it could represent i - 2, j = 1, and k = 0. Thus, we could not tell whether i or k was 0, and thus conld not simulate the 3counter machine reliably. m an even or odd number of times. If we have decremented m an odd number of times when it becomes 0, then i = 0. We then restore rn by copying the second counter to the first. Similarly, we test if j = 0 by determining whether m is divisible by 3, and we test if k  0 by determining whether rn is divisible by 5. Decrement i, j, and/or k. To do so, we divide rn by 2, 3, or 5, respec- tively. The proof of Theorem 8.14 tells us how to perform the division by any constaut, using an extra counter. Since the 3-counter machine cannot decrease a count below 0, it is an error, and the simulating 2-counter ma- chine halts without accepting, if m is not evenly divisible by the constant by which we are dividing. 8.5.5 Exercises for Section 8.5 Exercise 8.5.1: Informally but clearly describe counter machines that accept the following languages. In each caze, use as few counters a possible, but not more than two counters. * a) (O"l " [- _> m _> 2). b) *! c) {abc  [ i = j or i = !! d) {;Yc  I i -- j or i =  or j = Exercise 8.5.2: The purpose of this exercise is to show that a one-stack ma- chine with an endmarker on the input has no more power than a deterministic PDA. L$ is the concatenation of language L with the language containing only the one string $; that is, L$ is the set of all strings w$ such that w is in L. Show that if L$ is a language accepted by a DPDA, where $ is the endmarker symbol, not appearing in any string of L, then L is also accepted by some DPDA. Hint:

8.6. TUBING MACHINES AND COMPUTERS 355 This question is really one of showing that the DPDA languages are closed un- der the operation L/a defined in Exercise 4.2.2. You must modify the DPDA P for L$ by replacing each of its stack symbols X by all possible pairs (X, $), where $ is a set of states. If P has stack XX2... X,, then the constructed DPDA for L has stack (X, S)(X, $)..- (Xn, Sn), where each Si is the set of states q such that P, started in ID (q, a, XiXi+i ... Xn) will accept. 8.6 Turing Machines and Computers Now, let us compare the Turing machine and the common sort of computer that we use daily. While these models appear rather different, they can accept exactly the same languages -- the recursively enumerable languages. Since the notion of "a common computer" is not well defined mathematically, the arguments in this section are necessarily informal. We must appeal to your intuition about what computers can do, especially when the numbers involved exceed normal limits that are built into the architecture of these machines (e.g., 32-bit address spaces). The claims of this section can be divided into two parts: 1. A computer can simulate a Turing machine. 2. A Turing machine can simulate a computer, and can do so in an amount of time that is at most some polynomial in the number of steps taken by the computer. 8.6.1 Simulating a Turing Machine by Computer Let us first examine how a computer can simulate a Turing machine. Given a particular TM M, we must write a program that acts like M. One aspect of M is its finite control. Since there are only a finite number of states and a finite number of transition rules, our program can encode states as character strings and use a table of transitions, which it looks up to determine each move. Likewise, the tape symbols can be encoded as character strings of a fixed length, since there are only a finite number of tape symbols. A serious question arises when we consider how our program is to simulate the Turing-machine tape. This tape can grow infinitely long, but the computer's memory -- main memory, disk, and other storage devices -- are finite. Can we simulate an infinite tape with a fixed amount of memory? If there is no opportunity to replace storage devices, then in fact we cannot; a computer would then be a finite automaton, and the only languages it could accept would we regular. However, common computers have swappable storage devices, perhaps a "Zip" disk, for example. In fact, the typical haxd disk is removable and can be replaced by an empty, but otherwise identical disk. Since there is no obvious limit on how many disks we could use, let us assume that as many disks as the computer needs is available. We can thus arrange that the disks are placed in two stacks, as suggested by Fig. 8.21. One stack

356 CHAPTER 8. INTRODUCTION TO TURING MACI-HNES holds the data in cells of the Turing-machine tape that are located significantly to the left of the tape head, and the other stack holds data significantly to the right of the tape head. The further down the stacks, the further away from the tape head the data is. Processor Tape to Tape to left of right of the head the head Figure 8.21: Simulating a Turing machine with a common computer If the tape head of the TM moves sufficiently far to the left that it reaches cells that are not represented by the disk currently mounted in the computer, then it prints a messa�e "swap left." The currently mounted disk is removed by a human operator and placed on the top of the right stack. The disk on top of the left stack is mounted in the computer, and computation resumes. Similarly, if the TM's tape head reaches cells so far to the right that these cells m'e not represented by the mounted disk, then a "swap right" message is printed. The human operator moves the currently mounted disk to the top of the left stack, and mounts the disk on top of the right stack in the computer. If either stack is empty when the computer asks that a disk from that stack be mounted, then the TM has entered an all-blank region of the tape. In that case, the human operator must go to the store and buy a fresh disk to mount. 8.6.2 Simulating a Computer by a Turing Machine We also need to consider the opposite comparison: are there things a common computer can do that a Turing machine cannot. An important subordinate question is whether the computer can do certain things much faster than a Turing machine. In this section, we argue that a TM can simulate a computer, and in Section 8.6.3 we argue that the simulation can be done sufficiently fast that "only" a polynomial separates the running times of the computer and TM

8.6. TURING MACHINES AND COMPUTERS 357 The Problem of Very Large Tape Alphabets The argument of Section 8.6.1 becomes questionable if the number of tape symbols is so large that the code for one tape symbol doesn't fit on a disk. There would have to be very many tape symbols indeed, since a 30 gigab)-e disk, for instance, can represent any of 224���������� symbols. Likewise, the number of states could be so large that we could not represent. the state using the entire disk. One resolution of this problem begins by limiting the number of tape symbols a TM uses. We can always encode an arbitrary tape alphabet in binary. Thus, any TM M can be simulated by another TM M' that uses only tape symbols 0, 1, and B. However, M  needs many states, since to simulate a move of M, the TM M  must scan its tape and remember, in its finite control, all the bits that tell it what symbol M is scanning. In this manner, we are left with very large state sets, and the PC that simulates M  may have to mount and dismount several disks whcn dcciding what the state of M' is and what the next move of M  should be. No one ever thinks about computers performing tasks of this nature, so the typical operating system has no support for a prograln of this type. However, if we wished, we could program the raw computer and give it this capability. Fortunately, the question of how to simulate a TM with a huge number of states or tape symbols can be finessed. We shall see in Section 9.2.3 that one can design a TM that is in effect a "stored program" TM. This TM, called "universal," takes the transition function of any TM, encoded in binary on its tape, and simulates that TM. The universal TM has quite reasonable numbers of states and tape symbols. By simulating the universal TM, a common computer can be programmed to accept any recursively enumerable language that we wish, without having to resort to simulation of numbers of states that stress the limits of what can be stored on a disk. on a given problem. Again, let us remind the reader that there are impor- tant reasons to hfmk of all running times that lie within a polynomial of one another to be similar, while exponential differences in running time are "too much." We take up the theory of polynomial versus exponential running times in Chapter 10. To begin our study of how a TM sinrelates a computer, let us give a realistic but informal model of how a typical computer operates. a) First, we shall suppose that the storage of a computer consists of an indef- initely long sequence of words, each with an address. In a real computer, words might be 32 or 64 bits long, but we shall not put a limit on the length of a given word. Addresses will be assumed to be integers 0, 1,

358 CttAPTtR 8. INTRODUCTION TO TURING MACtrINES 2, and so on. In a real computer, individual bytes would be numbered by consecutive integers, so words would have addresses that are multiples of 4 or 8, but this difference is unimportant. AIso, in a real computer, there would be a limit on the number of words in "memory," but since we want to count for the content of an arbitrary number of disks or other storage devices, we shall assume there is no limit to the number of words. c) d) We assume that the program of the computer is stored in some of the words of memory. These words each represent a simple instruction, as in the machine or assembly language of a typical computer. Examples are instructions that move data from one word to another or that add one word to another. We assume that "indirect addressing" is permitted, so one instruction could refer to another word and use the contents of that word as the address of the word to which the operation is applied. This capability, found in all modern computers, is needed to perform array accesses, to follow links in a list, or to do pointer operations in general. We assume that each instruction involves a limited (finite) number of words, and that each instruction changes the value of at most one word. A typical computer has registers, which are memory words with especially fast access. Often, operations such as addition are restricted to occur in registers. We shall not make any such restrictions, but will allow any operation to be performed on any word. The relative speed of operations on different words will not be taken into account, nor need it be if we are only comparing the language-recognizing abilities of computers and Turing machines. Even if we are interested in running time to within a polynomial, the relative spccds of different word accesses is unimportant, since those differences are "only" a constant factor. Figure 8.22 suggests how the Turing machine would be designed to simulate a computer. This TM uses several tapes, but it could be converted to a one-tape TM using the construction of Section 8.4.1. The first tape represents the entire memory of the computer. We have used a code in which addresses of memory words, in numerical order, alternate with the contents of those memory words. Both addresses and contents are written in binary. The marker symbols * and # are used to make it easy to find the ends of addresses and contents, and to tell whether a binary string is an address or contents. Another marker, $, indicates the begbming of the sequence of addresses and contents. The second tape is the "instruction counter." This tape holds one integer in binary, which represents one of the memory locations on tape I. The value stored in this location will be interpreted as the next computer instruction to be executed. The third tape holds a "memory address" or the contents of that address after the address has been located on tape 1. To execute an instruction, the TM must find the contents of one or more memory addresses that hold data

8.6. TURING MACI-IINBS AND COMPUTBRS 359 Finite control Memory $ 0 *w 0 #1' w #10*w #11*w #100' W 4 Instruction 10011 counter Memory 1101110 address Computer's Input file Scratch Figure 8.22: A Turing machine that simulates a typical computer involved in the computation. First, the desired address is copied onto tape 3 and compared with the addresses on tape 1, until a match is found. The contents of this address is copied onto the third tape and moved to wherever it is needed, typically to one of the lowmumbered addresses that represent the registers of the computer. Our TM will simulate the instruction cycle of the computer, as �ollows. 1. Search the first tape for an address that matches the instruction number on tape 2. We staxt at the $ on the first tape, and move right, comparing each address with the contents of tape 2. The comparison of addresses on the two tapes is easy, since we need only move the tape heads right, in tandem, checking that the symbols scamed are always the samel 2. When the instruction address is found, examine its value. Let us assume that when a word is an instruction, its first few bits represent the action to be taken (e.g., copy, add, branch), and the remaining bits code an address or addresses that are involved in the actiota 3. If the instruction requires the walue of some address, then that address will be part of the instruction. Copy that address onto the third tape, and

360 CHAPTER 8. tNTRODUCTtON '0 TURING MACIINE$ mark the position of the inst.ruction, using a second track of the first tape (not shown ix Fig. 8.22), so we c find ore' way back to the instruction, if necessary. Now, sear& for the memory address on the first tape and copy its value onto) tape 3, the tape that. holds the memory address. 4. Execute t. he instruction: or the part of the instruct, ion involving/,his value. We cannot go into all the possible machine lustructions However, smnple of the kinds of things we might do with the new value are: {a) Copy it. to some other address. We get the second address front the inst, rnct. ion, find this address by putt. ing it, on tape 3 and searching for tim address on Cape 1, as discussed previously. When we find the sectaid address, we copy the value into the space reserved for the value of that address. If more space is needed for he new value, or t. he uew value uses less space han the old value, change the available spa.ce by shifi'irt,q oi;e'. That i. Copy, ohio a scmch tape the entire nonblmk [a.pe to the right. tf' where the new vue goes. ii. Write the new vu, using the correct amount of space for valne. iii. B.ecopy t.he scratch tape onto ape 1, immediamly Lo the right of the new value. As a spcci,5 case, [he address may noL yet appear on the first tape, because it hms nor been used by the cornpuget previously. In [his case, we find l, he place out. he first t. ape where ig bel{mgs, to make adequat,, room, and sttre bot. h t. he address and the new valne here. (b) Add the value just found t.o [he value of some off'mr address. Go back to the instaxer. ion t.o 1ocat. e [he oher address. nd this address on [aI.m 1. Perform a binary addilion of the value of thai address aud the value stored on tape 3. By scanning the m,o values from their right ends, a. TM e perform a ripple-carry addition wih little dit'[iculty. ShouId more space be needed for the result, use the shifth,g-over t. edmique t.o create space on tape L (c) T'he inst. ruct. ion is a "jump," hat is, a direcive o ake t, he nexg imtrm.:tion fiom l, he address tha is the value now s[ored on tape Smp[y copy tape 3 o Lape 2 and begin the instrnmion cycle again. 3. Af[er per,brining he instruction, d determining ha t, he inst. ruct. io= is not a jump, add I to the insm3on counter on Iapc 2 and begin Lhe insrotation cycle again. There are many other det. ails of how [he TM simulates a typical computer, We have suggested in Fig. 8.22 a fourth tape holding t. he simnla.ted input t,o 'he

8.6. TURING MACHINES AND COMPUTERS 361 computer, since the computer mnst read its input (the word whose membership in a language it is testing) from a file. The TM can read from this tape instead. A scratch tape is also shown. Simulation of some computer instructions might make effective use of a scratch tape or tapes to compute arithmetic operations such as multiplication. Finally, we assume that the computer makes an output that tells whether or not its input is accepted. To tralslate this action into terms that the Turing machine can execute, we shall suppose that there is an "accept" instruction of the computer, perhaps corresponding to a function call by the computer to put yes on an output file. When the TM simulates the execution of this computer instruction, it enters an accepting state of its own and halts. While the above discussion is far f,'om a complete, formal proof that a TM can simulate a typical computer, it should provide you with enough detail to convince you that a TM is a valid representation for what a computer can do. Thus, in the future, we shall use only the Turing machine as the formal representation of what can be computed by any kind of computing device. 8.6.3 Comparing the Running Times of Computers and Turing Machines We now must address the issue of running time for the Turing machine that simulates a computer. As we have suggested previously: The issue of running time is important because we shall use the TM not only to examine the question of what can be computed at all, but what can be computed with enough efficiency that a problem's computer-based solution can be used in practice. The dividing line between the tractable -- that which can be solved e- ciently -- from the intractable -- problems that can be solved, but not fast enough for the solution to be usable -- is generally held to be between what can be computed in polynomial time and what requires more than any polynomial running time. Thus, we need to assure ourselves that if a problem can be solved in poly nomial time on a typical computer, then it can be solved in polynomial time by a Turing machine, and conversely. Because of this polynmnial equivalence, our conclusions about what a Turing machine can or cannot do with adequate efficiency apply equally well to a computer. Recall that in Section 8.4.3 we determined that the difference in running time between one-tape and multitape TM's was polynomial -- quadratic, in particular. Thus, it is sufficient to show that anything the computer (:an do, the multitape TM described in Section 8.6.2 can do in an amount of time that is polynomial in the amount of time the computer takes. We then know that the same holds for a one-tape TM.

362 CHAPTER 8. INTRODUCTION TO TURING MACHINES Before giving the proof that the Turing machine described above can sim- ulate n steps of a computer in O(n a) time, we need to confront the issue of multiplication as a computer instruction. The problem is that we have not put a limit on the number of bits that one computer word can hold. If, say, the computer were to start with a word holding integer 2, and were to multiply that word by itself for n consecutive steps, then the word would hold the number 22. This number requires 2  + 1 bits to represent, so the time the Turing machine takes to simulate these n instructious would be exponential in n, at least. One approach is to insist that words retain a fixed maximum length, say 64 bits. Then, multiplications (or other operations) that produced a word too long would cause the computer to halt, and the Turing machine would not have to simulate it any further. We shall take a more liberal stance: the computer may use words that grow to any length, but one computer instruction can only produce a word hat is one bit longer than the longer of its arguments. Example 8.16: Under the above restriction, addition is allowed, since the result can only be one bit longer than the maximum length of the addends. Multiplication is not allowed, since two m-bit words can have a product of length 2m. However, we can simulate a multiplication of m-bit integers by a sequence of m additions, interspersed with shifts of the multiplicand one bit left (which is another operation that only increases the length of the word by 1). Thus, we can still multiply arbitrarily long words, but the time taken by the computer is proportional to the square of the Iength of the operands. [] Assuming one-bit maximum growth per computer instruction executed, we can prove our polynomial relationship between the two running times. The idea of the proof is to notice that after n instructions have been executed, the number of words mentioned on the memory tape of the TM is O(n), and each computer word requires O(n) Turing-machine cells to represent it. Thus, the tape is O(n 2) cells long, and the TM can locate the finite number of words needed by one computer instruction in O(n 2) time. There is, however, one additional requirement that must be placed on the instructions. Even if the instruction does not produce a long word as a result, it could take a great deal of time to compute the result. We therefore make the additional assumption that the instruction itself, applied to words of length up to k, can be performed in O(k 2) steps by a multitape Turing machine. Surely the typical computer operations, such as addition, shifting, and comparison of values, can be done in O(k) steps of a multitape TM, so we are being overly liberal in what we allow a computer to do in one instruction. Theorem 8.17: If a computer: 1. Has only instructions that increase the maximum word length by at most 1, and

8.7. $UMM4RY OF CHAPTBR 8 363 2. Has only instructions that a multitape TM can perform on words of length k in O(k ) steps or less, then the Turing machine described in Section 8.6.2 can simulate n steps of the computer in O(n 3) of its own steps. raOOXV: Begin by noticing that the first (memory) tape of the TM in Fig. 8.22 starts with only the computer's program. That program may be long, but it is fixed and of constant length, independent of n, the number of instruction steps the computex executes. Thus, there is some constant c that is the largest of the computer's words .nd addresses appearing in the program. There is also a constant d that is the number of words occupied by the program. Thus, after executing n steps, the computer cannot have created my words longer than c + n, and therefore, it cannot have created or used any addresses that are longer than c + n bits either. Each instruction creates at most one new address that gets a value, so the total number of addresses after n instructions have been executed is at most d + n. Since each address-word combination requires at most 2(c + n) c 2 bits, including the address, the contents, and two marker symbols to separate them, the total number of TM tape cells occupied after n instructions have been simulated is at most 2(d + n)(c  n -t- 1). As c and d are constants, this number of cells is O(n). We now know that each of the fixed number of lookups of addresses involved in one computer instruction can be done in O(n 2) time. Since words are O(n) in length, our second assumption tells us that the instructions themselves can each be carried out by a TM in O(n ) time. The only significant, remaining cost of an instruction is the time it takes the TM to create more space on its tape to hold a new or expanded word. HoweveL shifting-over involves copying at most O(n 2) data from tape 1 to the scratch tape and back again. Tkus, shiftin�over also requires only O(n ) time per computer instruction. We conclude that the TM simulates one step of the computer in O(n ) of its own steps. Thus, as we claimed in the theorem statement, n steps of the computer can be simulated in O(n ') steps of the Turing mackine. [] As a final observation, we now see that cubing the number of steps lets a multitape TM simulate a computer. We also know from Section 8.4.3 that a one-tape TM can simulate a multitape TM by squaring the number of steps, at most. Thus: Theorem 8.18: A computer of the type described in Theorem 8.;[7 can be simulated for n steps by a one-tape Turing machine, using at most, O(n ) steps of the Turing machine. [] 8.7 Summary of Chapter 8 � The Turing Machine: The TM is an abstract computing machine with the power of both real computers and of other mathematical definitions

364 CHAPTER 8. INTRODUCTION TO TURING MACHINES of what can be computed. The TM consists of a finite-state control and an infinite tape divided into cells. Each cell holds one of a finite number of tape symbols, and one cell is the cnrrent position of the tape head. The TM makes moves based on its current state and the tape symbol at the cell scanned by the tape head. In one move, it changes state, overwrites the scanned cell with some tape symbol, and moves the head one cell left or right. Acceptance by a Turing Machine: The TM starts with its input, a finite length string of tape symbols, on its tape, and the rest of the tape contain- ing the blank symbol on each cell. The blank is one of the tape symbols, and the input is chosen from a subset of the tape symbols, not including blank, called the input symbols. The TM accepts its input if it ever enters an accepting state. Recursively Enumerable Languages: The languages accepted by TM's are called recursively enumerable (RE) Ianguages. Thus, the RE languages are those languages that, can be recognized or accepted by any sort of computing device. Instantaneous Descriptions of a TM: We can describe the current comqg uration of a TM by a finiteslength string that includes 'all the tape cells from the leftmost to the rightmost nonblank. The state and the position of the head axe shown by placing the state within the sequence of tape symbols, just to the Ieft of the cell scanned. Storage in the Finite Control: Sometimes, it helps to design a TM for a particular language if we imagine that the state has two or more compo- nents. One component is the control component, and functions as a state normally does. The other components hold data that the TM needs to remember. Multiple Tracks: It also helps frequently if we think of the tape symbols as vectors with a fixed number of components. [Ve may visualize each componen as a separate track of the tape. Multitape Turing Machines: An exended TM model has some fixed num- ber of tapes greater than one. A move of this TM is based on the state and on the vector of symbols scanned by the head on each of the tapes. In a move, the multitape TM changes state, overwrites symbols on the cells scanned by each of its tape heads, and moves any or all of its tape heads one ceil in either direction. Although able to recognize certain languages faster than the conventional one-tape TM, the multitape TM cannot recognize any language that is not RE. Nondeterministic Turing Machines: The NTM has a finite number of choices of next move (state, new symbol, and head move) for each state and symbol scanned. It accepts an input if any sequence of choices leads

8.8. REFERENCES FOR CHAPTER 8 365 to an ID with an accepting state. Although seemingly more powerful than the deterministic TM, the NTM is not able to recognize any language that is not RE. Semi-infinite-Tape Turin 9 Machines: We can restrict a TM to have a tape that is infinite only to the right, with no cells to the left of the initial head position. Such a TM can accept any RE language. Multistack Machines: We can restrict the tapes of a multitape TM tv behave like a stack. The input is on a separate tape, which is read once from left4o-right, mimicking the input mode for a finite automaton or PDA. A one-stack machine is really a DPDA: while a machiue wih two stacks can accept any RE lmguage. Counter Machines: We may further restrict the stacks of a nlultistack machine to have only one symbol other than a bottom-marker. Thus, each stack functions as a counter, allowing us to store a nonneg'ative integer, and to test whether the integer stored is 0, but nothing more. A machine with two counters is sufficient to accept any RE language. Simulating a Trin# Machine by a real computer: It is possibl% in prin- ciple, to simulate a TM by- a real computer if wc accep that there is a potentially infinite supply of a removable storage device such as a disk, to simulate the nonblank portion of the TM tape. $in�c the physical resources to make disks axe not infinite, this argument is questionable. However, since the limits on how nmch storagc exists in the universe are unknown and undoubtedly vast, the assumption of an infinite resource as in the TM tape, is realistic in practice and generally accepted. $imulatin.q a Computer by a Turin# Machine: A TM can simulate the storage and control of a real computer by using one tape to store all the locations and their contents: registers, main memory disks: and other storage devices. Thus, we can be confident that something not doable by a TM cannot be done by a ree computer. 8.8 References for Chapter 8 The Turing maine is taken from [8]. At about 6he same time there were several less machine-like proposals for characterizing what can be computed, including the work of Church [1], Kleene [5], and Post [7]. All these were preceded by the work of G6del [3], which in effect showed that there was no way for a computer to answer all mathematical questions. The study of multitape Turing machines, especially the matter of how their running time compares with that of the one-tape model initiated with Hart- manis and Stearns [4]. The examination of rnultistack and counter machines comes from [6], although the construction givcn here is frmn [2].

366 CHAPTER 8. INTRODUCTION TO TURING MACHINES The approach in Section 8.1 of using "hello, world" as a surrogate for ac- ceptance or halting by a Turing machine appeared in unpublished notes of S. Rudich. A. Church, "An undecidable problem in elementary number theory," American J. Math. 58 (1936), pp. 345-363. P. C. Fischer, "Turin� machines with restricted memory access," Infor- mation and Control 9:4 (1966), pp. 364-379. K. G6del, "Uber formal unentscheidbare satze der Principia Mathematica und verwander systeme," Monatschefte ilar Mathematik und Physik 38 (1931), pp. 173-198. J. Hartmaxds and R. E. Stearns, "On the computational complexity of algorithms," Transactions of the AMS 117 (1965), pp. 285-306. S.C. Kleene, "General recursive functions of natural numbers," Mathe- matische Annalen 112 (I936), pp. 727-742. M. L. Minsky, "Recursive unsolvability of Post's problem of 'tag' and other topics in the theory of Turing machines," Annals of Mathematics 74:3 (1961), pp. 437-455. E. Post, :'Finite combinatory processes-formulation," J. Symbolic Logic 1 (1936), pp. 103-105. A.M. Turing, "On computable numbers with an application to the Ent- scheidungsproblem," Proc. London Math. Society 2:42 (1936), pp. 230- 265. See also ibid. 2:43, pp. 544-546.

Chapter 9 Undecidability This chapter begins by repeating, in the context of Turing machines, the ar- gument of Section 8.1, which was a plausibility argument for the existence of problems that could not be solved by computer. The problem with the latter "proof" was that we were forced to ignore the real limitations that every imple- mentation of C (or any other programming language) has on any real computer. Yet these limitations, such as the size of the address space, are not fundamental limits. Rather, as the years progress we expect computers will grow indefinitely in measures such as address-space size, main-memory size, and others. By focusing on the Turing machine, where these limitations do not exist, we are better able to capture the essential idea of what some computing device will be capable of doing, if not today, then at some time in the future. In this chapter, we shall give a formal proof of the existence of a problem about Turing machines that no Turing machine can solve. Since we know rom Section 8.6 that Tuing machines ca simulate real computers, even those without the limits that we know exist today, we shall have a rigorous argument that the following problem: � Does this Turing machine accept (the code for) itself as input? cannot be solved by a computer, no matter how generously we relax those practical limits. We then divide problems that ca be solved by a Turing machine into two classes: those that have an algorithm (i.e., a Turing machine that halts whether or not it accepts its input), and those that are only solved by Turing machines that may run forever on inputs they do not accept. The latter form of accep- tance is problematic, since no matter how long the TM runs, we cannot know whether the input is accepted or not. Thus, we shall concentrate on techniques for showing problems to be "undecidable," i.e., to have no algorithm: regardless of whether or not they are accepted by a Turing machine that falls to halt on some inputs. We prove undecidable the following problem: 367

368 CHAPTER 9. UNDECIDABILITY � Does this Turing machine accept this input? Then, we exploit this undecidability result to exhibit a number of other un- decidable problems. For instance, we show that all nontrivial problems about the language accepted by a Ttlring machine are undecidable, as are a number of problems that have nothing at all to do with Turing machines, programs, or cornput ers. 9.1 A Language That Is Not Recursively Enumerable Recall that a lmguage L is recursively enumerable (abbreviated RE) if L = L(M) for some TM M. Also, we shall in Section 9.2 introduce "recursve" or "decidable" languages that are not only recursively enumerable, but are accepted by a TM that always halts, regardless of whether or not it accepts. Our long-range goal is to prove undecidable the language consisting of pairs (M,w) such that: 1. M is a Tnring machine (suitably coded, in binary) with input alphabet 2. w is a string of O's and l's, and 3. M accepts input w. If this problem with inputs restricted to the binary 'alphabet is undecidable, then surely the more general problem, whcre TM's may have any alphabet, is undecidablc. Our first step is to set this question up as a true question about membership in a particular language. Thus, we must give a coding for Turing machines that uscs only O's oJd 1's, regardless of how many states the TM has. Once we have this coding, we can treat any binary string as if it were a Turing machine. If the string is not a well-formed representation of some TM, we may think of it as representing a TM with no moves. Thus, we may think of every binary string as some TM. An intermediate goal, and the subject of this section, involves the language La, the "diagonalization language," which consists of all those strings w such that the TM represented by w does not accept the input w. We shall show that Ld has no Turing machine at all that accepts it. Remember that showing there is no Turing machine at all for a language is showing something stronger than that the language is undecidable (i.e., that it has no algorithm, or TM that, always halts). The language Ld plays a role analogous to the hypothetical program Ha o Section 8.1.2, which prints hello, orld whenevcr its input does not print helIo, world when given itself as input. More precisely, just as Ha cannot

9.1. A LANGUAGE THAT IS NOT RECURSIVELY ENUMERABLE 369 exist because its response when given itself as input is paradoxical, Let cannot be accepted by a Turing machine, because if it were, then that Turing machine would have to disagTee with itself when given a code for itself as input. 9.1.1 Enumerating the Binary Strings In what follows, we shall need to assign integers to all the binary strings so that each string corresponds to one integer, and each integer corresponds to one string. If w is a binary string, treat lw as a binary integer i. Then we shall call w the ith string. That is, e is the first string, 0 is the second, 1 the third, 00 the fourth, 01 the fifth, and so on. Equivalently, strings are ordered by length, and strings of equal length are ordered lexicographically. Hereafter, we shall refer to the ith string as we. 9.1.2 Codes for Turing Machines Our next goal is to devise a binary code for Turing machines so that each TM with input alphabet {0, 1} may be thought of as a binary string. Since we just saw how to enumerate the binary strings, we shall then have an identification of the Turing machines with the integers, and we can talk about "the ith Turing machine, Mi." To represent a TM M = (Q, {0, 1}, r, 5, q, B, F) as a binary string, we must first assign integers to the states, tape symbols, and directions L a,nd R. We shall assume the states are q,q2,...,q for some r. The start state will always be qi, and q2 will be the only accepting state. Note that, since we may assume the TM halts whenever it enters an accepting state, there is never any need for more than one accepting state. We shall assume the tape symbols are X,Xa,..., X, for some s. Xt always will be the symbol 0, Xa will be 1, and Xs will be B, the blank. However, other tape symbols can be assigned to the remaining integers arbitrarily. We shall refer to direction L as Dx and direction R as Ds. Since each TM M can have integers assigned to its states and tape syrnbols in many different orders, there will be more than one encoding of the typical TM. However, that fact is unimportant in what follows, since we shall show that no encoding can represent a TM M such that L(M) ---- Let. Once we have established an integer to represent each state, symbol, and direction, we can encode the transition function 5. Suppose one transition rule iS �(qi,.X-y) = (qk, Xt, Din), for some integers i, j, k, l, and m. We shall code this rule by the string 0il010kl0t 10 ". Notice that, since all of/, j, k, l, and m are at least one, there are no occurrences of two or more consecutive l's within the code for a single transition.

370 CHAPTER 9. UNDECi'DABILITY A code for the entire TM M consists of all the codes for the transitions, in some order, separated by pairs of 1's: where each of the C's is the code for one transition of M. Exranple 9.1: Let the TM in question be M = {o, 1}, {o, 1,s}, 5, B, where 5 consists of the rules: (ql, 1) = (qs, 0,/) 5(qa,0) = (qt, 1,R) 5(qa, 1) = (q=, o, R) 5(qa, B) = (qs, I, L) The codes for each of these rules, respectiveIy, are: 0100100010100 0001010100100 00010010010100 0001000100010010 For example, the first rule can be written as 5(q,X) = (qa,X,D2), since I -- X2, 0 --- X, ad R --- D. Thus, its code is 0t102101010 =, as was indicated above. A code for M is: 01001000101001100010101001001100010010010100110001000100010010 Note that there are many other possible codes for M. In particular, the codes for the four transitions may be listed in any of 4} orders, giving us 24 codes for M. [] In Section 9.2.3, we shall have need to code pairs consisting of a TM and a string, (M,w). For this pair we use the code for M followed by 111, followed by w. Note that, since no valid code for a TM contains three l's in a row, we can be sure that the first occurrence of 111 separates the code for M from w. For instance, if M were the TM of Example 9.1, and w were 1011, then the code for (M, w) would be the string shown at the end of Example 9.1 followed by 1111011. 9.1.3 The Diagonalization Language In Section 9.1.2 we coded Turing machines so there is now a concrete notion of Mi, the "ith Turing machine": that TM M whose code is wi, the ith binary string. Many integers do not correspond to any TM at all. For instance, 11001

9.1. A LANGUAGE THAT IS NOT RECURSIVELY ENUMERABLE 371 does not begin with 0, and 0010111010010100 is not valid because it has three consecutive l's. If wi is not a valid TM code, we shall take Mi to be the TM with one state and no transitions. That is, for these values of i, Mi is a Turing machine that immediately halts on any input. Thus, L(Mi) is  if w{ fails to be a valid TM code. Now, we can make a vital definition. The language Ld, the diagonalization language, is the set of strings such that wi is not in L(Mi). That is, Ld consists of all strings w such that the TM M whose code is w does not accept when given w as input. The reason La is called a "diagonalization" language can be seen if we consider Fig. 9.1. This table tells for all i and j, whether the TM Mi accepts input string wy; 1 means "yes it does" and 0 means "no it doesn't."  We may think of the ith row as the characteristic vector for the language L(Mi); that is, the 1's in this row indicate the strings that are members of this language. i 1 2 3 4 J  I 2 3 4 '" 0 1 0 1 'i' Diagonal Figure 9.1: The table that represents acceptance of strings by Turing machines The diagonal values tell whether Mi accepts wi. To construct La, we com- plement the diagonal. For instance, if Fig. 9. I were the correct table, then the complemented diagonal would begin 1, 0, 0, 0,.... Thus, La would contain w -- e, not contain w2 through w4, which axe 0, 1, and 00, and so on. The trick of complementing the diagonal to construct the chaxacteristic vector of a language that cannot be the language that appears in any row, is called diagonalization. It works because the complement of the diagonal is itself a characteristic vector describing membership in some language, namely 1you should note that the actual table does not look anything like the one suggested by the figure. Since all low integers fail to represent a valid TM code, and thus represent the trivia] TM that makes no moves, the top rows of the table are in fac solid O's.

372 CHAPTER 9. UNDECIDABILITY L. This characteristic vector disagrees in some column with every row of the table suggested by Fig. 9. I. Thus, the complement of the diagonal cannot be the characteristic vector of any Turing machine. 9.1.4 Proof that Ld is not Recursively Enumerable Following the above intuition about characteristic vectors and the diagonal, we shall now prove formally a fundamental result about Turing machines: there is no Turing machine that accepts the language Ld. Theorem 9.2: La is not a recursively enumerable language. That is, there is no Turing machine that accepts La. PROOF: Suppose La were L(M} for some TM M. Since La is a language over aIphabet {0, 11, M would be in the list of Turing machines we have constructed, since it includes all TM's with input alphabet {0, 11. Thus, there is at least one code for M, say i; that is, M -- Mi. Now, ask if � If wi is in Ld, then Mi accepts wi. But then, by definition of Ld, wi is not in Ld, because Ld contains only those wj such that Mj does not accept Similarly, if wi is not in L, then Mi does not accept wi, Thus, by defini- tion of L4, w is in Lt. Since wi can neither be in Ld nor fail to be in Ld, we conclude that there is a contradiction of our assumption that M exists. That is, Ld is not a rccursively enumerabIe language. [2 9.1.5 Exercises for Section 9.1 Exercise 9.1.1: What strings are: * a) W377 b) w007 Exercise 9.1.2: Write one of the possible codes for the Turing machine of Fig. 8.9. Exercise 9.1.3: Here are two definitions of languages that are similar to the definition of La, yet different from that Ianguagc. For each, show that the language is not accepted by a Turing machine, using a diagonalization-type argument. Note that you cannot develop an argument based on the diagonal itself, but must find another infinite sequence of points in the matrix suggested by Fig. 9.i. * a) The set of all wi such that wi is not accepted by M2i.

9.2. AN UNDECIDABLE PROBLEM THAT IS 1LB 373 b) The set of all wi such that w2i is not accepted by M. ! Exercise 9.1.4: We have considered only Turing machines that have input alphabet {0, 1). Suppose that we wanted to assign an integer to all Turing ma- chines, regardless of their input alphabet. That is not quite possible because, while the names of the states or noninput tape symbols are arbitrary, the par- ticular input symbols matter. For instance, the languages {0"1  I n _ 1 and (ab  ] n _ 1} while similar in some sense, are not the same language, and they are accepted by different TM's. However, suppose that we have an infinite set of symbols, {a, a,...) from which all TM input alphabets are chosen. Show how we could assign an integer to all TM's that had a finite subset of these symbols as its input alphabet. 9.2 An Undecidable Problem That is RE Now, we have seen a problem -- the diagonalization language La -- that has no Turing machine to accept it. Our next goal is to refine the structure of the recursively enumerable (RE) languages (those that are accepted by TM's) into two classes. One class, which corresponds to what we commonly think of as an algorithm, has a TM that not only recognizes the language, but it tells us when it has decided the input string is not in the language. Such a Turing machine always halts eventually, regardless of whether or not it reaches an accepting state. The second class of languages consists of those RE languages that are not accepted by any Turing machine with the guarantee of halting. These languages are accepted in an inconvenient way: if the input is in the language, we'll eventually know that, but if the input is not in the language, then the Turing machine may run forever, and we shall never be sure the input won't be accepted eventually. An example of this type of language, as we shall see, is the set of coded pairs (M, w) such that TM M accepts input w. 9.2.1 R,ecursive Languages We call a language L recursire if L - L(M) for some Turing machine M such that: 1. If w is in L, then M accepts (and therefore halts). 2. If w is not in L, then M eventually halts, although it never enters an accepting state. A TM of this type corresponds to our informal notion of an "algorithm," a well-defined sequence of steps that always finishes and produces an answer. If we think of the language L as a "problem," as will be the case frequently, then problem L is called decidable if it is a recursire language, and it is called undecidable if it is not a recursire language.

374 CHAPTER 9. UNDECIDABILITY Not RE Figure 9.2: Relationship between the recursive, RE, and non-RE languages The existence or nonexistence of an algorithm to solve a problem is often of more importance than the existence of some TM to solve the problem. As mentioned above, the Turing machines that are not guaranteed to halt may not give us enough information ever to concIude that a string is not in the language, so there is a sense in which they have not "solved the problem." Thus, dividing problems or languages between the decidable -- those that are solved by an algorithm -- and those that are undecidable is often more important than the division between the recursively enumerabIe languages (those that have TM's of some sort) and the non-recursively-enumerable languages (which have no TM at all). Figure 9.2 suggests the relationship among three classes of languages: 1. The recursive languages. 2. The languages that axe recursively enumerable but not recurslye. 3. The non-reeursiveIy-enumerable (non-RE) languages. We have positioned the non-RE language Ld properly, and we also show the iangua�e Lu, or "universal language," that we shall prove shortly not to be recursive, although it is RE. 9.2.2 Complements of Recursive and RE languages A powerful tool in proving languages to beIong in the second ring of Fig. 9.2 (i.e., to be RE, but not recurslye) is consideration of the complement of the language. We shall show that the recurslye languages are closed under complementation. Thus, if a Ianguage L is RE, but , the complement of L, is not RE, then we

9.2. AN UNDECIDABLE PROBLEM THAT IS RE 375 Why "Recursive" ? Programmers today are familiar with recursive functions. Yet these recur- sive functions don't seem to have anything to do with Turing machines that always halt. Worse, the opposite -- nonrecursive or undecidable -- refers to languages that cannot be recognized by any algorithm, yet we are accustomed to thinking of "nonrecursive" as referring to computations that are so simple there is no need for recursive function calls. The term ::recurslye," as a synonym for "decidable," goes back to Mathematics as it existed prior to computers. Then, formalisms for com- putation based on recursion (but not iteration or loops) were commonly used as a notion of computation. These notations, which we shall not cover here, had some of the flavor of computation in functional program- ming languages such as LISP or ML. In that sense, to say a problem was "recurslye" had the positive sense of "it is sufficiently simple that I can write a recursive function to solve it, and the function always finishes." That is exactly the meaning carried by the term today, in connection with TurLng machines. The term "recursively enumerable" harks back to the same family of concepts. A function could list all the members of a language, in some order; that is, it could "enumerate" them. The languages that can have their menbers hsted in some order are the same as the languages that are accepted by some TM, although that TM might run forever on inputs that it does not accept. know L cannot be recurslye. For if L were recursiv% then  would also be recursive and thus surely RE. We now prove this important closure property of the recursire languages. Theorem 9.3: If L is a recursive language, so is . PROOF: Let L = L(M) for some T'M M that 'always halts. We construct a TM  such that  = L() by the construction suggested in Fig. 9.3. That is, M behaves just like M. However, M is modified as follows to create 3//: 1. The accepting states of M are made nonaccepting states of M with no transitions; i.e., in these states M will halt without accepting. 2.  has a new accepting state r; there are no transitions from r. 3. For each combination of a nonaccepting state of M and a tape symbol of M such that M has no transition (i.e., M halts without accepting), add a transition to the accepting state r.

376 CHAPTER 9. UNDECIDABILITY w ] Accept Accept  Reject "'  Reject Figure 9.3: Construction of a TM accepting the complement of a recursive language Since M is guaranteed to halt, we know that  is also guaranteed to halt. Moreover, M accepts exactly those strings that M does not accept. Thus M accepts . [] There is another important. fact about complements of languages that fur- ther restricts where in the diagram of Fig. 9.2 a language and its complement can fall. We state this restriction in the next theorem. Theorem 9.4: If both a language L and its complement are RE, then L is recursire. Note that then by Theorem 9.3, g is ,'ecursive as well. PROOF: The proof is suggested by Fig. 9.4. Let L = L(M) and : L(Ma). Both M and Ms are simulated in parallel by a TM M. We can make M a two-tape TM, and then convert it to a one-tape TM, to make the simulation easy and obvious. One tape of M simulates the tape of Mi, while the other tape of M simulates the tape of M2. The states of M and M2 are each components of the state of M. w Accept Accept Accept Reject Figure 9.4: Simulation of two TM's accepting a language and its complement If input w to M is in L, then M will eventually accept. If so, M accepts and halts. If w is not in L, then it is in , so Ma will eventually accept. When Ma accepts, M halts without accepting. Thus, on all inputs, M hatts and

9.2. AN UNDECIDABLE PROBLEM THAT IS RE 377 L(M) is exactly L. Since M always halts, and L(M) -- L, we conclude that L is recursive. rn We may summarize Theorems 9.3 and 9.4 a-s follows. Of the nine possible ways to place a language L and its complement L in the diagram of Fig. 9.2, only the following four are possible: 1. Both L and L are recursive; i.e., both are in the inner ring. 2. Neither L nor  is RE; i.e., both are in the outer ring. 3. L is RE but not recursive, and T is not RE; i.e., one is in the middle ring and the other is in the outer ring. 4. T is RE but not recursire, and L is not RE; i.e., the same as (3), but witi L and  swapped. In proof of the above, Theorem 9.3 eliminates the possibility that one language (L or ) is recursive and the other is in either of the other two classes. Theo- rem 9.4 eliminates the possibility that both are RE but not recurslye. Example 9.5: As an example, consider the language La, which we know is not RE. Thus, L-j could not be recursive. It, is however, possible that L could be either nonRE or RE-but-ot-recursive. It is in fact the latter. L-- is the set of strings w such that Mi accepts w. This language is similar to thc universal language Lu consisting of all pairs (M, w) such that M accepts w, which we shall show in Section 9.2.3 is RE. The same argument can be used to show La is RE. rn 9.2.3 The Universal Language We already discussed inform'ally in Section 8.6.2 how a Turing machine could be used to simulate a computer that had been loaded with an arbitrary program. That is to say, a single TM can be used as a "stored progrant computer," taking its program as well as its data from one or more tapes on whicl input is placed. In this section, we shall repeat the idea with the additiomfi formality that comes with talking about the Turing mactrine as our representation o[ a stored program. We define L, the universal language, to be the set of binary strings that encode, in the notation of Section 9.1.2, a pair (M,w), where M is a TM with the binary input alphabet, and w is a string in (0+ 1)*, such that w is in L(M). That is, L is the set of strings representing a TM and an input accepted t)y that TM. We shall show that there is a TM U, often called the universal Turing machine, such that Lu = L(U). Since the input to U is a binary string, U is in fact some Mj in the list of binary-input Turing machines we developed in Section 9.1.2.

378 CHAPTER 9. UNDECiDABILITY It is easiest to describe U as a multitape Turing machine, in the spirit of Fig. 8.22. In the case of U, the transitions of M are stored initially on the first tape, along with the string w. A second tape will be used to hold the simulated tape of M, using the same format as for the code of M. That is, tape symbol Xi of M will be represented by 0 i, and tape symbols will be separated by single 1's. The third tape of U holds the state of M, with state qi represented by i O's. A sketch of U is in Fig. 9.5. Input Tape of M Finite control w 0001000001010001 "* State ofM 000 '" OBB'" Scratch Figure 9.5: Organization of a universal Turing machine The operation of U can be summarized as follows: 1. Examine the input to make sure that the code for M is a legitimate code for some TM. If not, U halts without accepting. Since invalid codes are assumed to represent the TM with no moves, and such a TM accepts no inputs, this action is correct. 2. Initialize the second tape to contain the input w, in its encoded form. That is, for each 0 of w, place 10 on the second tape, and for each I of w, place 100 there. Note that the bIanks on the simulated tape of M, which are represented by 1000, will not actually appear on that tape; all celIs beyond those used for w will hold the blank of U. However, U knows that, should it look for a simulated symbol of M and find its own blank, it must replace that blank by the sequence 1000 to simulate the blank of M.

9,2. AN UNDECIDABLE PROBLEM THAT IS RE 379 A More Efficient Universal TM A efficient simulation of M by U, one that would not require us to shift symbols on the tape, would have U first determine the number of tape symbols M used. If there are between 2 k-1 + i and 2  symbols, U could use a k-bit binary code to represent the different tape symbols uniquely. Tape cells of M could be simulated by k of U's tape cells. To make things even easier, the given transitions of M could be rewritten by U to use the fixedlength binary code instead of the variable-length unaxy code we introduced. 3. Place 0, the start state of M, on the third tape, and move the head of U's second tape to the first simulated celt. 4. To simulate a move of M, U searches on its first tape for a transition 0i10J1010I0 m, such that 0 i is the state on tape 3, and 0 j is the tape symbol of M that begins at the position on tape 2 scanned by U. This transition is the one M would next make. U should: (a) Change the contents of tape 3 to 0; that is, simulate the state change of M. To do so, U first changes all the O's on tape 3 to blanks, and then copies 0  from tape 1 to tape 3. (b) Replace 0 d on tape 2 by 0t; that is, change the tape symbol of M. If more or less space is needed (i.e., i /), use the scratch tape and the shifting-over technique of Section 8.6.2 to manage the spacing. (c) Move the head on tape 2 to the position of the next 1 to the left or right, respectively, depending on whether m = i (move left) or m = 2 (move right). Thus, U simulates the move of M to the left or to the right. 5. If M has no transition that matches the simulated state and tape symbol, then in (4), no transition will be found. Thus, M halts in the simulated configuration, and U must do likewise. 6. If M enters its accepting state, then U accepts. In this manner, U simulates M on w. U accepts the coded pair (M,w) if and only if M accepts w. 9.2.4 Undecidability of the Universal Language We can now exhibit a problem that is RE but not recursire; it is the language L,. Knowing that L is undecidable (i.e., not a recursire language) is in many ways more valuable than our previous discoyew that Ld is not RE. The reason

380 CHAPTER 9. UNDECIDABILTY The Halting Problem One often hears of the halting problem for Turing machines as a problem sinilar to L -- one that is RE but not recursive. In fact, the original Tring machine of A.M. Turing accepted by halting, not by final state. We could define H(M) for TM M to be the set of inputs w such that M halts given input w, regardless of whether or not M accepts w. Then the halting problem is the set of pairs (M, w) such that w is in H(M). This problem/language is another example of one that is RE but not recursive. is that the reduction of L, to another problem P can be used to show there is no algorithm to solve P, regardless of whether or not P is RE. However, reduction of Ld to P is only possible if P is not RE, so Ld cannot be used to show undecidability for those problems that are RE but not recursive. On the other hand, if we want to show a problem not to be RE, then only La can be used; Lu is useless since it is RE. Theorem 9.6: L., is RE but not ecursive. PROOF: We jnst proved in Section 9.2.3 that L is RE. Suppose L were recm'sive. Then by Theoren 9.3, L=, the complement of L, would also be recursive. However, if we have a TM M to accept ., then we can construct a TM to accept Ld (by a method explained below). Since we already know that La is not RE, we have a contradiction of our assumption that L is recurslye. w  w 111 w aIgorith__m Mfor L  Reject -- M' for L d Accept Reject Figure 9.6: Reduction of L4 to uu Suppose L(M) = -. As suggested by Fig. 9.6, we can modify TM M into a TM M  that accepts L as follows. 1. Given string w on its input, M' changes the input to wlllw. You may, as an exercise, write a TM program to do this step on a single tape. However, an easy argument that it can be done is to use a second tape to copy w, and then convert the two-tape TM to a one-tape TM.

9.2. .AN UNDECIDABLE PROBLEM THAT I$ RE 381 2. M' simulates M on the new input. If w is wi in our enumeration, then M' determines whether Mi accepts wi. Since M accepts Lu, it will accept if and only if Mi does not accept wi; i.e., w is in Thus, M' accepts w if and only if w is in La. Since we know M  cannot exist by Theorem 9.2, we conclude that Lu is not recurslye. [] 9.2.5 Exercises for Section 9.2 Exercise 9.2.1: Show that the halting problem, the set of (M, w) pairs such that M halts (with or without accepting) when given input w is RE but not recursive. (See the box on "The Halting Problem" in Section 9.2.4.) Exercise 9.2.2: In the box "Why 'Recursire'?" in Section 9.2.1 we suggested that there was a notion of "recursive function" that competed with the Turing machine as a model for what can be computed. In this exercise, we shall explore an example of the recursive-function notation. A recurslye function is a function F defined by a finite set of rules. Each rule specifies the value of the function F for certain arguments; the specification can use variables, nonnegative-integer constants, the successor (add one) function, the function F itself, and expressions built from these by composition of functions. For exmnple, Ackermann's function is defined by the rules: 1. A(0, y) = 1 for any y _> 0. 2. AO, O) = a. 3. A(x,0)=x+2forx_>2. 4. A(x+l,y+l) =A(A(x,y+l),y) for any x _> 0 andy _> 0. Answer the following: * a) Evaluate A(2, ! b) What function of x is A(x,2)? ! c) Evaluate A(4, 3). Exercise 9.2,3: Informally describe multitape Turing machines that enumer- ate the following sets of integers, in the sense that started with blank tapes, it prints on one of its tapes ].0il10ial ''' to represent the set {i,i.,...}. * a) The set of all perfect squares {[, 4, 9,...}. b) The set of all primes {2, 3, 5, 7, 11,...}.

382 CHAPTER 9. UNDECIDABILITY !: c) The set of all i such that Mi accepts wi. Hint: It is not possible to generate all these i's in numerical order. The reason is that this language, which is Ld, is RE but not recursire. In fact, a definition of the RE-but-not- recursire languages is that they can be enumerated, but not in numerical order. The "trick" to enumerating them at all is titat we have to simulate all Mi's on wi, but we cannot allow any Mi to run forever, since it would preclude trying any other Mj for j  i as soon as we encountered some Mi that does not halt on wi. Thus, we need to operate in rounds, where in the kth round we try only a Iimited set of M's, and we do so for only a limited number of steps. Thus, each round can be completed in finite tinhe. As long as for each TM Mi and for each number of steps s there is some round such that Mi will be simulated for at least s steps, then we shall eventually discover each M that accepts ,u and enumerate i. * Exercise 9.2.4: Let L, L,..., L. be a collection of languages over alphabet Y. such that: I. For all i  j, �i Cl Lj = ; i.e., no string is in two of the languages. 2. L1 U L2 U -.- O L = *; i.e., ex[_e>_ing is in one of the languages. 3. Each of the languages Li, for i ---- 1, 2,..., k is recursively enumerable. Prove that each of the languages is therefore recurslye. *! Exercise 9.2.5: Let L be recursively enumerable and let  be non-RE. Con- sider the language L'--- (Ow ]w is in L) U (lw [ w is not in L} Can you say for certain whether L  or its complement are recursire, PE, or non-RE? Justify your answer. Exercise 9.2.6: We have not discussed closure properties of the recursive languages or the RE languages, other than our discussion of complementation in Section 9.2.2. Tell whether the recurslye Ianguages and/or the RE languages are closed under the following operations. You may give informal, but clear, constructions to show closure. * a) Union. b) Intersection. c) Concatenation. d) Kleene closure (star). * e) Homomorphism. f) Inverse homontorphism.

9.3. UNDECIDABLE PROBLEMS ABOUT TURING MACHiNES 383 9.3 Undecidable Problems About Turing Machines We shall now use the languages L,and La, whose status regarding decidability and recursire enumerability we know, to exhibit other undecidable or non-RE languages. The reduction technique will be exploited in each of these proofs. Our first undecidable problems are all about Turing machines. In fact, our discussion in this section culminates with the proof of "Rice's theorem," which says that any nontrivial property of Turing machines that depends only on the language the TM accepts must be undecidable. Section 9.4 will let us investigate some undecidable problems that do not involve Turing machines or their languages. 9.3.1 Reductions We introduced the notion of a reduction in Section 8.1.3. In general, if we have an algorithm to convert instances of a problem P to instances of a problem P'2 that have the same answer, then we say that P reduces to P'2. We can use this proof to show that P'2 is at least as hard as P. Thus, if P is not recurslye, then P.2 cannot be recurslye. If Px is non-RE, then P2 cannot be RE. As we mentioned in Section 8.1.3, you must be careful to reduce a known hard problem to one you wish to prove to be at least as hard, never the opposite. yes yes no Figure 9.7: Reductions turn positive instances into positive, and negative to negative As suggested in Fig. 9.7, a reduction must turn any instance of P that has a "yes" answer into an instance of P2 with a "yes" answer, and every instance of P with a "no" answer must be turned into an instance of P2 with a "no" answer. Note that it is not essential that every instance of P2 be the target of one or more instances of P, and in fact it is quite common that only a small

384 CHAPTER 9. UNDECIDABILITY raction of P is a target of the reduction. Formally, a reduction from P to P. is a Turing machine that takes an in- stance of P1 written on its tape and halts with an instance of P2 on its tape. In practice, we shall generally describe reductions as if they were computer programs that take an instance of Pt as input and produce an instance of P'2 as output. The equivalence of Turing machines and computer programs allows us to describe the reduction by either means. The importance of reductions is emphasized by the following theorem, of which we shall see numerous applica- tions. Theorem 9.7: If there is a reduction from Pt to P2, then: a) If P is undecidable then so is b) If P is non-RE, then so is P, PROOF: First suppose P is undecidable. If it is possible to decide P, then we can combine the reduction from Pt to P2 with the algorithm that decides P to construct an algorithm that decides Pt. The idea was suggested in Fig. 8.7. In more detail, suppose we are given an instance w of P. Apply to w the algorithm that converts w into an instance x of-'2. Then apply the algorithm that decides to P2 to x. If that algorithm says "yes,"%then x is in P2. Because we reduced P to P2, we know the answer to w for Pt is 'Lyes"; i.e., w is in P. Likewise, if x is not in P2 then w is not in P1, and whatever answer we give to the question "is x in P ?" is also the correct answer to "is w in Pt ?" We have thus contradicted the assumption that Pt is undecidable. Our concIusion is that if P is undecidable, then P is a/so undecidable. Now, consider part (b). Assume that P is non-RE, but P is RE. Now, we have an algorithm to reduce Pt to P2, but we have only a procedure to recognize P'2; that is, there is a TM that says "yes" if its input is in P2 but may not halt if its input is not in P.z. As for part (a), starting with an instance w of P, convert it by the reduction algorithm to an instance x of P. Then apply the TM for P2 to x. If x is accepted, then accept w. This procedure describes a TM (which may not halt) whose language is P. If w is in P1, then x is in P2, so this TM will accept w. If w is not in P, then x is not in P. Then, the TM may or may not halt, but will surely not accept w. Since we assumed no TM for P exists, we have shown by contraxtiction that no TM for P2 exists either; i.e., if P is non-RE, then P2 is non-RE. [] 9.3.2 Turing Machines That Accept the Empty Language As an example of reductions involving Turing machines, let us investigate two languages called L and Lne. Each consists of binary strings. If w is a binary string, then it represents some TM, Mi, in the enumeration of Section 9.1.2. If L(Mi) --- , that is, Mi does not accept any input, then w is in Thus, L e is the language consisting of all those encoded TM's whose language

9.3. UNDECiDABLE PROBLEMS ABOUT TURING MACHINES 385 is empty. On the other hand, if L(Mi) is not the empty language, then w is in Lne. Thus, Lne is the language of all codes for Turing machines that accept at least one input string. In what follows, it is convenient to regard strings as the Turing machines they represent. Thus, we may define the two languages just mentioned as: � = {M I L(M) = �} � L,, = {MIL(M) 7  O} Notice that L, and L� axe both languages over the binary alphabet {0, 1}, and that they are complements of one another. We shall see that Lne is the "easier" of the two languages; it is RE but not recursire. On the other hand, L is non-RE. Theorem 9.8: Lne is recursively enumerable. PROOF: We have only to exhibit a TM that accepts L. It is easiest to describe a nondeterministic TM M, whose plan is shown in Fig. 9.8. By Theorem 8.11, M can be converted to a deterministic TM. Guessed .__ w  Accept -- M for Ln -- Accept Figure 9.8: Construction of a NTM to accept Lne The operation of M is as follows. 1. M takes as input a TM code Mi. 2. Using its nondeterministic capability, M guesses an hput w that Mi might accept. 3. M tests whether /vii accepts w. For this part, M can simulate the uni- versal TM U that accepts 4. If/vii accepts w, then M accepts its own input, which is Mi. In this manner, if Mi accepts even one stringy M will guess that string (among all others, of course), and accept Mi. However, if L(Mi) = 0, then no guess w leads to acceptance by /vii, so M does not accept/vii. Thus, L(M)

386 CHAPTER 9. UNDECIDABILITY Our next step is to prove that Lne is not recursive. To do so, we reduce Lu to Lne. That is, we shall describe an algorithm that transforms an input (M, w) into an output M', the code for another Turing machine, such that w is in L(M) if and only if L(M') is not empty. That is, M accepts w if and only if M' accepts at least one string. The trick is to have M' ignore its input, and instead simulate M on input w. If M accepts, then M  accepts its own input; thus acceptance of w by M is tantamount to L(M') being nonempty. If Lne were recursire, then we would have an algorithm to tell whether or not accepts w: construct M  and see whether L(M') --- 9. Theorem 9.9: Lae is not recursire. PROOF: We shall follow the outline of the proof given above. We must design an algorithm that converts an input that is a binary-oded pair (M, w) into a TM M  such that L(M')   if and only if M accepts input w. The construction of M  is sketched in Fig. 9.9. As we shall see, if M does not accept w, then M accepts none of its inputs; i.e., L(M') = O. However, if M accepts w, then M' accepts every input and thus L(M') surely is not �. w  Accept -- M' Accept Figure 9.9: Plan of the TM M' constructed from (M, w) in Theorem 9.9; M  accepts arbitrary input if and only if M accepts w M' is designed to do the following: 1. M' ignores its own input x. Rather, it replaces its input by the string that represents TM M and input string w. Since M  is designed for a specific pair (M, w), which has some length n, we may construct M' to have a sequence of states qo, ql, ... ,qn, where qo is the start state. (a) In state qi, for i = 0, 1,..., n - 1, M' writes the (i + 1)st bit of the code for (M, w), goes to state qi+, and moves right. (b) In state qn M' moves right, if necessary, replacing any nonblanks (which would be the tail of x, if that input to M' is longer than n) by blanks. 2. When M' reaches a blank in state qn, it uses a similar collection of states to reposition its head at the left end of the tape. 3. Now, using additional states, M' simulates a universal TM U on its present tape.

9.3. UNDECIDABLE PROBLEMS ABOUT TURING MACHINES 387 4. If U accepts, then M t accepts. If U never accepts, then M  never mzcepts either. The description of M  above should be sufficient to convince you that you could design a Turing machine Chat would transform the code for M and the string w into the code for M . That is, there is an algorithm to perform the reduction of Lu to Lne. We also see that if M accepts w, then M e accepts whatever input x was originally on its tape. The fact that x was ignored is irrelevant; the definition of acceptance by a TM says that whatever was placed on the tape, before commencing operation, is what the TM accepts. Thus, if M accepts w, then the code for M  is in Ln,. Conversely, if M does not accept w, then M' never accepts, no matter what its input is. Hence, in this case the code for M t is not in Lne. We have successfully reduced Lu to Lne by the algorithm that constructs M t from M and w; we may conclude that, since Lu is not recursire, neither is Lne. The existence of this reduction is sufficient to complete the proof. However, to illustrate the impact of the reduction, we shall take this argument one step further. If Lne were recursire, then we could develop an algorithm for Lu as follows: 1. Convert (M, w) to the TM M  as above. 2. Use the hypothetical algorithm for Ln� to tell whether or not L(M ) - �. If so, say M does not accept w; if L(M t)  O, say M does accept w. Since we know by Theorem 9.6 that no such algorithm for Lu exists, we have contradicted the assumption that L, is recursire, and conclude that L.,e is not recursive. Now, we know the status of L. If Le were RE, then by Theorem 9.4, both it and L,e would be recurslye. Since Lne is not recursire by Theorem 9.9, we conclude that: Theorem 9.10: Le is not RE. [] 9.3.3 Rice's Theorem and Properties of the RE Languages The fact that languages like L and L,e are undecidable is actually a special case of a far more general theorem: all nontrivial properties of the RE languages are undecidable, in the sense that it is impossible to recognize by a Turing machine those binary strings that are codes for a TM whose language has the property. An example o� a property of the RE languages is "the language is context ree." It is undecidable whether a given TM accepts a context-ree language, as a special case of the general principle that aJl nontrivial properties of the RE languages are undecidable. A property of the RE languages is simply a set of RE languages. Thus, the property of being context-free is formally the set of all CFL's. The property of being empty is the set {0} consisting of only the empty language.

388 CHAPTER 9. UNDECIDABILITY Why Problems and Their Complements are Different Our intuition tells us that a problem and its complement are really the same problem. To solve one, we can use an algorithm for the other, and at the last step, complement the output: say "yes" instead of "no," and vice-versa. That instinct is exactly right, as long as the problem and its complement are recursire. However, as we discussed in Section 9.2.2, there are two other possi- bilities. First, neither the problem nor its complement are even RE. Then, neither can be solved by any kind of TM at all, so in a sense the two axe again similar. However, the interesting case, typified by Le and L,e, is when one is RE axtd the other is non-RE. For the Ianguage that is RE, we can design a TM that takes an input w and searches for a reason why w is in the langage. Thus, for Lne, given a TM M as input, we set our TM Iooking for strings that the TM M accepts, and as soon as we find one, we accept M. If M is a TM with an empty language, we never know for certain that M is not in Ln, but wc never accept M, and titat is the correct response by the TM. On the other hand, for the complement problem L, which is not RE, there is no way ever to accept all its strings. Suppose we are given a string M that is a TM whose laxguage is empty. We can test inputs to the TM M, and we tnay never find one that M accepts, yet we can never be sure that there isn't some input we've not yet tested, that this TM accepts. Thus, M can never be accepted, even if it should be. A property is trivial if it is either empty (i.e., satisfied by no language at all), or is all RE languages. Otherwise, it is nontrivial. Note that the empty property, 0, is different from the property of being an empty language, We cannot recognize a set of lmguages as the languages themselves. The reason is that the typical language, being infinite, cannot be written down as a finite-length string that could be input to a TM. Rather, we must recognize the Turing machines that accept those languages; the TM code itself is finite, even if the language it accepts is infinite. Thus, if P is a property of the RE languages, the language L, is the set of codes for Turing machines M such that L(M) is a language in 7 . When we talk about the decidabiIity of a property P, we mean the decidability of the language Theorem 9.11: (Rice's Theorem) Every ontrivial property of the RE ian- guagcs is undecidable. PROOF: Let 7  be a nontrivial property of the RE languages. Assume to begin that 0, the empty language, is not in 7; we shall return later to the opposite


9.3. UNDECIDABLE PROBLEMS ABOUT TURING MACHINES 389 case. Since 7 > is nontrivial, there must be some nonempty language L that is in T'. Let ML be a TM accepting L. We shall reduce Lu to Lp, thus proving that L is undecidable, since Lu is undecidable. The algorithm to perform the reduction takes as input a pair (M, w) and produces a TM M'. The design of M  is suggested by Fig. 9.10; L(M') is � if M does not accept w, and L(M ) -- L if M accepts w. x Accept start Accept Accept Figure 9.10: Construction of M  for the proof of Rice's Theorem M' is a two-tape TM. One tape is used to simulate M on w. Remember that the algorithm performing the reduction is given M and w as input, and can use this input in desigfing the transitions of M'. Thus, the simulation of M on w is "built into" M'; the latter TM does not have to read the transitions of M on a tape of its own. The other tape of M' is used to simulate ML on the input x to A/, if necessary. Again, the transitions of A4L axe known to the reduction algm'ithm and may be "built into" the transitions of M . The TM M' is constructed to do the following: Simulate/kf on input w. Note that w is not the input to Mr; rather, M' writes M and w onto one of its tapes aad simulates the universal TM U on that pair, as in the proof of Theorem 9.8. If M does not accept w, then M  does nothing else. M  never accepts its own input, x, so L(M ) = . Since we assume 0 is not in property T , that means the code for M ' is not in Lp. If M accepts w, then M t begins simulating M on its own input x. Thus, M  will accept exactly the language L. Since L is in P, the code for M  is in Lp. You should observe that constructing g/ from M and w can be carried out by an algorithm. Since this algorithm turns (M, w) into an M  that is in L? if and only if (M, w) is in Lu, this algorittun is a reduction of L to Lp, and proves that the property 7 > is undecidable. We are not quite done. We need to consider the case where � is in P. If so, consider the complement property , the set of RE languages that do not have property 7 >. By the foregoing,  is undecidable. However, since every TM

390 CHAPTER 9. UNDECIDABILITY accepts an RE language, L, the set of (codes for) Turing machines that do not accept a language in T' is the same as L, the set of TM's that accept a language in P. Suppose Lp were decidable. Then so would be Ly, because the complement of a recursive language is recursive (Theorem 9.3). O 9.3.4 Problems about Turing-Machine Specifications All problems about Turing machines that involve only the language that the TM accepts are undecidable, by Theorem 9.11. Some of these problems are interesting in their own right. For instance, the following are undecidable: 1. Whether the language accepted by a TM is empty (which we knew from Theorems 9.9 and 9.3). 2. Whether the Ianguage accepted by a TM is finite. 3. Whether the language accepted by a TM is a regular language. 4. Whether the language accepted by a TM is a context-free language. However, Rice's Theorem does not imply that everything about a TM is undecidable. For instance, questions that ask about the states of the TM, rather thfm about the language it accepts, could be decidable. Example 9.12: It is decidable whether a TM has five states. The algorithm to decide this question simply looks at the code for the TM and counts the number of states that appear in any of its transitions. As another example, it is decidable whether there exists some input such that the TM ma-kes at least five moves. The algorithm becomes obvious when we remember that if a TM makes five moves, then it does so looking onIy at the nine cells of its tape surrounding its initial head position. Thus, we may simulate the TM for five moves on any of the finite number of tapes consisting of five or fewer input symbols, preceded and followed by blanks. If any of these simulations fails to reach a halting situation, then we conclude that the TM makes at least five moves on some input. C] 9.3.5 Exercises for Section 9.3 * Exercise 9.3.1: Show that the set of Turing-machine codes for TM's that accept all inputs that are palindromes (possibly along with some other inputs) is undecidable. Exercise 9.3.2: The Big Computer Corp. has decided to bolster its sagging market share by manufacturing a high-tech version of the Turing machine, called BWTM, that is equipped with bells and whistles. The BWTM is basically the same as your ordinary Turing machine, except that each state of the machine is labeled either a ':bell-state" or a "whistle-state." Whenever the BWTM enters

9.3. UNDECIDABLE PROBLEMS ABOUT TURING MACHINES 391 a new state, it either rings the bell or blows the whistle, depending on which type of state it has just entered. Prove that it is undecidable whether a given BWTM M, on given input w, ever blows the whistle. Exercise 9.3.3: Show that the language of codes for TM's M that, when started with blank tape, eventually write a 1 somewhere on the tape is unde- cidable. Exercise 9,3.4: We know by Rice's theorem that none of the following prob lems are dccidable. However, are they recursively enumerable, or non-RE? a) Does L(M) contain at least two strings? b) Is L(M) iufinite? c) Is L(M) a context-free language? * d) L(M) = Exercise 9.3.5: Let L be the language consisting of pairs of TM codes plus an integer, (M, Ms, k), such that L(M) t-1 L(M) contains at least k strings. Show that L is RE, but not recursire. Exercise 9.3.6: Show that the following questions axe decidable: * a) The set of codes for TM's M such that, when started with blank tape will eventually write some nonblank symbol on its tape. Hint: If M has m states, consider the first m transitions that it makes. ! b) The set of codes for TM's that never make a move left. ! c) The set of pairs (M, w) such that TM M, started with input w, never scans any tape cell more than once. Exercise 0.3.7: Show that the following problems axe not recursively enumer- able: * a) The set of pairs (M, w) such that TM M, started with input w, does not halt. b) The set of pairs (Mr, M9.) such that L(_M) 3 L(M) = O. c) The set of triples (M, M, Ms) such that L(Mt) = L(M)L(Ma); i.e., the language of the first is the concatenation of the languages of the other two TM's. !! Exercise recursire, * a) The b) The c) The * d) The 9.3.8: TelI whether each of the following are recurslye, RE-butmot- or non-RE. set of all TM codes for TM's that halt on every input. set of all TM codes for TM's that halt on no input. set of all TM codes for TM's that halt on at least one input. set of all TM codes for TM's that fail to halt on at least one input.

392 CHAPTER 9. UzYDECIDABILITY 9.4 Post's Correspondence Problem In this section, we begin reducing undecidable questions about Turing machines to undecidable questions about "real" things, that is, common matters that have nothing to do with the abstraction of the Turing machine. We begin with a problem ca21ed "Post's Correspondence Problem" (PCP), which is still abstract, but it involves strings rather than Turing rimchines. Our goal is to prove this problem about strings to be undecidable, and then use its undecidability to prove other problems undecidable by- reducing PCP to those. We shall prove PCP undecidable by reducing L, to PCP. To facilitate the proof, we introduce a "modified" PCP, and reduce the modified problem to the original PCP. Then, we reduce L to the modified PCP. The chain of reductions is suggested by Fig. 9.11. Since the original Lu is known to be undecidable, we conclude that PCP is undecidable. L algorithm MPCP an CP algorithm Figure 9.11: Reductions proving the undecidability of Post's Correspondence Problem 9.4.1 Definition of Posts Correspondence Problem An instance of Post's Correspondence Problem (PCP) consists of two lists of strings over some alphabet E; the two lists must be of equal length. We generally refer to the A and B lists, mxd write A -- w, w. .... , w and B -- x, x2,..-, x, for some integer k. For each i, the pair (w, x,) is said to be a corresponding pair. We say this instance of PCP has a solution, if there is a sequence of one or more integers il, i2,.-., ira that, when interpreted as indexes for strings in the A and B lists, yield the same string. That is, WlWi...wi, = xixi-..x. We say the sequence i,i.,..., i is a solution to this instance of PCP, if so. The Post's correspondence problen is: Given an instance of PCP, tell whether this instance has a solution. Example 9.13: Let E = {0, 1}, md let the A and B lists be as defined in Fig. 9.12. In this case, PCP has a solution. For instance, let m = 4, i --- 2, ia = 1, is = 1, and i4 = 3; i.e., the solution is the list 2, 1, 1,3. We verify that this list is a solution by concatenating the corresponding strings in order for the two lists. That is, wawwzw3 -- xsxxx3 -- 101111110. Note this solution is not unique. For instance, 2, 1: 1,3, 2, I, 1, 3 is another solution. []

9.4. POST'S CORRESPONDENCE PROBLEM 393 List A List B i i I 10111 111 2 10 3 10 0 Figure 9.12: An instance of PCP PCP as a Language Since we are discussing the probletn of deciding whether a given instance of PCP has a solution, we need to express this problem as a language. As PCP allows instances to have arbitrm'y alphabets, the language PCP is really a set of strings over some fixed alphabet, which codes instances of PCP, much as we coded Turing machines that have arbitraxy sets of states and tape symbols, in Section 9.1.2. For example, if a PCP instance has an alphabet with up to 2  symbols, we can use distinct k-bit binary codes for each of the symbols. Since each PCP instance has a finite .alphabet, we can find some k for each instance. We can then code all instances in a 3-symbol alphabet consisting of 0, 1, and a "comma" symbol to separate strings. We begin the code by writing k in binary, followed by a comma. Then follow each of the pairs of strings, with strings separated by commas and their symbols coded iu a k-bit binary code. Example 9.14: Here is an example where there is no solution. Again we let E = {0, 1}, but now the instance is the two lists given in Fig. 9.13. Suppose that the PCP instance of Fig. 9.13 has a solution, say ia., i2,... ,i,., for somera > 1. We claim il = 1. For ifi = 2, then a string beginning with w2 = 011 would have to equal a string that begins with x2 = 11. But that equality is impossible, since the first symbols of these two strings are 0 and 1, respectively. Similarly, it is not possible that ii = 3 since then a string begqnning with ws = 101 would have to equal a string beginning with xs = 01L If i = 1, then the two corresponding strings from lists A and B would have to begin: A: 10--. B: 101.,. Now, let us see what i could be. 1. If i2 = 1, then we have a problem, since no string beginning with ww =

394 CHAPTER 9. UNDECIDABILITY List A List B 10 101 Oll 11 /lOl IOll Figure 9.13: Another PCP instance 1010 can match a string that begfins with xxt = 101101; they tnust disagree at the fourth position. 2. If i2 = 2, we again have a problem, because no string that begins with wlw2 = 10011 can match a string that begins with XlX = 10111; they must differ at the third position. 3. Only i2 = 3 is possible. If we choose i2 = 3, then the corresponding strings formed from list of integers it,is are: A: 10101..- B: 101011.-- There is nothing about these strings that immediately suggests we cannot ex- tend Iist 1, 3 to a solution. However, we can argue that it is not possibie to do so. The reason is that we are in the same condition we were in after choosing il - 1. The string from the B list is the same as the string from the A list except that in the B list there is an extra I at the end. Thus, we are forced to choose i3 = 3, i4 = 3, and so on, to avoid creating a mismatch. We can never allow the A string to catch up to the B string, and thus can never rea a solution. [] 9.4.2 The "Modified" PCP It is easier to reduce Lu to PCP if we first introduce an intermediate version of PCP, which we call the Modified Post's Correspondence Problem, or MPCP. In the modified PCP, there is the additional requirement on a solution that the first pair on the A and B Iists must be the first pair in the solution. More formally, an instance of MPCP is two Lists A = w,w,... and a solution is a list of 0 or more integers i, i,..., im such that Notice that the pair (w, x) is forced to be at the beginning of the two strings, even though the index I is not mentioned at the front of the list that

9.4. POST'S CORRESPONDENCE PROBLEM 395 Partial Solutions In Example 9.14 we used a technique for analyzing PCP instances that comes up frequently. We considered what the possible partial solu- tions were, that is, sequences of indexes il,i2,...,ir such that one of wi wo ' � ' wi ad xq xi - � ' xi is a prefix of the other, although the two strings axe not equal. Notice that if a sequence of integers is a solution, then every prefix of that sequence must be a partial solution. Thus, un- derstanding what the partial solutions axe allows us to argue about what solutions there might be. Note, however, that because PCP is undecidable, there is no algorithm to compute all the partial solutions. There can be an infinite number of them, and worse, there is no upper bound on how different the lengths of the strings wi w2 � ' � w. and xix2 - -. x can be, even though the partial solution leads to a solution. is the solution. Also, unlike PCP, where the solution has to have at least one integer on the solution list, in MPCP, the empty list could be a solution if wt = x (but those instances are rather uninteresting and will not figure in our use of MPCP). Example 9.15: The lists of Fig. 9.12 may be regarded as an instance of MPCP. However, as an instance of MPCP it has no solution. In proof, observe that any partial solution has to begin with index 1, so the two strings of a solution would begin: A: 1-" B: 111--. The next integer could not be 2 or 3, since both w2 and w3 begin with 10 and thus would produce a mismatch at the third position. Thus, the next index would have to be 1, yielding: A: 11-.. B: 11II11... We can argue this way indefinitely. Only another 1 in the solution can avoid a mismatch, but if we can only pick index 1, the B string remains three times as long as the A string, and the two strings can never become equal. [] An important step in showing PCP is undecidable is reducing MPCP to PCP. Later, we show MPCP is undecidable by reducing Lu to MPCP. At that point, we will have a proof that PCP is undecidable as well; if it were decidable, then we could decide MPCP, and thus

396 CttAPTER 9. UNDECIDABILITY Given an instance of MPCP with alphabet r:, we construct an instance of PCP as follows. First, we introduce a new symbol, that, in the PCP instance, goes between every symbol in the strings of the MPCP instance. However, in the strings of the A list, the *'s follow the symbols of E, and in the B list, the *'s precede the symbols of . The one exception is a new pair that is based on the first pair of the MPCP instance; this pair has an extra, at the beginning of w, so it can be used to start the PCP solution. A final pair (,, ,$) is added to the PCP instance. This pair serves as the last in a PCP solution that mimics a solution to the MPCP instance. Now, let us formalize the above construction. We are given an instance of MPCP with lists A = wi,w2,...,w and B ---- xi,x,...,xk. We assume � and $ are symbols not present in the alphabet E of this MPCP instance. We construct a PCP instam:e C = yo, yi,.,.,y+ and D = zo,zt .... , z+, as follows: 1. For i = 1, 2,..., k, let yi be w with a � after each symbol of wi, and let zi be a: with a � before each symbol of 2. Yo = *Yl, and z0 = z. That is, the 0th pair looks like pair I, except that there is an extra * at the beginning of the string from the first list. Note that the 0th pair wilI be the only pair in the PCP instance where both strings begin with the same symbol, so any solution to this PCP instance will have to begin with index 0. 3. y+ = $ and z+ = .$, Example 9.16: Suppose Fig. 9. I2 is an MPCP instance. Then the instance of PCP constructed by the above steps is shown in Fig. 9.14. [] List C List D i Yi ,i* 1. 1.0.1.1.1, 1,0. $ .1.1.1 .1.1,1 .i.0 ,0 ,$ Figure 9.14: Constructing an instance of PCP from an MPCP instance Theorem 9.17: MPCP reduces to PCP. PROOF: The construction given above is the heart of the proof. First, suppose that i ,i2, .... i,n is a solution to the given MPCP instance with lists A and B. Then we know w.w h w. ...w,,, = x xh :ca '.'xi,. If we were to replace the

9.4. POST'$ CORRESPONDENCE PROBLEM 397 w's by y's and the x's by z's, we would have two strings that were almost the same: YlYiYi "'Yi and zzizi -.-z,,. The difference is that the first string would be missing a � at the beginning, and the second would be missing a � at the end. That is, � YlYiYi= � ' 'yi.. = ZlZiZi.z ' � However, Yo = *Yt, and zo = zx, so we can fix the initial � by replacing the first index by 0. We then have: We can take care of the final � by appending the index k + 1. Since y+ = $, and z+ -- ,$, we have: YoYi Yi2 � ' ' Yi,Yk+ = zozi_zi ' ' ' Zi Zk-]-i We have thus shown that 0, i, i9.,..., i,, k + 1 is a solution to the instrams of PCP. Now, we must show the converse, that if the constructed instance of PCP has a solution, then the original MPCP instance has a solution as well. We observe that a solution to the PCP instance must begin with index 0 and end with index k + 1, since only the 0th pair has strings Yo and zo that begin with the same symbol, and only the (k+ 1)st pair has strings that end with the same symbol. Thus, the PCP solution can be written 0, i, i,..., ira, k + 1. We claim that i, i2 .... ,im is a solution to the MPGP instance. The reason is that if we remove the ,'s and the final $ from the string yo.li?}io_ we get the string /Jl?/Jix wi:  ' '' Wit a . Also, if we remove the *'s and $ from the string ZOZitgi ' " Zi,r, Zk+l we get x:ci:xi -" xi,.. We know that YoYix Yi ' ' ' Yi.Yk+l = zozi zi � � . zi, Zk+l so it follows that Wl iWi ' ' ' Wi,, ---- 13gi 2:i ' ' ' Thus, a solution to the PCP instance implies a solution to the MPCP instance. We now see that the construction described prior to this theorem is an algorithm that converts an instance of MPCP with a solution to an instance of PCP with a solution, and also converts an instance of MPCP with no solution to an instance of PCP with no solution. Thus, there is a reduction of MPCP to PCP, which confirms that if PCP were decidable, MPCP would alse be decidable. [] 9.4.3 Completion of the Proof of PCP Undecidability We now complete the chain of reductions of Fig. 9.11 by reducing L., to MPCP. That s, given a pair (M, w), we construct an instance (A, B) of MPCP such that TM M accepts input w if and only if (A, B) has a solution.

398 CHAPTER 9. UNDECIDABIL[TY The essential idea is that MPCP instance (A,/3) simulates, in its partial solutions, the computation of M on input w. That is, partial solutions will con- sist of strings that are prefixes of the sequence of ID's of M: #a #a2#as#..., where el is the initial ID of M with input w and ai - ai+ for all i. The string from the B list will always be one ID ahead of the string from the A list, unless M enters an accepting state. In that case, there will be pairs to use that will allow the A list to "catch up" to the B list and eventually produce a solution. However, without entering an accepting state, there is no way that these pairs can be used, and no solution exists. To simplify the construction of an MPCP instance, we shall invoke Theo- rem 8.12, which says that we may assume our TM never prints a blank, and never moves left from its initial head position. In that case, an ID of the Turing machine will always be a string of the form oq, where a and  axe strings of nonblank tape symbols, and q is a state. However, we shall allow fl to be empty if the head is at the blank immediately to the right of a, rather than placing a blank to the right of the state. Thus, the symbols of a and/ will correspond exactly to the contents of the celIs that held the input, plus any cells to the right that the head has previously visited. Let M = (Q, E, F, 5, q0, �, F) be a TM satisfying Theorem 8.12, and let w in E* be an input string. We construct an instance of MPCP as follows. To understand the motivation behind our choice of pairs, remember that the goal is for the first list to be one ID behind the second list, unless M accepts. 1. The first pair is: List A List B #qow# This, pair, which must start any solution according to the rules of MPCP, begins the simulation of M on input w. Notice that initially, the B list is a complete ID ahead of the A list. 2. Tape symbols and the separator # can be appended to both lists. The pairs List A List B X X for each X in F allow symbols not involving the state to be 'copied." In effect, choice of these pairs lets us extend the A string to match the B string, and at the same time copy paxts of the previous ID to the end of the/3 string. So doing helps to form the next ID in the sequence of moves of M, at the end of the B string.

9.4. POST'S CORRESPONDENCE PROBLEM 399 To simulate a move of M, we have certain pairs that reflect those moves. For all q in Q - F (i.e., q is a nonaccepting state), p in Q, and X, Y, and Z in F we have: List A List B qX Yp ZqX pZY q YP Zq pZY# if 5(q, x) = (p, Y, R) if 5(q, X) -- (p,Y,L); Z is any tape symbol if r) = (p, Y, R) if (q,B) = (p,Y,L); Z is any tape symbol Like the pairs of (2), these pairs help extend the B string to add the next ID, by extending the A string to match the B string. However, these pairs use the state to determine the change in the current ID that is needed to produce the next ID. These changes -- a new state, tape symbol, and head move -- are reflected in the ID being constructed at the end of the B string. If the ID at the end of the B string has an accepting state, then we need to allow the partial solution to become a complete soIution. We do so by extending with "ID's" that are not really ID's of M, but represent what would happen if the accepting state were allowed to consume all the tape symbols to either side of it. Thus, if q is an accepting state, then for all tape symbols X and Y, there are pairs: List A List B XqY q Xq q qY q 5. Finally, once the accepting state has consumed all tape symbols, it stmds alone as the last ID on the B string. That is, the remainder of the two strings (the sutY-uc of the B string that must be appended to the A string to match the B string) is q#. We use the final pair: List A List B to complete the solution. In what follows, we refer to the flve kinds of pairs generated above as tte pairs rom rule (1), rule (2), and so on. Example 9.18: Let us convert the TM M = ({q,q',q3}, {0, 1}, {0, 1,B},5, q,B,{q3}) where 5 is given by:

400 CHAPTER 9. UNDECIDABILITY q z(q, 0) 5(q, ) 5(q, and input string w -- 0I to an instance of MPCP. To simplify, notice that M never writes a blank, so we shall never have B in an ID. Thus, we shall omit 'all the pairs that involve B. The entire list of pairs is in Fig. 9.15, along with explanations about where each pair comes from. Rule [List A I List (1)  'V-qz 01 ' <2) o o 1 1 (3> q,0 q from 0q 1 q00 from 5(qt, 1) = (q, 0, L) lql q210 from d(q,l) = (qa,O,L) 0qt q201 kom d(q,B) = (qa, 1,L) q qx from 5(q,B) = (q, ,Z) Oq20 qaO0 om 5(q2, O) lq20 qa 10 from 6(q2, O) = (q, O, L) qal 0q from 6(q2,1) = (qi,0,R) qa 0qa from 4.(qa,B) = (q,q,R) (4) oqs0 0qa 1 qs lqa0 qa lqs 1 qa 0qs qa q0 q31 qa Figure 9.15: MPCP instance constructed from TM M of Example 9.I8 Note that M accepts the input 01 by the sequence of moves q01 t- lq21 I- 10q [- lq9.01 - q3101 Let us see the sequence of partial solutions that mimics this computation of M and eventually leads to a solution. We must start with the first pair, as required in any solution to MPCP: A: # B: #qi01#

9.4. POST'S CORRESPONDENCE PROBLEM 401 The only way to extend the partial solution is for the string from the A list to be a prefix of the remainder, qt01. Thus, we must next choose the pair (ql0, lq2), which is one of those move-simulating pairs that we got from rule (3). The partial solution is thus: A: q10 B: qOllq We may now further extend the partial solution using the "copying" pairs from rule (2), until we get to the state in the second ID. The partial solution is then: A: #q1011 B: #qOllq21l At this point, we can use another of the rule-(3) pirs to simulate a move; the appropriate pair is (ql, 0q), and the resulting partial solution is: A: q101lq_1 B: #qOllq2110q We now could use rule-(2) pairs to "copy" the nex three symbols:  1 and 0. However, to go that far would be a mistake, since the next move of M moves the head left, and the 0 just before the state is needed in the next rule-(3) pair. Thus, we only "copy" the next two symbols, leaving paxtial solution: A: q101lq21l B: q101lq21lOq1:l The appropriate rule-(3) pair to use is (0qt, q01#), which gives us the partial solution: A: :qlOl#1ql#10q: B: #q101#lql10q #1q.01 Now, we may use another rule-(3) pair, (lq0,q10), which leads to acceptance: A: qO1:lqllOq#1qO B: #qO1#lqllOq:lqOlqs10 At this point, we use pa/rs from rule (4) to eliminate all but qs from the ID. We also need pairs from rule (2) to copy symbols as necessary. The continuation of the partial solution is: A: qOlIql#10qt1qO1#qslO1#qOlq1 B: #qOl#1q.l10q#lqOl #qlO1#qsOl qs1#qs# With only qs left in the ID, we can use the pair (q, #) i:rom rule (5) to finish the solution:

402 CHAPTER 9. UNDECIDABILITY A: qO1 l q21 lOq #1q201#qlO1#qsOl qsl #q3# # B: :qOl # lq l: lOq :lqOl :qslOl #qsOl.ql #q# Theorem 9.19: Post's Correspondence Problem is undecidable. PROOF: We have almost completed the chain of reductions suggested by Fig. 9.11. The reduction of MPCP to PCP was shown in Theorem 9.17. The con- strnction of this section shows how to reduce L to MPCP. Thus, we complete the proof of undecidability of PCP by proving that the construction is correct, that is: � M accepts to if and only if the constructed MPCP instance has a solution. (Only-if) Example 9.18 gives the fundamental idea. If w is in L(M), then we can start with the pair from rule (1), and simulate the computation of M on w. We use a pair from rule (3) to copy the state from each ID and simulate one move of M, and we use the pairs from rule (2) to copy tape symbols and the marker # as needed. If M reaches an accepting state, then the pairs from ruIe (4) and a final use of the pair from rule (5) allow the A string to catch up to the B string and form a solution. (If) We need to argue that if the MPCP instance has a solution, it could only be because M accepts w. First, because we axe dealing with MPCP, any solution must begin with the first pair, so a partial solution begins A: # B: qew# As long as there is no accepting state in the partial solution, the pairs from rules (4) and (5) are useless. States and one or two of their surrounding tape symbols in an ID can only be handled by the pairs of rule (3), mad all other tape symbols and # must be handled by pairs from rule (2). Thus, unless M reaches an accepting state, all partial solutions have the form A: x B: xy where x is a sequence of ID's of M representing a computation of M on input w, possibly followed by  and the beginning of the next IDa. The remainder y is the completion of c, another #, and the beginning of the ID that follows (, up to the point that x ended within a itself. In particular, as long as M does not enter an accepting state, the partial solution is not a solution; the B string is longer than the A string. Thus, if there is a soIution, M must at some point enter n accepting state; i.e., M accepts w. []

9.5. OTHBR UNDBCIDABLE PROBLEMS 403 9.4.4 Exercises for Section 9.4 Exercise 9.4.1: Tell whether each of the following instaces of PCP has a solution. Each is presented as two lists A and B, and the ith strings on the two lists correspond for each i -- 1, 2, .... * a) A = (01,001,10); B = (011, 10, 00). b) A - (01,001,10); B = (011,01,00). c) A = (ab, a, be, c); B = (be, ab, ca, a). Exercise 9.4.2: We showed that PCP was undecidable, but we assumed that the alphabet P, could be arbitrary. Show that PCP is undecidable even if we limit the alphabet to E = {0, 1} by reducing PCP to this special case of PCP. Exercise 9.4.3: Suppose we limited PCP to a one-symbol alphabet, say E = {0}. Would this restricted case of PCP still be undecidable? Exercise 9.4.4: A Post tag system consists of a set of pairs of strings chosen from some finite alphabet 2 and a start string. If (w, x) is a pair, and y is any string over E, we say that wy - yx. That is, on one move, we can remove some prefix w of the "current" string wy and instead add at the end the second component of a string x with which w is paired. Define I  to mean zero or more steps of -, just as for derivations in a context-ree grammar. Show that it is undecidable, given a set of pairs P and a start string z, whether z [ e. Hint: For each TM M and input w, let z be the initial IT) of M with input w, followed by a separator symbol . Select the pairs P such that any ID of M must eventually become the ID that tollows by one move of M. If M enters an accepting state, arrange that the current string can eventually be erased, i.e., reduced to e. 9.5 Other Undecidable Problems Now, we shall consider a variety ot other problems that we can prove undecid- able. The principal technique is reducing PCP to the problem we wish to prove undecidable. 9.5.1 Problems About Programs Our first observation is that we can write a program, in any conventional lan- guage, that takes as input an instance of PCP and searches for solutions some systematic manner, e.g., in order of the length (number of pairs) of potential solutions. Since PCP allows arbitrary alphabets, we should encode the symbols of its alphabet in binary or some other fixed alphabet, as discussed in the box on "PCP as a Language" in Section 9.4.1.

404 CHAPTER 9. UNDECIDABILITY We can have our program do any particular thing we want, e.g., halt or print hello, world, when and if it finds a solution. Otherwise, the program will never perform that particular action. Thus, it is undecidable whether a program prinf, s lmllo, worlct, whether it halts, whether it calls a particular function, rings the console bell, or makes any other nontrivial action. In fact, there is an analog of Rice's Theorem for programs: any nontrivial property that involves what the program does (rather than a lexical or syntacti� property of the program itself) must be undecidable. 9.5.2 Undecidabillty of Ambiguity for CFG's Programs are sufficiently like Turing machines that the observations of Sec- tion 9.5.1 are unsurprising. Now, we shall see how to reduce PCP to a problem that looks nothing like a question about computers: the question of whether a given context-free grammar is ambiguous. The key idea is to consider strings that represent a list of indexes (integers), in reverse, and the corresponding strings according to one of the lists of a PCP instance. These strings can be generated by a grammar. The similar set of strings for the other list in the PCP instance can also be generated by a grmnmar. If we take the union of these grammars in the obvious way, then there is a string generated through the productions of each original grammar if and only ff there is a solution to this PCP instance. Thus, there is a solution if and only if there is ambiguity in the grammar for the union. Let us now make these ideas more precise. Let the PCP instance consist of lists A -- Wl,W2,..., w and B = x,x2, .... x. For list A we shall construct a CFG with A as the only variable. The terminals are all the symbols of the alphabet Y. used for this PCP instance, plus a distinct set of index symbols at, a, ..., ak that represent the choices of pairs of strings in a solution to the PCP instance. That is, the index symbol ai represents the choice of wi from the A list or x from the B list. The productions for the CFG for the A list are: A --> wlAa I w2Aa2 I'"[wAa I We shall call this gramtatar G and its language L. In the future, we shall refer to a language like L  as the language for the list A. Notice that the terminal strings derived by Ga are all those of the form WlWi" .wi,ai,,..-aia for some m _> 1 and list o[ integers iI,i2,... ,ira; each integer is in the range 1 to k. The sentential forms of G all have a single A between the strings (the w's) and the index symbols (the a's), until we use one of the last group of k productions, none of which have an A in the body. Thus, parse trees look like the one suggested in Fig. 9.16. Observe also that any terminal string derivable from A in G has a unique derivation. The index symbols at the end of the string determine uniquely which production must be used at each step. That is, only two production bodies end with a given index symbol ai: .4 -} wAa and A  wai. We must

9.5. OTHER UNDECIDABLE PROBLEMS 405 A w. A a. t2 ' 2 A w. A a. t t m m Figure 9,16; The form of parse trees in the grammar use the first of these ff the derivation step is not the last, and we must use the second production if it is the last step. Now, let us consider the other part of the given PCP instaace, the list B = x,x2,... ,xe. For this list we develop another grammar B -y x! Bal I x2Ba ['" I xkBan I xTa I x2a2 I'"l xa The language of this gcammar will be referred to as LB. The same observations that we made for Ga apply also to GB. In particular, a terminal string in LB has a unique derivation, which can be determined by the index symbols in the tail of the string. Finally, we combine the languages and grammars of the two lists to form a grammar GaB for the entire PCP instaace. GaB consists of: 1. Variables A, B, and S; the latter is the start symbol. 2. Productions S - A I B. 3. All the productions of GA. 4. All the productions of We claim that GnB is ambiguous if and only if the instance (A, B) of PCP has a solution; that argument is the core of the next theorem. Theorem 9.20: It is undecidable whether a CFG is ambiguous.

406 CHAPTER 9. UNDECIDABILITY PROOF: ,Ve have already given most of the reduction of PCP to the question of whether a CFG is ambiguous; that reduction proves the problem of CFG ambiguity to be undecidable, since PCP is undecidable. We have only to show that the above construction is correct; that is: * Gas is ambiguous if and only if instance (A, B) of PCP has a solution. (If) Suppose il,i,...,i m is a solution to this instance of PCP. Consider the two derivations in GAB: Wi Wi ' ' ' Wim-t Aai_ - - � aiai  wi wi: - � - wi ai ' � - aiaix Xi Xi '  ' Xim_ 1 Sai,_  � - � i il  i] ig � � � Xim ai � � ' ai ai Since i , i , . . .  im is a solutioa, we ow that wil wi . . . wi  Xil Xi  � - Xi . Thus, these wo deflations e deritions of the se terminal string. Sce the derivations themselves e clearly two stinct, leftmost derivations of the se termi string, we conclude that Gs is ambious. (0nly-if) We ready observed that a given terminal string cot have more than one deflation ia G d not more th one in Gs. So the onIy way that a teinaI string cod have two leamost deritions in Gs is if oae of them begins S  A and continues with a derivation in G, while the other begins S  B and continues with a derivation of the same string in Gs. The string with two derivatio h  tail of indexes ai --. ai ai, for some m  1. This tl must be a solution to the PCP stce, because what pre- ces the tl in the string with two derivations is both wiwi...wi d iti '''i-  9.5.3 The Complement of a List Language Having context-fi'ee languages like La for the list A Iets us show a number of problems about CFL's to be undecidable. More undecidability facts for CFL's can be obtained by consldexing the complement language L. Notice that the language L consists of all strings over the lphabet .  {a, a, .... a) that axe not in L, where  is the alphabet of some instance of PCP, and the ai's are distinct symbols representing the indexes of pairs in that PCP instance. The interesting members of La are those strings consisting o� a prefix in Z* that is the concatenation of some strings from the A list, followed by a suffix of index symbols that does not match the strings from A. However, there are also many strings in La that are simply of the wrong form: they are not in the language of regular expression E* (a + a +-.. - a)*. We claim that LA is a CFL. Unlike L,, it is not very easy to design a grammar fo , but we can design a PDA, in fact a deterministic PDA, for L. The construction is in the next theorem.

9,5. OTHER UNDECIDABLE PROBLEMS 407 Theorem 9,21: If LA is the language for list A, then LA is a context-free language. PROOF: Let  be the alphabet of the strings on list A -- w,, w2, ..., w, and let I be the set of index symbols: I -- (al, a2 .... , a ). The DPDA P we design to accept LA works as follows. 1. As long as P sees symbols in Y2,, it stores them on its stack. Since all strings in Z* are in LA, P accepts as it goes. 2. As soon as a P sees an index symbol in 17 say el, it pops its stack to see if the top symbols form w/, that is, the reverse of the corresponding string. (a) If not, then the input seen so far, and any continuation of this input is in LA. Thus, P goes to an accepting state in which it consumes all future inputs without changing its stack. (b) I w was popped from the stack, but the bottom-of-stack marker is not yet exposed on the stack, then P accepts, but remembers, in its state that it is looking for symbols in I only, and may yet see a string in LA (which P will not accept). P repeats step (2) as long as the question of whether the input is in LA is unresolved. (c) If w was popped from the stack, and the bottom-of-stack marker is exposed then P has seen an input in L. P does not accept this input. However since any input continuation cannot be in L, � goes to a state where it accepts all future inputs, leaving the stack unchanged. 3. If, after seeing one or more symbols of I, P sees another symbol of , then the input is not of the correct form to be in LA. Thus, P goes to a state in which it accepts this and all future inputs, without changing its stack. We can use L, LB and their complements in various ways to show unde- cidability results about context-free languages. The next theorem summarizes some of these facts. Theorem 9.22: Let G and G2 be context-free grammars, and let R be a regular expression. Then the following are undecidable: b) s L(G,) = (a.)? c) s r,(a) = �(R)? d) Is L(G) - T* for some phabet T?

408 CHAPTER, 9. UNDECIDABILITY e) Is L(G) c_ L(Ga)? f) Is L(R) _c L(O)? PROOF: Each of the proofs is a reduction from PCP. We show how to take an instance (A, B) of PCP and convert it to a question about CFG's and/or regular expressions that has answer "yes" if and only if the instance of PCP has a solution. Iu some cases, we reduce PCP to the question as stated in the theorem; in other cases we reduce it Co the complement. It doesn't matter, since if we show the complement of a problem to be undecidable, it is not possible that the problem itself is decidable: since the recursire languages are closed under complementorion (Theorem 9.3). We shall refer to the alphabet of the strings for this instance as E and the aJphab.__et of index symbols as I. Our reductions depend on the fact that L,, LB, L4 and LB all have CFG's. We construct these CFG's either directly, as in Section 9.5.2, or by the construction of a PDA for the complement languages given in Theorem 9.21 coupled with the conversion from a PDA to a CFG by Theorem 6.14. a) Let L(Ct) -- LA and L(C2) = Ls. Then L(G) N L(C) is the set of solutions to this instance o� PCP. The intersection is empty if and only if there is no solution. Note that, technically, we have reduced PCP to the language of pairs of CFG's whose intersection is nonempty; i.e., we have shown the problem "is Om intersection of two CFG's nonempty" to be undecidable. However, as mentioned in the introduction to the proof, showing the complement of a problem to be undecidable is tantamount to showing he problem itself undecidable. b) Since CFG's are closed under union, we can construct a CFG G for L, G Ls. Since (, O I)* is a regular set, we surely may construct for it a CFG G. Now L,  LB --- L,4 N L. Thus, L(C) is missing only those strings that represent solutions to the instance of PCP. L(G) is missing no strings in (E U I)*. Thus, their languages are equal if and only if the PCP instance has no solution. e) d) e) The argument is the same as for (b), but we let R be the regular expression ( U The argument of (c) suffices, since E O I is the only alphabet of which L  L could possibly be the closure. Let G be a CFG for ( U I)* and let G2 be a CFG for La O LB. Then L(G) _C L(G2) if and only if L U   (E U I)*, i.e., if and only if the PCP instance has no solution. f) The argument is the stone as (e), but let R be the regular expression (E U I)*, and let L(G) be Ln U L,.

9.5. OTHER UNDECIDABLE PROBLEMS 409 9.5.4 Exercises for Section 9.5 * Exercise 9.5.1: Let L be the set of (codes for) context-free grammars G such that L(G) contains at least one palindrome. Show that L is undecidable. Hint: Reduce PCP to L by constructing, from each instance of PCP a grammar whose language contains a palindrome if and only if the PCP instance has a solution. ! Exercise 9.5.2: Show that the language LA [ LB is a regular language if and only if it is the set of all strings over its alphabet; i.e., if and only if the instancc (A, B) of PCP has no solution. Thus, prove that it is undecida.ble whether or not a CFG generates a regular language. Hint: Suppose there is a solution to PCP; say the string wx is missing fi'om Lit- U L--, where w is a string from the alphabet E of this PCP instamce, and x is the reverse of the corresponding string of index symbols. Define a homomorphism Is(0) --w and h(1) = x. Then what is h - (LA O LB)? Use the fact that regular sets are closed under inverse homomorphism, complementation, and the pumping lenuna for regular sets to show that LA U L is not regular. !! Exercise 9.5.3: It is undecidable whether the complement of a CFL is also a CFL. Exercise 9.5.2 can be used to show it is undecidable whether the comple- ment of a CFL is regular, but that is not the same thing. To prove onr initial claim, we need to define a different language that represents the nonsolutions to &n instance (A, B) of PCP. Let LAa be the set of strings of the form wx#ySez such that: 1. w and x are strings over the alphabet E of the PCP instance. and z are strings over the index alphabet I for this instaxme. 3. # is a symbol in neither E nor I. 4. WX R . 5. yz . 6. x n is not what the index string y generates according to list B. 7. w is not what the index string z R generates according to the list A. Notice that Ls consists of all strings in E*E*#I*I* unless the instance (A, B) has a solution, but L is a CFL regardless. Prove that La is a CFL if and only if there is no solution. Hint: Use the inverse homomorphism trick from Exercise 9.5.2 and use Ogden's lemma to force equality in the lengths of certain substrings as in the hint to Exercise 7.2.5(b).

410 CHAPTER 9. UNDECIDABILITY 9.6 Summary of Chapter 9 Recursire and Recursivety Enumerable Languages: The languages ac- cepted by Turing machines arc called recursively enumerabIe (RE), and the subset of RE languages that are accepted by a TM that always halts are calIed rccursivc. Complements oJ Recursire and RE Languages: The recursive languages are closed under cornplementation, asLd if a language and its complement are both RE, then both languages are actually recursive. Thus, the com- plement of an RE-but-not-recursive language can never be RE. Decidability and Undecidability: "Decidable" is a synonym for "recur- sive," although we tend to refer to Iaugages as "recursire" and prob- lems (which ze languages interpreted as a question) as "decidable." If  ianguage is not recursire, then we call the problem expressed by that language "undecidable." The Language La: This language is the set of strings of O's and 1's that, when interpreted as a TM, are not in the language of that TM. The language La is a good example of a language that is not RE; i.e., no Turing machine accepts it. The Univer,sal Language: The language L consists of strings that are interpreted as a TM followed by an input for that TM. The string is in L4 if the TM accepts that input. Lu is a good example of a language that is RE but not recursive. Rice's Theorem: Any nontrivial property of the languages accepted by Turing machines is undecidable. For instance, the set of codes for Turing machines whose lzaxguage is empty is undecidablc by Rice's theorem. In fact, this language is not RE, although its complement -- the set of codes for TM's that accept at least one string -- is RE but not recursire. Post's Correspondence Problem: This question asks, given two lists of the same humber of strings, whether we ca-n pick a sequence of corresponding strings from the two lists and form the same string by concatenation. PCP is an important example of an undecidable problem. PCP is a good choice for reducing to other problems and thereby proving them undecidable. Undecidable Context-Free-Language Problems: By reduction from PCP, we can show a number of questions about CFL's or their grammars to be undecidable. For instance, it is undecidable whether a CFG is ambiguous, whether one CFL is contained in another, or whether the intersection of two CFL's is empty.

9.7 RBFBRENCF, S FOR CHAPTBR 9 411 9.7 References for Chapter 9 The undecidability of the universal language is essentially the result of Turing [9], although there it was expressed in terms of computation of arithmctic func- tions and halting, rather than languages ad acceptance by final state. Rice's theorezn is from [8]. The undecidability of Post's Correspondence problem was shown in [7], al- though the proof used here was devised by- R. W. Floyd, in unpublished notes. The undecidability of Post tag systems (defined in Exercise 9.4.4) is from [6]. The fundamental papers on undecidability of questions about context-free languages are [1] and [5]. However, the fact that it is undecidable whether a CFG is ambiguous was discovered independently by Cantor [2], Floyd [4], and Chomsky and Schutzenberger [3]. 1. Y. Bar-Hillel, M. Perles, and E. Shamir, "On formal properties of simple phrase-structure grammars," Z. Phonetik. Sprachwiss. Kommunikations- forsch. 14 (1961), pp. 143-172. 2. D.C. Cantor, "On the ambiguity problem in Backus systems," J. ACM 9:4 (1962), pp. 477-479. 3. N. Chomsky and M.P. Schutzenberger, "The algebraic theory of con- text-free languages," Computer Programming and Formal Systems (1963), North Holland, Amsterdam, pp. 118-161. 4. R. W. Floyd, ':On ambiguity in phrase structure languages," Communi- cations of the ACM 5:10 (1962), pp. 526-534. 5. S. Ginsburg and G. F. Rose, "Some recursively unsolvable problems in ALGOL-like languages," J. ACM 10:1 (1963), pp. 29-47. 6. M. L. Minsky, "Recursire unsolvability of Post's problem of 'tag' and other topics in the theory of Turing machiness" Annals of Mathematics 74:3 (1961), pp. 437-455. 7. E. Post, "A variant of a recursively unsolvable problem," Bulletin of the AMS 52 (1946), pp. 264-268. 8. H. G. Rice, "Classes of recursively enumerable sets and their decision problems," T'ansactions of the AMS 89 (1953), pp. 25-59. 9. A. M. Turing, "On computable numbers with az application to the Ent- scheidungsproblem," Proc. London Math. Society 2:42 (1936), pp. 230- 265.

Chapter 10 Intractable Problems We now bring our discussion of what can or cannot be computed down to the level of efficient versus inefficient computation. We focus on problems that are decidable, and ask which of them can be computed by Turing machines that run in an amount of time that is polynomial in the size of the input. You should review in Section 8.6.3 two important points: The problmns solvable in polynomial time on a typical computer are ex- actly the same as the problems solvable in polynomial time on a Turing machine. Experience has shown that the dividing line between problems that can be solved in polynomial time and those that require exponential time or more is quite fundamental. Practical problems requiring polynomial time are almost always solvable in an amount of time that we can tolerate, while those that require exponential time generally cannot be solved except for small instances. lm this chapter we introduce the theory of "intractability," that is, techniques for showing problems not to be solvable in polynomial time. We start with a particular problem -- the question of whether a boolean expression can be satisfied, that is, made true for some assignment of the truth values TRUE and FALSE to its variables. This problem plays the role for intractable problems that L,, or PCP played for undecidable problems. That is, we begin with "Cook's Theorem," which implies that the satisfiability of boolean formulas cannot be decided in polynomial time. We then show how to reduce this problem to many other problems, which are therefore shown intractable as well. Since we are dealing with whether problems can be solved in polynomial time, our notion of a reduction must change. It is no longer sufflcient that there be an algorithm to transform instances of one problem to instances of aother. The algorithm itself must take at most polynomial time, or the reduction does not let us conclude that the taxget problem is intractable, even if the source 413

414 CHAPTER 10. INTRACTABLE PROBLEMS problen is. Thus, we introduce the notion of "polynomial-time reductions" in t, he first section. There is another important distinction between the kinds of conclusions we drew- in the theory of undecidability and those that intractability theory lets us draw. The proofs of undecidability that we gave in Chapter 9 are incontro- vertible; they depend on nothing but the definition of a Turing machine and common mathematics. In contrast, the results on intractable problems that we give here are all predicated on an unproved, but strongly believed, assumption, often referred to as the assumption P y AlP. That is, we assume the class of problems that can be solved by nondetermin- istic TM's operating in polynomial time includes at least some problems that cannot be solved by deterministic TM's operating in polynomial time (even if we allow a higher degree polynoxnial for the deterministic TM). There are lit- erally thousands of problems that appear to be in this category, since they can be solved easily by a polynomial time NTM, yet no polynomial-time DTM (or computer program, which is the same thing) is known for their solution. More- over, an important consequence of intractability theory is that either all these problems have polynomial-time deterministic solutions, which have eluded us for centuries, or none do; i.e., they really require exponential time. 10.1 The Classes 7 and AfP In this section, we introduce the basic concepts of intractability theory: the classes P and A/'P of problems solvable in polynomial time by deterministic and nondeterministic TM's, respectively, and the technique of polynomial-time reduction. We also define the notion of "NP-completeness," a property that certain problems in JV'P have; they are at least as hard (to within a polynomial in time) as any problem in Af7 . 10.1.1 Problems Solvab!e in Polynomial Time A Turing machine M is said to be of time complexity T(n) Ior to have "running time T(n)"] ff whenever M is given an input w of length n, M halts after making at most T(n) moves, regardless of whether or not M accepts. This definition applies to any function T(n), such as T(n) = 50n  or T(n) = 3"+ 5n4; we shall be interested predominantIy in the case where T(n) is a polynomial in n. We say a language L is in class 'P if there is some polynomial T(n) such that L -- L(M) for some deterministic TM M of time complexity T(n). 10.1.2 An Example: Kruskal's Algorithm You are probably familiar with many problems that have efficient solutions; perhaps you studied some in a course on data structures and algorithms. These problems are generally in P. We shall consider one such problem: finding a minimum-weight spanning tree (MWST) for a graph.

10.1. THE CLASSES P AND AfT' 415 Is There Anything Between Polynomials and Exponentials? In the introductory discussion, and subsequently, we shall often act as if all programs either ran in polynomial time [time O(n k) for some integer k] or in exponential time [time O(2 ca) for some constant c :> 0], or more. In practice, the known algorithms for common problems generally do fall into one of these two categories. However, there are running times that lie between the polynomials and the exponentials. In all that we say about exponentials, we really mean "any running ime that is bigger than all the polynomials." An example of a function between the polynomials and exponentials is n �s ". This function grows faster than any polynomial in n, since log n eventually (for large n) becomes bigger than any constant k. On the other hand, n 1�g a = 2(log2 n?; if you don't see why, take logarithms of both sides. This function grows more slowly that 2 n for any c :> 0. That is, no matter how small the positive constant c is, eventually cn becomes bigger than (log2 n) 2. Informally, we think of graphs oz diagrams such as that of Fig. 10.1. There are nodes, which are numbered 1-4 in this example graph, and there are edges between some pairs of nodes. Each edge has a weight, which is an integer. A spanning tree is a subset of the edges such that all nodes are connected through these edges, yet there are no cycles. An example of a spanning tree appears in Fig. 10.1; it is the three edges drawn with heavy lines. A minimum-weight spanning tree has the least possible total edge weight of all spanning trees. Figure 10.1: lines 12 0 A graph; its minimum-weight spanning tree is indicated by heavy

416 CItAPTER 10. NTRACTABLE PROBLEMS There is a well-known "greedy" algorithm, called Kruskal's Algorithm,  for finding a MWST. Here is an informal outline of the key ideas: Maintain for each node the connected component in which the node ap- pears, using whatever edges of the tree have been selected so far. Initially, no edges are selected, so every node is then in a connected component by itself. 2. Consider the lowest-weight edge that has not yet been considered; break ties any way you like. If this edge connects two nodes that are currently in different connected components then: (a) Select that edge for the spanning tree, and (b) Merge the two connected components involved, by changing the com- ponent number of all nodes in one of the two components to be the same as the component number of the other. If, on the other hand, the selected edge connects two nodes of the same component, then this edge does not belong in the spanning tree; it would create a cycle. 3. Continue considering edges until either all edges have been considered, or the number of edges selected for the spanning tree is one less than the number of nodes. Note that in the latter case, all nodes must be in one connected component, and we can stop considering edges. Example 10.1: In the graph of Fig. 10.1, we first consider the edge (1,3), because it has the lowest weight, 10. Since I and 3 are initially in different components, we accept this edge, and make I and 3 have the same component number, say "component 1." The next edge in order of weights is (2,3), with weight 12. Since 2 and 3 are in different components, we accept this edge and merge node 2 into "component 1. ' The third edge is (1,2), with weight 15. However, 1 and 2 are now in the same component so we reject this edge and proceed to the fourth edge, (3,4). Since 4 is not in "component 1," we accept this edge. Now, we have three edges for the spanning tree of a 4-node graph, and so may stop. cl It is possible to implement this algorithm (using a computer, not a Turing machine) on a graph with ra nodes and e edges in time O(ra + e log e). A simpler, easier-to-follow implementation proceeds in e rounds. A table gives the current component of each node. We pick the lowest-weight remaining edge in O(e) time, and find the components of the two nodes connected by the edge in O(m) time. If they are in different components, merge all nodes with those numbers in O(m) time, by scanning the table of nodes. The total time taken J. O. Kruskl Jr., "On the shortest spanning subtree of a graph and the LraveIing salesman problem," Proc. AM$?:I (I9561, pp. 48-50.

10.1. TH CLASSES  AND At'7 O 417 by this algorithm is O(e(e +m)). This running time is polynomial in the "size" of the input, which we might informally take to be the sum of e and m. When we translate the above ideas to Turing machines, we face several issues: When we study algorithms, we encounter "problems" that ask for outputs in a variety of forms, such as the list of edges in a MWST. When we deal with TUring machines, we may only think of problems as languages, and the only output is yes or no, i.e., accept or reject. For instance, the MWST tree problem could be couched as: "given this graph G and limit W, does G have a spanning tree of weight W or less?" That problem nay seen easier to answer than the MWST problem with which we axe familiar, since we don't even learn what the spanning tree is. However, in the theory of intractability, we generally want to argue that a problem is hard, not easy, and the fact that a yes-no version of a problem is hard implies that a more standard version, where a full answcr must be computed, is also hard. While we might think informally of the "size" of a graph as the number of its nodes or edges, the input to a TM is a string over a finite alphabet. Thus, problem elements such as nodes and edges must be encoded suit- ably. The effect of this requirement is that inputs to TUring mchines are generally slightly longer than the intuitive "size" of the input. However, there are two reasons why the difference is not significant: 1. The difference between the size as a TM input string and as an :_nformal problem input is never more than a small factor, usually the logarithm of the input size. Thus, what can be done in polynomial time using one measure can be done in polynomial time using the other measure. 2. The length of a string representing the input is actually a more ac- curate measure of the number of bytes a real computer has to read to get its input. For instance, if a node is represented by an integer, then the number of bytes needed to represent that integer is propor- tional to the logarithm of the integer's size, and it is not "1 byte for any node" as we might imagine in an informal accounting for input size. Example 10.2: Let us consider a possible code for the graphs and weight lim- its that could be the input to the MWST problem. The code has five symbols, 0, 1, the left and right parentheses, and the comma. 1. Assign integers 1 through m to the nodes. 2. Begin the code with the value of m in binary and the weight hmit W in binary, separated by a comma.

418 CHAPTER 10. INTRACTABLE PROBLEMS 3. If there is an edge between nodes i and j with weight w, place (i, j, w) in the code. The integers i, j, and w are coded in binary. The order of i and j within an edge, and the order of the edges within the code are immaterial. Thus, one of the possible codes for the graph of Fig. 10.1 with limit W = 40 is 100,101000(i, 10,1111)(1,11,1010)(10,11,1100)(10,100,10100)(11,100,10010) If we represent inputs to the MWST problem as in Example 10.2, tlxen an input of Iength n can represent at most O(n[logn) edges. It is possible that m, the number of nodes, could be exponential in n, if there are very few edges. However, unless the number of edges, e, is at least m - 1, the graph cannot be connected and therefore will have no MWST, regardless of its edges. Consequently, if the number of nodes is not at least some fraction of n/log n, there is no need to run Kruskal's algorithm at all; we simply say "no; there is no spanning tree of that weight." Thus, if we have an upper bound on the running time of Kruskal's algorithm as a function o{ m and e, such as the upper bound O(e(ra+e)) developed above, we can conservatively replace both m and e by n and say that the running time, as a function of the input length n is O(n(n + n)), or O(n2). In fact, a better implementation of Kruskal's algorithm takes time O(n logn), but we need not concern ourselves with that improvement here. Of course, we are using a Turing machine as our model of computation, while the algorithm we described was intended to be implemented in a programming language with useful data structures such as arrays and pointers. However, we claim that in O(n ) steps we can implement the version of Kruskal's algorithm described above on a multitape TM. The extra tapes are used for several jobs: 1. One tape can be used to store the nodes and their current component numbers. The length of this table is O(n). A tape can be used, as we scan the edges on the input tape, to hold the currently least edge-weight found, among those edges that have not been maxked "used." We could use a second track of the input tape to mark those edges that were selected as the edge of least remaining weight in some previous round of the algorithm. Scanning for the lowest-weight, unmarked edge takes O(n) time, since each edge is considered only once and comparisons of weight can be done by a linear, right-to-left scan of the binary numbers. When an edge is selected in a round, place its two nodes on a tape. Search the table of nodes and components to find the components of these two nodes. This task takes O(n) time.

10.1. THE CLASSES 7:' AND N'P 419 4. A tape can be used to hold the two components, i and j, being merged when an edge is found to connect two previously unconnected components. We then scan the table of nodes and components, and each node found to be in component i has its component number changed to j. This scan also takes O(n) time. You should thus be able to complete the argument that says one round can be executed in O(n) time on a multitape TM. Since the number of rounds, e, is at most n, we conclude that O(n 2) time suffices on a multitape TM. Now, remember Theorem 8.10, which says that whatever a multitape TM can do in s steps, a single-tape TM can do in O(s ) steps. Thus, if the multitape TM takes O(n ) steps, then we can construct a single-tape TM to do the same thing in O((nx) 2) - O(n 4) steps. Our conclusion is that the yes-no version of the MWST problem, "does graph G have a MWST of total weight W or less," is in 10.1.3 Nondeterminlstic Polynomial Time A fundamental class of problems in the study of intractability is those problems that can be solved by a nondeterministic TM that runs in polynomial timc. Formally, we say a language L is in the class AlP (nondeterministic po]ynonial) if there is a nondeterministic TM M and a polynomial time complexity T(n) such that L = L(M), and when M is given an input of length n, there axe no sequences of more than T(n) moves of M. Our first observation is that, since every deterministic TM is a nondeter- ministic TM that happens never to have a choice of moves, 7 ) C_ Af7 . However, it appears that Af79 contains many problems not in 79. The intuitive reason is that a NTM running in polynomial time has the ability to guess an exponential number of possible solutions to a problem and check each one in polynomial time, "in parallel." However: � It is one of the deepest open questions of Mathematics whether 7) = Afro, i.e., whether in fact everything that can be done in polynomial time by a NTM can in fct be done by a DTM in polynomial time, perhaps with a higher-degree po]ynomiai. 10.1.4 An ./V'P Example: The Traveling Salesman Problem To get a feel for the power of At'P, we shall consider an example of a problem that appears to be in Af79 but not in 79: the 7Praycling Salesman Problem (TSP). The input to TSP is the same as to MWST, a graph with integer weights on the edges such as that of Fig. 10. I, and a weight limit W. The question ked is whether the graph has a "Hamilton circuit" of total weight at most W. A Hamilton circuit is a set of edges that connect the nodes into a single cycle,

420 CHAPTER I0. INTRACTABLE PROBLEMS A Variant of Nondeterministic Acceptance Notice that we have required of our NTM that it halt in polynomial time along all branches, regardless of whether or not it accepts. We could just as well have put the polynomial time bound T(n) on only those branches that lead to acceptance; i.e., we could have defined iV7  as those languages that are accepted by a NTM such that if it accepts, does so by at least one sequence of at most T(n) moves, for some polynomial However, we would get the same class of languages had we done so. For if we know that M accepts within T(n) moves if it accepts at all, then we couId modify M to count up to T(n) on a separate track of its tape and halt without accepting if it exceeds count T(n). The modified M inight take O(T2(n)) steps, but T2(n) is a polynomial if T(n) is. In fact, we couId also have defined 7  through acceptance by TM's that accept within time T(n), for some polynomial T(n). These TM's might not halt if thcy do not accept. However, by the same construction as for NTM's, we could modify the DTM to count to T(n) and halt if the limit is exceeded. The DTM wouId run in O(T2(n)) time. with each node appearing exactly once. Note that the number of edges on a Hanilton circuit must equal the number of nodes in the graph. Example 10.3: The graph of Fig 10.1 actually has only one Hamilton circuit: the cycle (1, 2, 4, 3, 1). The total weight of this cycle is 15 + 20 + 18 + 10 = 63. Thus, if kV is 63 or more, the answer is "yes," and if W < 63 the answer is no. , However, thc TSP on four-node graphs is deceptively simple, since there can never be more than two different Hamilton circuits once we account for the different nodes at which the same cycle can start, and for the direction in wtdch we traverse the cycle. In m-node graphs, the number of distinct cycles grows as O(ra!), the factoffal of m, which is more than 2 c" for any constant c. rq It appears that all ways to solve the TSP involve trying essentially all cycles md computing their total weight. By being clever, we can eliminate some obviously bad choices. But it seems that no matter what we do, we must examine an exponential number of cycles before we can conclude that there is none with the desired weight limit W, or to find one if we are unlucky in the order in which we consider the cycles. On the other hand, if we had a nondeterministic computer, we could guess a permutation of the nodes, and compute the total weight for the cycle of nodes in that order. If there were a real computer that was nondeterministic, no branch would use more than O(n) steps if the input was of length n. On a multitape NTM, we can bq,ess a permutation in O(n ) steps and check its total weight in

10.1. TIlE CLASSES P AND iV'7  421 a similar amount of time. Thus, a single-tape NTM can solve the TSP in O(n 4) time at most. We conclude that the TSP is in Af7 . 10.1.5 Polynomial-Time Reductions Our principal methodology for proving that  problem P cannot be solved in polynomial time (i.e, P is not in P) is the reduction of a problem P1, which is known not to be in P, to P2. 2 The approach was suggested b Fig. 8.7, which we reproduce here as Fig. 10.2. insta Figure 10.2: Reprise of the picture of a reduction Suppose we want to prove the statement "if P is in P, then so is Pi." Since we claim that P is not in 7 , we could then claim that P is not in 7 ) either. However the mere existence of the aJgorithm labeled :'Construct" in Fig. 10.2 is not sufficient to prove the desired statement- For instance, suppose that when given an instance of P of length m the algorithm produced axt output string of length 2 m, which it fed to the hypo- thetical polynomial-time algorithm for P. H that decision algorithm ran in, say, time O(n), then on an input of length 2 m it would run in time O(2m), which is exponential in m. Thus, the decision algorithm for P takes, when given mu input of length m, time that is exponential in m. These facts are entirely consistent with the situation where P2 is in 7 ) ad P is not in P. Even if the algorithm that constructs a P2 instance from a P instance always produces an instenure that is polynomial in the size of its input, we can fil to reach our desired conclusion. For instance, suppose that the instance of P constructed is of the same size, m, as the P instance, but the construction algorithm itself takes time that is exponential in m, say o(2m). Now, a decision algorithm for P.z that takes polynomial time O(n ) on input of length n only implies that there is a decision algorithm for P that takes time 0(2 m 4- m) on input of length m. This running time bound takes into account the fact that we have to perform the translation to P. as well as solve the resulting P instance. AgeAn it would be possible for P2 to be in P and P1 not. 2That statement is a slight lie. In practice, we only assume P! is not in 7 , using the very strong evidence that P is "NP-complete," a concept we discuss in Section 10.1.6. We then prove that P is a]o "NP-complete," and thus suggest just as srongly that P1 is not in 7 .

422 CHAPTER lO. INTRACTABLE PROBLEMS The correct restriction to place on the translation from P to/2. is that it requires time that is polynomial in the length of its input. Note that if the translation takes time O(m j) on input of length m, then the output instance of P2 cannot be longer than the number of steps taken, i.e., it is at most for some constant c. Now, we can prove that if P2 is in 7>, then so is For the proof, suppose that we can decide membership in P2 of a string length n in time O(n). Then we can decide membership in P of a string ot length m in time O(m j + (crnJ) ) time; the term mJ accounts for the time to do the translation, azd the term (craJ)  accounts for the time to decide the resulting instance of P.. Simplifying the expression, we see that P1 can be solved in time O(mJ + cmOS'). Since c, j, and k axe all constants, this time is polynomial in m, and we conclude P, is in P. Thus in the theory o� intractability we shall use polynomial-time reductions only. A reduction from P1 to P2 is polynomial-time if it takes time that is some polynomial in the length of the P, instance. Note that as a consequence, the instance will be of a length that is polynomial in the length of the P instance. 10.1.6 NP-Complete Problems We shall next meet the family o problems that axe the best-known candidates for being in :'7  but not in P. Let L be a language (problem) in Af7 . We say L is NPcomplete if the following statements are true about L: 1. L is in 2. For every language L  in .'P there is a polynomial-time reduction of L  to L. An example o an NP-complete problem, as we shall see, is the Traveling Sales- mm Problem, which we introduced in Section 10.1.4. Since it appears that 7  c7>, and in particular, all the NP-complete problems are in A/'P - 7 >, we generally view a proo� o NP-completeness for a problem as a proof that the probIem is not in P. We shall prove our first problem, called SAT (for boolean satisfiabi]ity) to be NP-complete by showing that the language of every polynomial-time NTM has a polynomial4ime reduction to SAT. However, once we have some NP-complete problems, we ca, prove a new problem to be NP-complete by reducing some known NP-complete problem to it, using a polynomial-time reduction. The foliowing theorem shows why such a reduction proves the target problem to be NP-complcte. Theorem 10.4: If P is NP-completc, P2 is in AfT >, and there is a polynomial- time reduction of P to P2, then P.2 is NP-complete. PPOOF: Ve need to show that every language L in AlP polynomial-time re- duces to P2. W know that there is a polynomial-time reduction of L to P1;

10.1. THE CLASSES P AND A/' 423 NP-Hard Problems Some problems L axe so hard that although we can prove condition (2) of the definition of NP-completeness (every language in A/'7  reduces to L in polynomial time), we cannot prove condition (1): that L is in Af7 . If so, we call L NP-hard. We have previously used the informal term "intractable" to refer to problems that appeared to require exponential time. It is generally acceptable to use "intractable" to mean "NP-hard," although in principle there might be some problems that require exponen- tial time even though they are not NP-haxd in the formal sense. A proof that L is NP-hard is suificient to show that L is very likely to require exponential time, or worse. However, if L is not in Af7 , then its apparent diificulty does uot support the argument that all NP-complete problems are difficult. That is, it could turn out that 7  -- Af7 , and yet L still requires exponential time. this reduction takes some polynomial time p(n). Thus, a string w in L of length n is converted to a string x in P of length at most p(n). We also know that there is a polynomial-time reduction of pt to P2; let this reduction take polynomial time q(m). Then this reduction transforms x to some string y in P2, taking time at most q(p(n)). Thus, the transformation of w to y takes time at most p(n) zcq(p(n)), which is a polynomial. We conclude that L is polynomial-time reducible to P2. Since L could be any language in AlP, we have shown that all of A/'P polynomial-time reduces to P; i.e., P2 is NP-complete. [] There is one more important theorem to be proven about NP-comp]ete problems: if any one of them is in P, then all of Alp is in P. Since we believe strongly that there axe many problems in Af7 that are not in T , we thus consider a proof that a problem is NP-conplete to be tantamount to a proof that in has no polynomial-time algorithm, and thus has no good computer solution. Theorem 10.5: If some NP-complete problem P is in T , then P -- JVT . PROOF: Suppose P is both NP-complete 'and in 7 . Then all languages L in Af7  reduce in polynomial-time to P. If P is in 7 , then L is in P, as we discussed in Section 10.1.5. [] 10.1.7 Exercises for Section 10.1 Exercise 10.1.1: Suppose we make the following changes to the weights of the edges in Fig. 10.1. What would the resulting MWST be? * a) Change the weight 10 on edge (1,3) to 25.

424 CHAPTER 10. INTRACTABLE PR�BLEMS Other Notions of NP-completeness The goal of the study of NP-completeness is really Theorem 10.5, that is, the identification of problems P for which their presence in the class 7 > implies 7> = .r7>. The definition of "NP-complete" we have used, which is o'ten called Karp-completeness because it was first used in a fundamental paper on the subject by R. Karp, is adequate to capture every problem that we have reason to believe satisfies Theorem 10.5. However, there are other, broader notions of NP-completeness that also allow us to cIaim Theorem 10.5. For instance, S. Cook, in his original paper on the subject, ticfined a problem P to be "NP-complete" if, given an oracle for the problem P , i.e., a mechanism that in one unit of time would answer any question about membership of a given string in P it ws possiblc to recognize an)- iangxmge in AlP in polynomial time. This type of NP-completeness is called Cook-completeness. In a sense, Karp-completcness is the spe- cial case where you ask only one question of the oracle. However, Cook- completeness also allows complementation of the mswer; e.g., you might ask the oracle a question and then answer the opposite of what the oracle says. A consequence of Cook's definition is that the complements of NP- complete problems would also be NP-complete. Using the more restricted notion of Karpcompleteness, as we do, we are able to make an important distinction between the NP-complete problems (in the Karp sense) and their co,npleme,ts, in Section 11.i. b) Instead, change the weight on edge (2: 4) to 16. Exercise 10.1.2: If we modify the graph of Fig. 10.1 by adding an edge of weight 19 between nodes 1 and 4, what is the minimum-weight Hamilton circuit? Exercise 10.1.3: Suppose that there is an NP-complete problem that has a deterministic solution that takes tinte O(n �g n). Note that this function lies between the polynomlaI. s and the exponentials, and is in neither class of functions. What could we say about the running time of any problem in Exercise 10.1.4: Consider the graphs whose nodes are grid points in an n- dimensionaJ cube of side m, that, is, the nodes are vectors (i, i,.,..., in), where each i is in the range 1 to rn. There is an edge between two nodes if and only if they differ by one in exactly one dimension. For instance, the case n = 2 and m. -- 2 is a square, n = 3 and m: 2 is a cube, and n --- 2 and m = 3 is the graph shown in Fig. 10.3. Some of these graphs have a. Hamilton circuit, and some do not. For instance, the square obviously does, and the cube does too, although it

10.1. THE CLASSES 7 > AND Af7> 425 ( Figure 10.3: A graph with n = 2; m = 3 may not be obvious; one is (0,0,0), (0,0, 1), (0, 1, 1), (0, 1,0), (1, 1,0), (1, 1, 1), (1, 0, 1), (1, 0, 0), and back to (0,0, 0). Figure 10.3 has no Hamilton circuit. a) Prove that Fig. i0.3 has no Hamilton circuit. Hint: Consider what hap- pens when a hypothetical Hamilton circuit passes through the central node. Where can in come from, and where can it go to, without cutting off one piece of the graph from the Hamilton circuit? b) For what values of n and ra is there a Hamilton circuit? ! Exercise 10,1.5: Suppose we have an encoding of context-free grammars us- ing some finite alphabet. Consider the following two languages: 1. L = {(G,A,B) I G is a (coded) CFG, A and B are (coded) variables of G, and the sets of terminal strings derived from A and B are the same}. 2. L2 = {(G,G2) I G1 atld G2 axe (coded) CFG's, and L(G) = L(G._,)). Answer the following: * a) Show that L is polynomial-time reducible to L2. b) Show that L2 is polynomial-time reducible to L. * c) What do (a) and (b) say about whether or not L and L2 are NP- complete? Exercise 10.1.6: As classes of languages, 7 9 and A;79 each have certain closure properties. Show that 79 is closed under each of the following operations: a) Reversal. * b) Union. *! c) Concatenation. ! d) Closure (star). e) Inverse homomorphism.

426 CHAPTER 10. INTRACTABLE PROBLEMS * f) Complementation. Exercise 10.1.7: 'VP is also closed under each of the operations listed for P in Exercise 10.1.6, with the (presumed) exception of (f) complementation. It is not known whether or not Alp is closed under complementation, an issue we discuss further in Section 11.1. Prove that each of Exercise 10.1.6(a) through (e) hold for AFT'. 10.2 An NP-Complete Problem We now introduce you to the first NP-complete problem. This problem -- whether a boolean expression is satisfiable -- is proved NP-complete by explic- itly reducing the language of any nondeterministic, polynomial-time TM to the satisfiability problem. 10.2.1 The Satisfiability Problem The boolean expressions are built from: Variables whose values are boolean; i.e., they either have the value I (true) or 0 (false). Binary operators A and V, standing for the logical AND and OR of two expressions. 3. Unary operator  standing for logical negation. 4. Parentheses to gToup operators and operands, ff necessary to alter the default precedence of operators:  highest, then ^, and finally V. Example 10.6: An example of a boolean expression is x A --(y � z). The subexpression y V z is true whenever either variable y or variable z has the value t,.ue, but the subexpression is false whenever both y and z are false. The larger subexpression -(y V z) is true exactly when y V z is false, that is, when both y and z are false. If either y or z or both are true, then -(y V z) is false. Finally, consider the entire expression. Since it is the logical AND of two subexpressions, it is true exactly when both subexpressions are true. That is, x A -(y V z) is true exactly when x is true, y is false, and z is false. [3 A truth assignment for a given boolean expression E assigns either true or false to each of the variables mentioned in E. The value of expression E given a truth assignment T, denoted E(T), is the result of evaluating E with each variable x replaced by the value T(x) (true or false) that T assigns to x. A truth assignment T satisfies boolean expression E if E(T) = 1; i.e., the truth assignment T makes expression E true. A boolean expression E is said to be satisfiable if there exists at least one truth assignment T that satisfies E.

10.2. AN NP-COMPLETE PROBLEM 427 Example 10.7: The expression x A -(y V z) of Example 10.6 is satisfiable. We saw that the truth assignment T defined by T(x) = 1, T(y) -- O, and T(z) = 0 satisfies this expression, because it makes the value of the expression true (1). We also observed that T is the only satisfying assignment for this expression, since the other seven combinations of values for the three variables give the expression the value false (0). For another example, consider the expression E = x A (-x V y) A -y. ,.Ve claim that E is not satisfiable. Since there axe only two variables, the number of truth assignments is 2 2 -- 4, so it is easy for you to try all four assigmnents and verify that E has value 0 for all of them. However, we can also argue as follows. E is true only if all three terms connected by A axe true. That means x must be true (because of the first term) and y must be false (because of the last term). But under that truth assignment, the middle term -x V y is false. Thus, E cannot be made true and is in fact unsatisfiable. We have seen an example where an expression has exactly one satisfying assignment and an example where it has none. There are 'also mazy examples where an expression has more than one satisfying assignment. For a shnple example, consider F = x V -y. The value of F is 1 for three assignments: 1. T (x) -- 1; T (y) -- 1. 2. T2(x) = 1; T2(y) = O. 3. = 0; T(y) = 0. F has value 0 only for the fourth assignment, where x = 0 and y ---- 1. Thus, F is satisfiable. [] The satisfiability problem is: � Given a boolean expression, is it satisfiable? We shall generally refer to the satisfiability problem as SAT. Stated as a lzm guage, the problem SAT is the set of (coded) boolean expressions that are satisfiable. Strings that either are not valid codes for a boolca expression or that are codes for an unsatisfiable boolean expression are not in SAT. 10.2.2 Representing SAT Instances The symbols in a boolean expression axe A, V, -, the left and right paxentheses and symbols representing vaxiables. The satisfiability of an expression does not depend on the names of the xriables, only on whether two occurrences of vaxiables axe the same variable or different vriables. Thus, we may assume that the variables axe Xl, x,... , although in exmnples we shall continue to use vaxiable names Iike y or z, as well as x's. We shall also assume that variables are renamed so we use the lowest possible subscripts for the variables. For inst. ance, we would not use x unless we also used Xl through x4 in the samc expression.

428 CItAPTER. 10. INTRACTABLE PROBLE.'�IS Since there are an infinit. e number (ff symbols that could in principle, ap- pear in a boolem expression, we have a familiar problem of having to devise a code with a fixed, finite alphabet to represent expressions with arbitrarily large numbers of variables. Only then can we talk about SAT' as a "problem," that is. as a language over a fixed alphabet consisting of the codes for those boolean expressions that are satisfiable. The code we shall use is as follows: 1. The symbols A, V, =, (, and ) are represented by themselves. 2. The variable xi is represented by tt,e symbul x followed by O's emd l's that represent i in bi,ary. Tbus, the alphabet for the SAT problem/language has only eight symbols. All instances of SAT are strings in this fixed, finite alphabet. Example 10.8: Consider the expression x A (y V z) front Exkmple 10.6. Ocr first step in coding it is to replace the variables by subscripted x's. Since there are three variables, we mnst use x., .z_, aud z. We have freedom regarding which Of x, 71, and z is replaced by each of the xi's, and to be specific, let x --- x, y --- x2, and z = x.3. Then the expression becomes z A =(x' V x3). The code tbr this expressio is: Notice that the length of a coded boolean expression is approximately the same as the number of positions in the expression, counting each variable oc- currence as 1. The reason for the difference is that if the expression has rn. positions, it can have O(m) variables, so variables may take O(logm) symbols t.o (:ode. Thos, an expression whose length is m positions can have a code as long as n = O(m log m) symbols. However, the difibrence between m and m log m is surely limited by a poIy- nomial. Thns, as king as w emly deal with the issue of whether or not a problem can be solved in time that is polynomial in its input length, timre is no need to distinguish between the length of an expression's (:ode and the number of positions in the expression itself. 10.2.3 NP-Completeness of the SAT Problem We now prove "Cook's Them'em," the fact that SAT is NP-complete. T> prove a problem is h-P-complete, we n{ed first to show t. hat it is in ;P. Then, we must show that every language in A.'5  rcdnces I;o the problem in question. In general, we show the second part by (>fiering a polynmnial-time reduction from some other NP-cmnph;te problen, and then invoking Theorem 10.5. But right now, we don't know auy NP-complete problems to reduce to SAT. Thus, the only strategy available is to reduce absolutely every problem in iV7 ) to SAT. Theorem 10.9: (Cook's Theorem) SAT is NP-complete.

10.2. AN NP-COMPLETE PROBLEM 429 PROOF: The first part of the proof is showing that SAT is in ,fP. This part is easy: 1. Use the nondeterministic ability of an NTM to guess a truth assignnmnt T for the given expression E. If the encoded E is of lengtll n, then O(n) time suffices on a multitape NTM. Note that this NTM has memy choices of move, and may have as many as 2 ' different ID's reached at the end of the guessing process, where each branch represents the guess of a different truth assignment. 2. Evaluate E for the truth assignment T. If E(T) = 1, then accept. Note that this part is deterministic. The fact that other branches of the NTM may not lead to acceptance has no bearing on the outcome, since if even one satisfying truth assigmment is found, the NTM accepts. The evaluation can be done easily in O(n 2) time on a multitape NTM. Thus, the entire recognition of SAT by the multitape NTM takes O(n 2) time. Converting to a single-tape NTM may square the amount of time, so O(n ) time suffices on a single-tape NTM. Now, we must prove the hard part: that if L is axy language in AlP, then there is a polynomial-time reduction of L to SAT. We may asstune titat there is some single-tape NTM M aztd a polynomial p(n) such tha M takes no more than p(n) steps on an input of length n, along any brantit. Further, the restrictions of Theorem 8.12, which we proved for DTM's, Call be proved in the same way for NTM's. Thus, we may assume titat M never writes a blank, and never moves its head left of its initial head position. Thus, if M accepts an input w, and ]w[ = n, then there is a sequence of moves of M such that: 1. a0 is the initial ID of M with input w. 2. ao - at - "' I- t, where k <_ p(n), 3. at is an ID with an accepting state. 4. Each ai consists of nonblanks only (except if c ends in a state and a blank), and extends from the initial head position -- the leftmost iuput symbol -- to the right. Our strategy can be summarized as follows. a) Each ai can be written as a sequence of symbols XioXi:t '" X.i,p(,). One of hese symbols is a state, and the others axe tape symbols. As always, we assume that the states and tape symbols axe disjoint, so we can tell which Xiy is the state, and therefore tell where the tape head is. Note that there is no reason to represent symbols to the right of the first p(n) symbols on the tape [which with the state makes an ID of length p(n) + 1], because they cannot influence a move of M if M is guaranteed to halt after p(n) moves or less.

430 CHAPTER 10. INTRACTABLE PROBLEMS b) To describe the sequence of ID's in terms of boolean variables, we create variable YijA to represent the proposition that Xj - A. Here, i and j are each integers in the range 0 to p(n), and A is either a tape symbol or a state, c) We express the condition that the sequence of ID's represents acceptance of an input w by writing a boolean expression that is satisfiable if and only if M accepts w by a sequence of at most p(n) moves. The satisfying assignment will be the one that "teIIs the truth" about the ID's; that is, YijA will be true if and only if Xij -- A. To make sure that the polynomial- time reduction of L(M) to SAT is correct, we write this expression so that it says the computation: i. Starts right. That is, the initial ID is qow followed by blanks. ii. Next move is right (i.e. the move correctly follows the rules of the TM). That is, each subsequent ID follows from the previous by one of the possible legal moves of M. iii. Finishes right. That is, there is some ID that is an accepting state. There are a few details that must be introduced before we can make the construction of our boolean expression precise. First, we have specified ID's to end when the infinite tail of blanks begin. However, it is more convenient when simulating a polynomial-time com- putation to think of all ID's as having the same length, p(n) + 1. Thus, a tail of bIanks may be present in an ID. Second, it is convenient to assume that all computations continue for exactly p(n) moves [and therefore have p(n) + i ID's], even if acceptance occurs earlier. We therefore allow each ID with an accepting state to be its own successor. That is, if a has an accepting state, we allow a "move" a l- a. Thus, we can assume that if there is an accepting computation, then ap() will have an accepting ID, and that is all we have to check for thc condition "finishes right." Figure 10.4 suggests what a polynomial-time computation of M looks like. The rows correspond to the sequence of ID's, and the columns are the cells of the tape that can be used in the computation. Notice that the number of squares in Fig. 10.4 is (p(n) + I) 2. Also, the number of variables that represent each square is finite, depending only on M; it is the sum of the number of states and tape symbols of M. Let us now give an algorithm to construct from M and w a boolean expres- sion EM.. The overall form of E4,vis $ A N A F, where S, N, and F are expressions that say M starts, moves, and finishes right.

10.2. AN NP-COMPLETE PROBLEM 431 Figure 10.4: Constructing the array of cell/ID facts Starts Right Xoo must be the staxt state qo of M, Xm through Xonmust be w (where n is the length of w), and the remaining Xoj, must be the blank, B. That is, if w = alas "'an, then: q ---- Yooqo A Yola A Yoxa2 A ... A Y0nan A Y0,,+t,B A Yo,n+'),B A '" A Y0,r(), Surely, given the encoding of M and given w, we can write $ in O(p(n)) time on a second tape of a multitape TM. Finishes Right Since we assume that an accepting ID repeats forever, acceptance by M is the same as finding an accepting state in ap(n. Remember that we assume M is an NTM that, if it accepts, does so within p(n) steps. Thus, F is the OR of expressions Fy, for j = 0, 1,... ,p(n), where Fj says that Xr(,), j is an accepting state. That is, Fj is Yp(n),j,a V Y(n)j,a V '" V Yp(n),j,a,, where a, a2,..., ak are all the accepting states of M. Then, F =FoV v-.- v

432 CHAPTER 10. INTRACTABLE PROBLEMS Notice that each Fi uses a constant number of symbols, that depends on M, but not on the length n of its input w. Thus, F has length O(n). More importatly, the time to write F, given an encoding of M and the input w is polynomial in n; actually, F can be written in O(p(n)) time on a multitape ?M. Next Move is Right Assuring that the moves of M are correct is by fax the most complicated part. The expression N will be the AND of expressions N, for i -- 0, 1,...,p(n) - 1, and each Ni will be designed to assure that ID ai+t is one of the ID's that M allows to follow ai. To begin the explanation of how to write Ni, observe symbol Xi+,s in Fig. 10.4. We can always determine Xi+t,j frown: 1. The three symbols above it: Xi,j-, Xij, and Xi,j+, and 2. If one of these symbols is the state of a, then the particulax choice of move by the NTM M. We shall write Ni as the A of expressions A 0 V BO, where j = 0, 1,... p(n). Expression Aij says that: a) b) The state of ai is at position j (i.e., Xi is the state), nd There is a choice of move of M, where Xij is the state and Xi,j+ is the symbol scanned, such that this move transforms the sequence of symbols Xi,i_XjXi,j+t into Xi+,-Xi+t,iX+,j+i. Note that if Xij is an accepting state, there is the "choice" of making no move at all, so all subsequent ID's are the same as the one that first led to acceptance. Expression Bij says that: a) The state of ai is sufficiently far away from X 0 that it cannot influ- ence Xi+,j (i.e., neither X,j_, Xi1, nor Xi,j+ is a state). b) = Bij is the easier to write. Let q,q.,...,q, be the states of M, and let Zt, Ze,..., Z be the tape symbols. Then:

10.2. AN NP-COMPLETE PROBLEM 433 The first line of Bij says that Xi,j- is one of the tape symbols; the second line says Xi is one of the tape symbols, and the third line says the same about Xi,j+. The final line says that Xij -- Xi+,j by enumerating all the possible tape symbols Z and saying that either both are Z, or both are Z�, and so on. There are two important special cases: either j = 0 or j = p(n). In one case there are no variables yi,j-l,z, 9aid in the other, no variables Yi,j+l,Z. However, we know the head never moves to the left of its initial position, and we know it will not have time to get more than p(n) cells to the right of where it started. Thus, we may eliminate certain terms from Bio and Bi,p(n); we leave you to make the simplification. Now, let us consider the expressions Aij. These expressions reflect all possi- ble relationships among the 2 x 3 rectangle of symbols in the array of Fig. 10.4: Xi,j-1, Xij, Xi,j+l, Xi-l-l,j-1, Xi+l,j, and Xi+,j+. An assignment of symbols to each of these six variables is valid if: 1. Xij is a state, but Xi,j-x and Xij+ are tape symbols. 2. Exactly one of Xi+I,j-1, Xi+lj, and Xi+i,j+z is a state. 3. There is a move of M that explains how Xi,j- XijXi,j+ becomes Xi+l,j- Xi+ ,yXi+,j+l There are thus a finite number of assignments of symbols to the six variables that are valid. Let Aij be the OR of terms, one term for each set of six variables that form a valid assignment. For instance suppose that one move of M comes from the fact that 5(q, A) contains (p, C, L). Let D be some tape symbol of M. Then one valid assignment iS Xi,j_lXijXi,j+l -- DqA and Xi+,y-Xi+,yXi+,j+l -- pDC. Notice how this assignment reflects the change in ID that is caused by making this move of M. The term that reflects this possibility is Yi,j-,D A Yi,j,q A Yi,j+l,A A Yi+,j-l,p A Yi+,j,D A Yi+,j+LC If, instead, 5(q, A) contains (p, C, R) (i.e., the move is the same, but the head moves right), then the corresponding valid assignment is Xi,j-XijXij+ = DqA and Xi+l,j_lXi_{_l,jXiq..1,j-l = DCp. The term for this valid assignment is Yi,j--,D A Yi,j,q A Yi,j+I,A A Yi+I,j-,D A Yi+l,j,C A Yi+,j+l,p 4ij is the OR of all valid terms. In the special cases j = 0 and j = p(n), we must make certain modifications to reflect the nonexistence of the variables Yijz for j < 0 or j > p(n), as we did for Aij. Finally, Ni = (Ao � Bio) A (Ai1 � Bil) A ... A (Ai,p(n) � and then

434 CHAPTER 10. INTRACTABLE PROBLEMS N = 0 A ,N] A'" A Np(r}_ 1 Although Aij and B 0 can be very large if M has many states and/or tape symbols, their size is actually a constant as far as the length of input to is concerned; that is, their size is independent of n, the length of w. Thus, the length of Ni is O(p(n)), and the length of N is O(?(n)). More importantly, we can write N on a tape of a multitape TM in an amount of time that is proportional to its length, and that axnount of time is polynomial in n, the length of w. Conclusion of the Proof of Cook's Theorem Although we have described the construction of the expression EM,o =SAN A F as a function of both M and w, the fact is that only the "starts right" part S that depends on w, and it doc so in a simple way (w is on the tape of the initial ID). The other parts, N and F, depend on M and on n, the length of w, only. Thus, for any NTM M that runs in some pobmomial time p(n), we can devise an algorithm that takes an input w of length n, and produces EM,w. The running time of this algorithm on a multitape, deterministic TM is O(?(n)), and that multitape TM can be converted to a single-tape TM that runs in time O(p4(n)). The output of this algorithm is a boolean expression EM,w that is satisfiable if and only if M accepts w within p(n) moves. [] To emphasize the importance of Cook's Theorem 10.9, let us see how The- orem 10.5 applies to it. Suppose SAT had a deterministic TM that recognized its instances in polynomial time, say time q(n). Then every language accepted by an NTM M that accepted within polynomial time p(n) would be accepted in deterministic polynomial time by the DTM whose operation is suggested by Fig. 10.5. The input w to M is converted to a boolean expression EM,w. This expression is fed to the SAT tester, and whatever this tester answers about EM,,, our algorithm answers about w. 10.2.4 Exercises for Section 10.2 Exercise 10.2.1: How many satisfying truth assignments do the following boolean expressions have? Which are in SAT? * a)  A ( V x) A (z V b) (= V ) A (7(*. V ) v ( A =)).

10.3. A RESTRICTED $ATISFIABILITY PROBLEM 435 Polynomial- time converter for M yes Figure 10.5: ff SAT is in P, then every language in Af7  could be shown to be in P by a DTM designed in this manner ! Exercise 10.2.2: Suppose G is a graph of four nodes: 1, 2, 3, and 4. Let xij, for I _< i < j _< 4 be a propositional variable that we interpret as saying "there is an edge between nodes i and j. Any graph on these four nodes can be represented by a truth assignment. For instance, the graph of Fig. 10.1 is represented by making xa false and the other five vaxiables true. For any property of the graph that involves only the existence or nonexistence of edges, we can express that property as a boolean expression that is true if and only if the truth assignment to the vaxiables describes a graph that has the property. Write expressions for the following properties: * a) G has a Hamilton circuit. b) G is connected. c) G contains a clique of size 3, that is, a set of three nodes such that there is an edge between every two of them (i.e., a triangle in the graph). d) G contains at least one isolated node, that is, a node with no edges. 10.3 A Restricted Satisfiability Problem Our plan is to demonstrate a wide variety of problems, such as the TSP problem mentioned in Section 10.1.4, to be NP-complete. In principle, we do so by finding polynomial-time reductions from the problem SAT to each problem of interest. However, there is an important intermediate problem, called "3SAT," that is much easier than SAT to reduce to typical problems. 3SAT is still a problem about satisiability of boolean expressions, but these expressions have a very regular form: they are the AND of "clauses," each of which is the OR of exactly three variables or negated variables. In this section we introduce some important terminology about boolean expressions. We then reduce satisfiability for any expression to satisfiabillty for expressions in the normal form for the 3SAT problem. It is interesting to observe that, while every boolean expression E has an equixcalent expression F in the normal form of 3SAT, the size of F may be exponential in the size of

436 CttAPTBR 10. INTRACTABLE PROBLEMS E. Thus, our polynomial-time reduction of SAT to 3SAT must be more subtle than simple boolean-algebra manipulation. We need to convert each expression E in SAT to another expression F in the normal form for 3SAT. Yet F is not necessarily equivalent to E. We can be sure only that F is satisfiable if and only if E is. 10.3.1 Normal Forms for Boolean Expressions The following are three essential definitions: A literal is either a variable, or a negated variable. Examples are x and y. To save space, we shall often use an overbar  in place of a literal such as y. A clause is the logical OR of one or more literals. Examples are x, x V y, and x V 7 V z. * A boolean expression is said to be in conjunctive normal form s or CNF, if it is the AND of clauses. To further compress the expressions we write, we shall adopt the alternative notation in which V is treated as a sum, using the + operator, and A is treated as a product. For products, we normally use juxtaposition, i.e., no operator, just as we do for concatenation in regular expressions. It is also then natural to refer to a clause as a "sum of literals" and a CNF expression as a "product of claYses." Example 10.10: The expression (x � y) A (x � z) will be written in our compressed notation as (x + )( + z). It is in conjunctive normal form, since it is the AND (product) of the clauses (x + y) and (3 + z). Expression (x + yT)(x + y + z)( + ) is not in CNF. It is the AND of three subexpressions, (x + y), (x + y + z), and (y+ ). The last two are clauses, but the first is not; it is the sum of a literal and a product of two literals. Expression xyz is in CNF. Remember that a clause can have only one literal. Thus, our expression is the product of three clauses, (x), (y), and (z). [] An expression is said to be in k-con.junctive normal form (k~CNF) if it is the product of clauses, each of which is the sum of exactly k distinct literals. For instance, (x +)(y + )(z + ) is in 2-CNF, because each of its clauses has exactly two literals. All of these restrictions on boolean expressions give rise to their own prob- lems about satisfiability for expressions that meet the restriction. Thus, we shall speak of the foliowing problems: � CSAT is the problem: given a boolean expression in CNF, is it satisfiable? "Conjunction" is a fancy term for logical AND.

10.3. A RESTRICTED $ATISFIABILITY PROBLEM 437 Handling Bad Input Each of the problems we have discussed -- SAT, CSAT, 3SAT, and so on -- are languages over a fixed, 8-symbol alphabet, whose strings we sometimes may interpret as boolean expressions. A string that is not interpretable as an expression cannot be in the language SAT. Likewise, when we consider expressions of restricted form, a string that is a well- formed boolean expression, but not an expression of the required form, is never in the language. Thus, an algorithm that decides the CSAT problem, for example, will say "no" if it is given a boolean expression that is satisfiable, but not in CNF. kSAT is the problem: given a boolean expression in k-CNF, is it satisfi- able? We shall see that CSAT, 3SAT, and kSAT for all k higher than 3 are NP- complete. However, there are linear-time algorithms for 1SAT and 2SAT. 10.3.2 Converting Expressions to CNF Two boolean expressions are said to be equivalent if they have the same result on any truth assignment to their variables. If two expressions are equivalent, then surely either both are satisfiable or neither is. Thus, converting arbitrary expressions to equivalent CNF expressions is a promising approach to devel- oping a polynomial-time reduction from SAT to CSAT. That reduction would show CSAT to be NP-complete. However, things are not quite so simple. While we can convert any expres- sion to CNF, the conversion can take more than polynomial time. In particular, it may exponentlate the length of the expression, and thus surely take expo- nential time to generate the output. Fortunately, conversion of an arbitrary boolean expression to an expression in CNF is only one way that we might reduce SAT to CSAT, and thus prove CSAT is NP-complete. All we have to do is take a SAT instance E and convert it to a CSAT instance F such that F is satisfiable if and only if E is. It is not necessary that E and F be equivalent. It is not even necessary for E and F to have the same set of variables, and in fact, generally F will have a superset of the variables of E. The reduction of SAT to CSAT will consist of two parts. First, we push all -'s down the expression tree so that the only negations are of variables; i.e., the boolean expression becomes an AND and OR of literals. This transformation produces an equivalent expression and takes time that is at most quadratic in the size of the expression. On a conventional computer, with a carefully designed data structure, it takes only linear time.

438 CHAPTER 10. INTRACTABLE PROBLEMS Expression ( (x + y)) + + y) Rule start (3) (2) (3) Figure 10.6: Pushing 's down the expression tree so they appear only in literals The second step is to write an expression that is the AND and OR of literals as a product of clauses; i.e., to put it in CNF. By introducing new variables, we axe able to perform this transformation in time that is a polynomial in the size of the given expression. The new expression F will not be equivalent to the old expression E, in general. However, F will be satisfiable if and only if E is. More specifically, if T is a truth assignment that makes E true, then there is an extension of T, say S, that makes F true; we say S is an extension of T if $ assigns the same value as T to each variable that T assigns, but S may also assign a value to variables that T does not mention. Our first step is to push ='s below A's and V's. The rules we need are: 1. (E A F) = (E) V (F). This rule, one of DeMorgan's laws, allows us to push - below A. Note that as a side-effect, the A is changed to an V. 2. -(E V F) = (E) A (F). The other "DeMorgan's law" pushes  below �. The V is changed to A as a side-effect. 3. ((E)) = E. This law of double negation cancels a pair of 's that apply to the same expression. Example 10.I1: Consider the expression E = -((-(x + y))(7 +y)). Notice that we have used a mixture of our two notations, with the  operator used explicitly when the expression to be negated is more than a single variable. Figure 10.6 shows the steps in which expression E has all its 's pushed down until they become parts of literals. The final expression is equivalent to the original and is an OR-and-AND expression of literals. It may be further simplified to the expression x + y, but that simplification is not essential to our claim that every expression can be rewritten so the 's appear only in literals. [] Theorem 10.12: Every boolean expression E is equivalent to an expression F in which the only negations occur in literals; i.e., they apply directly to variables. Moreover, the length of F is linear in the number of symbols of E, and F can be constructed from E in polynomial time.

10.3. A RBSTRICTBD SATISFIABILITY PROBLBM 439 PROOF: The proof is an induction on the number of operators (A, V, and ) in E. We show that there is an equivalent expression F with 's only in literals. Additionally, if E has n _ I operators, then F has no more than 2n - 1 operators. Since F need not have more than one pair of parentheses per operator, and the number of variables in an expression cannot exceed the number of operators by more than one, we conclude that the length of F is Iinearly proportional to the length of E. More importantly, we shall see that, because the construction of F is quite simple, the time it takes to construct F is proportional to its length, and therefore proportional to the length of E. BASIS: If E has one operator it must be of the form x, x V y or x A y, for variables x and y. In each case, E is already in the required form, so F -- E serves. Note that since E and F each have one operator, the relationship "F has at most twice the number of operators of E, minus 1" holds. INDUCTION: Suppose the statement is true for all expressions with fewer op- erators than E. If the highest operator of E is not 7, then E must be of the form E V E or E A E2. In either case, the inductive hypothesis applies to E1 and E2; it says that there are equivalent expressions F1 and F, respectively, in which all 's occur in literals only. Then F -- Fx v F2 or F = (Ft) A (F2) serves as a suitable equivalent for E. Let E and E have a and b operators, respectively. Then E has a + b + 1 operators. By the inductive hypothesis, F1 and F2 have at most 2a- 1 and 2b- 1 operators, respectively. Thus, F has at most 2a + 2b - 1 operators, which is no more than 2(a + b + I) - 1, or twice the number of operators of E, minus 1. Now, consider the case where E is of the form -E. There are three cases, depending on what the top operator of E is. Note that E1 must have an operator, or E is really a basis case. 1. E1 = E2. Then by the law of double negation, E -- (E.) is equivalent to E2. Since Fa has fewer operators than E, the inductive hypothesis applies. We can find an equivalent F for E in which the only 's are in literals. F serves for E as well. Since the number of operators of F is at most twice the number in E minus 1, it is surely no more than twice the number of operators in E minus 1. 2. Et  E V Es. By DeMorgan's law, E = (F__ V Es) is equivalent to (-(E.)) A (-(Es)). Both -(F-a) and -(E) have fewer operators than E, so by the inductive hypothesis they have equivalents F and F that have -'s only in literals. Then F ---- (F) A (Fs) serves as such an equivalent for E. We also claim that the number o operators in F is not too great. Let E and Ea have a and b operators respectively. Then E has a+b+2 operators. Since -(E2) and -(E) have a+ 1 and b+ 1 operators, respectively, and F and F are constructed from these expressions, by the inductive hypothesis we know that F2 and Fs have at most 2(a + 1) - 1 and 2(b+ 1)- I operators, respectively. Thus, F has 2a+ 2b+ 3 operators

440 CHAPTER 10. INTRACTABLE PROBLF,,MS Descriptions of Algorithms While formally, the running time of a reduction is the time it takes to execute on a single-tape Turing machine, these algorithms are needlessly complex. We know that the sets of problems that can be solved on con- ventional computers, on multitape TM's and on single tape TM's in some polynomial time are the same, although the degrees of the polynomials may differ. Thus, as we describe some fairly sophisticated algorithms that are needed to reduce one NP-complete problem to another, let us agree that times will be measured by efficient implementations on a conventional computer. That understanding will allow us to avoid details regarding ma- nipulation of tapes and will let us emphasize the important algorithmic ideas. at most. This number is exactly twice the number of operators of E, minus 1. 3. E1 ---- E A E3. This arguments using the second of DeMorgan's laws, is essentially the same as (2). 10.3.3 NP-Completeness of CSAT Now, we need to take an expression E that is the AND and OR of literals and convert it to CNF. As we mentioned, in order to produce in polynomial time an expression F from E that is satisfiable if and only if E is satisfiable, we must forgo an equivalence-preserving transformation, and introduce some new variables for F that do not appear in E. We shall introduce this "trick" in the proof of the theorem that CSAT is NP-complete, and then give an example of the trick to make the construction clearer. Theorem 10.13: CSAT is NP-complete. PROOF: We show how o reduce SAT to CSAT in polynomial time. First, use he method of Theorem 10.12 to convert a given instance of SAT to an expression E whose 's are only in literals. We then show how to convert E to a CNF expression F in poIynomial time and show that F is satisfiable ff and only ff E is. The construction of F is by an induction on the length of E. The particular property that F has is somewhat more than we need. Precisely, we show by induction on the number of symbol occurrences ("length") E that: * There is a constant c such that if E is a boolean expression of length n with -'s appearing only in literals, then there is an expression F such that:

10.3. A RESTRICTED SATISFIABILITY PROBLEM 441 a) F is in CNF, and consists of at most n clauses. b) F is constructible from E in time at most clEI 2. c) A truth assignment T for E makes E true if and only if there exists an extension S of T that makes F true. BASIS: If E consists of one or two symbols, then it is a literal. A literal is a clause, so E is already in CNF. INDUCTION: Assume that every expression shorter than E can be converted to a product of clauses, and that this conversion takes at most cn 2 time on an expression of length n. There are two cases, depending on the top-level operator of E. Case 1: E ---- E1 A E.>.. By the inductive hypothesis, there are expressions F and F2 derived from Ea and E2, respectively, in CNF. All aztd only the satisfying assignments for E can be extended to a satisfying assignment for F, and similarly for E2 and F2. Without loss of generality, we may assume that the variables of F and Fa are disjoint, except for those variables that appear in E; i.e., if we have to introduce variables into F e2ad/or F2, use distinct variables. Let F = Ft A F,2. Evidently Ft A F2 is a CNF expression if F and F2 are. We must show that a truth assignment T for E can be extended to a satisfying assignment for F if and only if T satisfies E. (If) Suppose T satisfies E. Let T be T restricted so it applies only to the variables that appear in E, and let T2 be the same for E2. Then by the inductive hypothesis, T and T2 can be extended to assignments S and $2 that satisfy F and F2, respectively. Let S agree with $ and $2 on each of the variables they define. Note that, since the only variables F and F2 have in common are the -ariabIes of E, and S1 and $2 must agree on those variables ff both axe defined, it is always possible to construct $. But $ is then an extension of T that satisfies F. (Only-if) Conversely, suppose that T has an extension S that satisfies F. Let T (resp., T2) be T restricted to the variables of E (resp., E2). Let $ restricted to the variables of F (resp., F) be $ (resp., S). Then $ is an extension of T, and S2 is an extension of T.. Because F is the AND of F and F2, it must be that $x satisfies F, and $2 satisfies Ft. By the inductive hypothesis, Tl (resp., Tx) must satisfy E1 (resp., E2). Thus, T satisiles E. Case 2: E = E V E2. As in case !, we invoke the inductive hypothesis to assert that there are CNF expressions Ft and F with the properties: 1. A truth assignment for E (rcsp., E2) satisfies E (rcsp,, E2), if and only if it can be extended to a satisfying assigxment for F (resp., F.2). 2. The variables of F and F2 are disjoint, except for those variables that appear in E.

442 CHAPTER 10. LYTRACTABLE PROBLEMS 3. Ft and Fz are in CNF. Ve cannot simply take the OR of F and F to construct the desired F, because the resulting expression would not be in CNF. However, a more com- plicated construction, which takes advantage of the fact that we only want to preserve satisfiability, rather than equivalence, will work. Suppose E1 = gl A !12 A ... A gp and F2 -- hi A h2 A .-- A ha, where the g's and h's are clauses. Introduce a new variable y, and let F -- (y '-]- gl) A (/+ g2) A'" A (y + gp) A ( + t,1) A (-t- h2) A.-. A ('-I- hq) We must prove that a truth assignment T for E satisfies E if and only if T can be extended to a truth assignment S that satisfies F. (Only-if) Assume T satisfies E. As in Case 1, let Tt (resp., T2) be T restricted to the variables of E1 (resp., ). Since E = E V E2, either T satisfies El or T satisfies E2. Let us assume T satisfies E. Then T, which is T restricted to the variables of El, can be extended to S, which satisfies F. Construct an extension $ for T, as follows; $ will satisfy the expression F defined above: 1. For all variables x in F, $(x) = Si (x). 2. $(y) = 0. This choice makes all the clauses of F that axe derived from true. 3. For all variables x that are in F but not in F, S(x) is T(x) if the latter is defined, and otherwise may be 0 or 1, abribtrarily. Then $ makes all the clauses derived from the g's true because of rule 1. $ makes all the clauses derived from the h's true by rule 2 -- the truth assignment for y. Thus, $ satisfies F. If T does not satisfy E, but satisfies E2, then the argument is the same, except S(y) = 1 in rule 2. Also, S(x) must agree with $ (x) whenever $2 (x) is defined, but $(x) for variables appearing onIy in $ is arbitrary. We conclude that S satisfies F in this case aIso. (I) Suppose that truth assignment T for E is extended to truth assignment for F, and $ satisfies F. There are two cases, depending on what truth-value is assigned to y. First suppose that S(y) --- 0. Then all the clauses of F derived from the h's are true. However, y is no help for the clauses of the form (y + gi) that axe derived from the g's, which means that 5' must make true each of the gi's themselves; in essence, $ makes F true. More precisely, let $1 be S restricted to the variables of F. Then $ satisfies F. By the inductive hypothesis, T, which is T restricted to the variables of El, must satisfy E. The reason is that S is an extension of T. Since T satisfies F, T must satisfy E, which is

10.3. A RESTRICTED SATISFIABILITY PROBLEM 443 We must also consider the case that S(y) = 1, but this case is symmetric to what we have just seen, and we leave it to the reader. We conclude that T satisfies E whenever $ satisfies F. Now, we must show that the time to construct F from E is at most quadratic, in n, the length of E. Regardless of which case applies, the splitting apart of E into E1 and E2, and construction of F from F and F2 each take time that is linear in the size of E. Let dn be an upper bound on the time to construct E1 and E2 from E plus the time to construct F from F1 and Fs, in either case 1 or case 2. Then there is a recurrence equation for T(n), the time to construct F from any E of length n; its form is: T(1) ---- T(2) _< e for some constant e T(n) <_ dn + cmaxo<i<n, (T(i) + T(n - i - i)) for n _> 3 Where c is a constant as yet to be determined, such that we can show T(n) <_ cn s. The basis rule for T(1) and T(2) simply says that if E is a single symbol or a pair of symbols, then we need no recursion because E can only be a single literal, and the entire process takes some amount of time e. The recursire rule uses the fact that if E is composed of subexpressions E and Es connected by an operator A or V, and E1 is of length i, then Es is of length n - i - 1. Moreover, the entire conversion of E to F consists of the two simple steps -- changing E to E1 and Es and changing Ft and F2 to F -- that we know take time at most dn, plus the two recursive conversions of E1 to F and Es to We need to show by induction on n that there is a constant c such that for all n, < cn 2. BASIS: For n ---- 1, we just need to pick c at least as large as e. INDUCTION: Assume the statement for lengths less than n. Then T(i) _< ci  andT(n-i-1) <c(n-i-1) . Thus, T(i) + T(n- i - 1) _< n s - 2i(n- i) - 2(n- i) + I (i0.1) Since n >_ 3, and 0  i  n- 1, 2i(n- i) is at least n, and 2(n- i) is at least 2. Thus, the right side of (10.1) is less than n 2 -n, for any i in the allowed range. The recursire rule in the definition of T(r) thus says T(n) _< dn + ca s - cn. If we pick c _> d, we may infer that T(n) _< cn  holds for n, which concludes the induction. Thus, the construction of F from E takes time O(n). rn Example 10.14: Let us show how the construction of Theorem 10.13 applies to a simple expression: E -- xy + 7(y + z). Figure 10.7 shows the parse of this expression. Attached to each node is the CNF expression constructed for the expression represented by that node. The leaves correspond to the literals, and for each literal, the CNF expres- sion is one clause consisting of that literal alone. For instance, we see that the leaf labeled  has an associated CNF expression (y). The parentheses are

444 CHAPTER 10. INTRACTABLE PROBLEMS (X)() AND (v+y)(+z)  (v+y)(+ (y ) (z ) Figure 10.7: sforming a boolean expression into CNF unnecessary, but we put them in CNF expressions to help remind you that we are talking about a product of clauses. For an AND node, the construction of a CNF expression is simply to take the product (AND) of all the clauses for the two subexpressions. Thus, for instance, the node for the subexpression (y + z) has an associated CNF expression that is the product of the one clause for 7, namely (7), and the two clauses for y + z, namely (v + y)(U + z).4 For an OR node, we must introduce a new variable. We add it to aIl the clauses for the left operand, and we add its negation to the clauses for the right operand. For instance, consider the root node in Fig. 10.7. It is the OR of expressions xy and (y + z), whose CNF expressions have been determined to be (x)(y) and (7)(v + y)( + z), respectively. We introduce a new variable u, which is added without negation to the first group of clauses and negated in the second group. The result is F = (u + x)(u + j)( + 3)( + v + y)( +  + z) Theorem 10.13 tells us that any truth assignment T that satisfies E can be extended to a truth assignment S that satisfies F. For instance, the assignment T(x) ---- O, T(y) = 1, md T(z) = 1 satisfies E. We can extend T to S by adding S(u) = 1 and S(v) = 0 to the required S(x) = O, S(y) = 1, and S(z) = I that we get from T. You may check that S satisfies F. Notice that in choosing $, we were required to pick S(u) = 1, because T makes only the second part of E, that is .(y+z), true. Thus, we need $(u) = 1 41n tohls special case, where [he subexpression y+ z is already a clause, we did not have to perform the general construction for the OR of expressions, and could have produced (y + z) as the product of clauses cquivaIent to y+z. However, in this example, we slick [o [he general rules.

10.3. A RESTRICTED SATISFIABILITY PROBLEM 445 to make true the clauses (u + x)(u + ), which come from the first part of E. However, we could pick either value for v, because in the subexpression y + z, both sides of the OR are true according to T. [] 10.3.4 NP-Completeness of 3SAT Now, we show an even smaller class of boolean expressions with an NP-comp]ete satisfiability problem. Recall the problem 3SAT is: � Given a boolean expression E that is the product of clauses, each of which is the sum of three distinct literals, is E satisfiable? Although the 3-CNF expressions are a small fraction of the CNF expressions, they are complex enough to make their satisfiabi]ity test NP-complete, as the next theorem shows. Theorem 10.15: 3SAT is NP-complete. Paool: Evidently 3SAT is in AFT', since SAT is in AF7 p. To prove NP- completeness, we shall reduce CSAT to 3SAT. The reduction is as follows. Given a CNF expression E = et ^ ea ^ ... ^ e, we replace each clause el as follows, to create a new- expression F. The time taken to construct F is linear in the length of E, and we shall see that a truth assignment satisfies E if and only if it can be extended to a satisfying truth assignment for F. 1. If ei is a single literal, say (x), 5 Introduce two new variables u and v. Replace (x) by the four clauses (x + u + v) (x + u + Since u and v appear in all combinations, the only way to satisfy all four clauses is to make x true. Thus, all mid only the satisfying assignments for E can be exended to a satisfying assignment for F. 2. Suppose e is the sum of two literals, (x + y). Introduce a new variable z, and replace ei by the product of two clauses (x + y + z) (x + y + 7). As in case 1, the only way to satisfy both clauses is to satisfy (x + y). 3. If ei is the sum of three literals, it is already in the form required for 3-CNF, so we leave e in the expression F being constructed. 4. Suppose e -- (x +x2 +'- -+xm) for some m _> 4. Introduce new variables Y, Y,..., Ym-s and replace ei by the product of clauses (xt +x, +y)(x. +ji-+y)(x +3'5+Y)'" (10.2) An assignment T that satisfies E must make at least one literal of e true; say it makes xj true (recall x could be a variable or a negated variable). For convenience, we shall talk of literals as if they were unnegated variables, like x. However, the constructions apply equally wel[ if some or all o� he literals are negated, llke .

446 CHAPTER 10. INTRACTABLE PROBLENiS Then, if we make y,, ya,..., Yj-2 true and make yj_, yj,..., Y,-s false, we satisfy all the clauses of (10.2). Thus, T may be extended to satisfy these clauses. Conversely5 if T makes all the x's false, it is not possible to extend T to make (10.2) true. The reason is that there are m - 2 clauses, and each of the m - 3 y's can only make one clause true, regardless of whether it is true or false. We have thus shown how to reduce each instance E of CSAT to an instance F of 3SAT, such that F is satistlable if and only if E is satisfiable. The con- struction evidently requires time that is linear in the length of E, because none of the four cases above expand a clause by more than a factor 32/3 (that is the ratio of wmbol counts in case 1), and it is easy to calculate the needed s>ma- bols of F in time proportional to the number of those symbols. Since CSAT is NP-complete, it follows that 3-SAT is likewise NP-complete. [] 10.3.5 Exercises for Section 10.3 Exercise 10.3.1: Put the following boolean expressions into 3-CNF: * a) xy + z. b) wxyz + u + v. c) wxy + uv. Exercise 10.3.2: The problem 4TA-$AT is defined as follows: Given a bool- ean expression E, does E have at least four satisfying truth assignments. Show that 4TA-SAT is NP-complete. Exercise 10.3.3: In this exercise, we shall define a family of 3-CNF expres- sions. The expression En has n variables, Xl,Xa,... ,x,. For each set of three distinct integers between I and n, En has clauses (x+x2+xs) and Is E,, satisiiable for: *! a) n = 4? !! b) n = 5? ! Exercise 10.3.4: Give a polynomial-time algorithm to solve the problem 2SAT, i.e., satisfiability for CNF boolean expressions with only two literals per clause. Hint: If one of two literals in a clause is false, the other is forced to be true. Start with an assumption about the truth of one variable, and chase down alI the consequences for other variables.

10.4. ADDITIONAL NP-COMPLETE PROBLEMS 447 10.4 Additional NP-Complete Problems We shall now give you a small sample of the process whereby one NP-complete problem leads to proofs that other problems are also NP-complete. This process of discovering new NP-complete problems has two important effects: When we discover a problem to be NP-complete, it tells us that there is little chance an efficient algorithm can be developed to solve it. We are encouraged to look for heuristics, partial solutions, approximations, or other ways to avoid attacking the problem head-on. Moreover, we can do so with confidence that we are not just "missing the trick." Each time we add a new NP-complete problem ? to the list, we re-enforce the idea that all NP-complete problems require exponential time. The effort that has undoubtedly gone into finding a polynomial-time algorithm for problem P was, unknowingly, effort devoted to showing 7 > - Af7 >. It is the ccumulated weight of the unsuccessful attempts by many skilled scientists and mathematicians to show something that is tantamount to P = AfP that ultimately convinces us that it is very unlikely that P = AfP, but rather that all the NP-complcte problems require exponential time. In this section, we meet several NP-complete problems involving graphs. These problems are among those graph problems most commonly used in the solution to questions of practical importance. We shall talk about the Traveling Salesmart problem (TSP), which we met earlier in Section 10.1.4. We shall show that a simpler, and also important version, called the Hamilton-Circuit problem (HC), is NP-complete, thus showing that the more general TSP is NP-complete. We introduce several other problems involving "covering," of graphs, such as the "node-cover problem," which asks us to find the smallest set of nodes that "cover" all the edges, in the sense that at least one end of every edge is in the selected set. 10.4.1 Describing NP-complete Problems As we introduce new NP-complete problems, we shall use a stylized form of definition, as follows: 1. The name of the problem, and usually an abbreviation, like 3SAT or TSP. 2. The input to the problem: what is represented, and how. 3. The output desired: under what circumstances should the output be "yes" ? 4. The problem from which a reduction is made to prove the problem NP- complete.

448 CHAPTt]R 10. INTRACTABLE PROBLEMS Example 10.16: Here is how the description of the problem 3SAT and its proof of NP-completeness might look: PIOBLEM: Satisfiability for 3-CNF expressions (3SAT). INPUT: A boolean expression in 3-CNF. OUTPUT: "Yes" if and only if the expression is satisfiable. P,JDUCTION FI:I,OM: CSAT. (3 10.4.2 The Problem of Independent Sets Let G be an undirected graph. We say a subset I of the nodes of G is an inde- pendent set if no two nodes of I are connected by an edge of G. An independent set is maximal if it is as large (has as many nodes) as any independent set for the same graph. Example 10.17: In the graph of Fig. 10.1 (See Section 10.1.2), {1,4 7 is a maximal independent set. It is the only set of size two that is independent, because there is an edge between any other pair of nodes. Thus, no set of size three or more is independent; for instance, (1, 2, 4) is not independent because there is an edge between 1 and 2. Thus, {1,4) is a maximal independent set. In fact, it is the only maximal independent set for this graph, although in general a graph may have many maximal independent sets. As another example, (1) is an independent set for this graph, but not maxima/. [] In combinatorial optimization, the maximal-independentset problem is usu- ally stated as: given a graph, find a maximal independent set. However as with all problems in the theory of intractable problems, we need to state our problem in yes/no terms. Thus, we need to introduce a lower bound into the statement of the problem, and we phrase the question as whether a given graph has an independent set at least as large as the bound. The formal definition of the maximal-independent-set problem is: PROBLEM: Independent Set (IS). INPUT: A graph G and a lower bound k, which must be between 1 and the number of nodes of G. OUTPUT: "Yes" if and only if G has an independent set of k nodes. REDUCTION FROM: 3SAT. We must prove IS to be NP-complete by a polynomial-time reduction from 3SAT, as promised. That reduction is in the next theorem. Theorem 10.18: The independent-set probIem is NP-complete.

10.4. ADDITIONAL NP-COMPLETE PROBLEMS 449 PROOF: First, it is easy to see that IS is in AfT ). Given a graph G and a bound k, guess k nodes and check that they are independent. Now, let us show how to perform the reduction of 3SAT to IS. Let E = (e)(e)... (e,,) be a 3-CNF expression. We construct from E a graph G with 3m nodes, which we shall give the names [i,j], where 1 < i < ra and j = 1, 2, or 3. The node [i, j] represents the jth literal in the clause ei. Figure 10.8 is aa example of a graph G, based on the 3-CNF expression + x2 + x3)( + + x3 + The columns represent the clauses; we shall explain shortly why the edges are as they are. Figure 10.8: Construction of an independent set from a satisfiable boolean expression in 3-CNF The ':trick" behind the construction of G is to use edges to force any inde- pendent set with m nodes to represent a way to satisfy the expression E. There are two key ideas. 1. We want to make sure that only one node corresponding to a given clause can be chosen. We do so by putting edges between all pairs of nodes in a column, i.e., we create the edges ([i, 1], Ii,2]), ([i, 1], [i,3]), and ([i, 2], [i, 3]), for all i, as in Fig. 10.S. 2. We must prevent nodes from being chosen for the independent set if they represent literals that axe complementary. Thus, if there are two nodes [i ,j] and [i2, j2], such that one of them represents a variable x, and the other represents 3, we place an edge between these two nodes. Thus, it is not possible to choose both of these nodes for an independent set.

450 CHAPTER 10. INTRACTABLB PROBLEMS Are Yes-No Problems Easier? We might worry that a yes/no version of a problem is easier than the optimization version. For instance, it might be hard to find a largest independent set, but given a small bound k it might be easy to verify that there is an independent set of size k. While true, it is also the case that we might be given a constant k that is exactly largest size for which an independent set, exists. If so, then solving the yes/no version requires us to find a maximal independent set. In fact, for all the common problems that are NP-complete, their yes/no versions and optimization versions are equivalent in complexity, at least to within a polynomial. TypicaIly, as in the case of IS, if we had a polynomial-time algorithm to find maximal independent sets, then we could solve the yes/no problem by finding a maximal independent set, and seeing if it was at least as large as the limit k. Since we shall show the yes/no version is NP-complete, the optimization version must be in- tractable as well. The comparison can also be made the other way. Suppose we had a polynomial-time algorithm for the yes/no problem IS. If the graph has r, nodes, the size of the maximal independent set is between 1 and n. By running IS with all bounds between 1 and n, we can surely find the size of a maxima/independent set (although not necessarily the set itself) in n times the amount of time it takes to solve IS once. In fact, by using binary search, we need only a log 2 n factor in the runnin time. The bound k for the graph G constructed by these two rules is m. It is not hard to see how graph (7 and bound k can be constructed from expression E in time that is proportional to the square of the legth of E, so the conversion of E to G is a polynomial-time reduction. We must show that it correctly reduces 3SAT to IS. That is: � E is satisfiable if and only if G has an independent set of size m. (If) First, observe that an independent set may not include two nodes from the same clause, [i, jl] and [i,j2] for some j  j2. The reason is that there are edges between each pair of such nodes, as we observe from the columns in Fig. 10.8. Thus, if there is an independent set of size m, this set must include exactly one node from each clause. Moreover, the independent set may not include nodes that correspond to both a variable x and its negation 3. The reason is that all pairs of such nodes also have an edge between them. Thus, the independent set I of size m yields a satisfying truth assignment T for E as follows. If a node corresponding to a xqriable x is in I, then make T(x) = 1; if a node corresponding to a negated

10.4. ADDITIONAL NP-COMPLETE PROBLEMS 451 variable � is in I, then choose T(x) = O. If there is no node in I that corresponds to either x or 3, then pick T(x) arbitrarily. Note that item (2) above explains why there cannot be a contradiction, with nodes corresponding to both x nd in I. We claim that T satisfies E. The reason is that each clause of E has the node corresponding to one of its literals in I and T is chosen so that literal is made true by T. Thus, when an independent set of size m exists, E is satisfiable. (Only-if) Now suppose E is satisfied by some truth assignment, say T. Since T makes each clause of E true, we can identify one literal from each clause that T makes true. For some clauses, we may have a choice of two or three of the literals, and if so, pick one of them arbitrarily. Construct a set of m nodes I by picking the node corresponding to the selected literal from each clause. We claim I is a independent set. The edges between nodes that come from the same clause (the columns in Fig. 10.8) cannot have both ends in I, because we pick only one node from each clause. An edge connecting a variable and its negation cannot have both ends in I, because we selected for I only nodes that correspond to literals made true by the truth assignment T. Of course T will make one of x and  true, but never both. We conclude that if E is satisfiable, then G has an independent set of size m. Thus, there is a polynomial time reduction from 3SAT to IS. Since 3SAT is known to be NP-complete, so is IS by Theorem 10.5. [] Example 10.19: Let us see how the construction of Theorem 10.18 works for the case where We already saw the graph obtained from this expression in Fig. 10.8. The nodes are in four columns corresponding to the four clauses. We have shown for each node not only its name (a pair of integers), but the literal to which it corresponds. Notice how there axe edges between each pair of nodes in a column, which corresponds to the literals of one clause. There are also edges between each pair of nodes that corresponds to a variable and its complement. For instance, the node [3, 1], which corresponds to , has edges to the two nodes, [1,2] and [2,2], each of which corresponds to an occurrence of x.. We have selected, by boldface outline, a set I of four nodes, one from each column. These evidently form an independent set. Since their four literals are x, x2, x3, and , we can construct from them a truth assignment T that has T(x) = 1, T(x) = I, T(xs) = 1, and T(x4) = 0. There must also be an assignment for Xs, but we may pick that arbitrarily, say T(x) = 0. Now T satisfies E, and the set of nodes I indicates a literal from each clause that is made true by T. 

452 CHAPTER I0. INTRACTABLE PROBLEMS What are Independent Sets Good For? It is not the purpose of this book to cover applications of the problems we prove NP-complete. However, the selection of problems in Section I0.4 was taken from a fundamental paper on NP-completeness by R. Karp, where he examined the most important problems from the field of Operations Research and showed a good number of them to be NP-compIete. Thus, there is ample evidence available of "real" problems that are solved using these abstract problems. As an example, we could use a good algorithm for finding large inde- pendent sets to schedule final exams. Let the nodes of the graph be the classes, and place an edge between two nodes if one or more students are taking both those classes, and therefore their finals could not be scheduled for the same time. If we find a maximal independent set, then we can schedule all those classes for finals at the same time, sure that no student will have a conflict. 10.4.3 The Node-Cover Problem Another important class of combinatorial optimization problems involves "cov- ering" of a graph. For instance, an edge covering is a set of edges such that every node in the graph is an end of at least one edge in the set. An edge covering is mnimal if it has as few edges as any edge covering for the same graph. The problem of deciding whether a graph has an edge covering with k edges is NP-complete, although we shall not prove it here. We shall prove NP-complete the problem of node covering. A node cover of a graph is a set of nodes such that each edge has at least one of its ends at a node of the set. A node cover is minimal if it has as few nodes as any node cover for thc given graph. Node covers and independent sets axe closely related. In fact, the comple- ment of an independent set is a node cover, and vice-versa. Thus, if we state the yes/no version of the node-cover problem (NC) properly, a reduction from IS is very simple. POBLEM: The Node-Cover Problem (NC). INPUT: A graph G and an upper limit k, which must be between 0 and one less than the number of nodes of G. OUTPUT: "Yes" if and only if G has a node cover with k or fewer nodes. REDUCTION FROM: Independent Set. Theorem 10.20: The node-cover problem is NP-complete.

10,4, ADDITIONAL NP-COMPLETE PROBLEMS 453 POO': Evidently, NC is in AlP. Guess a set of k nodes, and check that each edge of G has at least one end in the set. To complete the proof, we shall reduce IS to NC. The idea, which is suggested by Fig. 10.8, is that the complement of an independent set is a node cover. For instance, the set of nodes that do not have boldface outlines in Fig. 10.8 form a node cover. Since the boldface nodes are in fact a maximal independent set, the other nodes form a minimal node cover. The reduction is as follows. Let G with lower limit k be an instance of the independent-set problem. If G has n nodes, let (7 with upper limit n - k be the instance of the node-cover problem we construct. Evidently this transformation can be accomplished in linear time. We claim that G has an independent set of size k if and only if G has a node cover of size n - k. (If) Let N be the set of nodes of G, and let C be the node cover of size n - k. We claim that N - C is an independent set. Suppose not; that is, there is a pair of nodes v and w in N - C that has an edge between them in G. Then since neither v nor w is in C, the edge (v, w) in G is not covered by the alleged node cover C. We have proved by contradiction that N - C is an independent set. Evidently, this set has k nodes, so this direction of the proof is complete. (Only-if) Suppose I is an independent set of k nodes. We claim that N - I is a node cover with n - k nodes. Again, we proceed by contradiction. If there is some edge (v, w) not covered by N - I, then both v and w axe in I, yet are connected by an edge, which contradicts the definition of an independent set. 10.4.4 The Directed Hamilton-Circuit Problem We would like to show NP-complete the Traveling Salesman Problem (TSP), because this problem is one of great interest in combinatorics. The best known proof of its NP-completeness is actually a proof that a simpler problem, called the "Hamilton-Circuit Problem" (HC) is NP-complete. The Hamilton-Circuit Problem can be described as follows: PB.OBLIM: Hamilton-Circuit Problem. INPUT: An undirected graph G. OUTPUT: :'Yes" if and only if G has a Hamilton circuit, that is, a cycle that passes through each node of G exactly once. Notice that the HC problem is a special case of the TSP, in which all the weights on the edges are 1. Thus, a polynomial-time reduction of HC to TSP is very simple: just add a weight of 1 to the specification of each edge in the graph. The proof of NP-completeness for HC is very hard. Our approach is to introduce a more constrained version of HC, in which the edges have directions

454 CHAPTER 10. INTRACTABLE PROBLEMS (i.e., they are directed edges, or arcs), and the Hamilton circuit is required to follow arcs in the proper direction. We reduce 3SAT to this directed version of the I-IC problem, then reduce it to the standard, or undirected, version of HC. Formally: PROBLEM: The Directed Hamilton-Circuit Problem (DHC). INPUT: A directed Graph OUTPUT: "Yes" if and only if there is a directed cycle in G that passes through each node exactly once. REDUCTION FIOM: 3SAT. Theorem 10.21: The Directed Hamilton-Circuit Problem is NP-complete. PROOF: The proof that DItC is in iV7 > is easy; guess a cycle and check that the arcs it needs are present in the graph. We must reduce 3SAT to DHC, and this reduction requires the construction of a complicated graph, with "gadgets," or specialized subgraphs, representing each variable and each clause of the 3SAT instance. To begin the construction of a DHC instance from a 3-CNF boolean expres- sion, let the expression be E = e A e2 A --. A e:, where each ei is a clause, the sum of three literals, say e i = (cql - cti2 q- ai3). Let xi,x2,... xn be the variables of E. For each clause and for each variable, we construct a "gadget," suggested in Fig. 10.9. For each variable x. we construct a subgraph Hi with the structure shown in Fig. 10.9(a). Here, mi is the larger of the number of occurrences of xi and the rolmher of occurrences of  in E. In the two columns of nodes, the b's and the c's, there are arcs between bij and cij in both directions. AIso, each of the b's has an arc to the c below it; i.e., bij has an arc to cj+i, as long as j < mi. Likewise, cij has an arc to bi,j+, for j < mi. Finally, timre is a head node ai with rcs to both bio and cio, and a foot node di, with arcs from bim and c, m . Figure 10.9(b) outlines the structure of the entire graph. Each hexagon represents one of he gadgets for a variable, with the structure of Fig. 10.9(a). The foot nodc of one gadget has an arc to the head node of the next gadget, in a cycle. Suppose we had a directed Hamilton circuit for the graph of Fig. 10.9(b). We may as well suppose the cycle starts at a. If it next goes to bo, we claim it must then go to cm, for if not, then el0 could never appear on the cycle. In proof, note that if the cycle goes from al to bm to c1, then as both predecessors of co (that is, a0 and bin) are already on the cycle, the cycle can never include C10 . Thus, if the cycle begins ax, bin, then it must continue down the "ladder," alternating between the sides, as al , blo, el0, bll,Cll,..., blm ,clra;dl

10.4. ADDITIONAL NP-COMPLETE PROBLEMS 455 b irn i (a) (b) (c) Figure 10.9: Constructions used in the proof that the Hamilton-circuit problem is NP-complete


456 CHAPTER 10. INTRACTABLE PROBLEMS If the cycle begins with at,co, then the ladder is descended in an order where the c at a level precedes the b as: al, el0, blo, ci, b,..., c,, b,, d A crucial point in the proof is that we can treat the first order, where descent is from o's to lower b's as if the variable corresponding to the gadget is made true, while the order in which descent is from b's to the Iower o's corresponds to making that vaxiable false. After traversing the gadget Ht, the eycle must go to a2, where there is another choice: go to b20 or c2 next. However, as we argued for H, once we make a choice of whether to go left or right fi'om a2, the path through Ha is fixed. In general, when we enter each Hi we have a choice of going left or right, but no other choices if we are not to render a node inaccessible (i.e., the node cannot appear on a directed Hamilton circuit, because all of its predecessors have appeared already). In what follows, it helps to think of making the choice of going from ai to b0 as making variable xi true, while choosing to go from ai to cio is tantamount to making xi false. Thus, the graph of Fig. I0.9(b) has exactly 2 ' directed Hamilton circuits, corresponding to the 2 r' truth assignments to n variables. However, Fig. 10.9(b) is only the skeleton of the graph that we generate for 3-CNF expression E. For each clause ey, we introduce another subgraph Ij., shown in Fig. 10.9(c). Gadget Iy has the property that if a cycle enters at rj, it must leave at uj; if it enters at s it must leave at v, and if it enters at t it must leave at wj. The argument we shall offer is that if the cycle, once it reaches I, does anything but leave by the node below the one in which it entered, then one or morc odes are inaccessible -- they can never appear on the cycle. By symmetry, we can consider only the case where r/ is the first node of I on the cycle. There are three cases: 1. The next two vertices on the cycle are sj and ty. If the cycle then goes to wj and leaves, vj is inacccssible. If the cycle goes to w i and vy and then lcaves, uj is inccssible. Thus, the cycle must leave at uj, having traversed all six nodes of the gadget. 2. The next two vertices after ry are sj and vj. If the cycle does not next go to uj, then u i becomes inaccessible. If after uy, the cycle next goes to wy, then t i can never appear on the cycle. The argument is the 'reverse" of the inaccessibility argument. Now, tj can be reached from outside, but if the cyrle later ineludes t, there will be no next node possible, because both successors of ty appeared earlier on the cycle. Thus, in this case also, the cycle lca;s by uj. Note, howevcr, that t and w are left uatraversed; tl,ey will have to appear later on the cycle, which is possible. 3. The circuit goes from rj directly to uj. If the cycle then goes to w1, then tj cmnot appear on the cycle because its successors have both appeared previously, as we argued in case (2). Thus, in this case, the cycle must

10.4. ADDITIONAL NP-COMPLETE PROBLEMS 457 leave directly by u j, leaving the other four nodes to be added to the cycle later. To complete the construction of the graph G for expression E, we connect the Ij's to the Hi's as follows: Suppose the Irst literal in clause ej is xi, an unnegated variable. Pick some node cip, for p in the range 0 to rni - 1. that has not yet been used for the purpose of connecting to one of the I gadgets. Introduce arcs from tip to rj and from uj to bi,+. If the first literal of clause e is x-, a negated literal, then find an unused hip. Connect hip to r and connect uj to For the second and third literals of e, we make the same additions to the graph, with one exception. For the second literal, we use nodes sj and vj, and for the third literal we use nodes tj and w. Thus, each Ij has three connections to the H gadgets that represent the variables involved in the clause ej. The connection comes from a c-node and returns to the b-node below if the liZeral is unnegated, and it comes from a b-node, returning to the c-node beIow, if the literal is negated. We claim that: � The graph G so constructed has a directed Hamilton circuit if and only if the expression E is satisfiable. (If) Suppose there is a satisfying truth assignment T for E. Construct a directed Hamilton circuit as follows. 1. Begin with the path that traverses only the H's [i.e., the graph of Fig. 10.9(b)] according to the truth assignment T. That is, the cycle goes from at to hi0 if T(xi) -- I, and it goes from ai to c.i0 if T(xi) = O. 2. However, if the cycle constructed so far follows an arc from bip to ci,p+l, and bi has another arc to one of the Ij's that has not yet been incIuded in the cycle, introduce a ';detour" in the cycle that includes all six nodes of Ij on the cycle, returning to ci,p+i. The arc bip - ci,p+l will no longer be on the cycle, but the nodes at its ends remain on the cycle. 3. Likewise, if the cycle has an arc from tip to bi,p-l, and tip has another arc out that goes to an Ij that has not yet been incorporated into the cycle, modify the cycle to "detouF' through all six nodes of The fact that T satisfies E assures us that the original path constructed by step (1) will include at least one arc that, in step (2) or (3), allows us to include the gadget Ij for each clause ej. Thus, all the I's get included in the cycle, which becomes a directed Hamilton circuit. (Only-if) Now, suppose that the graph G has a directed Hamilton circuit. we must show that E is satisfiable. First, recall two important points from the analysis we have done so far: 1. If a Hamilton circuit enters some I at ry sj, or tj, then it must leave at u j, vj, or wj, respectively.

458 CHAPTBR 10. INTRACTABLE PROBLEMS 2. Thus, if we view the Hamilton circuit as moving through the cycle of H gadgets, as in Fig. 10.9(b), the excursions that the path makes to some Ij can be vicwcd as if the cycle followed an arc that was "in parallel" witIx one of the arcs hip -q' Ci,r+ or cip - bi,r+. If wc ignore the excursions to the Ij 's, their thc Hamilton circuit must be one of the 2"cycles that axe possible using the Hi's only -- those that make choices to move froln each ai to either bio or el0. Each of these choices corresponds to a truth assignment for the variables of E. If one of hese choices yields a Hamilton circuit including the Ij's, then this truth assignment must satisfy E. The reason is that if the cycle goes from ai to b0, then we can only make an excursion to Ij if the jth clause has xi as one of its three literals. If the cycle goes from ai to C.io, then we can only make an excursion t5 Ij if the jth clause has . as a literal. Thus, the fact that all Ij gadgets can be included implies that the truth assignment makes at least one of the three literals of each clause true; i.e., E is satisfiable. 3 Example 10.22: Let us give a very simple example of the construction of Theorem 10.21, based on the 3-CNF expression E = (xl +x2 +x3)(- ++xa). The constructed graph is shown in Fig. 10.10. Arcs that connect H-type gadgets to/-type gadgets are shown dotted, to improve readability, but there is no other distinction between dotted and solid arcs. For instance, at the top left, we see the gadget for xt. Since x, appears once negated and once unnegated, the "ladder" needs only one step, so there are two rows of b's and c's. At the bottom left, we see the gadget for xs, which appears twice unnegatcd and does not appear negated. Thus, we need two different to represent uses of x in these clauses. That is why the gadget for x needs three b-c rows. Let us consider the gadget Ie, whid corresponds to the clause (++x). For the first literal, T/t, we attach b0 to r and we attach u to cid. For the second literal, x, we do the same with b0, s2, v2, and c2t. The third literal, being unnegated, is attached to a c and the b below; that is, we attach cs to t2 and w to One of several satisfying truth assignments is x = 1; x2 = 0, and xa = 0. For this assignment, the first clause is satisfied by its first literal xl, while the second clause is satisfied by the second literal, . For this truth assignment, we can devise a Hamilton circuit, in which the arcs at -} blo, a2 --1. c2o, and as - co are present. The cycle covers the first clause by detouring from H1 to I; i.e., it uses the arc cto - rt, traverses all the nodes of I, and returns to b,,. The second clause is covered by the detour from H2 to 12 starting with the arc b.0 --> s., traversing all of 12, and returning to c2. The entire hamilton cycle is shown with thicker lines (solid or dotted) and very large arrows, in Fig. 10.10.

10.4. ADDITIONAL NP-COMPLETE PROBLEMS 459 Figure I0.10: Example of the Hamilton-circuit construction

460 CtIAPTBR 10. INTRACTABLE PROBLEMS 10.4.5 Undirected Hamilton Circuits and the TSP The proofs that the undirected Hamilton-ircuit problem and the Traveling Salesman problem are also NP-complete are relatively easy. We already saw in Section 10.1.4 that TSP is in N'P. HC is a special case of TSP, so it is also in :V'79. We must perform the reductions of DHC to HC and HC to TSP. PROI:iLI,M: Undirected Hamilton-Circuit Problem. INPUT: An undirected graph OUTPUT: "Yes*' if and only if G has a Hamilton circuit. IEDUCTION FROM: DHC. Theorem 10.23: HC is NP-complete. PROOF: We reduce DHC to HC, as follows. Suppose we are given a directed graph G. The undirected graph we construct will be called G,. For every node v of Ga, there are three nodes v (�), v (), and v (') in G,. The edges of G are: 1. For all nodes v of Gd, there are edges (v(�),v ()) and (v (), v(Z)) in Ga. 2. If there is an arc v - w in G, then there is an edge (v(2),w (�)) in Figure 10.11 suggests the pattern of edges, including the edge for an arc v --> w. Fignre 10.1i: Arcs in Ga are replaced by edges in G, that go from rank 2 to rank 0 Clearly the construction of G, from Gd can be performed in polynomial time. We must show that Gu has a Hamilton circuit if and only if Ga has a directed Hamilton circuit.

10.4. ADDITIONAL NP*COMPLETE PROBLEMS 461 (If) Suppose v, v2,... ,vn, vx is a directed Hamilton circuit. Then surely v<o>  0)  (.)  (o)  () v.) v<O) v? v? v <2>, v? is an undirected Hamilton circuit in Gu. That is, we go down each column, and then jump to the top of the next column to follow an arc of Ga. (Only if) Observe that each node v0) of G,, has only two edges, and therefore must appear in a Hamilton circuit with one of v (�) and v (2) its immediate predecessor, and the other its immediate successor. Thus, a Hamilton circuit in Gu must have superscripts on its nodes that vary in the pattern 0, 1, 2, 0, 1, 2,... or its opposite, 2, 1, 0, 2, 1,0, .... Since these patterns correspond to traversing a cycle in the two different directions, we may as well assume he pattern is 0, 1, 2, 0, 1, 2, .... Thus, if we look at the edges of the cycle that go from a node with superscript 2 to one with superscript 0, we know that these edges are arcs of Ga, and that each is followed in the direction in which he arc points. Thus, an undirected Hamilton circuit in Gu yields a directed Hamilton circuit in Ga. PROBLEM: Traveling Salesman Problem. INPUT: An undirected graph G with integer weights on the edges, and a limit k. OUTPUT: "Yes" if and only if there is a Hamilton circuit of G, such that tile sum of the weights on the edges of the cycle is less than or equal to 11JDUCTION FROM: Theorem 10.24: The Traveling Salesman Problem is NP-complete. PROOF: The reduction from HC is as follows. Given a graph G, construct a weighted graph G' whose nodes and edges are the same as the edges of G, with a weight of 1 on each edge, and a limit k that is equal to the number of nodes n of G. Then a Hamilton circuit of weight n exists in G  if and only if there is a Hamilton circuit in G. [] 10.4.6 Summary of NP-Complete Problems Figure 10.12 indicates all the reductions we have made in this chapter. Notice that we have suggested reductions from all the specific problems, like TSP, to SAT. What happened was that we reduced the language of every polynomial- time, nondeterministic Turing machine to SAT in Theorem 10.9. Without men- tioning it explicitly, these TM's included at least one that solves TSP, one that solves IS, and so on. Thus, all the NP-complete problems are polynomial-time reducible to one another, and are, in effect, different faces of the same problem.

462 CHAPTER 10. INTRACTABLE PROBLEMS All ofN v SAT Figure 10.12: Reductions among NP-complete problems 10.4.7 Exercises for Section 10.4 * lm,,xercise 10.4.1: A k-clique in a graph G is a set of k nodes of G such that there is an edge between every two nodes in the clique. Thus, a 2-clique is just a pair of nodes connected by an edge, and a 3-clique is a triangle. The problem CLIQUE is: given a graph G and a constant k, does G have a k-clique? a) What is the largest k for which the graph G of Fig. 10. I satisfies CLIQUE? b) How many edges does a k-clique have, as a function of k? c) Prove that CLIQUE is NP-complete by reducing the node-cover problem to CLIQUE. *! Exercise 10,4.2: The coloring problem is: given a graph G and an integer k, is G "k-colorable"; that is, can we assign one of k colors to each node of G in such a way that no edge has both of its ends colored with the same color. For

10.4. ADDITIONAL NP-COMPLETE PROBLEMS 463 example, the graph of Fig. 10.1 is 3-colorable, since we can assign nodes 1 and 4 the color red, 2 green, and 3 blue. In general: if a graph has a k-clique, then it can be no less than k-colorable, although it might require many more than k colors. Figure 10.13: Part of the construction showing the coloring problem to be NP- complete In this exercise, we shall give part of a construction to show that the coloring problem is NP-complete; you must fill in the rest. The reduction is from 3SAT. Suppose that we have a 3-CNF expression with n variables. The reduction converts this expression into a graph, part of which is shown in Fig. 10.13. There are, as seen on the left n + 1 nodes co, c,..., ca that form an (n + 1)- clique. Thus, each of these nodes must be colored with a different color. We should think of the color assigned to cj as "the color cj ." Also, for each variable xi, there are two nodes, which we may think of as xi and . These two are connected by an edge, so they cannot get the same color. Moreover, each of the nodes for xi. are connected to cj for all j other than 0 and i. As a result, one o� xi and  must be colored co, and the other is colored c. Think of the one colored Co as true ad the other' s false. Thus, the coloring chosen corresponds to a truth assignment. To complete the construction, you need to design a portion of the graph fo' each clause of the expression. It should be possible to complete the coloring o� the graph using only the colors co through cn if and only if each clause is made true by the truth assignment corresponding to the choice of colors. Thus, the constructed graph is (n -t- 1)-colorable if and only if the given expression is stisfiable.

464 CHAPTER 10. INTRACTABLE PROBLEMS Figure 10.14: A graph Exercise 10.4.3: A graph does not have to be too large before NP-complete questions about it become very hard to solve by hand. Consider the graph of Fig. 10.14. * a) Does this graph have a Hamilton circuit? b) What is the largest independent set? c) What is the smallest node cover? d) What is the smallest edge cover (see Exercise 10.4.4(c))? e) Is the graph 2-colorable? Exercise 10.4.4: Show the following problems to be NP-complete: a) The subgraph-isomorphism problem: given graphs Gt and G2, does G contain a copy of G2 as a subgraph? That is, can we find a subset of the nodes of G that, together with the edges among them in G, forms an exact copy of G2 when we choose the correspondence between nodes of G2 and nodes of the subgraph of G properly? Hint: Consider a reduction from the clique problem of Exercise 10.4.1.

10.4. ADDITIONAL NP-COMPLETE PROBLEMS 465 � ; f) ! b) The feedback edge problem: given a graph G and an integer k, does G have a set of k edges such that every cycle of G contains at least one of the k edges? ! c) The linear integer programming problem: given a set of linear constraints of the form n n Ei=I aiXi __ C Or Ei=I ai3:i  c, where the a's ad c are integer constants and Xl, x2,. � �, x, are variables, does there eyAst an assignment of integers to each of the variables that makes all the constraints true? ] d) The dominatingset problem: given a graph G and an integer k, does there exist a subset S of k nodes of G such that each node is either in S or adjacent to a node of S? e) The firehouse problem: given a graph G, a distance d, and a budget f of "firehouses," is it possible to choose f nodes of G such that no node is of distance (number of edges that must be traversed) greater than d from some firehouse? The half-clique problem: Given a graph G with an even number of vertices, does there exist a clique of G (see Exercise 10.4.1) consisting of exactly half the nodes of G? Hint: Reduce CLIQUE to the half-clique problem. You must figqre out how to add nodes to adjust the size of the largest clique. !] g) The unit-execution-time-scheduling problem: given k "tasks" a number of "processors" p, a 'time limit t, and some "precedence con- straints" of the form Ti < Tj between pairs of tasks does there exist a schedule of the tasks, such that: 1. Each task is assigned to one time unit between i and t, 2. At most p tasks are assigned to any one time unit, and 3. The precedence constraints are respected; that is, if Ti < Tj is a constraht, then Ti is assigned to an earlier time unit than Tj ? !! h) The exact-over problem: given a set S and a set of subsets S, $2,..., $n of $, is there a set of sets T _ {Sl, S�,..., S} such that each element x of S is in exactly one member of T? !! i) The knapsack problem: given a list of k integers il,i,...,i, can we partition them into two sets whose sums are the same? Note; This prob- lem appears superficially to be in 7 , since you might assume that the integers themselves are small. Indeed, if the values of the integers are limited to some polynomial in the number of integers k, then there is a polynomial-time algorithm. However, in a list of k integers represented in binary, having total length n, we can have certain integers whose alues are almost exponential in n.

466 CHAPTER 10. INTRACTABLB PROBLBMS Exercise 10.4.5: A Hamilton path in a graph G is an ordering of all the nodes n, n2, .... nk such that there is an edge from ni to ni+l, for all i -- 1, 2 .... , k- 1. A directed Hamilton path is the same for a directed graph; there must be an arc from each ni to ni+l. Notice that the Hamilton path requirement is just slightly weaker than the Hamilton-circuit condition. If we also required an edge or arc from n to nt, then it would be exactly the Hamilton-circuit condition. The (directed) Hamilton-path problem is: given a (directed) graph, does it have at least one (directed) Hamilton path? * a) Prove that the directed Hamilton-path problem is NP-complete. Hint: Perform a reduction from DHC. Pick any node, and split it into two, such that these two nodes must be the endpoints of a directed Hamilton path, and such a path exists if and only if the original graph has a directed Hamilton circuit. b) Show that the (undirected) Hamilton-path problen is NP-complete. Hint: Adapt the construction of Theorem 10.23. *! c) Show that the following problem is NP-complete: given a graph G and an integer k, does (7 have a spanning tree with at most k leaf vertices? Hint: Perform a reduction from the Hamilton-ath problem. !d) Show that the following problem is NP-complete: given a graph G and an integer d, does G have a spanning tree with no node of degree greater than d? (The degree of a node n in the spanning tree is the number of edges of the tree that have n as an end.) 10.5 Summary of Chapter 10 The Classes 7  and AlP: P consists of all those languages or problems accepted by some Turing machine that runs in some poIynomial amount of time, as a function of its input length. A/P is the cIass of languages or problems that are accepted by nondeterministic TM's with a polynomial bound on the time taken along any sequence of nondeterministic choices. The P = Alp Question: It is unknown whether or not P and Af7 are really the same classes of languages, although we suspect strongly that there are languages in A/g > that are not in P. Polynomial-Time Reductions: If we can transform instances of one prob- lem in polynomial time into instances of a second problem that has the same answer -- yes or no -- then we say the first problem is polynomial- time reducible to the second. NP-Complete Problems: A language is NP-complete if it is in AlP, and there is a polynomial-time reduction from each language in Af7 to the language in question. We beIieve strongly that none of the NP-complete

10.6. REFERENCES FOR CHAPTER I0 467 problems are in P, and the fact that no one has ever found a polynomial- time algorithm for any of the thousands of known NP-comptete problems is mutually re-enforcing evidence that none are in 7 p. NP-CompIete Satisfiability Problems: Cook's theorem showed the first NP-complete problem -- whether a boolean expression is satisfiable -- by reducing all problems in A/'7 ) to the SAT problem in polynomial time. In addition, the problem remedns NP-complete evcn if the expression is restricted to consist of a product of clauses, each of which consists of only three literals -- the problem 3SAT. Other NP-Complete Problems: There is a vast collection of known NP- complete problems; each is proved NP-complete by a polynomial-time reduction from some previously known NP-complete problem. We have given reductions that show the following problems NP-complete: inde- pendent set, node cover, directed and undirected versions of the Hamilton circuit problem, and the traveling-salesman problem. 10.6 References for Chapter 10 The concept of NP-completeness as evidence that the problem could not be solved in polynomial time, as well as the proof that SAT, CSAT, and 3SAT are NP-complete, comes from Cook [3]. A follow-on paper by Karp [�] is generally accorded equal importance, because that paper showed that NP-completeness was not just an isolated phenomenon, but rather applied to very many of the hard combinatorial problems that people in Operations Research and other disciplines had been studying for years. Each of the problems proved NP- complete in Section 10.4 are from that paper: independent set, node cover, Hamilton circuit, and TSP. In addition, we can find there the solutions to several of the problems mentioned in the exercises: clique, edge cover, knapsack, coloring, and exactscover. The book by Garey and Johnson [4] summarizes a great deal about what is known concerning which problems are NP-omplete, and special cases that are polynomial-time. In [5] are articles about approximating the solution to an NP-complete problem in polynomial time. Several other contributions to the theory of NP-completeness should be ac- knowledged. The study of classes of languages defined by the running time of Turing machines began with Hartmanis and Stearns [8]. Cobham [2] was the first to isolate the concept of the class P, as opposed to algorithms that had a particular polynomial running time, such as O(n2). Levin [7] was an independent, although somewhat later, discovery of the NP-completeness idea. NP-completeness of linear integer programming [Exercise 10.4.4(c)] appears in [1] and also in unpublished notes of J. Gathen and M. Sieveking. NP- completeness of unit-execution-time scheduling [Exercise 10.4.4(g)] is from [9].
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Chapter 11 Additional Classes of Problems The story of intractable problems does not begin and end with AlP. There are many other classes of problems that appear to be intractable, or are interest- ing for some other reason. Several questions involving these classes, like the P --AfT' question, remain unresolved. We shall begin by looking at a class that is closely related to P and Af'P: the class of complements ofAf7  languages, often called "co-AfP." If P = Af7, then co-AfT' is equal to both, since T' is closed under complementation. However, it is likely that co-AfP is different from both these classes, and in fact likely that no NP-complete problem is in co-AfP. Then, we consider the class P$, which is all the problems that can be solved by a Turing machine using an amount of tape that is polynomial in the length of its input. These TM's axe allowed to use an exponential amount of time, as long as they stay within a limited region of the tape. In contrast to the situation for polynomial time, we can prove that nondeterminism doesn't increase the power of the TM when the limitation is polynomial space. However, even though P$ clearly includes all of AfP, we do not know whether P$ is equal to AfP, or even whether it is equal to 7. We expect that neither equality is true, however, and we give a problem that is complete for P$ and appears not to be in AlP. Then, we turn to randomized algorithms, and two classes of languages that lie between 7 and Af7. One is the class TiP of "random polynomial" languages. These languages have an algorithm that runs in polynomial time, using some "coin flipping" or (in practice) a random-number generator. The algorithm either confirms membership of the input in the language, or says "I don't know." Moreover, if the input is in the language, then there is some probabihty greater than 0 that the algorithm will report success, so repeated application of the algorithm will, with probability approaching 1 confirm membership. The second class, called Z77  (zero-error, probabilistic polynomial), also involves randomization. However, algorithms for languages in this class either 469

470 CHAPTER 11. ADDITIONAL CLASSES OF PROBLEMS say "yes" the input is in the language, or "no" it is not. The expected running time of the algorithm is polynomial. However, there might be runs of the algorithm that take more time than would be allowed by any polynomial bound. To tie these concepts together, we consider the important issue of primality testing. Many cryptographic systems today rely on both: 1. The ability to discover large primes quickly (in order to allow communi- cation between machines in a way that is not subject to interception by an outsidcr) and 2. The assumption that it takes exponential time to factor integers, if time is measured as a function of the length n of the integer written in binary. We shall see that testing primes is both in A/' and co-AlP, and therefore it is unlikely that we can prove primality testing to be NP-complete. That is un- fortunate, because proofs of NP-completeness axe the most common axguments that a problem most likely requires exponential time. We shall also see that primality testing is in the class TfP. This situation is both good news and bad news. It is good, because in practice, cryptographic systems that require primes really do use an algorithm in the TP class to find them. It is bad because it provides further weight to the assumption that we shall not be able to prove primality testing to be NP-complete. 11.1 Complements of Languages in JV'P The class of languages P is closed under complementation (see Exercise 10.1.6). For a simple argument why let L be in P and let M be a TM for L. Modify M as follows, to accept L. Introduce a new accepting state q and have the new TM transition to q whenever M halts in a state that is not accepting. Make the former accepting states of M be nonaccepting. Then the modified TM accepts , and runs in the same amount of time that M does, with the possible addition of one move. Thus, L is in P if L is. It is not known whether A/'P is closed under complementation. It appears not, however, and in particular we expect that whenever a language L is NP- complete, then its complement is not in Af7 . 11.1.1 The Class of Languages Co-AfT' Co-Af7  is the set of languages whose complements are in AlP. We observed at the beginning of Section 11.1 that every language in P has its complement also in P, and therefore in Af7 . On the other hand, we believe that none of the NP-complete problems have their complements in AlP, and therefore no NP-complete problem is in co-AlP. Likewise, we believe the complements of NP-complete problems, which are by definition in co-A?P, are not in JV'P. Figure 11.1 shows the way we believe the classes P, A/P, and co-AlP reIate.

11.1. COMPLEMENTS OF LANGUAGES IN N'P 471 However, we should bear in mind that, should 7 ) turn out to equal AfT , then all three classes are actually the same. Nete problems Complements of  NP-complete problems Figure 11.1: Suspected relationship between coral7  and other classes of lan- guages Example 11.1: Consider the complement of the language SAT, which is surely a member of co-Af7 >. We shall refer to this complement as USA T (unsatisfiabte). The strings in USAT include all those that code boolean expressions that are not satisfiable. However, also in USAT are those strings that do not code valid boolean expressions, because surely none of those strings are in SAT. We believe that USAT is not hi AfT , but there is no proof. Another example of a problem we suspect is in co-AlP but not in Af7  is TAUT, the set of all (coded) boolean expressions that are tautologies; i.e., they are true for every truth assignment. Note that an expression E is a tautology if and only if -,E is unsatisfiable. Thus, TAUT and USAT are related in that whenever boolean expression E is in TAUT, -E is in USAT, and vice-versa. However, USAT also contains strings that do not represent valid expressions, while all strings in TAUT are valid expressions. D 11.1.2 NP-Complete Problems and Co-Af7  Let us assume that 7)  AlP. It is still possible that the situation regarding co-Af7  is not exactly as suggested by Fig. 11.1, because we could have AlP and coral7 p equal, but larger than P. That is, we might discover that problems like USAT and TAUT can be solved in nondeterministic polynomial time (i.e., they

4?2 CHAPTER i I. ADDITIONAL CLASSES OF PROBLEMS are in A/P), and yet not be able to solve them in deterministic polynomial time. However, the fact that we have not been abIe to find even one NP-complete problem whose complement is in Af7 > is strong evidence that AfT >  co-Af7 , as we prove in the next theorem. Theorem 11.2: Af7  = co-AfI> if and only if there is some NP-complete prob- lem whose complement is in PROOF: (Only-if) Should Af7 ) and co-AlP be the same, then surely every NP- complete problem L, being in A/P, is also in co-Af7 >. But the complement of a problen in co-AfP is iu JfP, so the complement of L is in .�'7 . (If) Suppose P is an NP-complete problem whose complement  is in Then for every langa.ge L in AfP, there is a polynomial-time reduction of L to P. The same reduction also is a polynomial-time reduction of  to . We prove that AfP = co-Af7  by proving containment in both directions. g,r7  _c co-fp: Suppose L is in AFT'. Then  is in co-AfP. Combine the polynomial-time reduction of  to  with the assumed nondeterministic, poly- nomial-time algorithm for P to yietd a nondeterministic, polynomial-time algo- rithm for . Hence, for any L in AlP,  is also in Af7 . Therefore L, being the complement of a language in ?V'7 , is in co-Af7 >. This observation tells us hat AC7V c_ ccAf7>. co-)V'P _c A/7>: Suppose L is in co-ArT '. Then there is a polynomial-time reduction of Z to P, since P is NP-complee, and Z is in N'P. This reduction is also a reduction of L to P. Since P is in A/P, we combine the reduction with the nondeterministic, polynomial-time algorithm for  to show that L is 11.1.3 Exercises for Section 11.1 Exercise 11.l.l: Below are some problems. For each, tell whether it is in A7> and whether it is in co-Af7 v. Describe the complement of each problem. If either the problem or its complement is NP-complete, prove that as well. * a) The problem TRUE-SAT: given a boolean expression E that is true when all the variables are made true, is there some other ruth assignment besides all4rue that makes E true'? b) The problem FALSE-SAT: given a boolean expression E that is false when all its variables are made false, is there some other truth assignment besides all-false that makes E false? c) The problem DOUBLE-SAT: given a boolean expression E, are there at least two truth assignments that make E true? d) The problem NEAR-TAUT: given a boolean expression E, is there at most one truth assignment that makes E false?

11.2. PROBLEMS SOLVABLE IN POLYNOMIAL SPACE 473 *! Exercise 11.1.2: Suppose there were a function f that is a one-one function from n-bit integers to n-bit integers, such that: 1. f(x) can be computed in polynomial time. 2. f-l(x) carmot be computed in polynomial time. Show that the language consisting of pairs of integers (x, y) such that would then be in (Af7 p ffl co-N'7 ) - P. 11.2 Problems Solvable in Polynomial Space Now, let us look at a class of problems that includes all of Af79, and appears to include more, although we cannot be certain it does. This class is defined by allowing a Turing machine to use an amount of space that, is polynomial in the size of its input, no matter how much time it uses. Initially, we shall distinguish between the languages acccptcd by deterministic and nondeterministic TM's with a polynomial space bound, but we shall soon see that these two classes of languages are the same. There are complete problems P for polynomial space, in the sense that all problems in this class are reducible in polynomial time to P. Thus, if P is in  or in AfP, then all languages with polynomial-space-bounded TM's are in P or AfP, respectively. We shall offer one example of such a problem: "quantified boolean formulas." 11.2.1 Polynomial-Space Turing Machines A polynomial-space-bounded Turing machine is suggested by Fig. 11.2. There is some polynomial p(n) such that when gqven input w of length n, the TM never visits more than p(n) cells of its tape. By Theorem 8.12, we may assume that the tape is semi-infinite, and the TM never moves left froln the beginning of its input. Define the class of la.guages 793 (polynomial space) to include all ad ordy the languages that are L(M) for some polynomial-space-bounded, deterministic Turing machine M. Also, define the class AlPS (nondeterministic polynomial space) to consist of those languages that are L(M) for some nondeterministic, polynomial-space-bonnded TM M. Evidently Pq C_ AfT'S, since every deter- ministic TM is technically nondeterministic also. However, we shall prove the surprising result that P$ -- Af795.1 lyon may see this class written as PSPACE in other works on the subject. However, we prefer to use the script 7$ to denote the c]as of problems solved in deterministic (or nondeterministic) polynomial time, as we shall drop the use of N'7$ once the equivalence 7P$ = Af7$ h been proved.

474 CHAPTER II. ADDITIONAL CLASSES OF PROBLEMS Finite control input w  n cells cells ever used p(n) cells Figure 11.2: A TM that uses polynomial space 11.2.2 Relationship of P$ and AfP$ to Previously Defined Classes To start, the relationships P ___ P$ and AlP _C AlPS should be obvious. The reason is that if a TM makes only a polynomial number of moves, then it uses no more than a polynomial number of cells; in particular, it cannot visit more cells them one plus the number of moves it makes. Once we prove PS -- ALPS, we shall see that in fact the three classes form a chain of containment: 7) C An essential property of polynomial-space-bounded TM's is that they can make only an exponential number of moves before they must repeat a ID. We need this fact to prove other interesting facts about P$, and also to show that P$ contains only recursire languages; i.e., languages with algorithms. Note that there is nothing in the definition of 7>3 or ALPS that requires the TM to halt. It is possible that the TM cycles forever, without leaving a polynomial- sized region of its tape. Theorem 11.3: If M is a polynomial-space-bounded TM (deterministic or nondeterministic), and p(n) is its polynomial space bound, then there is a con- stant c such that if M accepts its input w of length n, it does so within c +'In) moves. PROOF: The essential idea is that M must repeat an ID before making more than cl+P(") moves. If M repeats an ID and then accepts, there must be a shorter sequence of ID's leading to acceptance. That is, if c f f? I  ] - 7,

11.2. PROBLEMS $OLVABLE IN POLYNOMIAL SPACF 475 where a is the initial ID,  is the repeated ID, and 7 is the accepting ID, then a  / - 7 is a shorter sequence of ID's leading to acceptance. The argument that c must exist exploits the fact that there are a limited number of ID's if the space used by the TM is limited. ha paxticular, let t be the number of tape symbols of M and let s be the number of states of M. Then the number of different ID's of M when only p(n) tape cells are used is at most sp(n)t p(n). That is, we can choose one of the s states, place the head at any of p(n) tape positions, and fill the p(n) cells with any of t p(') sequences of tape symbols. Pick c = s + t. Then consider the binomial expansion of (t + s) +() , which is t +p(n) -I- (1 -I-p(n))st r() +... Notice that the second term is at least as large as sp(n)t p('), which proves that c +p() is at least equal to the number of possible ID's of M. We conclude the proof by observing that if M accepts w of length n, then it does so by a sequence of moves that does not repeat an ID. Therefore, M accepts by a sequence of moves that is no longer than the number of distinct ID's, which is c +p(). [] We can use Theorem 11.3 to convert any polynomial-space-bounded TM into an equivalent one that always halts after making at most an exponential number of moves. The essential point is that, since we know the TM accepts within an exponential number of moves, we can count how many moves have been made, and we can cause the TM to halt ff it has made enough moves without accepting. Theorem 11.4: If L is a language in 7)q (respectiveLy Af7)S), then L is ac- cepted by a polynomial-space-bounded deterministic (respectively nondeter- ministic) TM that hairs after making at most c q(') moves, for some polynomial q(n) mud constaint c  1. PROOF: We'll prove the statement for deterministic TM's; the same argument applies to NTM's. We know L is accepted by a TM M that has a polynomial space bound p(n). Then by Theorem ll.3, if M accepts w it does so in at most c +p(Iwl) steps. Design a new TM M, that has two tapes. On the first tape, M, simulates M, and on the second tape, M,counts in base c up to C +p(lwl. If M2 reaches this count, it halts without accepting. M, thus uses 1 + p(lw]) cells on the second tape. We also assumed ttmt M uses no more than P(lW]) cells on its tape, so M uses no more than p(]w]) cells on its first �ape as well. If we convert Meto a one-tape TM M, we can be sure that M, uses no more than l+p(n) cells of tape, on any input of length n. Although Ms may use the square of the running time of M, hat time is not more than O(cP(a))? 2In fact, the general rule from Theorem 8.10 is not the strongest claim we can make. Because only 1 + p(n) cells are used by any tape, the simulated tape heads in the many- tpes-to-one construction can get only 1 + p(n) part. Thus, c l+r() moves of the multitape TM M:I can be simulated in 0 (p{n)c I�(n)) seps, which is less than [he claimed O(cUP(n)).

476 CHAPTER 1I. ADDITIONAL CLASSES OF PROBLE:VIS As M3 makes no more than dc p(n) moves for some constant d, we may pick q(n) = 2p(n) + log cd. Then Ms makes at most, c q() steps. Since M2 always halts, -Is always halts. Since M accepts L, so do M2 and Ms. Thus, Ms satisfies the statement of the theorem. [] 11.2.3 Deterministic and Nondeterminlstic Polynomial Space Since the comparison between P and Af7  seems so difficult, it is surprising that the same compaxison between P$ and ]VP$ is easy: they are the same classes of languages. The proof involves simulating a nondeterministic TM that has a polynomial space bound p(n) by a deterministic TM with polynomial space The heart of the proof is a deterministic, recurslye test or whether a NTM N can move from ID I to ID J in at nost m moves. A DTM D systematically tries all middle ID's IV to check whether I can become/4 in rn/2 moves and then K can become J in m/2 moves. That is, imagine there is a recursire function reach(I, J, rn) that decides if I  J by at most rn moves. Think of the tpe of D as a stack, where the arguments of the recursive calls to reach axe placed. That is, in one stack frame D holds [I, J, mi. A sketch of the algorithm executed by reach is shown in Fig. 11.3. BOOLEAN FUNCTION reach(I,J,m) ID: I,J; INT: ml BEGIN IF (m == I) THEN /* basis */ BEGIN test if I == J or I ca become J after one move; RETURN TRUE if so, FALSE if not; END; ELSE /* inductive parg */ BEGIN FOR each possible ID K DO IF (reach(I,K,m/2) AND reach(K,J,m/2)) THEN RETURN TRUE; RETURN FALSE; END; END; Figure 11.3: The recursive function reach tests whether one ID can become another within a stated number of moves It is important to observe that, although reach calls itself twice, it makes those calls in sequence, and therefore, only one of the calls is active at a time. That is, if we start with a stack frame [I,, J, m], then at any time there is only one call [�_, .I,rn/2], one call [/., Js, m/4], another l/4, J4, rn/8], and so

11.2. PROBLEMS SOLVABLt IN POLYNOMIAL SPACE 477 on, until at some point the third argument becomes 1. At that point, reach can apply the basis step, and needs no more recursire calls. It tests if I -- J or I I- J, returning TRIJE if either holds and FALSE if neither does. Figure 11.4 suggests what the stack of the DTM D looks like when there are as many active calls to reach as possible, given an initial move count of Figure l 1.4: Tape of a DTM simulating a NTM by ecursive calls to reach While it may appear that many calls to reach axe possible, and the tape of Fig. 11.4 can become very long, we shall show that it cannot become "too long." That is, if started with a move count o� ra, there can only be log 2 m stack frames on the tape at any one time. Since Theorem 11.4 assures us that the NTM N cannot make more than c p(') moves, rn does not have to start with a number greater than that. Thus, the number of stack frames is at most logic p('I, which is O(p(n)). We now have the essentials behind the proof of the following theorem. Theorem 11.5: ( $avitch 's Theorem) P8 -- PROOP: It is obvious that 7$ C_ AfP$; since every DTM is technically a NTM as well. Thus, we need only to show that JrT>$ _C 7>$; that is, if L is accepted by some NTM N with space bound p(n), for some polynomial also accepted by some DTM D with polynomial space bound q(n), for some other polynomial q(n). In fact, we shall show that q(n) can be chosen to be on the order of the square of p(n). First, we may assume by Theorem 11.3 that if N accepts, it does so within c +r() steps for some constant c. Given input w of length n, D discovers what N does with input w by repeatedly placing the triple [I0, J, ra] on its tape and calling reach with these arguments, where: 1. I0 is the initial ID of N with input w. 2. J is any accepting ID that uses at most p(n) tape cells; the different J's are enumerated systematically by D, using a scratch tape. 3. m -- c +p(n). We argued above that there will never be more than tog2 m recursire calls that are active at the same time, i.e., one with tlxird argument m, one with m[2, one with m/4, and so on, down to 1. Thus, there are no more than log m stack frames on the stack, and log2m is O(p(n)). Further, the stack frames themselves take O (p(n)) space. The reason is that the two ID's each require only 1 + p(n) cells to write down, and if we write m

478 CHAPTER 11. ADDITIONAL CLASSES OF PROBLEMS in binary, it requires = log 2 c +p() cells, which is O(p(n)). Thus, the entire stack frame, consisting of two ID's and an integer, takes 0 (p(n)) space. Since D can have O(p(n)) stack franes at most, the total amount of space used is O(p2(n)). This amount of space is a polynomial if p(n) is polynomial, so we conclude that L has a DTM that is polynomial-space bounded. [] In summary, we can extend what we know about complexity classes to in- dude the polynomial-space classes. The complete diagram is shown in Fig. 11.5. Recursive Figure 11.5: Known reIationships among classes of languages 11.3 A Problem That Is Complete for In this section, we shalI introduce a problem called "quantified boolean formu- las" and show that it is complete for 11.3.1 PS-Completeness We define a problem P to be complete for 7$ (PS-complete) if: 1. P is in Pq. 2. All languages L in 7$ are polynomial-time reducible to ?.

11.3. A PROBLEM THAT IS COMPLETE FOR 7aS 479 Notice that, although we axe thinking about polynomial space, not time, the requirement for PSicompleteness is simiIar to the requirement for NP-com- pleteness: the reduction must be performed in polynomial time. The reason is that we want to know that, should some PS-complete problem turn out to be in 7 v, then  = 7a$, and also if some PS-complete problem is in Af7a, then Afiv= 1v$. If the reduction were only in polynomial space, then the size of the output might be exponential in the size of the input, and therefore we could not draw the conclusions of the following theorem. However, since we focus on polynomial-time reductions, we get the desired relationships. Theorem 11.(]: Suppose P is a PS-omplete problem. Then: a) If P is in 7a, then i v = iv3. b) If P is in Af7a, then JV'Ta -- iv$. PROOF: Let us prove (a). For any L in iv3, we know there is a polynomial-time reduction of L to P. Let this reduction take time q(n). Also, suppose P is in 72, and therefore has a polynomial-time algorithm; say this algorithm runs in time p(n). Given a string w, whose membership in L we wish to test, we can use the reduction to convert it to a string x that is in P if and only if w is in L. Since the reduction takes time q([w[), the string x cannot be longer than q([w[). We may test membership of x in P in time p([x[), which is p(q([w[)), a polynomial in [w[. We conclude that there is a polynomial-time algorithm for L. Therefore, every language L in 728 is in iv. Since containment of 7 v in iv$ is obvious, we conclude that if P is in 72, then iv --- 7v$. The proof for (b), where P is in Ally, is quite similar, and we shall leave it to the reader. [] 11.3.2 Quantified Boolean Formulas We are going to exhibit a problem P that is complete for 723. But first, we need to learn the terms in which this problem, called "quantified boolean formulas" or QBF, is defined. Roughly, a quantified boolean formula is a boolean expression with the addition of the operators � ("for all") and 3 ("there exists"). The expression (�x) (E) means that E is true when all occurrences of z in E are replaced by 1 (true), and also true when all occurrences of x axe replaced by 0 (false). The expression ($x)(E) means that E is true either when all occurrences of x are replaced by i or when all occurrences o� x are replaced by 0, or both. To simplify our description, we shall assume that no QBF contains two or more quantifications (� or 3) of the same variable x. This restriction is not essential, and corresponds roughly to disallowing two different functions in a program from using the same local variable. 3 Formally, the quantified boolean awe Can always rename one of two distinct uses of the same variable name, either in programs or in quantified boolean formulas. For programs, there is no reason to avoid reuse of the .ame local name, but in QBF's we find it convenient to assume there is no muse,

480 CHAPTER 11. ADDITIONAL CLASSBS OF PROBLBM$ formulas are defined as follows: 1. 0 (false) , 1 (true), and any variable are QBF's. 2. If E and F are QBF's then so are (E), -(E), (E) ^ (F), and (E) V (F), representing a parenthesized E, the negation of E, the AND of E and F, and the OR of E and F, respectively. Parentheses may be removed if they are redundant, using the usual precedence rules: NOT, then AND, then 0R (lowest). We shall also tend to use the "arithmetic" style of representing AND and OR, where AND is represented by juxtaposition (no operator) mid OR is represented by +. That is, we often use (E)(F) in place of (E) A (F) and use (E) + (F) in place of (E) V (F). 3. If F is a QBF that does not include a quantification of the variable z, then (Vx)(E) and (x)(E) are QBF's. We say that the scope of x is the expression E. Intuitively, x is only defined within E, much as the scope of a variable in a program has a scope that is the function in which it is declared. Parentheses around E (but not around the quantification) can be removed if there is no ambiguity. However, to avoid an excess of nested parentheses, we shall write a chain of quanttriers such as with only the one pair of parentheses around E, rather than one pair for each quantifier on the chain, i.e., as (Vx)(Sy)(�z)(E). Example 11.7: Here is a example of a QBF: (�x)((3y)(xy) + (�z)(x + z)) (11.1) Starting with the variables x and y, we connect them with AND and then apply the quantifier (y) to make the subexpression (3y)(xy). Similarly, we construct the boolean expression -x + z and apply the quantifier (Vz) to make the subexpression (Vz)(x + z). Then, we combine these two expressions with an OR; no parentheses are necessary, because + (OR) has lowest precedence. Finally, we apply the (�x) quantifier to this expression to produce the QBF stated. rn 11.3.3 Evaluating Quantified Boolean Formulas We have yet to define formally what the meaning of a QBF is. However, if we read V as "for all" and S as "exists," we can get the intuitive idea. The QBF asserts that for alI x (i.e, x = 0 or x -- 1), either there exists y such that both x and y are true, or for all z, -x + z is true. This statement happens to be true. To see why, note that if x = 1, then we can pick y = I and make xy true. if x = 0, then x + z is true for both values of z. If a wariable  is in the scope of some quantifier of x, then that use of x is said to be bound. Otherwise, an occurrence of x is free.

11.3. A PROBLEM THAT IS COMPLETE FOR 7$ 481 lxample 11.8: Each use of a variable in the QBF of Equation (11.1) is bound, because it is in the scope of the quantifier for that variable. For instance, the scope of the variable y, quantified in (qy)(xy), is the expression xy. Thus, the occurrence of y there is bound. The use of x in xy is bound to the quartrifler (Vx) whose scope is the entire expression. 3 The value of a QBF that has no free variables is either 0 or 1 (i.e., false or true, respectively). We can compute the value of such a QBF by induction on the length n of the expression. BASIS: If the expression is of length 1, it can only be a constant 0 or 1, because any variable would be free. The value of that expression is itself. INDUCTION: Suppose we are given an expression with no free variables and length n > 1, and we can evaluate any expression of shorter length, as long as that expression has no free variables. There are six possible forms such a QBF can have: 1. The expression is of the form (E). Then E is of length n - 2 and can be evaluated to be either 0 or 1. The value of (E) is the same. 2. The expression is of the form E. Then E is of length n - 1 and can be evaluated. If E = 1, then E = 0, and vice versa. 3. The expression is of the form EF. Then both E and F are shorter than n, and so can be evaluated. The value of EF is 1 if both E and F have the value l, and EF = 0 if either is 0. 4. The expression is of the form E + F. Then both E and F are shorter than n, and so can be evaluated. The value of E + F is 1 if either E or F has the value 1, and E + F = 0 if both are 0. 5. If the expression is of the form (Vx)(E), first replace all occurrences of x in E by 0 to get the expression Eo, and also replace each occurrence of x in E by 1, to get the expression El. Observe that E0 and E1 both: (a) Have no free variables, because any occurrence of a free variable in Eo or E1 could not be x, and therefore would be some variable that is also free in E. (b) Have length n - 6, and thus are shorter than n. Evaluate E0 and El. If both have value 1, then x)(E) has value otherwise it has the value 0. Note how this rule reflects the ':for all x" interpretation of (Vx). 6. If the given expression is (x)(E), then proceed as in (5), constructing Eo and El, and evaluating them. If either Eo or E has value 1, then (x)(E) has value 1; otherwise it has value 0. Note that this rule reflects the "exists x" interpretation of

482 CHAPTER 11. ADDITIONAL CLASSES OF PROBLEMS Example 11.9: Let us evaluate the QBF of Equation (11.1). It is of the form (�x)(E), so we must first evaluate E0, which is: + (vz)(o + z) (xL) The value of this expression depends on the values of the two expressions con- nected by the OR.: (Sy)(0y) and (Vz)(70 + z); Eo has value 1 if either of those expressions does. To evaIuate (y)(0y), we must substitute y = 0 and y -- 1 in subexpression 0y, and check that at least one of them has the value 1. However, both 0 A 0 and 0 A 1 have the value 0, so (qy)(0y) has value 0. a FortunateIy, (Vz)(70 + z) has value 1, as we can see by substituting both z -- 0 and z = 1. Since -0 = 1, the two expressions we must evaluate are 1 � 0 and 1 � 1. Since both have value 1, we know that (�z)(0 + z) has value 1. We now conclude that Eo, which is Equation (11.2), has value 1. We must also check that E,, which we get by substituting x -- 1 in Equa- tion (11.I): (3y)(Iy) -F (Vz)(-,1 q- z) (11.3) also has value 1. Expression (3y)(ly) has value 1, as we can see by substituting y = 1. Thus, El, Equation (11.3), has value 1. We conclude that the entire expression, Equation (11.1), has value 1. [] 11.3.4 PS-Completeness of the QBF Problem We can now define the quantified boolean formula problem: Given a QBF with no free variables, does it have the value 17 We shall refer to this problem as QBF, while continuing also to use QBF as an abbreviation for "quantified boolean formula." The context should allow us to avoid confusion. We shall show that the QBF problem is complete for v$. The proof com- bines ideas from Theorems 10.9 and 11.5. From Theorem 10.9, we use the idea of representing a conputation of a TM by logical variables each of which tells whether a certfin cell has a certain value at a certain time. However, when we were dealing with polynomial time, as we were in Theorem 10.9 there were only polynomially may variabIes to concern us. We were thus able to generate, in poIynomial time, an expression saying that the TM accepted its input. When we deal with a poIynomial space bound, the number of ID's in the computation can be exponential in the input size, so we cannot, in polynomial time, write a boolean expression to say that the computation is correct. Fortunately, we are given a more powerful language to express what we need to say, and the availability of quantifiers lets us write a polynomial-length QBF that says the polynomial-space-bounded TM accepts its input. 4Notice our use of atternative notations for AND and OR, since we cannot use juxtaposition and - for expressions involving O's and l's without making the expressions look either like multidigit numbers or arithmetic addition. We hope the reader can accept both notations as standing for the sme logical operators.

11.3. A PROBLEM THAT IS COMPLETE FOR P$ 483 From Theorem 11.5 we use the idea of "recurslye doubling" to express the idea that one ID can become another in some large number of moves. That is, to say that ID I can become ID J in m moves, we say that there exists some ID K such that I becomes K in rn/2 moves and K becomes J in another m/2 moves. The language of quantified boolean formulas lets us say these things in a polynomial-length expression, even if m is exponential in the length of the input. Before proceeding to the proof that every language in P$ is polynomial- time reducible to QBF, we need to show that QBF is in P$. Even this part of the PS-completeness proof requires some thought, so we isolate it as a separate theorem. Theorem 11.10: QBF is in 7$. PROOF: We discussed in Section 11.3.3 the recursire process for evaluating a QBF F. We can implement this algorithm using a stack, which we may store on the tape of a Turing machine, as we did in the proof of Theorem 11.5. Suppose F is of length n. Then we create a record of length O(n) for F that includes F itself and space for a notation about which subexpression of F we are working on. Two examples among the six possible forms of F will make the evaluation process clear. 1. Suppose F = F + F2. Then we do the following: (a) Place F in its own record to the right of the record for F. (b) Recursively evaluate Fl. (c) If the value of F is 1, return the value 1 for F. (d) But if the value of F is 0, replace its record by a record for F2 and recursively evaluate (e) Return as the value of F whatever value F returns. 2. Suppose F = (Ix)(E). Then do the following: (a) Create the expression E0 by substituting 0 for each occurrence of and place E0 in a record of its own to the right of the record for F. (b) Recursively evaluate (c) If the value of E0 is 1, then return 1 as the value of F. (d) But if the value of Eo is 0, create E1 by substituting 1 for x in E. (e) Replace the record for Eo by a record for E, and reeursively evaluate Et. (f) Return as the value of F whatever value E1 returns. We shall leave to you the similar steps that will evaluate F for the cases that F is of the other four possible forms: FF2, 'E, (E), or (Vx)(E). The basis

484 CHAPTER 11. ADDITIONAL CLASSES OF PROBLEMS case, were F is a constant, requires us to return that constant, and no further records are created on the tape. In any case, we note that to the right of the record for an expression of length m will be a record for an expression of length less than m. Note that cvcn though we often have to evaluate two different subexpressions, we do so one-at-a-time. Thus, in case (1) above, there are never records for both F or any of its subexpressions and F or its subexpressions on the tape at the same time. The same is true of Eo and E1 in case (2) above. Therefore, if wc start with an expression of length n, there can never be more than n records on the stack. Also, each record is O(n) in length. Thus, the entire tape nevcr grows longer thfuL O(n2). We now have a construction for a polynomia.l-spaccbounded TM that accepts QBF; its space bound is quadratic. Note that this algorithm will typically take time that is exponential in n, so it is not polynomial-time bounded. [] Now, we turn to t;e reduction from an arbitrary language L in 7$ to the problem QBF. We would like to use propositional variables yija as we did in Theorem 10.9 to assert that the jth position in the ith ID is A. However, since there axe exponentially many ID's, we could not take an input w of length n and even write down these variables in time that is polynomial in n. Instead, we exploit the availability of quantifiers to make the same set of variables represent many different ID's. The idea appears in the proof below. Theorem 11.11: The problem QBF is PS-complete. PROOF: Let L be in Pt.q, accepted by a deterministic TM M that uses p(n) space at most, on input of length n. By Theorem 11.3, we know there is a constant c such that M accepts within c+P('*) moves if i accepts an input of length n. We shall describe how, in polynomial time, we take an input w of length n and construct from w a QBF E that has no free variables, and has the value i if and only if w is in L(M). In writing E, we shall have need to introduce polynomially many variable ID's, which axe sets of vaxiables yja that assert the jth position of the repre- sented ID has symbol A. We allow j to range from 0 to p(n). SymboI A is either a tape symbol or state of M. Thus, the number of propositional variables in a variable ID is polynomial in n. We assume that all the propositional variables in different variable ID's are distinct; that is, no propositional variable belongs to two different variable ID's. As long as there is only a polynomial number of variable ID's, the total number of propositional variables is polynomial. It is convenient to introduce a notation (qI), where I is a variable ID. This quantifier stands for (3x)(Sx2)... (SXm), where x, ,x2,... ,xm are alI the propositional variables in the variabIe ID I. Likewise, (/I) stands for the V quantifier applied to all the propositional variables in I. The QBF we construct for w has the form: A N ^

I L3. A PROBLEM THAT IS COMPLETE FOR T'S 485 where: 1. I0 and I! are variable ID's representing the initial and accepting ID's, respectively. 2. $ is an expression that says "starts right"; i.e., Io is truly the initial ID of M with input w. 3. N is an expression that says "moves right"; i.e., M takes Io to 4. F is an expression that says "finishes right"; i.e., If is an accepting ID. Note that, while the entire expression has no ree variables, the variables of I0 will appear as free variables in $, the variables of rf appear free in F, and both groups of variables appear free in N. Starts Right $ is the logical AND of literals; each literal is one of the variables of Iw $ has literal YjA if the jth position of the initis] ID with input w is A, and has literal y- if not. That is, if w -- a a2'-- a, then Y0q0, Y, Y2,..., Y,, and all YjB: for j ---- n + 1,n + 2,... ,p(n) appear without negation, and all other variables of I0 are negated. Here, qo is assumed to be the initial state of M, and B is its blank. Finishes Right In order for If to be an accepting ID, it must have an accepting state. There- fore, we write F as the logical OR of those variables YjA, chosen from the propositional variables of I,, for which A is an accepting state. Position j is arbitrary. Next Move Is Right The expression N is constructed recursively in a way that lets us double the number of moves considered by adding only 0 (p(n)) symbols to the expres- sion being constructed, and (more importantly) by spending only 0 (p(n)) time writing the expression. It is useful to have the shorthand I = J, where I and J are variable ID's, to stand for the logical AND of expressions that equate each of the corresponding variables of I and J. That is if I consists of vari- ables yjA ad J consists of variables ZjA, then I ---- J is the AND of expressions (yjAzjA -- (y'X)(z-f'X)), where j ranges from 0 to p(n), and A is any tape symbol or state of M. We now construct expressions Ni(I,J), for i -- 1,2,4,8,... to mean that I [ J by i or fewer moves. In these expressions, only the propositioned variables of variable ID's I and J are free; all other propositioned variables are bound.

486 CHAPTER 11. ADDITIONAL CLASSES OF PROBLEMS This Construction of N2i Doesn't Work Our first instinct about constructing N2i from N/ might be to use a straightforward divide-and-conquer approach: if I  J in 2i or fewer moves, then there must be an ID K such that both I  K and K  J in i moves or fewer. However, if we write down the formula that expresses this idea, say N2i(I,J) = (SK)(Ni(I,K) A Ni(K, J)), we wind up doubling the Iength of the expression as we double i. Since i must be exponential in n in order to express all possible computations of M, we would spend too much time writing down N, and N would be exponential in length. BASIS: For i = 1, Ni(I, J) asserts that either I = J, or I - J. We just discussed how to express the condition I = J above. For the condition I - J, we refer you to the discussion in the "next move is right" portion of the proof of Theorem 10.9, where we deal with exactly the same problem of asserting that one ID follows from the previous one. The expression N is the logical OR of these two expressions. Note that we can write N in 0 (p(n)) time. INDUCTION: We construct N2i(I, J) from Ni. In the box "This Construction of N.i Doesn't Work" we point out that the direct approach, using two copies of Ni to build N.i, doesn't give us the time and space bounds we need. The correct way to write N.i is to use one copy of Ni in the expression, passing both the arguments (I, K) and (K, J) to the santo expression. That is, N2i(I, J) will use one subexpression Ni(P, Q). We write N2i(I, J) to assert that there exists ID K such that for all ID's P and Q, either: (?, Q) (L K) and (P, Q) # (/c, or 2. Ni(P, Q) is true. Put equivalently, Ni(I,K) and Ni(K, J) are true, and we don't care about whether Ni(P, Q) is true otherwise. The following is a QBF for N.i(I, J): Ni(I,J) = (3K)(VP)(VQ)(N(P,Q) V Notice that we can write N2i in the time it takes us to write Ni, plus O(p(n)) additional work. To complete the construction of N, we must construct N, for the smallest re, that is a power of 2 and also at least c l+r(n), the maximum possible number of moves TM M can make before accepting input w of length n. The number of times we must apply the inductive step above is log.,(et+r('0), or O(p(n)). Since ead use of the inductive step takes time O(p(n)), we conclude that N can be constructed in time O(p'(n)).

11.4. LANGUAGE CLASSES BASED ON RANDOMIZATION 487 Conclusion of the Proof of Theorem 11.11 We have now shown how to transform input w into a QBF in time that is polynomial in Iw[. We have also argued why each of the expres- sions S, N, and F are true if and only if their free variables represent, ID's Io and I I that are respectively the initial axtd accepting ID's of a computation of M on input w, and also 1o � If. That is, this QBF has value i if and only if M accepts w. [] 11.3.5 Exercise a) F= b) F= c) F= d) F= Exercises for Section 11.3 11.3.1: Complete the proof of Theorem 11.10 by handling tile cases: FiF2. (V:,:,) (E). (E). *!! Exercise 11.3.2: Show that the following problem is PS-complete. Given regular expression E, is E equivalent to *, where E is the set of symbols that appear in E? Hint: Instead of trying to reduce QBF to this problem, it, xnight be easier to show that any language in P$ reduces to it. For each polynomial- space-bounded TM M, show how to take an input w for M and construct in poIynomial time a regular expression that generates all strings that are not sequences of ID's of M leading to acceptance of w. Exercise 11.3.3: The Shannon Switching Game is as follows. We eze gSven a graph G with two terminal nodes s and t. There are two players, which we may call SHORT and CUT. Alternately, with SHORT playing first, each player selects a vertex of (7, other than s and t, which then beIongs to that player for the rest of the game. SHORT wins by selecting a set of nodes that, with s and t, form a patti in G from s to t. CUT wins if all the nodes have been selected, and SHORT has not selected a path from $ to t. Show that the following problem is PS-complcte: given G, can SHORT win no matter what choices CUT makes? 11.4 Language Classes Based on Randomization We now- turn our attention to two classes of languages that are defined by Tur- ing machines with the capability of using random numbers in their calculation. You are probably familiar with algorithms written in common programming languages that use a random-number generator for some usel purpose. Tech- nically, the timetlon rmd() or similarly named function that retnrns to you

488 CHAPTER 11. ADD�TIONAL CLASSES OF PROBLEMS what appears ta be a ::random" or unpredictable number in fact executes specific aIgorithtn that can be simulated, although it is very hard to see a :'pat- tern" in the sequence of numbers it produces. A simple example of such a function (not used in practice) would be a process of taking the previous in- teger in the seqnence, squaring it, and taking the middle bits of the product. Numbers prodnced by a complex, mechanical proccss such as this are called pseudo-random numbers. In this section, we shall define a type of Turing machine that models the generation of randotn numbers and the use of those numbers in algorithms. We then define two classes of languages, T4P and ZP7 , that use this randomness and a polynomial time bound in different ways. Jaterestingly, these classes appear to include little that is not in P, but the differences are important. In particular, we shall see in Section 11.5 how some of the most essentiM matters regarding computer security are really questions about the relationship of these classes to P and 11.4.1 Quicksort: an Example of a Randomized Algorithm Yon are probably familiar with the sorting algorithm called "Quicksort." The essence of the algorithm is as follows. Given a list of elements a, a,..., an to sort, we pick one of the elements, say a, and divide the list into those elements that are a or less and those that are larger than a. The selected element is called the pivot. If we are careful with how the data is represented, we can separate the list of length n into two lists totaling n in length in time O(n). Moreover, we can then recursively sort the list of low (less than or equal to the pivot) elements and sort the list of high (greater than the pivot) elements independently, and the result will be a sorted list of all n elements. If we are lucky, the pivot will turn out to be a number in the middle of the sorted list, so the two sublists are each about n/2 in length. If we are lucky at each recursive stage, then after about log n levels of recursion, we shall have lists of Iength t, and these lists are already sorted. Thus, the total work wili be 0(logn) leveIs, each with O(n) work required, or 0(nlogn) time overall. However, we may not be lucky. For example, if the list happens to be sorted to begin with, theu picking the first element of each list will divide the list with one element in the low snblist and all the rest in the high sublist. If that is the case, Quicksort behaves much like Selectio,-Sort, and takes time proportional to n 2 to sort n elements. Thus, good implementations of Quicksort do not take mechardcally any particular position on the list as the pivot. Rather, the pivot is chosen randomly fi'om anong all the elements on the list. That is, each of the n elements has probability 1/n of being chosen as the pivot. While we shall not show this claim here,  it turns out that the expected running time of Quicksort with tiffs SA proof and nalysis of Quicksort's expected running time can be found in D. E. Knuth, The Art of Completer Programming, Vol. Ht: Sorting and Searching, Addison-Wesley, I973.

11.4. LANGUAGE CLASSES BASED ON RANDOMIZATION 489 randomization included is O(n log n). However, since by the tiniest of chances each of the pivot choices could take the largest or smallest element, the worst- case running time of Quicksoft is stilI O(n 2). Nevertheless, Quicksoft is still the method of choice in many applications (it is used in the UNIX sort command, for example), since its expected running time is really quite good compared with other approaches, even with methods that are O(n log n) in the worst case. 11.4.2 A Turing-Machine Model Using Randomization To represent abstractly the ability of a Turing machine to make random choices, much like a program that calls a random-number generator one or more times, we shall use the variant of a multitape TM suggested in Fig. 11.6. The first tape holds the input, as is conventional for a multitape TM. The second tape also begins with nonblanks in its cells. In fact, in principle, its entire tape is covered with O's and 1's, each chosen randomly and independently with probability 1/2 of a 0 and the same probabiIity of a 1. We shall refer to the second tape as the random tape. The third and subsequent tapes, if used, are initially blank and are used as "scratch tapes" by the TM if needed. We call this TM model a randomized Tuqng machine. Finite control Random bits Scratch tape(s) 001010001010010000101 ,/ l/ Figure 11.6: A Turing machine with the capability of using randomly "gener- ated" numbers Since it may not be realistic to imagine that we initialize the randomized TM by covering an infinite tape with random O's and t's, an equivalent view of this TM is that the second tape is initially blank. However, when the second head is scanning a blank, an internal "coin flip" occurs, and the randomized

490 CHAPTER 11. ADDITIONAL CLASSES OF PROBLEMS TM immediately writes either a 0 or a 1 on the tape cell scanned and leaves it there forever withont change. In that way, there is no work -- certainly not infinite work -- done prior to starting the randomized TM. Yet the second tape appears to be covered with random O's and 1's, since those random bits appear wherever the randomlzed TM's second tape head actually looks. Example 11.12: We can implement the randomized version of Quicksoft on a randomized TM. The important step is the recurslye process of taking a sublist, which we assume is stored consecutiveIy on the input tape and delineated by marke's at both ends, picking a pivot at random, and dividing the sublist into low and high sub-ublists. The randomized TM does as follows: Suppose the sublist to be divided is of length m. Use about O(logm) new random bits on the second list to pick a random number between 1 and ra; the ruth element of the sublist becomes the pivot. Note that we may not be abIe to choose every integer between 1 and m with absolutely equal probability, since m not be a power of 2. However, if we take, say [2 Iog. m] bits from tape 2, think of it as a number in the range 0 to about rn , take its remaindcr when divided by m, and add 1, then we shall get all numbers between 1 and m with probability that is close enough to i/m to make Quicksort work properly. 2. Put the pivot on tape 3. 3. Scan the sublist delbeated on tape 1, copying those that are no greater than the pivot to tape 4. 4. Again scan the sublist on tape 1, copying those elements greater than the pivot to tape 5. 5. Copy tape 4 and then tape 5 to the space on tape 1 that formerly held thc delineated sublist. Place a marker between the two lists. 6. If either or both of the sub-sublists have more than one element, recur- sively sort them by the smme algorithm. Notice that this implementation of Quicksort takes O(n log n) time, even though the computing device is a multitape TM, rather than a conventional computer. However, the point of this example is not the running time but rather the use of the random bits on the second tape to cause random behavior of the Turing machine. [] 11.4.3 The Language of a Randomized Turing Machine We are used to a situation where every Turing machine (or FA or PDA for that matter) accepts some language, even if that language is the empty set or the set of all strings over the input alphabet. When we deal with randomized Turing machines, we need to be more careful about what it means for the TM

11.4. LANG UACE CLASSES BASED ON RANDOMIZATION 491 to accept an input, and it becomes possible that a randomized TM accepts no language at all. The problem is that when we consider what a randomized TM M does in response to an input w, we need to consider M with fil possible contents for the random tape. It is entirely possible that M accepts with some random strings and rejects with others; in fact, if the randomized TM is to do anything more efficiently than a deterministic TM, it is essential that different contents of the randomized tape lead to different behaviorsfi If we think of a randomized TM as accepting by entering a final state, as for a conventional TM, then each input w to the randomizod TM M has some probability of acceptance, which is the fraction of the possible contents of the random tape that lead to acceptance. Since there are an infinite nu,nber of possible tape contents, we have to be somewhat careful computing this proba- bility. However, any sequence of moves leading to acceptace looks at only a finite portion of the random tape, so whatever is seen there occurs with a finite probability equal to 2 -ra i m is the number of cells of the random tape that have been scanned and influenced at least one move of the TM. An cxample will illustrate the calculation in a very simple case. Example 11.13: Our randomized TM M has the transition furtction displayed in Fig. 11.7. M uses only an input tape and the random tape. It behaves in a very simple manner, never changing a symbol on either tape, and moving its heads only to the right (direction R) or keeping them stationary (direction S). Although we have not defined a formal notation for the transitions of a randomized TM, the entries in Fig. 11.7 should bc understandable; cach row corresponds to a state, and each column corresponds to a pair of symbols XY, where X is the symbol scanned on the input tape, and Y is the symbol scanned on the random tape. The entry in the table qUVDE means that the TM enters state q, writes U o the input tape, writes V on the random tape, moves the input head in direction D, and moves the head of the random tape in dh'ection E. --qo qi qa qs *q4 00 01 10 11 B0 B1 q100RS qsO1SR qlORS qsllSR q OORS q BOSS qlORS qaBOSS qOORR q11RR qBOSS qB1SS Figure 11.]': The transition unction of a randomized Turing machine 6You should be awaxe hat the randomized TM described in Exmnple 11.t2 is no a tnguage-recognizing TM. Rather, it performs  ransformafion on its input, and the running time of the transformation, although not the outcome, alepearls on what was on the random tape.

492 CHAPTER 11. ADDITIONAL CLASSFS OF PROBLEMS Here is a summary of how M behaves on an input string w of O's and l's. In the start state, qo, M looks at the first random bit, and makes one of two tests regarding w, depending on whether that random bit is 0 or 1. If the random bit is 0, then M tests whether or not w consists of only one symbol -- 0 or 1. In this case, M looks at no more random bits, but keeps its second tape head stationary. If the first bit of w is 0, then M goes to state q. In that state, M moves right over O's, but dies if it sees a 1. If M reaches the first blank on the input tape while in state q, it goes to state q4, the accepting state. Similarly, if the first bit of w is 1, and the first random bit is 0, then M goes to state q2; in that state it checks if all the other bits of w are 1, and accepts if so. Now, let us consider what M does if the first random bit is 1. It compares w with the second and subsequent random bits, accepting only if they are the same. Thus, in state qo, scanning I on the second tape, M goes to state Notice that when doing so, M moves the random-tape head right, so it gets to see a new random bit, while keeping the input-tape head stationary so all of w wiI1 be compared with random bits. h state q3, M matches the two tapes, moving both tape heads right. If it finds a mismatch at some point, it dies and fails to accept, while if it reaches the blank on the input tape, it accepts. Now, let us compute the probability of acceptance of certain inputs. First, consider a homogeneous input, oue that consists of only one symbol, such as 0 for some i _> 1. With probability 1/2, the first random bit will be 0, and if so, then the test for homogeneity will succeed, and 0 i is surely accepted. However, also with probability I/2 the first random bit is 1. In that case 0 i will be accepted if and only if random bits 2 through i + 1 are all 0. That occurs with probabiIity 2 -'4. Thus, the total probability of acceptance of 0  is 1 ]_2_ i 1  + 2 =  + 2-(+1 Now, consider the case of a heterogeneous input w, i.e., an input that consists of both O's and l's, such as 00101. This input is never accepted if the first random bit is 0. If the first random bit is 1, then its probability of acceptance is 2 -', where i is the length of the input. Thus, the total probability of acceptance of a heterogeneous input of length i is 2 -(i+1). ]For instance, the probability of acceptance of 00101 is 1/64. 12 Our conclusion is that we can compute a probability of acceptance of any given string i V any given randomized TM. Whether or not the string is in the language depends on how "membership" in the language of a randomized TM is defined. We shall give two different definitions of acceptance in the next sections; each leads to a different class of languages. 11.4.4 The Class 7P The essence of our first class of languages, called TiP, for "random polynomial," is that to be in 7gT', a language L must be accepted by a randomized TM M

11.4. LANGUAGE CLASSES BASED ON RANDOMIZATION 493 Nondeterminism and Randomness There are some superficial similarities between a randomlzed TM and a nondeterministic TM. We could imagine that the nondeterministic choices of a NTM are governed by a tape with rmidom bits, and every time the NTM has a choice of moves it consults the random tape and picks from among the choices with equal probability. However, it' we interpret an NTM that way, then the acceptance rule is rather different from the rule for TP. Instead, an input is rejected if its probability of acceptance is 0, and the input is accepted if its probability of acceptance is any value greater than 0, no matter how small. in the following sense: 1. If w is not in L, then the probability that M accepts w is . 2. If w is in L, then the probability that M accepts w is at least 1/2. 3. There is a polynomial T(n) such that if input w is of length n, then all runs of bl e, regardless of the contents of the random tape, halt after at most T(n) steps. Notice that there axe two independent issues addressed by the definition of 7g7 v. Points (1) and (2) define a randomized Turing machine of a special type, which is sometimes called a Monte-Carlo algorithm. That is, regardless of running time, we may say that a randomized TM is "Monte-arIo" if it either accepts with probability 0 or accepts with probabiIity at least 1/2, with nothing in between. Point (3) simply addresses the running time, which is independent of whether or not the TM is "Monte-Carlo." Example 11.14: Consider the randomized TM of Example 11.13. It surely satisfies condition (3), since its running time is O(n) regardless of thc contents of the random tape. However, it does not accept any language at all, in the sense required by the definition of 77 . The reason is that, while the homogeneons inputs like 000 are accepted with probability at least 1/2, and thus satisfy point (2), there are other inputs, like 001, that are accepted with a probability that is neither 0 nor at least i/2; e.g., 001 is accepted with probability 1/16. Example 11.15: Let us describe, informally, a randomized TM that is both polynomial-time and Monte-Carlo, and therefore accepts a langnage in T7 >. The input will be interpreted as a graph, and the question is whether the graph has a triangle, that is, three nodes all pairs of which are connected by edges. Inputs with a triangle are in the language; others are not.

494 CttAPTtR 11. ADDITIONAL CLASSIS$ OF PROBLBMS The Monte-Carlo algorithm will repeatedly pick an edge (x, y) at random and pick a node z, other than x and y, at random as well. Each choice is determined by looking at some new random bits from the random tape. For each x, y, and z selected, the TM tests whether the input holds edges (x, z) and (y, z), and if so it declares that the input graph has a triangle. A total of k choices o� an edge and a node are made; the TM accepts if any one of them proves to be a triangle, and if not, it gives up and does not accept. If the graph has no triangle, then it is not possible that one of the k choices will prove to be a triangle, so condition (I) in the definition of P is met: if the input is not in the language, the probability of acceptance is 0. Suppose the graph has n nodes and e edges. If the graph has at least one riangle, then the probability that its three nodes will be selected on any one experiment is ()(,,-). That is, three of the e edges are in the triangle, and if any of these three are picked, then the probability is 1/(n - 2) that the third node will also be selected. That probability is small, but we repeat the experiment k times. The probability that at least one of the k experiments will yield the triangle is: 1- (1 e(n -2) (11.4) There is a commonly used approximation that says for small x, (1 - x)  is approximately e -a, where e = 2.718... is the base of the natural logarithms. Thus, if we pick k such that kx = 1, for example, e -x will be significantly ]ess than 1/2 and 1 - e - will be significantly greater than 1/2, about 0.63, to be more precise. Thus, we can pick k = e(n - 2)/3 to be sure that the probability of acceptance of a graph with a triangle, as given by Equation 11.4, is at least 1/2. Thus, the algorithm described is Monte-Carlo. Now, we must consider the running time of the TM. Both e and n are no greater than the input length, and k was chosen to be no more than the square of the length, since it is proportional to the product of e and n. Each experiment, since it scans the input at most four times (to pick the random edge and node, and then to check the presence of two more edges), is linear in the input length. Thus, the TM halts after an amount of time that is at most cubic in the input length; i.e., the TM has a polynomial rmning time and therefore satisfies the third and final condition for a language to be in 77 . We conclude that the language of graphs with a triangle is in the class 797 . Note that this language is also in P, since one could do a systematic search of all possibilities for triangles. However, as we mentioned at the beginning of Section 11.4, it is actually hard to find examples that appear to be in 77  - 7 . 11.4.5 Recognizing Languages in 7P Suppose now that we have a polynomial-time, Monte-Carlo Turing machine M to recognize a language L. We are given a string w, and we want to know if

11.4. LANGUAGE CLASSES BASED ON RANDOMIZATION 495 w is in L. If we run M on L, using coin-flips or some other random-number- generating device to simulate the creation of random bits, then we know: 1. If w is not in L, then our run will surely not lead to acceptance of w. 2. If w is in L, there is at least a 50% chance that w will be accepted. However, if we simply take the outcome of this run to be definitive, we shall sometimes reject w when we should have accepted (a false negative result), although we shall never accept when we should not (a false positive result). Thus, we must distinguish between the randomized TM itself and the algorithm that we use to decide whether or not w is in L. We can never avoid false negatives altogether, although by repeating the test many times, we can reduce the probability of a false negative to be as small as we like. For instance, if we want a probability of false negative of one in a billion, we may run the test thirty times. If w is in L, then the chance that all thirty tests will fail to lead to acceptance is no geater than 2 -3�, which is less than 10 -g, or one in a billion. In general, ff we want a probability of false negatives less than c > 0, we must run the test log2(1/c ) times. Since this number is a constant if c is, and since one run of the randomized TM M takes polynomial time because L is assumed to be in 7P, we know that the repeated test also takes a polynomial axnount of time. The implication of these considerations is stated as a theorem, below. Theorem 11,16: If L is in 7P, then for any constant c > 0, no matter how small, there is a polynomial-time randomized algorithm that renders a decision whether its given input w is in L, makes no false-positive errors, and makes false-negative errors with probability no greater than c.  11.4.6 The Class ZPP Our second class of languages involving randornization is called zero-error, pvb- abilistic, polynomial, or Z77 . The class is based on a randomized TM that always halts, and has an expected time to halt that is some polynomial in the length of the input. This TM accepts its input if it enters and accepting state (and therefore halts at that time), and it rejects its input if it halts without ac- cepting. Thus, the definition of class Z7>7  is a/most the same as the definition of P, except that Z77 > allows the behavior of the TM to involve randomness, md the expected running time, rather than the worst-case running time is measured. A TM that always gives the correct answer, but whose running time varies depending on the values of some random bits, is sometimes called a Las- Vegas Turing machine or Las-Vegas algorithm. We may thus think of Z'PP as the languages accepted by Las-Vegas Turing machines with a polynomial expected running time.

496 CHAPTER 11. ADDITIONAL CLASSES OF PROBLEMS Is Fraction 1/2 Special in the Definition of While we defined T7  to require that the probability of accepting a string w in L should be at least 1/2, we could have defined T7  with any constant that lies properly between 0 and 1 in place of 1/2. Theorem 11.16 says that we could, by repeating the experiment made by M the appropriate number of times, make the probability of acceptance as high as we like, up to but not including 1. Further, the sacae technique for decreasing the probability of nonacceptance for a string in L that we used in Section 11.4.5 will allow us to take a randomized TM with any probability greater than 0 of accepting w in L and boosting that probability to 1/2 by repeating the experiment some constant number of times. Vre shall continue to require 1/2 as the probability of acceptance in the definition of T4P, but we should be aware that ay nonzero probability is sufficient to use in the definition of the class T47 . On the other hand, changing the constant from 1/2 will change the language defined by a particular randomized TM. For instance, we observed in Example 11.14 how lowering the required probability to 1/16 would cause string 001 to be in the language of the randomized TM discussed there. 11.4.7' Relationship Between and 2;PP There is a simple relationship between the two randomized classes we have defined. To state this theorem, we first need to look at the complements of the classes. It should be clear that if L is in Z7>7>, then so is L. The reason is that, if L is accepted by a polynomial-expected-time Las-Vegas TM M, then L is accepted by a modification of M in which we turn acceptance by M into halting without acceptance, and if M halts without accepting, we instead go to an ccepting state and halt. However, it is not obvious that T' is closed under complementation, be- cause the definition of Monte-Carlo Turing machines treats acceptance and rejection asymmetrically. Thus, let us define the class co-P to be the set of languages L such that  is in 7; i.e., co-7  is the complements of the languages in Theorem 11.17: PROOF: We first show T t co-T7  C ZP. Suppose L is in T7 ) N co-T7 . That is, both L and  have Monte-Carlo TM's, each with a polynomiaI running time. Assume that p(n) is a large enough polynomial to bound the running times of both machines. We design a Las-Vegas TM M for L as follows. 1. Run the Monte-Carlo TM for L; if it accepts, then M accepts and halts.

11.4. LANGUAGE CLASSES BASED ON RANDOMIZATION 497 2. If not, run the Monte-Carlo TM for L. If that TM accepts, then M halts without accepting. Otherwise, M returns to step (1). Clearly, M only accepts an input w if w is in L, and only rejects w if w is not in L. The expected running time of one round (an execution of steps 1 and 2) is 2p(n). Moreover, the probability that any one round will resolve the issue is at least 1/2. If w is in L, then step (1) has a 50% chance of leading to acceptance by M, and if w is not in L, then step (2) has a 50% chance of leading to rejection by M. Thus, the expected running time of M is no more than 2p(n) + 2p(n)+ 2p(n) + 2p(n) + .... 4p(n) Now, let us consider the converse: assume L is in Z7 > and show L is in both 77 p and co-7T'. We know L is accepted by a Las-Vegas TM M1 with an expected running time that is some polynomial p(n). We construct a Monte- Carlo TM M2 for L as follows. M2 simulates M1 for 2p(n) steps. /f M1 accepts during this time, so does M otherwise// rejects. Suppose that input w of length n is not in L. Then M1 will surely not accept w, and therefore neither will M.>.. Now, suppose w is in L. ML will surely accept w eventually, but it might or might not accept within 2p(n) steps. However, we claim that the probability Mt accepts w within 2p(n) steps is at least 1/2. Suppose the probability of acceptance of w by M1 within time 2p(n) were constant c < 1/2. Then the expected running time of M on input w is at least (1 -c)2p(n), since 1 -c is the probability that M1 will take more than 2p(n) time. However, if c < 1/2, then 2(1 - c) > 1, and the expected running time of M1 on w is greater than p(n). YVc have contradicted the assumption that M has expected running time at most p(n) and conclude therefore that the probability M accepts is at least 1/2. Thus, M2 is a polynomial-time-bounded Monte-Carlo TM, proving that L is in T7 . For the proof that L is also in co-T4P, we use essentially the same construc- tion, but we complement the outcome of M2. That is, to accept L, we have M accept when Mi rejects within time 2p(n), while M.> rejects otherwise. Now, M is a polynomial-time-bounded Monte-Carlo TM for L. [] 11.4.8 Relationships to the Classes 7 > and Af7 > Theorem 11.17 tells us that Z7.>P _C TP. We ca place these classes between 7  and AlP by the following simple theorems. Theorem 11.18: 7 PROOF: Any deterministic, polynomial-time bounded TM is also a Las-Vegas, polynomial-time bounded TM, that happens not to use its ability to make random choices. [] Theorem 11.19

498 CHAPTER 11. ADDITIONAL CLASSES OF PROBLEMS PROOF: Suppose we are given a polynomial-time-bounded Monte-Carlo TM Mx for a Ianguage L. We can construct a nondeterministic TM M2 for L with the same time bound. Whenever M examines a random bit for the first time, Ms chooses nondeterministically, both possible values for that bit, and writes it on a tape of its own that simulates the random tape of M. M accepts whenever M accepts, and does not accept otherwise. Suppose w is in L. Then since M has at least a 50% probability of ac- cepting w, there must be some sequence of bits on its random tape that leaxts to acceptance of w. M2 will choose that sequence of bits, among others, and therefore also accepts when that choice is made. Thus, w is in L(M). However, if w is not in L, then no sequence of random bits will make M1 accept, and therefore no sequence of choices makes M2 accept. Thus, w is not in L(M2). Figure 11.8 shows the relationship between the classes we have introduced and the other "nearby" classes. Figure 11.8: Relationship of ZP7 p and TdP to other classes 11.5 The Complexity of Primality Testing In this section, we shall look at a particular problem: testing whether an integer is a prime. We begn with a motivating discussion concerning the way primes

11.5. THE COMPLEXITY OF PRIMALITY TESTING 499 and primality testing are essential ingredients in computer-security systems. We then show that the primes are in both AlP and co-AlP. Finally, we discuss a randomized algorithm that shows the primes are in T7  as well. 11.5.1 The Importance of Testing Primality An integer p is prime if the only integers that divide p evenly are 1 and p itself. If an integer is not a prime, it is said to be composite. Every composite number can be written as a product of primes in a unique way, except for the order of the factors. Example 11.20: The first few primes are 2, 3, 5, 7, 11, 13, and 17. The integer 504 is composite, and its prime factorization is 2 s x 32 x 7. [] There are a number of techniques that enhance computer security, for which the most common methods in use today rely on the assumption that it is hard to factor numbers, that is, giveax a composite number, to find its prime factors. In particular, these schemes, based on what are called RSA codes (for R. Rivest, A. Shamir, and L. Adelman, the inventors of the technique), use integers of, say, 128 bits that are the product of two primes, each of about 64 bits. Here are two scenarios in which primes play an important part. Public-Key Cryptography You want to buy a book from an on-line bookseller. The seller asks for your credit-card number, but it is too risky to type the number into a form and have the form transmitted over phone lines or the Internet. The reason is that someone could be snooping on your line, or otherwise intercept packets as they travel over the Internet. To avoid a snooper being able to read your card number, the seller sends your browser a key k, perhaps the 128-bit product of two primes that the seller's computer has generated just for this purpose. Your browser uses a function y -- fk(x) that takes both the key k and the data x that you need to encrypt. The function f which is part of the RSA scheme, may be generally known, including to potential snoopers, but it is believed that without knowing the factorization of k, the inverse function f-i such that x = f-I (y) cannot be computed in time that is less than exponential in the length of k. Thus, even if a snooper sees y and knows how f works, without first figuring out what k is and then factoring it, the snooper cannot recover x, which is in this case your credit-card number. On the other hand, the on-line seller, knowing the factorization of key k because they generated it in the first place, can easily apply f- and recover x from y. Public-Key Signatures The original scenario for which RSA codes were developed is the following. You would like to be able to :'sign" email so that people could easily determine

500 CHAPTER 11. ADDITIONAL CLASSES OF PROBLEMS that the eraall was from you, and yet no one could "forge" your name to an eraall. For instance, you might wish to sign the message x = "I promise to pay Sally Lee $10," but you don't want SaIly to be able to create the signed message herself, or for a third party to create such a signed message without your knowledge. To support these ams, you pick a key k, whose prime factors only you know. You publish k wideIy, say on your Web site, so anyone can apply the function f to any message. If you want to sign the message x above and send it to Sally, you compute y = f-(x) and send y to Sally instead. Sally can get f, your public key, from your Web site, and with it compute x = fk(y). Thus, she knows that you have indeed promised to pay $10. If you deny having sent the message y, Sally can argue before a judge that only you know the function f', and it would be "impossible" for either her or any third party to have discovered that function. Thus, only you could have created y. This system relies on the likely-but-unproven assumption that it is too hard to factor numbers that are the product of two large primes. Requirements Regarding Complexity of Primality Testing Both scenarios above are believed to work and to be secure, in the sense that it really does take exponential time to factor the product of two large primes. The complexity theory we have studied here and in Chapter 10 enter into the study of security and cryptography in two ways: The construction of public keys requires that we be able to find large primes quickly. It is a basic fact of number theory that the probability of an n-bit number being a prime is on the order of l/n. Thus, if we had a polynomial-time (in n, not in the value of the prime itself) way to test whether an n-bit number was prime, we could pick numbers at random, test them, and stop when we found one to be prime. That would give us a polynomial-time Las-Vegas algorithm for discovering primes, since the expected number of numbers we have to test before meeting a prime of n bits is about n. For instance, if we want 64-bit primes, we would have to test about 64 integers on the average, although by bad luck we could have to try indefinitely more than that. Unfortunately, there does not appear to be  guaranteed polynomial-time test for primes, although there is a Monte-Carlo Algorithm that is polynomial-time, as we shall see i Section 11.5.4. The security of RSA-based cryptography depends on there being no poly- nomlal (in the number of bits of the key) way to factor in general, in particular no way to factor a number known to be the product of ex- actly two large primes. We would be very happy if we could show that the set of primes is an NP-complete language, or even that the set of composite numbers was NP-complete. For then, a polynomial factoring algorithm would prove P = Af7, since it would yield polynomial-time

11.5. THE COMPLEXITY OF PRIMALITY TESTINC 501 tests for boh these languages. Alas, we shall see in Section 11.5.5 that both the primes and the composite numbers axe in Af7 ). Since they are complements of each other, should either be NP-complete, it would fol- low that Af = coAcP, which we doubt is the case. Further, the fact that the set of primes is in T79 means that if we could show the primes to be NP-complete then we could conclude T -- Alp, another unlikely situation. 11.5.2 Introduction to Modular Arithmetic Before looking at algorithms for recognizing the set of primes, we shall introduce some basic concepts regarding modular arithmetic, that is, the usual arithmetic operations ex'ecuted modulo some integer, often a prime. Let p be any integer. The integers modulo p are O, 1,... ,p - 1. We can define addition and multiplication modulo p to apply only to this set of p integers by performing the ordinary calculation and then computing the remainder when the result is divided by p. Addition is quite straightforward, since the sum is either less than p, in which case we have nothing 'additional to do, or it is between p and 2p - 2, in which case we subtract p to get an integer in the range 0, 1,...,p - 1. Modular addition obeys the usual algebraic laws; it is commutative, associative, and has 0 as the identity. Subtraction is still the inverse of addition, and we can compute the modular difference x - y by subtracting as usual, and adding p if the result is below 0. The negation of x, which is -x, is the same as 0 - x, just as in ordinary arithmetic. Thus, -0 -- 0, and if x  0, then -x is the same as p - x. Example 11.21: Suppose p -- 13. Then 3+ 5 = 8, and 7 + 10 = 4. To see the latter, note that in ordinary arithmetic, 7 + 10 = 17, which is not less than 13. We therefore subtract 13 to get the proper result, 4. The value of -5 modulo 13 is I3 - 5, or 8. The difference 11 - 4 modulo 13 is 7, while the difference 4 - 11 is 6. To see the latter, in ordinary arithmetic, 4 - tl = -7, so we must add 13 to get 6. [] Multiplication modulo p is performed by multiplying as ordinary numbers, and then taking the remainder of the result divided by p. Multiplication also satisfies the usual algebraic laws; it is commutative and associative, 1 is the iden- tity, 0 is the annihilator, and multiplication distributes over addition. However, division by nonzero values is triclder, and even the existence of inverses for in- tegers modulo p depends on whether or not p is a prime. In general, if x is one of the integers modulo p that is 0 _< x  p, then x -, or 1/x is that number y, if it exists, such that xy -- I modulo p. Example 11.22: In Fig. 11.9 we see the multiplication table for the nonzero integers modulo the prime 7. The entry in row i and column j is the product ij modulo 7. Notice that each of the nonzero integers has an inverse; 2 and 4 are each other's inverses, so are 3 and 5, while 1 and 6 are their own inverses. That

502 CHAPTER 11. ADDITIONAL CLASSES OF PROBLEMS 2 3 4 5 6 2 3 4 5 6 4 6 I 3 5 6 2 5 1 4 1 5 2 6 3 3 i 6 4 2 5 4 3 2 1 Figure 11.9: Multiplication modulo 7 is, 2 x 4, 3 x 5, 1 x 1, and 6 x 6 are all 1. Thus, we can divide by any nonzero number x/y by computing y-1 and then multiplying x x y-t. For instance, 3/4--3 x 4 - ---3 x 2--6. I 2 3 4 5 2 4 0 2 4 3 0 3 0 3 4 2 0 4 2 5 4 3 2 1 Figure 11.10: Multiplication modulo 6 Compare this situation with the multiplication table modulo 6. First, we observe that only 1 and 5 even have inverses; they are each their own inverse. Other numbers have no inverse. In addition, there are numbers that are not 0, but whose product is 0, such as 2 and 3. That situation never occurs for ordinary integer arithmetic, and it never happens when arithmetic is modulo a prime.  There is another distinction between multiplication modulo a prime and modulo a composite number that turns out to be quite important for primality tests. The degree of a number a modulo p is the smallest positive power of a that is equal to 1. Some useful facts, which we shall not prove here are: * Ifp is a prbnc, then a p- = 1 modulo p. This statement is called Feaat's theorem. 7 The dcgree of a modulo a prime p is always a divisor of p - 1. � If p is a prime, there is always some a that has degree p - 1 modulo p. ?Do not confuse Fermat's theorem with "Fermat's last theorem," which asserts the nonex- istence of integer solutions 1;o x ' + y"= z'* for n _> 3.

11.5. THE COMPLEXITY OF PRIMALITY TESTING 503 Example 11.23: Consider again the multiplication table modulo 7 in Fig. 11.9. The degree of 2 is $, since 22 = 4, and 2 s -- 1. The degree of 3 is 6, since 3  = 2, 33 -- 6, 34 = 4, 3  = 5, and 36 = 1. By similar calculations, we find that 4 has degree 3, 5 has degree 6, 6 has degree 2, and I has degree 1. 11.5.3 The Complexity of Modular-Arithmetic Computations Before proceeding to the applications of modular arithmetic to primality testing, we must establish some basic facts about the running time of the essential operations. Suppose we wish to compute modulo some prime p, and the binary representation of p is n bits long; i.e., p itself is around 2"'. As always, the running time of a computation is stated in terms of n, the input length, rather than p, the "value" of the input. For instance, counting up to p takes time O(2n, so any computation that involves p steps, will not be polynomial-time, as a function of n. However, we can surely add two numbers modulo p in O(n) time on a typical computer or multitape TM. Recall that we simply add the binary numbers, and if the result is p or greater, then subtract p. Likewise, we can multiply two numbers in O(n 2) time, either on a computer or a Turing machine. After multiplying the numbers in the ordinary way, and getting a result of at most 2n bits, we divide by p and take the remainder. Raising a number x to an exponent is trickier, since that exponent may itself be exponential in n. As we shall see, an important step is raising x to the power p- 1. Since p- 1 is around 2 ', if we were to multiply x by itself p-2 times, we would need O(2 ) multiplications, and even though each multiplication involved only n-bit numbers and could be carried out in O(n ) time, the total time would be O(na2=), which is not polynomial in n. Fortunately, there is a "recursive-doubling" trick that lets us compute x p- (or any other power of x up to p) in time that is polynomial in n: 1. Compute the at most n exponents x, x , x 4, xS,... , until the exponent exceeds p - 1. Each vaJue is an n-bit number that is computed in O(n ) time by- squaring the previous value in the sequence, so the total work is O(n3). 2. Find the binary representation of p- 1, say p- 1 = a_ � � - aao. We can write p - 1 -- ao 4- 2a -t- 4a 4- - � - + 2 n - a- where each aj is either 0 or 1. Therefore, xp--1  :Eaoq-2a-[-4a---,-k2"- which is the product of those values x s for which a  1. Shce we computed each of those x  's in step (1), and each is an n-bit numbe L we can compute the product of these n or fewer numbers in O(n ) time.

504 CHAPTER II. ADDITIONAL CLASSES OF PROBLEMS Thus, the entire computation of x p- takes O(n 3) time. 11.5.4 Random-Polynomial Primality Testing We shall now discuss how to use randomized computation to find large prime numbers. More precisely, we shall show that the language of composite numbers is in 7P. The method actually used to generate n-bit primes is to pick an n-bit number at random and apply the MontesCarlo algorithm to recognize composite numbers some large number of times, say 50. If any test says that the number is composite, then we know it is not a prime. If all 50 fail to say that it is composite, there is no more than 2 -50 probability that it really is composite. Thus, we can fairly safely say that the number is prime and base our secure operation on that fact. We shall not give the complete algorithm here, but rather discuss an idea that works except in a very small number of cases. Recall Fermat's theorem tells us that if p is a prime, then x p- modulo p is always 1. It is also a fact that ifp is a composite number, and there is any x at all for which x p- modulo p is not 1, then for at least half the values of x in the remge i to p - 1, we shall find x p-  1. Thus, we shall use as our Monte-Carlo algorithm for the composite numbers: 1. Pick an x at random in the range 1 to p - 1. 2. Compute x r- modulo p. Note that if p is an n-bit number, then this calculation takes O(n 3) time by the discussion at the end of Section 11.5.3. 3. If x p-1  1 modulo p: accept; x is composite. Otherwise, halt without accepting. Ifp is prime, then x r- = 1, so we aIways halt without accepting; that is one part of the Monte-Carlo requirement, that if the input is not in the language, then we never accept. For almost all the composite numbers, at least half the values of x will have x p-  1, so we have at least 50% chance of acceptance on any one run of this algorithm; that is the other requirement for an algorithm to be Monte-Caxlo. What we have described so far would be a demonstration that the compos- ite numbers are in TP, if it were not for the existence of a small number of composite numbers c that have x c- -- I modulo c, for the majority of x in the range 1 to c- 1, in particuiax for those x that do not share a common prime factor with c. These numbers, called Carmichael numbers, require us to do another, more complex test (which we do not describe here) to detect that they are composite. The smallest Carmichael number is 561. That is, one can show x 560 -- 1 modulo 561 for all x that axe not divisible by 3, 11, or 17, even though 561 --- 3 x 11 x 17 is evidently composite. Thus, we shall claim, but without a complete proof, that: Theorem 11.24: The set of composite numbers is in TP. []

11.5. THE COMPLEXITY OF PRIMALITY TESTING 505 Can We Factor in Random Polynomial Time? Notice that the algorithm of Section 11.5.4 may tell us that a number is composite, but does not tell us how to factor the composite number. It is believed that there is no way to factor numbers, even using randomness, that takes only polynomial time, or even expected polynomial time. If that assumption were incorrect, then the applications that we discussed in Section 11.5.1 would be insecure and could not be used. 11.5.5 Nondeterministic Primality Tests Let us now take up another interesting and significant result about testing pri- mality: that the language of primes is in Af7 ) q co-AfT'. Therefore the language of composite numbers, the comp!ement of the primes, is also in Af v q co-AlP. The significance of this fact is that it is unlikely to be the case that the primes or the composite numbers are NP-complete, for if either were true then we would have the unexpected equality Af7  = co-Af v. One part is easy: the composite numbers are obviously in AFT', so the primes are in co-JVT'. We prove that fact first. Theorem 11.25: The set of composite numbers is in AfP. PROOF; The nondeterministic, polynomial-time algorithm for the composite numbers is: 1. Given an n-bit number p, guess a factor f of at most n bits. Do not choose f - 1 or f = p, however. This part is nondeterministic, with all possible values of f being guessed along some sequence of choices. However, the time taken by any sequence of choices is O(n). 2. Divide p by f, and check that the remainder is 0. Accept if so. This prt is deterministic and can be carried out in time O(n ) on a multitape TM. If p is composite, then it must have at least one factor f other than 1 and p. The NTM, since it guesses all possible numbers of up to n bits, will in some branch guess f. That branch leads to acceptance. Conversely, acceptance by the NTM implies that a factor of p other than 1 or p itself has been found. Thus, the NTM described accepts the language consisting of all and only the composite numbers. El Recognizing the primes with a NTM is harder. While we were able to guess a reason (a factor) that a number is not a prime, and then check that our guess is correct, how do we "guess" a reason a number is a prime? The nondeterministic, polynomial-time algorithm is based on the fact (asserted but not proved) that if p is a prime, then there is a number x beten I and p - 1

506 CHAPTER 11. ADDITIONAL CLASSES OF PROBLEMS that has degree p - 1. For instance, we observed in Example 11.23 that for the prime p -- 7, the numbers 3 and 5 both have degree. 6. While we could guess a number x easily, using the nondeter,ninistic capa- bility of a NTM, it is not immediately obvious how one then checks that x has degree p - 1. The reason is that if we apply the definition of "degree" directly, we need to check that none of x 2, x 3,. .., x p-2 are 1. To do so requires that we perform p- 3 multiplications, and that requires time at least 2 n, ifp is an n-bit number. A better strategy is to make use of another fact that we assert but do not prove: the degree of x modulo a prime p is a divisor of p - 1. Thus, if we knew the prime factors of p- 1, s it would be sufficient to check that x (p-)/q  1 for each prime factor q of p - 1. If none of these powers of x is equal to 1, then the degree of x must be p - 1. The number of these tests is O(n), so we can perform them all in a polynomial-time algorithm. Of course we cannot factor p - I into primes easily. However, nondeterministically we can guess the prime factors of p - 1, and: a) Check that their product is indeed p - 1. b) Check that each is a prime, using he nondeterministic, polynomial-time algorithm that we have been designing, recursively. The details of the algorithm, and the proof that it is nondeterministic, poly- nomial-time, are in the proof of the theorem below. Theorem 11.26: The set of primes is in P. PROOF: Given a number p of n bits, we do the following. First, if n is no more than 2 (i.e., p is 1, 2, or 3), answer the question directly; 2 and 3 are primes, while 1 is not. Otherwise: Guess a list of factors (q, q,..., q), whose binary representations total at most 2n bits, and none of which has more than n - i bits. It is permitted for the same prime to appear several times: since p- 1 may have a factor that is a prime raised to a power greater than 1; e.g., if p  13, then the prime factors of p - 1 -- 12 are in the list (2, 2, 3). This part is nondeterministic, but each branch takes O(n) time. 2. Multiply the q's together, and verify that their product is p- I. This part takes no more than O(n ') time and is deterministic. 3. If their product is p- I, recursively verify that each is a prime, using the algorithm being described here. SNotice that if p is a prime, then p - 1 is newer a prime, except in the uninteresting case p = 3. The reason is that all primes but 2 are odd.

11.5. THE COMPLEXITY OF PRIMALITY TESTING 507 If the q's are all prime, guess a value of x and check that x (p-)/qj  1 for any of the q's. This test assures that x has degree p- 1 modulo p, since if it did not, then its degree would have to divide at least one (p- 1)/qj, and we just verified that it did not. Note in justification that any x, raised to any power of its degree, must be 1. The exponentiations can be done by the efficient method described in Section 11.5.3. Thus, there are at most k exponentiations, which is surely no more than n exponentiations, and each one can be performed in O(n 3) time, giving us a total time of O(n 4) for this step. Lastly, we must verify that this nondeterministic algorithm is polynomial- time. Each of the steps except the recursive step (3) takes time at most O(n 4) along any nondeterministic branch. While this recursion is complicated, we can visualize the recurslye calls as a tree suggested by Fig. 11.11. At the root is the prime p of n bits that we want to verify. The children of the root are the qj's, which are the guessed factors of p- 1 that we must also verify axe prhnes. Below each qj are the guessed factors of qj - 1 that we must verify, and so on, until we get down to numbers of at most 2 bits, which are leaves of the tree. Root level Level 1 Level 2 p q q ... q 1 2 Figure 11.I1: The recursive calls made by the algorithm of Theorem 1t.26 form a tree of height and width at most n Since the product of the children of any node is lcss than the value of the node itself, we see that the product of the values of nodes at any depth from the root is at most p. The work required at a node with value i, exclusive of work done in recursire calls, is at most a(log2 i)4 for some constant a; the reason is that we determined this work to be on the order of the fourtl power of the number of bits needed to represent that value in binary. Thus, to get an upper bound on the work required by any one level, we must maximize the sum , a{log2(ij)) ' subject to the constraint that the product ill2" ' is at most p. Because the fourth power is convex, the maximum occurs when all of the value is in one of the i's. If i. = p, and there are no other is's, then the sum is a(log, p)4. That is at most an 4, since n is the number of bits in the binary representation of p, and therefore log2 p is at most n.

508 CHAPTER 11. ADDITIONAL CLASSES OF PROBLEMS Our conclusion is that the work required at each depth is at most O(n4). Since there are at most n levels, O(n ) work suffices in any branch of the nondeterministic test for whether p is prime. [] Now- we know that both the primes and their complement are in All >. If either were NP-complete, then by Theorem 11.2 we would have a proof that AlP = co-YV. 11.5.6 Exercises for Section 11.5 Exercise 11.5.1: Compute the following modulo 13: a) H+9. *b) 9-11. e) 5x8. * d) 5/8. e) 5 s. Exercise 11.5.2: We claimed in Section 11.5.4 that for most values of x be- tween 1 and 560, x s� = I modulo 561. Pick some values of x and verify that equation. Be sure to express 560 in binary first, and then compute x ' modulo 561, for various values of j, to avoid doing 559 muItiplications, as we discussed in Section 11.5.3. Exercise 11.5.3: An integer x between 1 and p- 1 is said to be a quadratic residue modulo p if there is some integer y between 1 and p- 1 such that y2 = x. * a) What axe the quadratic residues modulo 7? You may use the table of Fig. 11.9 to help answer the question. b) What are the quadratic residues modulo 137 Show that if p is a prime, then the number of quadratic residues modulo p is (p - 1)/2; i.e., exactly half the nonzero integers modulo p are quadratic residues. Hint: Examine your data from parts (a) and (b). Do you see a pattern explaining why every quadratic residue is the square of two different numbers? Could one integer be the square of three different numbers when p is a prime? 11.6 Summary of Chapter 11 The Class co-Aft: A language is said to be in co-AlP if its complement is in AlP. All languages in P are surely in co-AfT', but it is likely that there are some languages in .N-P that are not in co-A/'T', and vice-versa. In particular, the NP-complete problems do not appear to be in co-.hf7 >.

11.6. SUMMARY OF CHAPTER 11 509 The Class P$: A language is said to be in P$ (polynomial space) if it is accepted by a deterministic TM for which there is a polynomial p(n) such that on input of length n the TM never uses more than p(n) ceils of its tape. The Class AfP$: We can also define acceptance by a nondeterministic TM whose tape-usage is limited by a polynomial function of its input length. The class of these languages is referred to as AgP$. However, Savitch's theorem tells us that 7$ = AfT'$. In particular, a NTM with space bound p(n) can be simulated by a DTM using space p' (n). Randomized Algorithms and Turing Machines: Many algorithms use ran- domness productively. On a real computer, a random-number generator is used to simulate "coin-flipping." A randornized Turing machine can achieve the same random behavior if it is given an additional tape on which a sequence of random bits is written. The Class 77>: A language is accepted in random polynomial time if there is a polynomial-time, randomized Turing machine that has at least 50% chance of accepting its input ff that input is in the language. If the input is not in tte language, then this TM never accepts. Such a TM or algorithm is called "Monte-Carlo." The G?ass ZPP: A language is in the class of zero-error, probabilistic polynomial time if it is accepted by a randomized Turing machine that always gives the correct decision regarding membership in the language; this TM must run in expected polynomial time, although the worst case may be greater than any polynomial, Such a TM or algorithm is called "Las Vegas." Relationships Among Language Classes: The class co-TdP is the set of complements of languages in TP. The following containments are known: p C_ ZPP C_ (7P N co-TP). Also, 77 v C_ Af7  and therefore co-?gP C_ co-N'P. The Primes and Af7>: Both the primes and the complement of the ]an- guage of primes -- the composite numbers -- are in AfT >. These facts make it unlikely that the primes or composite numbers are NP-complete. Since there axe important cryptographic schemes based on primes, such a proof would have offered strong evidence of their security. The Primes and 7P: The composite numbers axe in TiP. The random- polynomial algorithm for testing compositehess is in common use to allow the generation of large primes, or at least large numbers that have an arbitrarily small chance of being composite.

510 CHAPTER 1t. ADDITIONAL CLASSES OF PROBLEMS !1.7 References for Chapter 11 Paper [2] initiated the study of classes of ianguages defined by bounds on the amount of space used by a Turing machine. The first PS-complete prob- lems were given by Karp [4] in his paper that explored the importance of NP-compteteness. The PS-complcteness of the problem of Exercise 11.3.2 -- whether a regular expression is equivalent to E* -- is from there. PS-compIeteness of quantified boolean formulas is unpublished work of L. J. Stockmeyer. PS-completeness of the Shannon switchhg game (Exercise 11.3.3) is from The fact that the primes are in Af7 is by Pratt [9]. The presence of the composite numbers in 7�7> was first shown by Rabin I10]. Interestingly, there was published at about the same time a proof that the primes are actually in P, provided that an unproved, but generally believed, assmnption called the extended Riemann hypothesis is true [6]. Several books are available to extend your knowledge of the topics intro- duced in this chapter. I7] covers randomized algorithms, including the complete algorithms for primality testing. [5] is a source for the a.lgorithms of modular arithmetic. [3] md [8] treat a number of other complexiW classes not mentioned here. 1. S. Even and R. E. Tarjan, "A combinatorial problem which is complete for polynomial space," J. ACM 23:4 (1976), pp. 710-719. 2. J. Hartmanis, P.M. Lewis II, and R. E. Stearns, "Hierarchies of memory limited computations," Proc. Sixth Annual IEEE Symposium on Switch- ing Circuit Theory and Logical Design (1965), pp. 179-190. 3. J. E. Hopcroft and J. D. Ullrnan, Introduction to Automata Theory, Lan- guages, and Computation, Addison-Wesley, Reading MA, 1979. 4. R. M. Karp, "Reducibility alnong combinatorial problems," in Complexqty of Computer Computations (R. E. Ivliller, ed.), Plenum Press, New York, 1972, pp. 85-104. 5. D. E. Knuth, The Art of Computer Programming, Vol. II: Seminumerical Algorithms, Addison-Wesley, Reading MA, 1997 (third edition). 6. G. L. Miller, ':Riemann's hypothesis and tests for primaIity," J. Computer and System Sciences 13 (1976), pp. 300--317. 7. R. Motwasfi and P. Raghavan, Randomized Algorithms, Cambridge Univ. Press, 1995. 8. C. H. Papadimitriou, Computational Complexity, Addison-Wesley, Read- ing MA, 1994. 9. V. R. Pratt, ':Every prime has a succinct certificate," SIAM J. Computing 4:3 (1975), pp. 214-220.
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